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Dear X:  
 
 One or more o f your mo bi l e apps ma y  b e dire ct ed to chil dren  in the United States , and 
ma y coll ect a pe rsi s t ent ident i fi er, such as a mobi l e devi ce id ent i fi er or  IP addres s .  Import ant 
chan ges to the Children’s Online Privac y Protect i o n Rule 1 take ef fect on July 1, 2013.  The 
Children’s Online Privac y Protect i on Rule impl e m ent s the Children’s Online Privac y Protect i on 
Act (COPPA). 2  COPPA and its relat ed rules appl y to for ei gn-bas ed Web sites and onli ne 
servi ces that are invol ved in comm erce in the Unit ed States or its terri t ori es .3   This woul d 
incl ude forei gn- based sit es or servi c es that ar e dir ect ed t o chil dren in the United States, or that 
knowi ngl y coll e ct person al inform at i on from chil d ren in the U.S.  The staf f of the Feder al Trad e 



m obi l e devi ce IDs,  that can reco gni z e use rs over ti me and ac ros s diffe rent websi t es or onli ne 
servi ces .   

 
If you coll ect a persi s t ent ident i fi er cove red b y the Rule after Jul y 1  – ev en if you don’ t 

coll ect a name, e- mail ad dres s, or an y  othe r infor m at i on – you must provi de noti ce and obtai n 
parent al cons ent,  unles s yo u use th at ident i fi er on l y to maint ai n or an al yz e the  funct i oni ng o f the 
appl i cat i on, perfo rm net work comm uni cat i ons, authent i cat e users o f the app,  serve cont ex t ual 
advert i s i ng, or conduct ot her speci fi c acti vi t i es def i ned as “support fo r inter nal operat i ons ” in the 
Rule. 4   The ex panded de f i ni t i on of “p ers onal infor m at i on” also incl udes a phot o or video with a 
chil d’s image, or a reco r di ng of a chil d’s voice. 

 
The revi s ed Rule has add i t i onal “must s ” for devel opers of chil d-dir ect ed apps. For 

ex am pl e:   
 

�x You must give noti ce an d get p arent al consent for personal inform at i on col l ect ed 
on your appl i cat i ons fro m third part i es, such as ad networks, unles s an ex cept i on 
appl i es.  

 
�x You must take reason abl e steps to releas e chil dre n’s personal inform at i on onl y to 

compani es  that ar e cap ab l e of keepi n g it secu re an d confi dent i al . 
 

�x You must meet new data retent i on and delet i on re qui rem ent s.        
 
Please take the time to re vi ew the upcom i n g chan ges to COPPA.  We also  strongl y 

encoura ge you to revi ew yo ur apps and your poli ci e s and proc edures for co mpl i ance.  As with all 
of our enfo rcem ent acti vi t i es, the Commiss i on will ex erci s e its prosecut ori al discret i on in 
enforci n g the COPPA Rule, part i cul arl y with respe ct to smal l busi nes s es that have attem pt ed to 
compl y with the Rule in  good fait h in the earl y m ont hs after the Rule be co m es effe ct i ve.  5 

 
You can find the full tex t of the revi s ed COPPA Rule and more inform at i on about the 

chan ges  and n ew requi re m ent s at http://www.ftc.gov/opa/2012/12/coppa.shtm . If you have an y 
quest i ons, pleas e cont a ct Allison Lefrak at 202-326-2804 or Kathe ri ne White at 202-326-2878 or 
send an emai l to the COPPA compli ance hotl i ne at coppahot l i ne@ftc.gov. 

 
     Sincerel y,  
 
 
     Maneesha Mithal  
     Associat e Direct or  
     Division of Privac y and Identi t y Protect i on  

 
 

                                                 
4  Section 312.2 of the COPPA Rule defi nes “support for the intern al operat i ons of the Web site 
or onli ne servi ce.”   
5 The Commi ssio n ma y see k i n j unc tive relie f or fi na nc ia l pen a ltie s of up to $16,000 per viola tio n of COPPA.  


