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Staff searched the app stores using the word “kids,” and examined hundreds of pages 

promoting apps, which ranged from alphabet and word games, math and number games, and 

memory games to books and stories, flash cards, and puzzles. Most of the apps’ descriptions 

specifically indicated that the apps were intended for use by children, and some promoted 

use by children of certain ages, stating, for example, “teach young children, ages 2 to 5.” 

Prices ranged from free to $9.99, but most apps were $0.99 or less, and free apps were 

overwhelmingly the most frequently downloaded.

While staff encountered a diverse pool of apps for kids created by hundreds of different 
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Information provided to parents after downloading an app is, in staff’s view, less useful in the 

parent’s decision-making since, by then, the child may already be using the app and the parent 

already could have been charged a fee.23
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Intended Audience

Staff also reviewed the app descriptions for cues to the intended audience, looking for 

both general and specific age groups. Almost all of the apps reviewed appeared to be intended 

for use by kids, and many provided specific age ranges. Staff looked for words in app names 

or descriptions suggesting that the apps were recommended for, or were appropriate for, 

certain general groups, such as “infants,” “toddlers,” “preschoolers,” “children,” “kids,” 

“parents” and “teachers.”27 Table 2 lists the percentage of apps on each platform promoted for 

use by certain age groups.

Table 2: Intended Audience – General Age Groups

Apple App Store Android Market Combined
General Age Group % of Apps % of Apps % of Apps

Infant/Toddler 11.5% 4.0%

89.75%
Child 56.0% 40.5%
Kid 63.5% 76.5%
Preschool 7.5% 10.5%
Elementary School 1.5% 1.5%
Parent 17.5% 20.0%

24.25%Teacher 3.5% 2.5%
Adult 7.5% 2.5%
Family 6.0% 4.5% 5.25%
Everyone 5.0% 1.0% 3.00%
No Indication 8.0% 2.0% 5.00%

n=200 n=200 n=400

Most of the app promotion pages suggested that the apps were for kids (or some subset 

of kids, such as infants) as shown in Table 2. Twenty-four percent of the 400 app descriptions 

contained language suggesting that the apps were intended for use by an adult, such as a parent 

or teacher, but most of those apps indicated they were for use by kids too. While 5% (twenty) 

of the 400 app descriptions did not include language suggesting any intended audience, all 

but two of these apps appeared to include content that kids may enjoy, such as games like 

checkers, table tennis, and basketball. Overall, sto3cP5ntent  0 12 72 1eT
Ec2 190. 
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specified an age range starting at 6 years old or younger.30 Conversely, over 75% of the apps 

that specified an age range specified one ending at 12 years old or younger, and roughly 45% 

specified an age range ending at 6 years old or younger. Table 3 lists the number of apps for 

specified age ranges.

Table 3: Intended Audience – Specific Age Ranges

Maximum recommended age % of apps with 
this min. age3-4 5-6 7-8 9-12 13+

Minimum 
recommended age

0-2 9 27 6 2 11 60%

3-4 1 8 5 9 25%

5-6 4 1 1 1 8%

7-8 3 2 5%

13 1 1%

% of apps with this max. age 10% 35% 20% 11% 24% n=91

Most Kids Apps Are Inexpensive

While prices ranged from free to $9.99, most of the 960 app store promotion pages listed 

a price of $0.99 or less. Indeed, 77% of the apps in the survey listed an install price of $0.99 

or less, and 48% were free.31 Free apps appeared to be the most frequently downloaded.

The Android Market provides a “download range” and a “feedback” field on the 

promotion page of each app. The “download range” is an estimate of the number of times a 

particular app has been downloaded (such as “100 – 500” or “10,000 – 50,000”) while the 

“feedback” field reveals the number of app users that have provided comments or feedback 

regarding their experience with the app. Staff used the download ranges to estimate the 

relative popularity of apps in each price category.32 Using this indicator, staff found that the 

free Android apps accounted for 99% of all downloads in the Android survey results, even 

though they accounted for only 62% of the apps returned by the “kids” search. Staff then 

compared these findings to the results obtained by using the “feedback” information to infer 

app popularity. As shown in Table 4, the “feedback” method closely tracked the “download” 

method.
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Table 6: Number of Apps Per Developer and Popularity Indicators

Apple App Store Android Market

# of 
Apps Per 

Developer

# of 
Developers

% All 
Apps

% 
Feedback 
Ratings

# of 
Developers

% All 
Apps

% of 
Downloads

1 142 29.6% 49.8% 150 31.3% 50.2%
2 43 17.9% 18.8% 48 20.0% 9.7%
3 11 6.9% 6.0% 11 6.9% 2.2%
4 5 4.2% 4.4% 6 5.0% 9.1%

5-9 13 17.7% 19.8% 14 16.9% 7.3%
10+ 5 23.8% 1.1% 5 20.0% 21.4%

n=480 n=480

Only a handful of app developers were responsible for more than 10 apps in our 

sample. Developers with one app in our sample were popular, accounting for about 50% of 

all downloads/feedback ratings, even though they were responsible for only about 30% of 

the apps. In contrast, those developers with more than 10 apps in our sample accounted for 

about 1% of the feedback ratings for Apple, (and 20% of the downloads for Android) despite 

accounting for about 20% of all of the apps in the survey. This finding illustrates the broad and 

diverse nature of the mobile app marketplace.

Contact Information

Many of the developers provided some type of contact information directly on their 

app’s promotion page, or linked to a developer website that contained contact information. 

Staff found that 13% of the 400 kids apps listed an email address somewhere on the promotion 

page.34 Eighty-one percent of the 400 app promotion pages linked to a functioning English-

language developer website, a number of which provided contact information.35 Sixty-five 

percent (of the 400) linked to a functioning developer website whose landing page contained 

either some form of contact information or a link to contact information.36 Within this group, 

23% (of the 400) linked to a developer website that listed an email address on the landing 

page, 8% linked to a landing page providing a phone number, 6% linked to a landing page 

with a mailing address, 2% provided all three types of contact information on the landing 

page, and 38% linked to a landing page containing a link that appeared to lead to contact 

information.37
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II.	Data Collection and Sharing Practices
The survey findings regarding data collection and sharing were of greatest concern to 

FTC staff. Indeed, across the wide range of “kids” apps examined in the survey, staff found 

very little information about the data collection or sharing practices of these apps. Apple’s and 

Google’s mobile operating systems and app stores provide limited notice to users regarding app 

capabilities, and leave the bulk of disclosure to individual app developers. In most instances, 

staff was unable to determine from the information on the app store page or the developer’s 

landing page whether an app collected any data, let alone the type of data collected, the 

purpose for such collection, and who collected or obtained access to such data.38
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the risk that the child’s sensitive information will be shared with unknown third parties, or not 

downloading the app, and depriving the child of an enjoyable game or activity.

Of the 182 Android apps indicating they were intended for use by kids, only 24% 

specified that the app required “no special permissions to run” – i.e.,  that a child could use 

the app without the app accessing any information or capabilities from the mobile device. 

Conversely, 76% indicated that the app required at least one “permission” to run. In fact, 

staff found that over half of the Android app promotion pages listed a “permission” for “full 

Internet access,” meaning that the “permission” enables the app to access and receive a wide 

variety of content while the app is running.41 Table 7 lists the percentage of Android apps that 

contained some of the more potentially sensitive permissions.42

Table 7: Android Market “Kids” Apps Permissions

Permission
% of  
Apps

% of  
Free Apps

% of  
Paid Apps

Network communication: full Internet access 60.99% 78.81% 28.13%
Phone calls: read phone state and identity43 20.88% 29.66% 4.69%
Modify/delete SD card44 15.93% 16.95% 14.06%
Your location - 8.24% 11.02% 3.13%

Fine (GPS) location
Coarse (network-based) location
Both fine and coarse location

6.04%
5.49%
3.30%

7.63%
11.02%
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app requests the user’s location by displaying a specific icon.49 Both systems also provide a 

global setting that allows users to turn off their devices’ location capabilities.50 As described 

above, Android’s operating system requires developers to declare a “permission” for access 

to location information. After an app is downloaded, Apple’s operating system provides: 1) a 

notice the first time that an app attempts to acquire the user’s location; and 2) an on/off switch 

in the device’s settings allowing users to permit an app to access their location information 

on an app-by-app basis.51 These additional protections offered by Apple apply only to an app 

requesting location information.

Beyond the basic technological models, both app stores require developers by agreement 

to disclose the information their apps collect,52 though neither store specifies how or where 

such information should be provided. Both stores’ privacy policies also state that the privacy 

policies of the app developers control the practices of a mobile app offered in the app stores.53 

Under this model, the information provided by developers is critical for transparency. 

Nevertheless, as described below, such information is rarely provided.

Disclosure of App Data Collection and Sharing

Staff’s review of both the app store promotion pages and developer websites of the 400 

closely examined apps in the survey revealed very little information about the apps’ data 

practices.

Indeed, the Apple app promotion pages that staff examined provided almost no 

information on individual developers’ data collection and sharing practices. Similarly, the 

Android app promotion pages that staff examined provided little information other than the 

mandatory “permissions.” Only three (1.5%) of the 200 Android apps even attempted to 

convey information about the purpose for the “permissions.” These three apps made the 

following disclosures (respectively) on their promotion pages:

●�” “Needs Location permission for Ads. If you prefer, get the AD FREE version.”

●�” “Permissions are required by the Ad networks, which keep the app free.”

●�” “All requested permissions are for ads only.”

All three statements put the user on notice that the app provides information to an ad 

network, but do not identify what information is collected, by whom, how it is used, and 

whether it is shared with others.

Staff also looked for information about the apps’ data collection and sharing practices 

on the landing pages of the developers’ websites.54 As with the app promotion pages, staff 
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Social Network Integration and Other Social Features

Staff found that 5% of the 400 app promotion pages indicated that the app was 

integrated with a social network – that is, a user could access a social network, and thus share 

information, through the app. Staff found that 3.5% of the 400 promotion pages indicated 

integration with Facebook, 2% with Twitter, and 2% with various other social networks.58 

Because the app stores do not appear to require disclosure of these social features on the 

promotion page, it is likely that the survey numbers understate the prevalence of social 

functionality. In addition, some apps have their own internal sharing functions – for example, 

automatically sharing game results, usernames, and other information with unknown users on 

the app’s scoreboard or news feed. Staff believes that the presence of social features within an 

app is highly relevant to parents selecting apps for their children, and that such functionality 

should be disclosed prior to download.

In-App Advertising

The existence of advertising within an app may be significant to parents for several 

reasons. First, parents may want to limit the data collected by advertisers and ad networks 

about their children.59 Second, even if the advertising is not based on any information collected 

by the user, parents may want to limit their children’s exposure to ads. Finally, ads running 

inside an app may incorporate various capabilities allowing the user to do things like directly 

call phone numbers or visit websites appearing in the ad, and parents may not want these 

options available to their children.

Staff found that about 7% of the 400 app store promotion pages indicated that the app 

contained advertising. As above, this number is likely to understate the number of apps 

containing advertising because app stores do not appear to require developers to disclose 

in-app advertising on their promotion pages, and because advertising is a common way to 

monetize apps.

by the user, parents may2Tj
ET
Eertising u Otise Sncted te 
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Still others included language addressing the “click-to” functionality often found 

within advertisements – for example, stating that the developer had moved the placement 
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access to a number of specific applications, such as Apple’s Internet browser (Safari), the 

online video website YouTube, the iTunes App Store itself, the device’s camera application, as 

well as some device capabilities, such as location sharing and in-app purchase mechanisms.72 

Although the Android operating system does not have such built-in parental controls, a number 

of available apps allow parents to password-protect access to various content and device 

capabilities.73

On both systems, parents can set the device settings to limit the flow of some information 

– for example, blocking GPS location sharing or setting the device on “airplane mode” in 

order to restrict the interactive features of an app. However, a parent needs to set these limits 

each time the child uses an app, and taking such actions may adversely limit desirable app 

functionality.74 Further, while these types of controls may help parents manage the use of the 

device by their children, they do not provide information about the data practices associated 

with the apps that run on them. Thus, parents may be forced to choose between allowing their 

child to use an app, with all the unknown risks associated with such use, and cutting off their 

child’s use of the app altogether. With better information about the data practices of these 

apps, parents can make informed decisions about which apps their children can use safely, and 

which apps parents wish to avoid.

Conclusion
The mobile apps marketplace is a constantly evolving new media that offers parents many 

new options for entertaining and educating their children. Staff’s survey shows, however, that 

parents generally cannot determine, before downloading an app, whether the app poses risks 

related to the collection, use, and sharing of their children’s personal information. Although 

the two major U.S. mobile app stores provide some information and controls governing apps, 

all members of the mobile app ecosystem – the app stores, the developers, and the third 

parties providing services within the apps – must do more to ensure that parents have access to 

clear, concise and timely information about the apps they download for their children. Parents 

should be able to learn, before downloading an app for their children, what data will be 

collected, how the data will be used, and who will obtain access to the data. Armed with such 

information, parents can make knowledgeable decisions about the apps they choose for their 

children, and embrace these technologies with more confidence. Staff is committed to working 

with all stakeholders on these issues, and also plans to continue its vigorous enforcement of 

the COPPA statute and Rule. Staff hopes that this report will spur greater transparency and 

meaningful disclosure about the data collection practices in apps for children.
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receive behaviorally targeted advertisements, or interact with other content or services.”), available at 
http://www.gpo.gov/fdsys/pkg/FR-2011-09-27/pdf/2011-24314.pdf.

13.	See 16 C.F.R. § 312.2 (defining “[w]ebsite or online service directed to children”).

14.	
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Transportation. 112th Cong. 6-7 (May 10, 2011) (prepared statement of Alan Davidson, Director of Public 
Policy, Google Inc.), available at http://commerce.senate.gov/public/?a=Files.Serve&File_id=517bc26f-
ab89-4339-ad0f-441879598ed1 (the user may choose to trust the application by completing the installation or 
the user may choose to cancel the installation).

41.	Android provides consumers with a very technical description of this permission stating that it allows “an 
application to create network sockets.” See Appendix, page A5.

42.	For purposes of Table 7, staff removed any apps determined by staff not to be for kids.

43.	“Phone calls: read phone state and identity” allows the app to determine if the mobile device is currently 
making a telephone call – presumably so that it can avoid interrupting the call. It can also determine the 
mobile device’s telephone number. A more descriptive list of the Android operating system permissions found 
in this survey is provided on pages A5-A6 of the Appendix.

44.	“Modify/delete SD card” means the app would have the ability to save and erase data on the mobile device’s 
memory card. See Appendix, pages A5-A6.

45.	See Apple Answers the FCC’s Questions, Apple Inc. (Aug. 21, 2009), available at http://www.apple.com/
hotnews/apple-answers-fcc-questions (stating that it provides guidelines to developers that are used in 
considering whether to approve applications, and describing Apple’s review process).

46.	At least one survey of free apps in the Apple App Store and the Android Market, however, found little 
difference between the two stores in the prevalence of access to sensitive data. Lookout Mobile Security, 
supra note 39, Figs 9-10; see also Thurm & Kane, supra note 17, (documenting the data collection that 
occurred through many popular smartphone apps).

47.	Apple Answers the FCC’s Questions, supra note 45.

48.	See Consumer Privacy and Protection in the Mobile Marketplace: Hearing before the Subcomm. on Consumer 
Protection, Product Safety and Insurance of the S. Comm. on Commerce, Science and Transportation, 112th 
Cong. 3 (May 19, 2011) (prepared statement of Catherine Novelli, Vice President, Worldwide Government 
Affairs, Apple Inc.), available at http://commerce.senate.gov/public/?a=Files.Serve&File_id=4e365814-
c929-4785-9d39-596052ab3a7d (stating “we make it very clear in our App Store Review Guidelines that any 
App that targets minors for data collection will be rejected.”).

49.	See Statement of Catherine Novelli, supra note 48, at 4-5 (“An arrow icon alerts iOS 4 users that an 
application is using or has recently used location-based information”); Understanding the LocationListener 
in Android, DoityourselfAndroid.com (Dec. 25, 2010) http://blog.doityourselfandroid.com/2010/12/25/
understanding-locationlistener-android/ (discussing the GPS icon on Android and stating that “No GPS 
icon will be shown in the title bar, unless a certain application (like Google Maps) triggers it to request a 
location.”).

50.	See Statement of Catherine Novelli, supra 

49.

 112th  

See
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Appendix 

Methodology
This section provides additional information about the data collected and reviewed in the 

attached FTC Staff Report on Kids Apps.

Apple Data Collection
On July 14, 2011, staff used a desktop computer with the Windows 7 operating system to 

locate and copy the app store promotion pages for 960 mobile applications using the following 

steps. Staff first searched on the term “kids” in the desktop version of Apple’s iTunes app 

store and noted that each app had its own nine-digit unique identifier number and its own app 

store promotion page describing the app. The app store promotion page for each app was 

viewable by typing in the specific web address within the itunes.apple.com website, which 

contained the unique app identifier number, into the Internet Explorer browser on the desktop 

computer. Thus, staff could locate the unique web address for each app store promotion 

page using the following convention “http://itunes.apple.com/us/app/id[9-digit-unique-app-

identification-number]?mt=8.” Staff then used software to visit and copy the browser-viewable 

app promotion pages for the first 480 apps returned by the “kids” search in the Apple app 

store.

Android Data Collection
On July 14, 2011, staff used the same desktop computer with the Internet Explorer 

browser to access the desktop version of the Android Market, available at https://market.

android.com. Staff searched on the term “kids” and noted that each app had its own unique 

identifier and its own app store promotion page describing the app. Like Apple, the Android 

Market app promotion page for each app was viewable by typing in the specific web address 

within the market.android.com website, which contained the unique app identifier, into 

the browser. Staff could locate the unique web address for each app store promotion page 

using the following convention, “https://market.android.com/details?id=[unique-app-

id]&feature=search_result.” Staff then used software to visit and copy the app promotion 

pages for the first 480 Android Market apps returned by the “kids” search.

Data Extraction
Staff saved each app store promotion page as a .txt file and as an .html file. Staff 

identified the relevant fields, such as price, developer, and number of ratings, found within the 
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copied app promotion pages and extracted that data into an electronic database. This automated 

extraction was the source of all of the n=480 tables in the report.

Reviewing the Random Sample of App Store Promotion Pages
Staff completed a review of 400 randomly selected app store promotion pages. For each 

of the pools of the 480 app promotion pages, staff used a random number generator to select 

200 unique numbers and created a separate database that contained only the 200 app store 

promotion pages that corresponded with the 200 randomly selected numbers. Reviewers were 

instructed to examine the electronically captured app promotion pages (that had been saved 

as .html files), and to answer a series of questions about things like app topic, age range, and 

disclosures related to their review of the app promotion page using the database form. The 

specific instructions related to this review are detailed below. Once staff completed the review, 

two additional reviewers rated the sample, and found almost complete agreement between 

the first and second review, suggesting that the application of staff’s criteria was relatively 

unambiguous.

Reviewers were also instructed to click on the website address listed on the app 

promotion page in the field for “[developer’s] website.” Staff then saved and reviewed the 

resulting webpage (the “landing page” of the developer’s website), and entered the answers to 

a series of questions using the database form. Tables containing calculations that list “n=200” 

specify that the calculations were obtained from one of the two random samples.1

App Store Desktop Interface v. Mobile Device Interface
Staff collected the information in this report only from the content offered in the desktop 

interface of the two app stores. There are two relevant differences between this content and 

the content available through the mobile device interface, but staff does not believe these 

differences change the conclusions of this report.

App store promotion pages viewed in the Android Market using a mobile device include 

a field that displays a developer email address. At the time staff collected the information for 

the survey, this field was not found on the desktop version of the Android Market, and, thus, 

was not captured in the survey. Therefore, more email addresses were likely available for the 

Android apps in this survey than staff collected.

1.	 The specific random sample used is identified by the column heading under which the “n=200” specification 
is found.
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Similarly, app store promotion pages viewed in the desktop version of Apple’s App 

Store included a field that displayed a web address labeled “[Developer Name] Support,” 

even though this field was not found in promotion pages viewed from an iPhone. As noted 

in the report, staff did not review these additional web addresses and does not know if they 

contained additional contact information or disclosure information. Staff did note that 61% of 

the promotion pages listed the same address for both the developer’s website and the support 

website.

Categorizing Apps based on Type
Staff categorized the apps in the random sample based on a number of categories 

according to words found within the app descriptions and titles. The following is a list 

of the categories and any additional words used to classify an app into the categories: 

Educational (“learn,” “teach,” or any variation of the word “educate”); Game (“play”); 

Animal-related (“animal,” “creatures,” or the names or icons of different types of animals); 

Alphabet/Spelling/Words (“letters”); Math/Numbers (“arithmetic,” “counting,” “addition,” 

“subtraction,” “multiplication,” or “division”); Matching (“match,” or “find 2 of the same”); 

Memory; Book/Story (“chapters”); Coloring (“paint” or “draw”); Musical (“music” or 

“song”); Puzzle; Learning a language2; Flash Cards; Photo-related (“photo” or “picture”); 

Quiz/Test; Jokes; and other. Apps could fall into more than one category. For example, 

a matching game that involved pictures of animals would be categorized under “Game,” 

“Matching,” and “Animal-related.”

Categorizing Apps based on Intended User
Staff categorized the 400 apps in the random sample based on whether the app title 

or description identified any one of the following groups as an audience for whom the app 

was intended or recommended: Infant; Toddler; Child; Kid; Teen; Adult; Parent; Teacher; 

Family; Mature; Everyone; Preschool; Elementary; Middle School; High School; Age 

Range; Grade Range; Other; and No Indication. Grade and age range information have been 

presented separately from the qualitative categories in the report. Simply containing one of 

these audience groups in the app title or description was not sufficient to trigger an intended 

use category. The app title or description had to indicate in some way that the app was for 

one or more of these groups’ use. For example, one of the promotion pages described an app 

containing recipes for child-friendly meals. Although the description included the term “child,” 

2.	 This category only included apps that had the word “learn” plus a language in the title or description.
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the app was intended for use by parents or caretakers to make meals for children and therefore 

was not included in the “child” category.

Price Level Popularity
To estimate price level popularity for the Android apps in the survey, staff summed the 

lower bound of the download range for each app within a given price level. Next, staff divided 

these price level sums by the sum of the lower bound of the download ranges for all 480 

Android apps. Using this method, staff found that the free Android apps returned by the “kids” 

search, which accounted for 62% of the search results, accounted for 99% of all downloads. 

Table 7 of the report contains the results obtained using the lower bound method.

Staff then repeated its calculations using the upper bound and midpoint of each download 

range. Staff found that the results returned by each method were nearly indistinguishable from 

the results obtained using the lower bound of the download ranges.

Both the Android Market and the Apple App Store display the number of users that have 

provided feedback for a particular app. Staff used this feature to estimate price level popularity 

for the Apple apps, and as a second estimate of app popularity for the Android apps, by 

repeating the calculations described above substituting the number of feedbacks for downloads.

Developer Websites
Both the Apple App Store and the Android Market provide a specified field on the app 

store promotion page for developers to list their website. Although some app store promotion 

pages additionally listed web addresses in other places (such as the text of the app description), 

staff restricted its review to the landing page of the developer website address listed in the 

developer web address field. Staff found that a sizeable number of the website addresses listed 

in the developer web address field did not lead to relevant or functioning websites.

Of the 400 randomly selected “kids” app promotion pages reviewed by staff, 43 (11%) 

did not list a web address in the specified field for developer website; 17 (4%) listed a web 

address that staff was unable to examine; and 10 (3%) listed a web address that either led 

back to the app promotion page, or was not related to the app or developer in any apparent 

way. Staff was unable to examine websites when they encountered problems including: error 

messages (such as “site not found” or “site under construction” messages); never-ending 

redirects; “access forbidden” messages; and one Facebook page that required the visitor to be 

logged into Facebook in order to access the webpage. In addition, 5 (1%) of the web addresses 

led to websites that were entirely in a foreign language (even though staff used an English 
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language browser and browsed US app stores), and therefore were not counted. In the end, 

324 (81%) of the 400 “kids” app promotion pages listed a web address in the specified field 

that led to a functioning and relevant English language webpage.

Web Addresses in the Standardized Locations in the Apple App Store
The Apple App Store desktop version provides developers with standardized locations on 

each app’s promotion page for placing links to the developer’s website, a support site, and an 

application license agreement. Most Apple app store promotion pages in the survey contained 

a link to a developer website (469 out of 480, or 97.7%), and all of the pages contained a link 

to a support website. A few contained a link to an application license agreement (6 out of 480, 

or 1.3%). As stated above, 61% of the promotion pages listed the same address for both the 

developer’s website and the support website. Staff did not look at the remaining 39%; it is 

possible that more of the pages linked to additional privacy disclosures or developer contact 

information.

Other Websites
Reviewers also noted any web addresses listed on the app promotion pages outside of 

the app store standardized locations. While a number of developers used their app description 

space on the page to encourage readers to like them on Facebook, or follow them on Twitter, 

only 8% of the 400 app promotion pages reviewed by staff provided an address to an additional 

website.

Android Permissions Language
Below is a list of the Android disclosures identified in Table 7 of the report, taken 

verbatim from the app promotion pages encountered in this survey. While each disclosure is 

reported in its entirety, the list is not exhaustive of those used in the Android Market or found 

in the samples associated with this report.

●�” “Network communication > full Internet access > Allows an application to create 

network sockets.”

●�” “Phone calls > read phone state and identity > Allows the application to access the 

phone features of the device. An application with this permission can determine the phone 

number and serial number of this phone, whether a call is active, the number that call is 

connected to and the like.”

●�” “Modify/delete SD card contents > Allows an application to write to the USB storage. 

Allows an application to write to the SD card.”
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●�” “Your location > coarse (network-based) location > Access coarse location sources 

such as the cellular network database to determine an approximate device location, where 

available. Malicious applications can use this to determine approximately where you are.”

●�” “Your location > fine (GPS) location > Access fine location sources such as the Global 

Positioning System on the device, where available. Malicious applications can use this to 

determine where you are, and may consume additional battery power.”

●�” “Hardware controls > take pictures and videos > Allows application to take pictures 

and videos with the camera. This allows the application at any time to collect images the 

camera is seeing.”

●�” “Services that cost you money > directly call phone numbers > Allows the application 

to call phone numbers without your intervention. Malicious applications may cause 

unexpected calls on your phone bill. Note that this does not allow the application to call 

emergency numbers.”

●�” “System tools > modify global system settings > Allows an application to modify the 

system’s settings data. Malicious applications can corrupt your system’s configuration.”

●�” “Hardware controls > record audio > Allows application to access the audio record 

path.”

●�” “Your personal information > read sensitive log data > Allows an application to read 

from the system’s various log files. This allows it to discover general information about 

what you are doing with the device, potentially including personal or private information.”

Implications of Methodology and Interpretation of Results
Survey designs inevitably make tradeoffs; presenting evidence in ways that shed the most 

light on some questions necessarily leave other issues unaddressed. Searching the app stores 

using the word “kids” is a transparent methodology that works in both app stores and generates 

a diverse and relevant set of results; however, it is important to bear in mind the following 

implications of the survey design:

The first 480 apps returned by each query3 were given both equal importance and equal 

likelihood of inclusion in the random sample. This means that the report’s findings relate 

to overall performance from the field of apps for kids, rather than giving extra weight to 

those with more downloads.

3.	 Searches on the Android Market only yield 480 accessible results. Staff considered all 480 Android Market 
results, and truncated the results from the Apple App Store to 480 in order to make the samples comparable.
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