


safeguarding of personal information. The Commission also protects consumer privacy 
under a variety of other statutes, including the Fair Credit Reporting Act,3 the Children's 
Online Privacy Protection Act,4 and the CAN-SPAM Act.s The Undertaking Spam, 
Spyware, And Fraud Enforcement With Enforcers beyond Borders Act of2006 ("U.S. 
SAFE WEB Act") further enhances the Commission's ability to cooperate with foreign 
enforcement authorities in addressing cross-border privacy violations.6 

I. Promoting Innovation and Information Privacy through Competition and 
Consumer Protection Policies 

As the Department's Notice observes, there is an important and mutually 
reinforcing relationship between competition policies and consumer protection policies in 
the context of privacy protection. Together, they benefit consumers by fostering new 
products and services, lower prices, and increased consumer confidence while conducting 
activities online. 

Competition pressures producers to innovate by offering consumers the most 
attractive array of choices with respect to price, quality, and other options. Competitive 
firms constantly search for superior profit opportunities as they seek to win the favor of 
customers, who effectively vote with their dollars for preferred products and services. 
The U.S. Supreme Court has recognized that the benefits of competition go beyond lower 
prices and also extend to other dimensions, including the development of new products and9 tha1 new 6Tj
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self-regulation, and approaches that would enable individuals to apply their privacy 
preferences themselves. 

Several important themes em:erged from these roundtable discussions. First, 
experts confirmed that consumers generally do not understand data collection practices 
and are largely unaware that there may be companies collecting and analyzing their data 
for use by other companies. Second, participants noted that consumers should have 
greater control over their privacy without undue burdens, such as having to spend 
considerable time reviewing dense privacy disclosures. Third, it may be reasonable and 
useful to distinguish between data practices that raise genuine privacy concerns and those 
that do not. Fourth, protecting consumers' privacy should not stifle marketplace 
innovations that consumers genuinely desire. Fifth, an improved privacy framework 
should be both flexible enough to accommodate diverse business models and also simple 
enough to provide clear norms and expectations. The Commission will take into account 
all of the comments it received through the roundtable process as it develops initial 
recommendations on privacy later this year. 

In addition to these roundtable discussions, the Commission also is embarking on 
a review of the Children's Online Privacy Protection Rule. The current rule was enacted 
in 2000 and, among other things, requires web site operators to obtain parental consent 
before collecting, using, or disclosing personal information from children under the age 
of thirteen. In light of rapidly changing technologies, such as the increased use of 
smartphones and other mobile Internet access devices, the k545 0 Td
(ro3 Tc 1.54360 Td
(asd
(is )Tebos322 Tc -3Td
(obthp8Tes, 5 Tc 1.064 00 Td
(rulpublic Td
(ro3 Tc 1.543 0 Td
(curworkshopj
0.0222 T1 -33.7230Tc 19 T89
(on )Tj
0.0239 Tc 1.099 0 Td
(chiJu)Tj
0.0007 TTc 2.153  Td
(chi2,j
ET
BT
/Suspect <</Conf 0 >>BDC 
/T1_0 1 Tf
0.0144 Tc 11.5 0 0 11.5 97. Tc.Tc 3.193 Tc -32.922 -1.21 0 Td
(ci_0 1 Tf
0.0028 Tc 11.5 0 0 1Tj
0.0table )Tj
0.0203 T1Td
(curwor162 Tc 3age )Tj
0Td
(norms )Tj
0.024.559 0 Td

(chi2,j
explng, )Tj
0.0.0199 Tcu9.e )Tj
0.030Tc 19.0tableoperators )i4f3 Tc -32.922 -1.21 Td
(before )u)Tj
0.86po4.559 0 Td

(chi54 0 Td
(other )Tj
0.0179 Tc 0l3s8e )u)Tj
uTj
0.0162 Tcd
(mobile S )T 1R0.0173 Tc aOut210pussions, 4.709 0 Td
(n.0l
0.05)Tj
0.2 )i4f3 Tc -34initie )Tj
0.030IS 0 Td
(ci_0 1 Tf
0.0028 Tc 11.5 0 0 1Tj
01Td

(chi2,1.21 Td
ng )j
0.0.08c 2..12347.387.030IV.orms )Tj
0.024.559 01 Td
(other551 Td
ng )j
0.0.08c121cu9.e47.387.030I Tc 1)Tj
0en the4Td
(in ) accescross-bor9 Tm
(of )Tj61606 0 42c 5.152 0atn b e f o 4 8 c  5 . 1 5 2  v a r i o u 3 6 0  T d 
 ( a s 3 8 T c  2 3 s 3 u s e  ) T j 
 0 i  T c  1



address how companies can manage data security in a global environment where data can 
be stored and accessed from multiple jurisdictions. 16 

The Commission also understands that, in a global economy, companies find it 
increasingly challenging to comply with varying privacy requirements around the world, 
particularly those relating to the cross-border transfer of personal consumer information. 
Likewise, the cross-border enforcement of privacy laws and regulations continues to raise 
novel questions for consumer protection authorities. The Commission recognizes that, as 
the need for cross-border data flow increases, facilitating companies' compliance with 
applicable laws as well as protecting consumers' data in the event of a failure to do so 
will require international cooperation. 

In December 2006, Congress recognized the increasing threats facing U.S. 
consumers in the global marketplace from the proliferation of spam, spyware, 
telemarketing, and other cross-border consumer law violations, and passed the U.S. 
SAFE WEB Act. The Act enhances the FTC's ability to protect consumers by giving the 
agency new or expanded powers in several key areas. 17 The FTC has used the Act's 
authority to quickly and effectively protect consumers in the global economy. The Act 
has helped the FTC to overcome obstacles to cross-border enforcement it faced in the 
past and is critical to the FTC's ability to address problems that consumers may face in 
the future. 18 The FTC, therefore, has recommended that Congress preserve this much
needed authority and repeal the 7-year sunset provision contained in the Act.19 

In addition, the FTC is actively involved in cross-border privacy enforcement 
initiatives. In November 2009, APEC approved a privacy enforcement cooperation 
arrangement for privacy enforcement authorities in the APEC region. 2o The FTC is 
actively participating in implementing this arrangement. Most recently, the FTC, along 
with ten other privacy enforcement authorities around the world, started a privacy 
enforcement cooperation network called the Global Privacy Enforcement Network 

16 More information about this workshop can be found at FTC, Securing Personal Data in the Global 
Economy, http://www . ftc. gov Ibcp/workshops/personaldatagloballindex. shtm. 

17 The Act authorizes the FTC, in appropriate consumer protection matters, to share compelled and 
confidential information and provide investigative assistance to foreign law enforcement agencies 
addressing conduct substantially similar to conduct that would violate U.S. law. 15 U.S.C. §§ 46(f), G), 
57b-2(b)(6). It also gives the FTC a variety of other tools to improve international enforcement 
cooperation, which the FTC has used in a substantial number of consumer protection cases. 

18 See generally FTC, supra note 6. 

19 ld. at 19-21. 



("GPEN"). The FTC also has brought several cases enforcing the U.S.-European Union 
"Safe Harbor" arrangement for data transfers?l 

Conclusion 

The Federal Trade Commission is pleased to provide these comments on 
infonnation privacy and innovation in the Internet economy in light of our years of 
experience protecting consumer privacy both online and offline. The FTC will continue 
to devote substantial resources to protecting consumers using the Commission's law 
enforcement, consumer education, and policy development tools. The Commission 
would be pleased to assist the Department of Commerce in any way that would be useful 
toward the completion of its inquiry and report on infonnation privacy and innovation in 
the Internet economy. 

By Direction of the COmmiS  

Donald S. Clark 
Secretary 

21 See generally Press Release, FTC, FTC Settles with Six Companies Claiming to Comply with 
International Privacy Framework (Oct. 6, 2009), available at 
http://www. ftc. gov/opa/2009/1 O/safeharbor.shtm. 
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