Analysis of Proposed Consent Ordr to Aid Public Comment
In the Matter of Accretive Health, Inc.,
File No. 1223077

The Federal Trade Camission has acceptedjlgect to final approval, a consent arde
applicable to Accretive Health Systefriac.

The proposed consent order has been placéldeopublic record for thirty (30) daysrf
receipt of comments by intested persons. Conents receied during this period will becosn
pat of the public record. Aér thity (30) days, the Comission will again review the agreemt
and the commnts receied, and will decide whether it should withdraw frtdm agrement and
take appropriate action or k&final the agree



The camplaint further alleges that thesaldires cantributed toa July 2011 incident in
Minneapolis, Minnesota in which an Accretive Health laptop containing over 600 files with over
20 million pieces of information related to 23,000 patients was left in the locked passenger
compartment of the employee’s car and stol€he laptop included sensitive headid
personal informatio, including patient names, dates of birth, billing information, diagnostic
information, and Social Security numbers. The user of this laptop had data that was not
necessary to perform his job.

The proposed order contains provisions designed to prevent Accretive Heaalth
engaging in the future in praces smilar to tho® alleged inhe



Part Il of the proposed order requires Accretive Haatihtain within the fist one
hundred eighty (180) days after service of the order, and on a biennial basise¢héveaf
period of twenty (20) years, an assessment and report from a qualified, objective, independent
third-party professional, certifying, among other things, that: (1)stmalace a security
programthat provides protections thaeet or exceeche protections uired by Part Il of
the proposed order; and (23 gecurity prograns operating with sufficient effectiveness to
provide reasonable assurance thatsecuritycorfidentidity, andintegrity of sensitive
consuner, ifformation has been protected.

Parts IV tirough VIII of the proposed order are reporting angig@ance provisias. Part
IV requires Accretive Healtlo retain dcumentselating to its canpliance with the order. For
most records, the order requires that the d@umbe retained for a five-year period. For the
third-party assessents and supporting documents, Accretive Healllst retain the documents
for a period of three years after the date that easgssasent is prepared. Part V requires
dissemination of the order now and in the future to all current and future principals, officers,
directors, and managers, and to persons with responsibilities re



