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UNITED STATES OF AMERICA 
THE FEDERAL TRADE COMMISSION 

 
COMMISSIONERS:  Edith Ramirez, Chairwoman 
    Julie Brill 
    Maureen K. Ohlhausen 
    Joshua D. Wright 

_________________________________________  
                    )  
In the Matter of               )  
                    ) DOCKET NO. C- 
ACCRETIVE HEALTH, INC.              )   
                   )  AGREEMENT CONTAINING 
_________________________________________ ) CONSENT ORDER 
 
 The Federal Trade Commission (“Commission”) has conducted an investigation of 
certain acts and practices of Accretive Health, Inc. (“Accretive Health” or “proposed 
respondent”).  Proposed respondent, having been represented by counsel, is willing to enter into 
an agreement containing a consent order resolving the allegations contained in the attached draft 
complaint.  Therefore, 

 IT IS HEREBY AGREED by and between Accretive Health, Inc. by its duly authorized 
officers, and counsel for the Federal Trade Commission that: 
 
1. Proposed respondent Accretive Health, Inc. is a Delaware Corporation with its principal 
executive office located at 401 North Michigan Avenue, Suite 2700, Chicago, Illinois. 

2. Proposed respondent neither admits nor denies any of the allegations in the draft 
complaint, except as specifically stated in this order.  Only for purposes of this action proposed 
respondent admits the facts necessary to establish jurisdiction. 

3. Proposed respondent waives: 

a. Any further procedural steps; 

b. The requirement that the Commission’s decision contain a statement of findings 
of fact and conclusions of law; and 

c. All rights to seek judicial review or otherwise to challenge or contest the validity 
of the order entered pursuant to this agreement. 

4. This agreement shall not become part of the public record of the proceeding unless and 
until it is accepted by the Commission.  If this agreement is accepted by the Commission, it, 
together with the draft complaint, will be placed on the public record for a period of thirty (30) 
days and information about it publicly released.  The Commission thereafter may either 
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IT IS ORDERED that respondent shall, no later than the date of entry of this Order, 
establish and implement, and thereafter maintain, or continue to maintain a comprehensive 
information security program reasonably designed to protect the security, confidentiality, and 
integrity of personal information collected from or about consumers.  Such program, the content 
and implementation of which must be fully documented in writing, shall contain administrative, 
technical, and physical safeguards appropriate to respondent’s size and complexity, the nature 
and scope of respondent’s activities, and the sensitivity of the personal information collected 
from or about consumers, including: 

 
1. The designation of an employee or employees to coordinate and be accountable 

for the information security program; 
 

2. The identification of material internal and external risks to the security, 
confidentiality and integrity of personal information that could result in the unauthorized 
disclosure, misuse, loss, alteration, destruction, or other compromise of such information, and 
the assessment of the sufficiency of any safeguards in place to control the risks.  At a minimum, 
this risk assessment should include consideration of the risks in each relevant area of operations, 
including but not limited to: (a) employee training and management; (b) information systems, 
including network and software design, information processing, storage, transmission, and 
disposal; and (c) prevention, detection, and response to attacks, intrusions, and other system 
failures; 

 
3. The design and implementation of reasonable safeguards to control the risks 

identified through risk assessment and regular testing and monitoring of the effectiveness of the 
safeguards’ key controls, systems, and procedures; 

 
4. The development and use of reasonable steps to select and retain service 

providers capable of appropriately safeguarding personal information they receive from 
respondent, and requiring service providers by contract to implement and maintain appropriate 
safeguards; and  

 
5. The evaluation and adjustment of the information security program in light of the 

results of the testing and monitoring required by Paragraph 3 of this Section, any material 
changes to operations or business arrangements, or any other circumstances that 
Defendant knows or has reason to know may have material impact on the effectiveness of 
the information security program. 

 
III. 

IT IS FURTHER ORDERED
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Network, Security (SANS) Institute; or (c) a similarly qualified person or organization approved 
by the Associate Director of Enforcement, Bureau of Consumer Protection, Federal Trade 
Commission, 600 Pennsylvania Avenue, NW, Washington, DC 20580. The reporting period for 
the Assessments shall cover (i) the first one hundred and eighty (180) days after service of the 
Order for the Initial Assessment and (ii) each two (2) year period thereafter for twenty (20) years 
after service of the Order for the biennial Assessments. Each Assessment shall: 

 
1. Set forth the specific administrative, technical, and physical safeguards that 

respondent has implemented and maintained during the reporting period;  

2. Explain how such safeguards are appropriate to respondent’s size and complexity, 
the nature and scope of respondent’s activities, and the sensitivity of the personal information 
collected from or about consumers; 

3. Explain how the safeguards that have been implemented meet or exceed the 
protections required by Section II of the Order; and 

4. Certify that Respondent’s security program is operating with sufficient 
effectiveness to provide reasonable assurance that the security, confidentiality, and integrity of 
personal information is protected and has so operated throughout the reporting period.   

Each Assessment shall be prepared and completed within sixty (60) days after the end of the 
reporting period to which the 
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2. Unless covered by IV.1, for a period of five (5) years from the date of preparation 
or dissemination, whichever is later, a print or electronic copy of each document relating to 
compliance with this Order, including but not limited to documents, whether prepared by or on 
behalf of Respondent, that contradict, qualify, or call into question compliance with the Order. 

V.  

IT IS FURTHER ORDERED 
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This order will terminate twenty (20) years from the date of its issuance, or twenty (20) 
years from the most recent date that the United States or the  Commission files a complaint (with 
or without an accompanying consent decree) in federal court alleging any violation of the order, 
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FEDERAL TRADE COMMISSION 

 

By: ____________________________ 
       Katherine Armstrong 
       Allison Lefrak 

David W. Lincicum 
Counsel for the Federal Trade Commission 

 
 
 

APPROVED 
 
 
 
________________________ 
Robert Schoshinski 
Assistant Director MC 
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