UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Edith Ramirez, Chairwoman
Julie Brill
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Union Directive on Data Protection (“Directiye”Enacted in 1995, the Directive sets forth
European Union (“EU”) requirements for paisy and the protection of personal data.

Among other things, it requires EU Member Statesnplement legislation that prohibits the
transfer of personal data side the EU, with exceptionsnless the European Commission
(“EC”) has made a determination that the recipient jurisdiction’s laws ensure the protection
of such personal data. This determinatioreferred to commonly as meeting the EU’s
“adequacy” standard.

. To satisfy the EU adequacy standard for certaimmercial transfershe U.S. Department

of Commerce (“Commerce”) and the EC negetiethe U.S.-EU Safe Harbor Framework,
which went into effect in 2000. The U-BU Safe Harbor Framework allows U.S.
companies to transfer personal data lawfulbnfrthe EU. To join the U.S.-EU Safe Harbor
Framework, a company must self-certify to Coenoe that it complies with seven principles
and related requirements that have been dddmmeet the EU’s adequacy standard.

. Companies under the jurisdiction of the U.Sdéml Trade Commission (“FTC”), as well as
the U.S. Department of Transportation, drgilele to join the U.S.-EU Safe Harbor
Framework. A company under the FTC’s jurisdintihat claims it haself-certified to the

Safe Harbor principles, but failed to self-certib Commerce, or subsequently renew its Safe
Harbor certification, may be subject to ariceoement action based on the FTC’s deception
authority under Seain 5 of the FTC Act.

. Commerce maintains a public websigyw.export.gov/safeharbpwhere it posts the names
of companies that have self-certified to th&LEU Safe Harbor Framework. The listing of
companies indicates whether theelf-certification is “curreritor “not current” and a date
when recertification is due. Companies are rexlio re-certify every y& in order to retain
their status as “current” memberstbé Safe Harbor Framework.

Violations of Section 5 of the FTC Act

. In November 2007, Respondent submitted to Cornena self-certificatin of compliance to
the Safe Harbor Framework. Respondent sules#ty renewed its fecertification in
November 2008, November 2009, and November 2010.

10.In November 2011, Respondent did not renewetécertification to the Safe Harbor, and

Commerce subsequently updategpandent’s status to “not gent” on its public website.
In November 2013, Respondent renewed its catification to the Sa Harbor Framework
anies thbanies thban
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DDC and its subsidiaries, branchdwjisions, and business units in
the United States adhere to thdéeSdarbor Pringiles published by
the U.S. Department of Commerce with respect to all such data.

12. Through the means described in ParagrapliR&&pondent represents, expressly or by
implication, that it is a “current” particgmt in the U.S.-EU Safe Harbor Framework.

13.In truth and in fact, from Novemb@011 until November 2013, Respondent was not a
“current” participant in the U.S.-EU Safe Har Framework. Therefore, the representation
set forth in Paragraph 12 was, false and misleading.

14.The acts and practices of Respondent as alleged in this Complaint constitute deceptive acts or
practices, in or affecting comme, in violation of Section 5(a) of the Federal Trade
Commission Act.

THEREFORE, the Federal Trade Commission this ___ day of 2014, has issued this
Complaint against Respondent.

By the Commission.
Donald S. Clark
Secretary

SEAL
ISSUED:
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