


FTC Act, 15 U.S.C. § 45(a), and to obtain other equitable relief, including rescission, restitution, and
disgorgement, as is necessary to redress injury to consumers and the public interest resulting from

defendants’ violations of the FTC Act.

JURISDICTION AND VENUE
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28 U.S.C. §§ 1331, 1337(a), and 1345.
3. Venue in the United States District Couft for the District of Maryland is proper under 15
U.S.C. § 53(b), as amended by the FTC Act Amendments of 1994, Pub. L. No. 103-312, 108 Stat. 1691,

and 28 U.S.C. §§ 1391(b) and (c).

PLAINTIFF

4. Plaintiff, the Federal Trade Commission, is an independent agency of the United States
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DEFENDANTS

5. Defendant D Squared Solutions, LLC, (“D Squaréd”) is a California limited liability
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COMMERCE
8. At all times relevant to this complaint, defendants have maintained a substantial course of |

trade in or affécting commerce, as “commerce” is defined in Section 4 of the FTC Act, 15 U.S.C. § 44.

DEFENDANTS’ BUSINESS.PRIACTICES |
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up” advertisements to pop up and appear on the computer screens of consumers throughout the United

States, including consumers in this District. In numerous instances, defendants have caused a series of

their pop ups (a]so known as “Messenger Sqrvice sngm” angd “pon up spam™) {0 Anpear_on comnuter

screens, popping up at 10-minute to 30-minute intervals during a given computer session. In numerous
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Defendants Improperly .Use the Windows Messenger Service
10.  The pop up spam sent by defendants utilize the Messenger Service feature of Microsoft
Windows. The Messenger Service is designed to provide computer network administrators with the
ability to provide instant information to network users, such as thé need to log off of the network due to
a system malfunétion. Because of its intended purpose, Messenger Service pop up windows appear on a
consumer’s computer screen so long as the consumer is logged onto the network, no matter what

application (e.g., word processing, spreadsheet, financial management) the consumer is using.
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the guise of Windows Messenger Service messages to consumers’ Internet Protocol addresses (“IP
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consumers do not have their Internet browser in use or are not accessing their e-mail accounts.

16. | For example, by utilizing Messenger Servi_ée—type pop ups, in numerous instances,
defendants cause their pop ups to appear on consumers’ screens when consumers have been working at
their computer on word processing documents or spreadsheets, temporarily blocldng access to the
consumers’ document or spreadsheet. In addition, m numerous instances, defendants cause their i)op ups
to appear on consumers’ screens when consumers have been writing or reading e-mail messages,
temporarily blocking cohéumers’ access to their e-mail messages. |

Defeﬁdants Generate Demand for their Pop Up-Blocking Software by Providing
Others with Software that Sends Messenger Service Spam

17.  Inaddition to sending Windows Messenger Service spam to consumers, the defendants

_ sellprlicensp spftware thatwill nermit others tn send snch non wosOn the defandants’ weh sira

bttp://www.broadcastmarketer.com, they offer software that permits purchasers to send messages to

135,000 IP addresses per hour. In addition to providing puichasers or licensees with the message-

sending software, defendants provide them with a database cbntaining over 2 billion unique‘]P

.. addresses. . .. . .. . o e R

18,  Defendants have licensed this sofiware to, among others, Scintillant, Inc., which sends

consumers Windows Meésenger Service pop up messages that advertise the web sites “byebyeads.com”
and “destroyads.com” where consumers can purchase software that purports to prevent Windows

Messenger service spam from appearing on consumers’ computer screens.
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4. °  Award the Commission the costs of bringing this action, as well as any other equitable

relief that the Court may determine to be just and proper.

Dated: Qctoher 302003

Respectfully submitted:

WILLIAM E. KOVACIC
General Counsel
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Daniel R. Salsburg, DC #434311
Stephen Gurwitz, MD. D. CT. #14516
Federal Trade Commission
’ 600 Pennsylvania Ave., N. W Room 238
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(202) 326-2047 (Matties)
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