
UNITED STATES DISTRICT COURT 
DISTRICT OF MARYLAND 

NORTHERN DIVISION 

FEDERAL TRADE COMMISSION, 

Plaintiff, 

D SQUARED SOLUTIONS, LLC, -4NISH 
DHINGRA, and JEFFREY DAVIS, 

CIVIL NO. AMD 03 CV3 1 08 

Stipulated Final Order 

Defendants. 



- 4. The defendants have entered into this Order freely and without coercion, and the 

- defend.ants.a&owledge that they hme-read the provisions of this Ord_er_ and are prepared 

to abide by them; 

5 .  The plaintiff and the defendants, by and through their counsel, have agreed that the entiy 

ofthis Order resolves all matters of dispute between then1 arising from the Complaint in 

this action, up to the date of entry of this Order. This Order, however, shall have no 

preclusive effect as to any action brought by any other state or federal law enforcement 



A. "Defendants" means Anish Dhingra, Jeffrey Dzvis, D Squared Solutions, LLC (including - 

but-not limited to the following d/b/as for D Squared Solutions: - -- --- -- - .- - 

www.me~~enaerur~tect~r,con~. www.messengersuanlcou.com. 



- D. "Windows Messenger Service n~essage" (also called "Messenger Service spam," "pop up 

- ---.--- spamy-and "Messenger Service pop up") means a messagedisplayed on a message 

recipient's computer screen via the Windows Messenger Service. 

E. "Windows Messenger Service message-blocking product or service" means any produ~! 

or service, however denominated, that does or purpolts to block, remove, or otherwise 

prevent the appearance of Windows Messenger Service messages on a user's computer 

screen, including but not limited to the software offered for sale or license on the Web 

sites www.blockmessenger.com, www.broadcastblocker.com, 

www.broadcastmarketer.com, www.bust~o~ups.corn. www.defeatmesseneer.com, 

www.defeatpopuvspam.con~, www. fightmesseneer.com. www.fi~htpo~u~s.com, 

www.i~adsnlasher.net, www.i~-ad-smasher.conl. www .killmessenmr .corn, www .kill- 

messenger.com. www.messa~eawav.con1. www.messengerbegone.con~, 

www.messen~erblocker.com, www.messengel-blocker.net, www.messengerbuster.con~, 

www.messenge~-destrover.com, www.messenaerdestrover.net, www.messengerki1ler.con~~ 

www.messengerbuster.net. www.messen~erprotector.com, 

www.messen~erspamcon.com, - - wwwmessenger-ston'lper.com, 

www.messenaerstopper.con'l, www.messenger-stowper.com, 

www.onlinean~ericanpavn~entprocessing.con. ww~~.privacvsaver.nct, 

www.privac~~saver.org www.savevou~-orivac~~.con~, www.ssuxedbilling.com, 

www.sto~directads.com. ~ww.stopmessenger.con~, www.stop-messenger.com. 



- CONDUCT PROHIBITIONS 
-- - -- -- - - -- - -- - - -- - - - - - - >. - - - - - - -  - - - - - - - - -- . -- 

I. 

IT IS THEREFORE ORDERED that, in connection with advertising, promoting, marketing, 

offering for sale or license, or selling or licensing any product or service, the defendants, and those 

persons in active concert or participation with them who receive actual notice of this Order by personal 

service or otherwise, are permanently restrained and enjoined from directly or indirectly causing a 

Windows Messenger Service message to appear on a conlputer user's conlputer screen. 

11. 

IT IS FURTHER ORDERED that the defendants, and those persons in active concert or 

participation with them who receive actual notice of this Order by personal service or otherwise, are 

permanently restrained and enjoined fi-om directly or indirectly advertising, promoting, marketing, 

offering for sale or license, or selling or licensing any Messenger Service message-blocking product or 

service, except that message-blocking features may constitute a merely incidental component of the 

features or advertised features of another product or seivice. 

111. 

IT IS FURTHER ORDERED that the defendants, and those persons in active conceit or 

participation with them who receive actual notice of this Order by personal seivice or othe~wise, are 

permanently restrained and enjoined from directly or indirectly advertising, promoting, marketing, 

offering for sale or license, or selling or licensing any product or service that directly or indirectly causes 

a Windows Messenger Service nlessage to appear on a conlputer user's conlputer screen for the purpose 

of advertising, pron~oting, marketing, offering for sale or license, or selling or licensing any product or 

service . 



-- . - -- - - - - - -- . . -- - - ITIS FURTHER ORDERED that, in connection with adveltising, promoting, marketing, 

offering for sale or license, or selling or licensing any product or service, the defendants, and those 

persons in active concert or participation with them who 



- C. if it is not technologically feasible to offer an "opt out" or "ren~oval" mechanism for the 

unsolicited adve~!jsement, the unsolici~ed advertisement does not contain a representation that an "opt - - - - - - - - 



COMPLIANCE MONITORING 

A. For a period of 



- any documentary material, tangible things, testimony, or infornlation relevant to unfair or deceptive acts 

- --- -- --- . 
or practices in or affecting commerce (within the meaning of I 5 U. S .C. $ 45(a)(i j). 

- 

vrn. 

COMPLIANCE REPORTING BY DEFENDANT 

IT IS FURTHER ORDERED that, in order that conlpliance with the provisions of this Order 

may be monitored: 

A. For a period of four (4) years from the date of entry of this Order, 

1. Each individual defendant Anish Dhingra and Jeffrey Davis shall notify the 

Conlnlission of the following: 

a. Any changes in residence, mailing addresses, and telephone numbers of 

the individual defendant, within ten (10) days of the date of such change; 

b. Any changes in employment status (including self-enlploynlent) of the 

individual defendant, and any change in the ownership of the individual 

defendant in any business entity, within ten (10) days of the date of such 

change. Such notice shall include the name and address of each business 

that the individual defendant is affiliated with, en~ployed by, creates or 

fomnls, or perfomnls services 



2. The defendants shall notify the Conmission of any changes in corporate structure - 

of the corporate defendant D Squared Solutions, LLC, or any business entity that 

an individual defendant directly or indirectly controls, or has an ownership interest 

in, that may affect conlpliance obligations arising under this Order, including but 

not limited to a dissolution, assignment, sale, merger, or other action that would 

result in the 





IT IS FURTHER ORDERED that, for a period of six (6) years fTom the date of entry of this 

Order, the defendants, for any business that the defendant(s) directly or indirectly controls, or in which 

the defendant(') has a nlajosity ownership interest, in which the business is directly or indirectly engaged 

in the business of advertising, promoting, marketing, offering for sale or license, or selling or licensing 

any product or service via the Internet, and their agents, enlployees, officers, corporations, successors, 

and assigns, and those persons in active concert or participation with them who receive actual notice of 

this Order by personal service or otherwise, are hereby restrained and enjoined from failing to create and 

retain the following records: 

A. Accounting records that reflect the cost of goods or services sold, revenues generated, and 

the disbursement of such revenues; 

B. Personnel records accurately reflecting: the name, address, and telephone number of each 

person employed in any capacity by such business, including as an independent 

contractor; that person's job title or position; the date upon which the person con~nlenced 

work; and the date and reason for the person's ternlination, if applicable; 

C. Customer files containing the names, addresses, phone numbers, dollar amounts paid, 

quantity of items or services purchased, and description of items or services purchased, to 

the extent such infom~ation is obtained in the ordina~y course of business; 

D. Conlplaints and refund requests (whether received directly, indirectly or through any third 

party) and any responses to those conlplaints or requests; 



- E. Copies of all sales scripts, training materials, advertisements, or other marketing 

- - - -- - -- - - - - - - - - - - - - - . - - - - - -- - - - - -- - - 
materials, including but-not limited to websites, e-mail messages, Internet web-based 

html "pop up" adve~tisements; and Internet banner advertisements; and 

F. All records and documents necessary to demonstrate full compliance with each provision 

of this Order, including but not limited to, copies of acknowledgments of receipt of this 

Order, required by Paragraphs X and XI, and all reports submitted to the FTC pursuant to 

Paragraph WI of this Order. 

DISTRIBUTION OF ORDER BY DEFENDANTS 

X. 

IT IS FURTHER ORDERED that, for a period of four (4) years from the date of entry of this 

Order, the defendants shall deliver copies of the Order as directed below: 

A. Defendants as Control Persons: For any 



defendants shall deliver a copy of this Order to all principals and managers of such 

The defendants must secure a signed and dated statement acknowledging receipt of the Order 

within t h Q  (30) days of delivery, from all persons receiving a copy of the Order pursuant to this 

Paragraph. 

ACICl\lrOWLEDGMENT OF RECEIPT OF ORDER BY DEFENDANTS 

XI. 

IT IS FURTHER ORDERED that each of the defendants, within five (5) business days of 

receipt of this Order as entered by the Court, nust submit to the Commission a t~uthful sworn statement 

acknowledging receipt of this Order. 

RETENTION OF JURISDICTION 

XII. 

IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this matter for purposes 

of construction, modification, and enforcement of this Order. 



judgeamd
28th                     July

judgeamd
/s/




