UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
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may either withdraw its acceptance of this agreement and so notify proposed respondent, in
which event it will take such action as it may consider appropriate, or issue and serveits
complaint (in such form as the circumstances may require) and decision in disposition of the
proceeding.

5. This agreement is for settlement purposes only and does not constitute an
admission by proposed respondent that the law has been violated as alleged in the draft
complaint, or that the facts as alleged in the draft complaint, other than the jurisdictional facts,
aretrue.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice to
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect and may be altered, modified, or set aside in the same manner and within
the same time provided by statute for other orders. The order shall become final upon service.
Delivery of the complaint and the decision and order to proposed respondent’ s address as stated
in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules shall
constitute service. Proposed respondent waives any right it may haveto any other manner of
service. The complaint may be used in construing the terms of the order. No agreement,
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or contradict the terms of the order.

7. Proposed respondent has read the draft complaint and consent order. It
understands that it may be liable for civil penaltiesin the amount provided by law and other
appropriate relief for each violation of the order after it becomesfinal.

DEFINITIONS
For purposes of this order, the following definitions shall apply:

1 “Personal information” shall mean individually identifiable information from or
about an individual consumer including, but not limited to: (@ afirst and last name; (b) a home
or other physicd address, including street name and name of city or town; (c) an email address or
other online contact information, such as an ingant messaging user identifier or a screen name
that reveals an individual’ s email address; (d) atelephone number; (€) a Social Security number;
(f) acredit history; (g) abank or credit card account number; or (h) any other information from or
about an individual consumer that is combined with (a) through (g) above.

2. “Commerce’ shall mean as defined in Section 4 of the Federal Trade Commission
Act, 15U.S.C. § 44.
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3. Unless otherwise specified, “respondent” shall mean Superior Mortgage Corp., its
succesors and assigns and its officers, agents, representatives, and employees.

4, All other terms are synonymous in meaning and equal in scope to the usage of
such termsin the Gramm-Leach-Bliley Act, 15 U.S.C. " 6801 et seq.

IT ISORDERED that respondent, directly or through any corporation
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D. certifies that respondent’ s security program is operating with sufficient
effectiveness to provide reasonable assurance that the security, confidentiality, and integrity of
nonpublic personal information is protected and, for biennial reports, has so operated throughout
the reporting period.

Each Assessment shall be prepared by a person qualified as a Certified Information System
Security Professional (CISSP); a person qualified as a Certified Information Systems Auditor
(CISA); aperson holding Globd Information Assurance Certification (GIAC) from the
SysAdmin, Audit, Network, Security Institute (SANS); or by asimilarly qualified person or
organization approved by the Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission.

Respondent shall provide thefirst Assessment, aswell asdl plans, reports, sudies, reviews,

audits, audit trails, policies, training materials, and assessments, whether prepared by or on

behalf of respondent, relied upon to prepare such Assessment to the Associate Director for

Enforcement, Bureau of Consumer Protection, Federal Trade Commission, Washington, D.C.

20580, within ten (10) days abplsc7s, training materials, and assessments, whether pre pared by
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learns | ess than thirty (30) days prior to the date such action is to take place, respondent shall
notify the Commission as soon as is practicabl e after obtaining such knowledge. All notices
required by this Part shall be sent by certified mail to the Associate Director, Division of
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, Washington, D.C.
20580.

VI.

IT ISFURTHER ORDERED that respondent shall within one hundred eighty (180) days
after service of this order, and at such other times as the Federal Trade Commission may require,
file with the Commission areport, in writing, setting forth in detail the manner and formin
which it has complied with thisorder. This report shall include a copy of the initial biennial
Assessment required by Part 111 of this order.

VII.

This order will terminate twenty (20) years from the date of its issuance, or twenty (20)
years from the most recent date that the United States or the Federal Trade Commission filesa
complaint (with or without an accompanying consent decree) in federal court aleging any
violation of the order, whichever comes later; provided, however, that the filing of such a
complaint will not affect the duration of:

A. Any Part in thisorder that terminates in less than twenty (20) years,

B. This order’ s application to any respondent that is not named amion toD(Part 1) Tj3d a
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SUPERIOR MORTGAGE CORP.

By:

STEPHEN M. CORS
Chief Financial Officer

PHILLIP SCHULMAN
Kirkpatrick & Lockhart, Nicholson Graham LLP
Counsel for respondent Superior Mortgage Corp.

FEDERAL TRADE COMMISSION

LAURA MAZZARELLA
MOLLY CRAWFORD
Counsd for the Federal Trade Commission

APPROVED:

JOEL WINSTON
Associate Director
Division of Financial Practices

LYDIA B. PARNES
Director
Bureau of Consumer Protection
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