


2. The Federal Trade Commission has jurisdiction of the subject matter of this proceeding and 
of Respondent, and the proceeding is in the public interest. 

ORDER 

DEFINITIONS 

For purposes of this order, the following definitions shall apply:  

1. “Personal information” shall mean individually identifiable information from or about an 
individual consumer including, but not limited to:  



In the event the Safeguards Rule is hereafter amended or modified, respondent’s compliance 
with this Rule as so amended or modified shall not be a violation of this order. 

III. 

IT IS FURTHER ORDERED that, in connection with its compliance with the Safeguards 
Rule, respondent shall obtain an assessment and report (an “Assessment”) from a qualified, 
objective, independent third-party professional, using procedures and standards generally 
accepted in the profession, within one hundred and eighty (180) days after service of the order, 
and biennially thereafter for ten (10) years after service of the order, that:  

A. sets forth the specific administrative, technical, and physical safeguards 
that respondent has implemented and maintained during the reporting period; 

B. explains how such safeguards are appropriate to respondent’s size and 
complexity, the nature and scope of respondent’s activities, and the sensitivity of the nonpublic 
personal information collected from or about consumers; 

C. explains how such safeguards meet or exceed the protections required by 
the Safeguards Rule; and 

D. certifies that respondent’s security program is operating with sufficient 
effectiveness to provide reasonable assurance that the security, confidentiality, and integrity of 
nonpublic personal information is protected and, for biennial reports, has so operated throughout 
the reporting period. 

Each Assessment shall be prepared by a person qualified as a Certified Information System 
Security Professional (CISSP); a person qualified as a Certified Information Systems Auditor 
(CISA); a person holding Global Information Assurance Certification (GIAC) from the 
SysAdmin, Audit, Network, Security Institute (SANS); or by a similarly qualified person or 
organization approved by the Associate Director for Enforcement, Bureau of Consumer 
Protection, Federal Trade Commission. 

Respondent shall provide the first Assessment, as well as all plans, reports, studies, reviews, 
audits, audit trails, policies, training materials, and assessments, whether prepared by or on 
behalf of respondent, relied upon to prepare such Assessment to the Associate Director for 
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, Washington, D.C. 
20580, within ten (10) days after the Assessment has been prepared.  Respondent shall retain all 
subsequent biennial Assessments until the order is terminated and shall retain all materials relied 
upon in preparing each such Assessment, as listed above, for a period of three (3) years after the 
date of preparation of such Assessment.  Respondent shall provide such subsequent Assessments 
and related materials to the Associate Director of Enforcement within ten (10) days of request.  
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