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zontrolled, or participated in the acts and practices set forth 


in this complaint. He resides in and transacts or has transacted 


ousiness in this district. 


COMMERCE 


7. At all times material herein, Defendants have 

maintained a course of trade in or affecting commerce, as 

commerce is defined in Section 4 of the FTC Act, 15 U.S.C. § 44. 

B A C K G R O U N D - U N D ~ ~ - c ~ ~ ~ ~ m ~ -P ~ O P R I E T ~ Y ~ ~ N E T W ~ R K ~ ' I N F O ~ T ~ I O N ~ ' ~ ~ ~ ~ ' ~ ~  


8. The Telecommunications Act of 1996 defines 'customer 


proprietary network infonation" to mean: 


(A) information that relates to the quantity, technical 


configuration, type, destination, location, and amount of 


use of a telecommunications service subscribed to by any 


customer of a telecommunications carrier, and that is made 


available to the carrier by the customer solely by virtue of 


the carrier-customer relationship; and (B )  information 


contained in the bills pertaining to telephone exchange 


service or telephone toll service received by a customer of 


a carrier, 


47 U.S.C. § 222(h) (I),which includes, but is not limited to, 

telephone call detail records (hereinafter referred to as 

"customer phone records"). The Telecommunications Act further 


provides that 


[elxcept as required by law or with the approval of the 


customer, a telecommunications carrier that receives or 


obtains customer proprietary network information by virtue 


of its provision of a telecommunications service shall only 


use, disclose, or permit access to individually identifiable 
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customer proprietary network information in its provision of 


(A) the telecommunications service from which such 


information is derived, or (B) services necessary to, or 


used in, the provision of such telecommunications service, 


including the publishing of directories. 


L7 U.S.C. § 222 (c) (1) . The Telecommunications Act further 

~rovides that customer phone records may only be disclosed "upon 

iffinnative written request by the customer, to any person 

iesignated by the customer." 47 U.S.C. § 222 (c) (2) . 

DEFENDANTS' BUSINESS PRACTICES 


9. Since at least 2001, " u p o n  only person request r e q u e s t  



statements, fraudulent or stolen documents or other 


qisrepresentations, 





-- 

;uch other equitable relief as the Court may determine to be just 


md proper. 
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