


The Commission having thereafter considered the matter and having determined that it has
reason to believe that the Respondent has violated the said Act, and that a Complaint should
issue stating its charges in that respect, and having thereupon accepted the executed Consent
Agreement and placed such Consent Agreement on the public record for a period of thirty (30)
days, and having duly considered the comments filed thereafter by interested persons pursuant to
Section 2.34 of its Rules, now in further conformity with the procedure described in Section 2.34
of its Rules, the Commission hereby issues its Complaint, makes the following jurisdictional
findings and enters the following Order:

1 Respondent CardSystems Solutions, Inc. is a Delaware corporation with its
principal office or place of business at 6390 East Broadway, Tucson, Arizona 85710.

Solidus Networks, Inc, doing business as Pay By Touch Solutions, isa Delaware
corporation with its principal office or place of business at 101 2nd St Ste 1500, San Francisco,
California 94105.

2 The Federal Trade Commission has jurisdiction of the subject matter of this
proceeding and of the Respondent and Solidus Networks, Inc., and the proceeding isin the public
interest.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:

1 “Personal information” shall mean individually identifiable information from or
about an individual consumer including, but not limited to: (a) afirst and last name; (b) ahome
or other physicd address, including street name and name of city or town; (c) an email address or
other online contact information, such as an ingant messaging user identifier or a screen name
that reveals an individual’ s email address; (d) atelephone number; (e) a Social Security number;
(f) credit or debit card information, including card number, expiration date, and data stored on a
card’s magnetic stripe; (g) a persistent identifier, such as a customer number held in a“cookie’
or processor serial number, that is combined with other available data that identifies an
individud consumer; or (h) any other information from or about an individual consumer that is
combined with (@) through (g) above.

2. Unless otherwise specified, “respondent” shall mean CardSystems Solutions, Inc.

and its successors and assigns, including Solidus Networks, Inc., officers, agents, representatives,
and employees.
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IT ISORDERED that respondent, directly or



for theinitial Assessment, and (2) each two (2) year period thereafter for twenty (20) years after
service of the order for the biennial Assessments. Each Assessment shdl:

A. set forth the specific administrative, technical, and physical safeguards that
respondent has implemented and maintaned during the reporting period;

B. explan how such safeguards are appropriate to respondent’s s ze and compl exity,
the nature and scope of respondent’s activities, and the sensitivity of the personal
information collected from or about consumers,

C. explain how the safeguards that have been implemented meet or exceed the
protections required by Paragraph | of this order; and

D. certify that respondent’ s security program is operating with sufficient
effectiveness to provide reasonabl e assurance that the security, confidentiality, and
integrity of personal information is protected and has so operated throughout the reporting
period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies by a person qualified as a Certified Information
System Security Professional (CISSP) or as aCertified Information Systems Auditor (CISA); a
person holding Global Information Assurance Certification (GIAC) from the SysAdmin, Audit,
Network, Security (SANYS) Ingtitute; or asimilarly qualified person or organization approved by
the Associate Director for Enforcement, Bureau of Consumer Protection, Federa Trade
Commission, Washington, D.C. 20580.

Respondent shall provide theinitial Assessment, aswell asall: plans, reports, studies, reviews,
audits, audit trails, policies, training materials, and assessments, whether prepared by or on
behalf of respondent, relied upon to prepare such Assessment to the Associate Director for
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, Washington, D.C.
20580, within ten (10) days after the Assessment has been prepared. All subsequent biennial
Assessments shall be retained by respondent until the order is terminated and provided to the
Associate Director of Enforcement within ten (10) days of request.

1.

IT ISFURTHER ORDERED that respondent shall maintain, and upon request make
available to the Federal Trade Commission for inspection and copying, aprint or €lectronic copy
of each document relating to compliance, indluding but not limited to:

A. for aperiod of five (5) years: any documents, whether prepared by or on behalf of

respondent, that contradict, qualify, or call into question respondent’ s compliance with
this order; and
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B. for a period of three (3) years after the date of preparation of each biennial
Assessment required under Paragraph Il of this order: all plans, reports, studies, reviews,



whichever comes later; provided, however, that the filing of such a complaint will not affect the
duration of:

A. any Paragraph in this order that terminates in less than twenty (20) years,

B. this order’s application to any respondent that is not named as a defendant in such
complaint; and

C. this order if such complain



