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7. Proposed respondents waive:

a. Any further procedural steps;

b. The requirement that the Commission’s decision contain a statement of findings
of fact and conclusions of law; and

c. All rights to seek judicial review or otherwise to challenge or contest the validity
of the order entered pursuant to this agreement.

8. This agreement shall not become part of the public record of the proceeding unless and
until it is accepted by the Commission.  If this agreement is accepted by the Commission, it,
together with the draft complaint, will be placed on the public record for a period of thirty (30)
days and information about it publicly released.  The Commission thereafter may either withdraw
its acceptance of this agreement and so notify proposed respondents, in which event it will take
such action as it may consider appropriate, or issue and serve its complaint (in such form as the
circumstances may require) and decision in disposition of the proceeding.

9. This agreement is for settlement purposes only and does not constitute an admission by
proposed respondents that the law has been violated as alleged in the draft complaint, or that the
facts as alleged in the draft complaint, other than the jurisdictional facts, are true.

10. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice to
proposed respondents, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public.  When so entered, the order shall have the
same force and effect and may be altered, modified, or set aside in the same manner and within
the same time provided by statute for other orders.  The order shall become final upon service. 
Delivery of the complaint and the decision and order to proposed respondents’ address as stated
in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules shall
constitute service.  Proposed respondents waive any right they may have to any other manner of
service.  The complaint may be used in construing the terms of the order, and no agreement,
understanding, representation, or interpretation not contained in the order or the agreement may
be used to vary or contradict the terms of the order.

11. Proposed respondents have read the draft complaint and consent order.  They understand
that they may be liable for civil penalties in the amount provided by law and other appropriate
relief for each violation of the order after it becomes final.
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ORDER

DEFINITIONS

For purposes of this order, the following definitions shall apply:

1. Unless otherwise specified, “Respondents” means Zango, Inc. f/k/a 180solutions, Inc., its
successors and assigns, and their officers; Keith Smith, individually and as an officer of the
corporation; and Daniel Todd, individually and as an officer of the corporation; and each of the
above’s agents, representatives, and employees.

2. “Affiliate program” means any program whereby any person or entity agrees to
disseminate, distribute, or download any software program or application onto consumers’
computers, on behalf of Respondents.

3. “Affiliate” means any person or entity who participates in an affiliate program.

4. “Assist others” means knowingly providing any of the following services to any person or
entity:  (a) developing, supplying, distributing, or publishing any software program, product, or
service; or (b) formulating, developing, or providing, or arranging for the formulation,
development, or provision of, any Internet advertising or marketing content for any person or
entity; or (c) performing advertising or marketing services of any kind for any person or entity.

5. “Clear(ly) and prominent(ly)” shall mean that, in an electronic medium, the disclosure
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8. A “security vulnerability” is a weakness, flaw, or bug in a software program or
application that can be used to increase access privileges to a computer system, compromise data
stored on it, or control its operation.

9. “Legacy program” shall mean any software program that:  (a) is owned or controlled by
Respondents; and (b) was installed on a consumer’s computer prior to January 1, 2006.

10. The “World Wide Web” or the “Web” is a system used on the Internet for cross-
referencing and retrieving information.  Documents (“webpages” or “websites”) on the World
Wide Web are most frequently formatted in a language called HTML or HyperText Markup
Language, that supports links to other documents on the World Wide Web.

11. A “website” is a set of electronic files or documents, usually a home page and subordinate
pages, readily viewable on a computer by anyone with access to the Web and standard Internet
browser software.

12. A “web browser” is a software application used to view, download, upload, surf, or
otherwise access documents (“webpage(s)” or “website(s)”) on the World Wide Web.  Web
browsers read coded documents that reside on servers, and interpret the coding into what users
see rendered as a   webpage or website.  A user may retrieve and view a webpage or website by
enteringthe Uniform Resource Locator (“URL”) or domain name of the  webpage in the address
bar of the web browser.

I.

IT IS ORDERED that Respondents, directly or through any person, corporation,
subsidiary, division, affiliate, or other device, shall not use any legacy program to display any
advertisement to, or otherwise communicate with, a consumer’s computer.  The provisions of
Part I do not apply to any software program or application that was owned or controlled by
Hotbar, Inc.

II.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, shall not publish, disseminate, or
distribute or assist others in publishing, disseminating, or distributing, on or through the Internet,
the World Wide Web, any bulletin board system, File Transfer Protocol (“FTP”), electronic-mail,
instant message,  webpage, or website in or affecting commerce, any software script, code, or
other content in order to exploit a security vulnerability of any computer operating system, web
browser, or other application to download or install onto any computer any software code,
program, or content.
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III.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promotion, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, or any webpage or website in or affecting commerce, shall not
install or download, or assist others in installing or downloading, any software program or
application without express consent.

IV.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promotion, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, or any webpage or website in or affecting commerce, shall: 
(1) establish, implement, and maintain a functioning email address or other Internet-based
mechanism for consumers to report complaints regarding Respondents’ practices;
(2) conspicuously disclose the existence of such reporting mechanism on Respondents’ websites;
(3) use best efforts to associate each such complaint correctly with the software, application,
website, or good or service that is the subject of the complaint; and (4) receive and respond to
such complaints, whether received directly or indirectly, in a timely manner via email or other
Internet-based mechanism.

V.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promotion, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, or any webpage or website in or affecting commerce, shall
establish, implement, and thereafter maintain, a comprehensive program that is reasonably
designed to ensure that affiliates obtain express consent before installing Respondents’ software
program or application onto consumers’ computers.  Such measures shall include, at a minimum
and without limitation, the following:

A. Obtain contact information from any prospective participant in any affiliate
program.  In the case of a natural person, Respondents shall obtain the prospective
participant’s first and last name, physical address, country, telephone number,
email address, and complete bank account information as to where payments are
to be made.  In the case of corporations, partnerships, proprietorships, limited
liability companies, organizations, associations, cooperatives, agencies, or other
legal entities, Respondents shall obtain the first and last name, physical address,
country, telephone number, and email address for the natural person who owns,
manages, or controls the prospective participant, and complete bank account
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information as to where payments are to be made;

B. Prior to any such prospective participant’s acceptance into any affiliate program,
(1) provide each such person a copy of this order; (2) obtain from each such
person a signed and dated statement acknowledging receipt of this order and
expressly agr
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acts or practices of such affiliate, except that Respondents may remove or assist
consumers in the removal of Respondents’ software program or application. 
Notwithstanding the foregoing, Respondents may send a notice to the affected
consumers’ computers that clearly and prominently states:  (a) that the software
program or application may have been installed on their computer without their
consent; (b) that they will no longer receive any advertising or communication
from Respondents; and (c) how they can remove all vestiges of the software
program or application from their computers.  The foregoing notice may not be
served more than one (1) time to any computer on which a software program or
application was installed and must be served within five (5) days after the
termination of the affiliate.

Provided, however, that this Part does not authorize or require Respondents to take any action
that violates any federal, state, or local law.

VI.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the service of any
advertisement served or caused by Respondents’ software program or application installed on
consumers’ computers in or affecting commerce, shall in each such advertisement clearly and
prominently:  (1) identify the program causing the display of such advertisement, together with
language specifying that the advertisement is served by such program; (2) provide a hyperlink or
other similar technology directly linking to a webpage that provides clear and prominent
instructions for (a) uninstalling Respondents’ software or other application through which
consumers received such advertisement; and (b) accessing Respondents’ complaint mechanism
as required by Part IV above.  Such hyperlink shall be clearly named to indicate these functions.

VII.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, shall not install or cause to be
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damages, and/or public notification respecting such unfair or deceptive practices. 
If the Commission determines, in its sole discretion, that such relief is wholly or
partially impractical, any funds not so used shall be paid to the United States
Treasury.  Respondents shall be notified as to how the funds are distributed but
shall have no right to contest the manner of distribution chosen by the
Commission.  No portion of the payment as herein provided shall be deemed a
payment of any fine, penalty, or punitive assessment.

D. Respondents shall make no claim to or demand for the return of the funds, directly
or indirectly, through counsel or otherwise; and in the event of Respondents’
bankruptcy, Respondents acknowledge that the funds are not part of the debtor’s
estate, nor does the estate have any claim or interest therein. 

X.

IT IS FURTHER ORDERED that Respondents shall, in connection with this action or
any subsequent investig
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C. This order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, 
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FEDERAL TRADE COMMISSION

____________________________________
DAVID K. KOEHLER


