Analysis of Proposed Consent Order to Aid Public Comment
In the Matter of Life is good, Inc., and Life is good Retail, Inc., File No. 072 3046

The Federal Trade Commission has accepted, subject to final approval, a consent



The proposed order applies to personal information Life is good collects from or about
consumers. It contains provisions designed to prevent Life is good from engaging in the future
in practices similar to those alleged in the complaint.

Part | of the proposed order prohibits Life is good, in connection with the collection of
personally identifiable information from or about consumers, in or affecting commerce, from
misrepresenting the extent to which it maintains and protects the privacy, confidentiality, or
integrity of such information.

Part Il of the proposed order requires Life is good to establish and maintain a
comprehensive information security program in writing that is reasonably designed to protect the
security, confidentiality, and integrity of personal information collected from or about
consumers. The security program must contain administrative, technical, and physical
safeguards appropriate to Life is good’s size and complexity, the nature and scope of its
activities, and the sensitivity of the personal information collected from or about consumers.
Specifically, the order requires Life is good to:

. Designate an employee or employees to coordinate and be accountable for the
information security program.

. Identify material internal and external risks to the security, confidentiality, and
integrity of personal information that could result in the unauthorized disclosure,
misuse, loss, alteration, destruction, or other compromise of such information,
and assess the sufficiency of any safeguards in place to control these risks.

. Design and implement reasonable safeguards to control the risks identified
through risk assessment, and regularly test or monitor the effectiveness of the



operating with sufficient effectiveness to provide reasonable assurance that the security,
confidentiality, and integrity of consumers’ personal information is protected.

Parts IV through VII of the proposed order are reporting and compliance provisions. Part
IV requires Life is good to retain documents relating to their compliance with the order. For
most records, the order required that the documents be retained for a five-year period. For the
third-party assessments and supporting documents, Life is good must retain the documents for a
period of three years after the date that each assessment is prepared. Part V requires
dissemination of the order now and in the future to persons with responsibilities relating to the
subject matter of the order. Part VI ensures notification to the FTC of changes in corporate
status. Part VII mandates that Life is good submit an initial compliance report to the FTC, and
make available to the FTC subsequent reports. Part VIl is a provision “sunsetting” the order
after twenty (20) years, with certain exceptions.

The purpose of the analysis is to aid public comment on the proposed order. It is not
intended to constitute an official interpretation of the proposed order or to modify its terms in
any way.



