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Analysis of Proposed Consent Order to Aid Public Comment

In the Matter of Reed Elsevier Inc. and Seisint, Inc., File No. 0523094

______________________________________________________________________________

The Federal Trade Commission has accepted, subject to final approval, a consent

agreement from Reed Elsevier Inc. (“REI”) and Seisint, Inc. (“Seisint”).

The proposed consent order has been placed on the public record for thirty (30) days for

receipt of comments by interested persons.  Comments received during this period will become

part of the public record.  After thirty (30) days, the Commission will again review the agreement

and the comments received, and will decide whether it should withdraw from the agreement and

take appropriate action or make final the agreement’s proposed order.

The Commission’s proposed complaint alleges that REI (through its LexisNexis division)

and Seisint are data brokers.  REI acquired Seisint on September 1, 2004 and has continued to

operate Seisint under the Seisint name; REI also uses Seisint’s technologies and facilities in

REI’s LexisNexis data broker business.  In connection with Seisint’s business, proposed

respondents collect, and store in electronic databases, information about millions of consumers,

including names, current and prior addresses, dates of birth, driver’s license numbers, and Social

Security numbers (“SSNs”).  They also sell products customers use to retrieve information from

the databases, including products to locate assets and people, authenticate identities, and verify

credentials.  Until at least mid-2005, access to information in Seisint databases was controlled

using only user IDs and passwords (“credentials”).  Seisint customers include insurance

companies, debt collectors, employers, landlords, law firms, and law enforcement and other

government agencies.  

 

The complaint further alleges that REI and Seisint engaged in a number of practices that,

taken together, failed to provide reasonable and appropriate security for sensitive consumer
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The complaint alleges that on multiple occasions since January 2003, identity thieves

exploited these vulnerabilities to obtain the credentials of legitimate Seisint customers.  The

thieves then used the credentials to make thousands of unauthorized searches for consumer

information in Seisint databases.  These breaches disclosed sensitive information about more
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circumstances that it knows or has reason to know may have material impact on its


