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specific number, comprised of two letters followed by between seven and nine numbers, that is
referred to as an “Account Number,” “Customer Number,” or “Reference Number.” Use of this
individualized account number, along with inforrnation particular to the consumer’s Internet Web
site, suggests that the consumer is an existing customer. See FTC v. Cyberspace.com LLC, 453
F.3d 1196, 1201 (9th Cir. 2006). Thus, these fake invoices directly imply a prior or ongoing
business relationship, and consumer complaints and declarations establish that this is the

impression with which most consumer victims are left.
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IS NOT ABILL. THIS IS A SOLICITATION. YOU ARE UNDER NO OBLIGATION TO PAY THE AMOUNT
STATED ABROVE UNLESS YOU ACCEPT THIS OFFER.” This disclosure is insufficient to cure the

ention caused by the pyerall net imnyession thar the dociiment isaninyoice.* Furthetmnre.
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to addressing payment - leaving consumers with the impression that they owe the defendants the
amount requested. The mailing is a one-page document, with text on both sides, that looks like a
bill and even includes a perforated bottom, to be torn off and returmed with the consumer’s

payment, and a self-addressed payment envelope. The text on the front page includes bold
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page of the document alone. The front page even includes a “pay by” date.?
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consumers contact the defendants via e-mail, does the company even offer to provide such
services.”
Curiously, defendants began registering some variant dormain names in November 2006,

over two years after they began operating. But those registrations are worthless to consumers.
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new domain names exist. Consumers have only made payments to defendants because they
mistook these domain names to be their own due 1o the confusing similarities in the domain

names. In fact, many consumers do not realize that they have been mistakenly paying for these
varamtydnmain nagzg for yegld * Mo velryes i fenlikelyoepaiioogrsumerstid kuow .

about these variant domain names, they hold no rights to the domain names, nor do they have the

ability to access and utilize them. This is because the domain names do not belong to the
consumers; instead, the defendants hold the rights to them.# Thus, registering these variant
domain names does not benefit the consumer victims.

D. Defendants’ Misrepresent that They will Provide “Search Optimization”

Althooh ronsimmers T%'llitﬂlh':"r! ake navmantsein the defrodants hecause thai b ligye that

L r———————————————————————————————————————

consumers make payments to the defendants solely for the supposed “search optimization”

services mentioned in the fake invoices.™ The defendants’ mailing indicates that the service
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As described in Section Il above, the defendants have violated Section 5 of the FTC Act.
: The FIC hge cuhmigt=d thg deglyegtinngnf busntinQuo revpiely ikl raeiioersaho mers
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because the mailings misled them to believe defendants were their existing domain name

registrars and that they were required to pay them for the continued registration of their current

- L R T T VISP = T LT Y- = STPTTLI P L ™ R R s P Te PSSP RS TN B LAV U










. r Case 1:08-cv-02783 Document8  Filed 05/14/2008 Page 14 of 15

[] -

When, as here, business operations are permeated by fraud, the likelihood that assets will
be dissipated during the pendency of the legal proceedings is high. See, e.g., Int'l Controls Corp.
v. Vesco, 490 F.2d 1334, 1347 (2d Cir. 1974); SEC v. Manor Nursing Ctrs., Inc., 458 F.2d 1082,
1106 (2d Cir. 1972). Mindful of this, courts have ordered asset freezes solely on the basis of
pervasive fraudulent activities such as those found here. See, e.g., U.S. Oil & Gas Corp., 748
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courts have a “duty” to ensure that assets are available for restitution when it is “probable that the
FTC [will] prevail in a final determination of the merits.” World Travel, 861 F.2d at 1031; see
also FTC v. Phoenix Avatar, LLC, 2004 U.S. Dist. LEXIS 14717, at *46 (N.D. I11. July 29, 2004);
FTCv. World Wide Factors, Ltd., 882 F.2d 344, 347 (9th Cir. 1989) (upholding finding of “no
oppressive hardship to the defendants in requiring them 1o comply with the FTC Act, refrain from
fraudulent representations or preserve their assets from dissipation or concealment™).

The freeze should extend to the individual defendants’ assets to increase the likelihood
that consumers will receive full refunds. The defendants’ knowledge of and participation in the
practices and their failure to act within their authority to control those practices makes them
individually liable for monetary damages. See World Travel, 361 F.2d at 1031.

E. Ex Parte Relief is Necessary

Ex parte relief is necessary here. Absent ex parte relief, there exists the serious risk that
the defendants may dissipate or conceal assets. As discussed above, the defendants’ business

operations are permeated by, and reliant upon, deceptive practices, Issuing the Temporary
ﬁgﬁ}rﬂining Onrder with asset freeze withnut notice will heln nreeprve the mnocihility of fiall anr—
raining Order with asset freeze without notice will heln nreserve the naceihility of full ans

effective relief. The issvance of an ex parte order is appropriate when the evidence demonstrates
a likelihood that providing notice to the defendants would render the issuance of the order
fraitless. Am. Can Co. v. Mansukhani, 742 F.2d 314, 323 (7™ Cir. 1984).

The defendants have attempted to hide their identities in a variety of ways. They have






