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UNITED STATESOF AMERICA
FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Lebowitz, Chairman
Pamela Jones Har bour
William E. Kovacic
J. Thomas Rosch

In the Matter of DOCKET NO. C-4259

CVSCAREMARK CORPORATION,
a cor poration,

DECISION AND ORDER
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The Federal Trade Commission having initiated an investigation of certain acts and
practices of the Respondent named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft Complaint that the Bureau of Consumer Protection
proposed to present to the Commission for its consideration and which, if issued by the
Commission, would charge the Respondent with violation of the Federal Trade Commission Act,
15U.S.C. §45 et seq;

The Respondent, its attorney, and counsel for the Commission having thereafter executed
an Agreement Containing Consent Order (“Consent Agreement”), an admission by the
Respondent of al the jurisdictional facts set forth in the aforesaid draft Complaint, a statement
that the signing of said Consent Agreement is for settlement purposes only and does not
constitute an admission by Respondent that the law has been violated as alleged in such
Complaint, or that the facts as alleged in such Complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the Commission's Rules; and

The Commission having thereafter considered the matter and having determined that it
has reason to believe that the Respondent has violated the said Act, and that a Complaint should
issue stating its charges in that respect, and having thereupon accepted the executed Consent
Agreement and placed such Consent Agreement on the public record for a period of thirty (30)
days, and having duly considered the comments filed thereafter by interested persons pursuant to
Section 2.34 of its Rules, now in further conformity with the procedure described in Section 2.34
of its Rules, the Commission hereby issues its Complaint, makes the following jurisdictional
findings and enters the following Order:



1. Respondent CV S Caremark Corporation isa Delaware corporation with
its principal office or place of business at One CV'S Drive, Woonsocket, Rhode Island, 02895.

2. The Federa Trade Commission has jurisdiction of the subject matter of this
proceeding and of the Respondent, and the proceeding isin the public interest.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:

1. Unless otherwise specified, “store” shall mean each pharmacy entity or store location that
sells prescription medicines, drugs, devices, supplies, or services and/or non-prescription
products and services.

2. Unless otherwise specified, “LLC” shall mean alimited liability company: (a) that owns,
controls, or operates one or more stores (including, but not limited to, the companies
identified in attached Exhibit A), and (b) in which CVS Caremark Corporationisa
member, directly or indirectly.

3. Unless otherwise specified, “respondent” shall mean CVS Caremark Corporation, its
subsidiaries, divisions, affiliates, and LLCs, and its successors and assigns.

4, “Personal information” shall mean individually identifiable information from or about an
individual consumer including, but not limited to: (a) afirst and last name; (b) a home or
other physical address, including street name and name of city or town; (c) an emall
address or other online contact information, such as an instant messaging user identifier
or a screen name; (d) a telephone number; (€) a Socia Security number; (f) adriver's
license number or other government-issued identification number; (g) prescription
information, such as medication and dosage, and prescribing physician name, address,
and telephone number, health insurer name, insurance account number, or insurance
policy number; (h) abank account, debit card, or credit card account number; (i) a
persistent identifier, such as a customer number held in a*cookie” or processor serial
number, that is combined with other available data that identifies an individual consumer;
() abiometric record; or (k) any information that is combined with any of (&) through (j)
above. For the purpose of this provision, a“consumer” shall include an “employee,” and
an individual seeking to become an employee, where “employee’ shall mean 0§ela8600 TD(; (g)Tj16'0



IT ISORDERED that respondent, and its officers, agents, representatives, and
employees, directly or through any corporation, subsidiary, limited liability company, division,
or other device, in connection with the advertising, marketing, promotion, offering for sale, or
sale of any product or service, in or affecting commerce, shall not misrepresent in any manner,
expressly or by implication, the extent to which it maintains and protects the privacy,
confidentiality, security, or integrity of personal information collected from or about consumers.

.

IT ISFURTHER ORDERED that respondent, and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, limited liability company,
division, or other device, in connection with the advertising, marketing, promotion, offering for
sale, or sae of any product or service, in or affecting commerce, shall, no later than the date of
service of this order, establish and implement, and thereafter maintain, a comprehensive
information security program that is reasonably designed to protect the security, confidentiality,
and integrity of personal information collected from or about consumers. Such program, the
content and implementation of which must be fully documented in writing, shall contain
administrative, technical, and physical safeguards appropriate to respondent’s size and
complexity, the nature and scope of respondent’ s activities, and the sensitivity of the persona
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E. the evaluation and adjustment of respondent’s information security
program in light of the results of the testing and monitoring required by subpart
C, any materia changes to respondent’ s operations or business arrangements, or
any other circumstances that respondent knows or has reason to know may have a
material impact on the effectiveness of itsinformation security program.

IT ISFURTHER ORDERED that, in connection with their compliance with Part 11 of
this order, respondent, and its officers, agents, representatives, and employees, shall obtain initial
and biennial assessments and reports (A



V.

IT ISFURTHER ORDERED that respondent sha






