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10.

U.S-EU SAFE HARBOR FRAMEWORK

The U.S.-EUSafe HarborFramewok provides a mod for U.S. compangeto transfer
personadata outside of Ewvpe that is consistent with the recunrents of the Eopea
Union Directive on Data Protection (“Directive’). Erected in 195, the Directive sds
forth Europ@n Union (‘EU”) requirenents for privay and the potection of pesonal
data. Amongpther thing, it requires ElMember States to implement isigtion that
prohibits the transfeof pasonal datautside the EU, with exceptions, unless the
Europea Commession (“EC”) ha made aetemination that the regient jurisdiction’s
laws ensug the potection of such peonal data See Diredive 95/46/EC of the
Europea Parliament and dhe Council (Oct. 24, 1995vailable at
http:/feurdex.europa.eu/éxUriServ/lexUriServ.do@ri=CELEX:3199510046:EN:HTM
L. This determination is commonly referred to as meeting the EU’ s “adequacy”
standard.

To sdisfy theEU adequacy standard for certain commercial tranders, the U.S.
Depatment of Commerc€’Commer@”) and the EC negiated the U.S.-EU Saf
Harbor Framework, which went into effect in 2000. The Sde Harbor dlows U.S.
companies to tresferpersonbdata lawtilly from the EU To join the Safe Haor, a
companymust self-caify to Comnerce that it complies with sevenipciples and
relaed reyuirements that haveeen demed to metethe EU’s @equayg standard.

Companies under tharisdiction of the U.S. Ferd TradeCommssion (“FIC"), as
well as the US. Depamment of Trasportation, areligible to join the Safe Haor. A
companyunder the=TC'’s jurisdiction that seltetifies to the Safe Hrborprinciples but
fails to implement them maye subjetto an enfocement action basdon the FC’s
deception authority under Section 5 of the Federal Trade Conmission Act.

Commerce matains a public websiteyww.export.cpv/safehaoor, whee it posts the
names of ompanies that haveelf-certified to the Saf Habor. Thelisting of compaies
indicates whther their sk-certification is “current” or “not curr@t.” Companies &
requirel to re-ertify evely yearin order to etain their statussa’curent” members othe
Sde Harbor framework. According to the Sde Harbor webste, “Organizations should
notify the Depament of Commercé their represatation to the Depément is no longer
valid. Falure to do so could constitute a misrepentdon.” See Sde Harbor List,
available at http:/Aveb.ita.dogyov/safehebor/shlist.nsf/webPagg/safehatbor+list.

VIOLATIONSOF SECTIONS5OF THE FTC ACT

In August 2006, respondent submitted to Coenea a sH-certification to the Safe
Harbor.

In August 2007, respondent did not renis self-cetification to the Safédarbor, and
Commerce updaed respondent’s stetusto “nat current” onits public webgte. Until July
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http://ec.europa.eu/justice_home/fsj/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf
http://www.export.gov/safeharbor,

2009, responde
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http://www.onyxgfx.com
http://www.collectify.com
http://www.export.gov/safeharbor/.

