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Analysis of Proposed Consent Order  to Aid Public Comment
 interested persons.  Comments received d

(collectively, “payment cards”) or cash.  In conducting its business, Dave & Buster’s routinely
collects information from consumers to obtain authorization for payment card purchases,
including the credit card account number, expiration date, and an electronic security code for
payment authorization.  This information is particularly sensitive because it can be used to
facilitate payment card fraud and other consumer fraud.

The Commission’s complaint alleges that since at least April 2007, Dave & Buster’s
engaged in a number of practices that, taken together, failed to provide reasonable and
appropriate security for personal information on its computer networks.  Among other things,
Dave & Buster’s: (a) failed to employ sufficient measures to detect and prevent unauthorized
access to computer networks or to conduct security investigations, such as by employing an
intrusion detection system and monitoring system logs; (b) failed to adae; (b) 0.0  othi.0 figlt0r 0stem utbTj
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networks to identify and block export of sensitive personal information without authorization;
(d) failed to use readily available security measures to limit access between in-store networks,
such as by using firewalls or isolating the payment card system from the rest of the corporate
network; and (e) failed to use readily available security measures to limit access to its computer
networks through wireless access points on the networks.

The complaint further alleges that between April 30, 2007 and August 28, 2007, an
intruder, exploiting some of these vulnerabiliti es, connected to Dave & Buster’s networks
numerous times without authorization, installed unauthorized software, and intercepted personal
information in transit from in-store networks to its credit card processing company.  The breach
compromised approximately 130,000 unique payment cards used by consumers in the United
States.

The proposed order applies to personal information Dave & Buster’s collects from or
about consumers.  It contains provisions designed to prevent Dave & Buster’s from engaging in
the future in practices similar to those alleged in the complaint.
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Part I of the proposed order requires Dave & Buster’s to establish and maintain a
comprehensive information security program in writing that is reasonably designed to protect the
security, confidentiality, and integrity of personal information collected from or about
consumers.  The security program must contain administrative, technical, and physical
safeguards appropriate to Dave & Buster’s size and complexity, the nature and scope of its
activities, and the sensitivity of the personal information collected from or about consumers. 
Specifically, the order requires Dave & Buster’s to:

• Designate an employee or employees to coordinate and be accountable for the
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at corporate headquarters, regional of


