Analysis o Proposed Consent Order to Aid Public Comment
interested persons. Conmentsreceived d

(collectively, “payment cards”) or cash In conducting its business,Dave & Buder’s routinely
collects informaion from consumeasto dotan authorization for payment card purchases,
including thecredit card @count numberexpiration date, anchaeledronic searity code br
payment authorization. This information is paticularly sendtive because it can be used to
fadlitate paynent cad fraud and otheconsumerraud.

The Commission’s complaint allegiéhat since at lsa April 2007, Dave &Bustets
encaged in a numbeof practices th taken togther failed to provideeaonable ad
appropriate security for personal information on its mmputer networks. Among other things,
Dave& Buster’s: (a failed to employsufficient measurg to detectrad prevat unauthorized
acaess to computer heorks or to conducsecurityinvestigaions, such as bgmployng an
intrusion detection sgfem and monitoring syem logs; (bjailed to alae; (@)t Gtewhtcathig fES™M EHOO0000

networks to identifyand block gport of sensitive papnal information without authorization;
(d) failed touse readily available security measures tolimit access letween in-store ngworks,
swch as by usng firewalls or isdating the payment card system from the rest d the corporate
network; ad (e)failed to useeadilyavailablesecuity measurs to limt access to itscomputer
networks through wireless @cess wints a the ngworks.

The omplaint further Beges that betwen Apiil 30, 2007 and Augst 28, 2007, an
intruder, eploiting some of theseulnerailiti es, conneted to Dae & Bustets netwoks
numerous times without authorization,talked unauthorized softwe, and interc@ted pesonal
information in transit from in-storeetworks to its cmit card pocessingcompany The brach
compromised appximately 130,000 unique payent catds used bgonsumers in the rited
Staes.

The propose orderapplies to persohaformation Dave& Buster’s ollects from or

about consumes. It contains provisions cesigned to prevent Dave & Buder’'s from engaging in
thefuture in practices similar to those dleged in thecompaint.
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Part lof the proposg orderrequires Dave& Buster’s to estalish and maintain a
comprénensive infomation securityprogam in writingthat is reasordy desiged to proteicthe
secuity, confidentiality, and integty of pesonal information collded from orabout
consumers. Theecuity progam must contain administrative, beical, and phsical
sdeguads gpropriate to Dave & Buger's sze and comgexity, the naure and smpe of its
activities, and the saitivity of the pesonal informéon collected fom or about snsumers.
Specificdly, the orderequires Dae & Bustels to:

. Desighate @ employe oremployees to oordinate ad be acountable ér the
information security proOr0Q €h0O( prt8rax)Tj ei4er00 0.00( prt8rax)Tj ei4er00 0.00( prt8ra
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at corporate heedquarters, regional of

Pag 3 of 3



