UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION

AGREEMENT CONTAINING
CONSENT ORDER
FILE NO: 0923093

)

The Fedeal Trade Commissin has condued an investigtion of cetain ads and
pradices of Twtter, Inc. (“Twitter”). Twitter (“proposedespondent, havingbeen epresented
by counsel, is willing to entanto an ageanent containingx conset order esolvingthe
allegations contained in thdétached daft complaint. Theredre,

In the Matter of

TWITT ER, INC.,
a corporation.

N N N N N

IT IS HEREBY AGREED by and betwen Twitter, byits dulyauthorized offials, and
counsal for the Federa Trade Conmission that:

1. Proposed rgpondent Twitter is a Deware coporation with its principal offie or plae
of business at 7950fisom Sred, Suie 600, San randsco, CA 94103.

2. Proposed respondent admits dl thejurisdictiond facts st forth in the draft compaint.
3. Proposed respondent waives:
A. any further procedural steps

B. the reuirement that the Commission’s decision contain arstaté of finding of
fact and contusions of law; and

C. all rightsto ek judicial review or otherwiseto dhdlenge or contest the vdidity
of theorder entered pursuant to this agreement.

4, This ageement shall not become paf the public ecod of the proeedingunless and
until it is acepted bythe Commisi®n. [f this ageement is acepted bythe Commis®n,
it, togethe with the drét complaint, will be place on the public reord for a peiod of
thirty (30) da/s and informaion about it pubkly released. Th&€ommssion thereiter
may either withdraw its acceptance of this agreement and sonatify proposed respondent,
in which evet it will take sub action as it magonsider ppropriate or issue and see
its complaint (in such form as théhec
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This ageement is for settlement purpasenlyand does notanstitue an @mission by
proposedespondent that thevahas ben violated a alleged in the drit complaint, or
that the fats as allegd in the dri complaint, other than therisdictional fats, are tue.

This ageement contemplates thaf it is acceptd bythe Commis®n, and if such
aceptane is not subsequentlyithdrawn bythe Commis®n pursuant to the provisions
of Section 2.34 of the Commission’s Rules, the Cassion may without further notice
to proposeal respondent, (1) isste its compgaint corresponding in form and subgance with
the attabed drd& complaint and its decision comang the bllowing order in disposition
of the proeeding and (2)make infomation about it public. \Wen so ented, theorder
shall have thsame foce6.
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shall not include public communications made usagpondet’'s microbloging
platform.

4, “Administrative control of Twitter” shall mean the ability to access,modfy, or operate
anyfunction of the Witter system byusing sgtems, femres, or cedentials that were
desigied exclusivelyor useby authorized emplames oragents of Twitter.

5. “Commerce’ shall mean as defined in Section 4 of theFederal Trade Conmission Act,
15 U.S.C. § 44.

IT I S ORDERED that respondent, directly or through any corporation, subsidiary,
division, website, or other giee, in connetion with the offeing of anyproduct or sevice, in or
affectingcommere, shall not misrepsent in anymanney expresshor byimplication, the
extent to which respondent maintains anatgets the segity, privagy, confidentiality, or
integity of anynonpublic consumer infmation, includingbut not limted to,
misrepresentaions related toits security measures ta (a) prevent unauthorized access b
nonpublic consumer informaion; o (b) honor the privacy choices exercised by users.

IT IS FURTHER ORDERED that respondd, directlyor throudy anycorpoation,
subsidiary division, website, or other diee, in connetion with the offeing of anyproduct or
savice, in or afecting commerce, shdl, nolater than the dae or sevice of this ader, establish
and implement, and theeafter maintain, acomprehensve information security program thet is
reasonably designed to protect the security, privacy, confidentiality, and integrity of nonpublic
consume informdion. Sud program, the content and implementaion of which must ke fully
documented in viting, shall contan administrative, technitaand phgical saéguards
appropriate to respondent’s sze and compexity, the nature and sape of respondent’s activities,
and the sengtivity of thenonpublic consumer information, including:

A. the desigation of an mployee oremployees to oordinate ad be acountable ér
theinformaion security program.

B. the identificgion of resonablyforeseable, mataal risks, both internalrad
external, that could seilt in he unauthared disclosure, misuse, loss, alteration,
destruction, or othhecompromise ohonpublic consumer infmation or in unauthorized
administrative control of th&witter system, and anssessment of the sidiencyof any
sdeguads inplace to mntrol theserisks. At aminimum, this risk assessnent should
include considetion of isks in each i@aof rdevant opeation, including, but not
limited to: (1) enployee tainingand mangement; (2) inbrmation sgtems, including
network ad softwae desi@, information proessing storag, traasmisson, and
disposal; and (3) pvention, detetion, and reponse to attacks, intrusionscaagnt
takeovers, or other systems failures.
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C. the desig and implementation of asonablesafeyuards to contl the risks
identified through risk assessment, and regular testing or montoring of the eff ectiveness
of thesdeguards’ key controls, systems, and procedures.

D. the devopment and use oéasonhle steps to seleand réain serviceproviders
capdle of gpropriatdy safguardingnonpublic consumer infmation such sgice
providers receive from respondent ar obtan on respondent’s behdf, and therequirement,
by contract, tha swch service providers implement and mantain gppropriate sdeguards;
provided, however, tha this subparagraph shell not goply to persona information aout a
consumer thiarespondent @vides to a gvernmat agencyor lawiful information
supplier when the agency or supplier dready possesses the information and uses it only

to retrieve and supplyto respondent,dalitional personal infornen about the
consumer.

E. the evauation and adjustment of respondent’s information security program in
light of theresults of the testingnd monitoringequiral by subpargraph C, any
materid changes to responad’s operdions or business amgements, or @y other
circumstances thaespondent knows dras rason to know makiave amateridimpact
ontheeffectiveness d its informaion security program.

IT IS FURTHER ORDERED that, in connection with its compliance with Paragraph I
of this ader, respondent shdl obtan initial and biennial assessents and reports
(“Assessments”’ydm a quéified, objective, indpendent third-pay professional, who uses
procalures ad standardsepenlly acepted in the mfession. Profgsionals qualified to prepa
swch assessnentsshall be: apason quaified as aCetified Informaion Systen Seurity
Professional ((3SH or & a Certified hiformation Sgtems Auditor (C3A); a peson holding
Global ihformation Assunace Cetification (GIAC) from the SgAdmin, Audit, Network,
Security(SANS) hstitute; or asimilarly qualified p&son or orgnization approved e
Associate rector for Enbrcanent, Bueau ofConsumer Protection, &erd Trade
Commssion, Washingon, D.C. 20580. The perting period forthe Assessments shall cove
(1) the frst one hundré and ei@pty (180) dgs afterserviceof the orde for the initial
Assessment, an@) eah two (2)yearperiod theeater forten (10) yass afterserviceof the
order for thebiennial Assessments Each Assessnent shdl:

A. set forth the spmfic administative, tehnicd, and phgical saéguards that
respondet has implemented and m&ined duringhe rgorting period;

B. explain how such safeguards are gppropriate to respondent’s Sze and complexity,
the naure and swpe of respondent’s ativities, and the senstivity of thenonpublic
personal information llected from or about consumers;

C. explain how the safegrds that hae be@ implemented meet @xceed the
protedions required byParagaph I of this order; ad
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D. cettify that respond’s secuity progam is opeaitingwith sufficient
effectiveness to provide reasonable assurance to protect the security, privacy,
confidentiality, and integty of nonpublic consumenformation and that the pgram
has so opated througout the repding peiod.

Ead Assessment shall be peral and complet within sixy (60) das afterthe end othe
repoting peiod to which the Assssment applies. Respondent shall providertitial
Assessment to the Associd@e&edor for Enbrcement, Bueau ofConsumer Protection, &erd
TradeCommession, Washingon, D.C. 20580, withinen (10)days afterthe Assessment hasdre
prepared. All subsequent biennial Assessnentsshall be retained by respondent until the order is
terminated ad provided to the Ass@ie Director of Enforcement within ten (10) da of
request.

V.

IT IS RFURTHER ORDERED that respond# shall maintain and upon recienake
availableto the Feerd TradeCommssion for inspection andpying, aprint or eletronic copy
of:

A. for aperiod of thee @) years from the dee of prgardion or dissemination,
whicheve is later, # widely-disseminated statemis, including, but not liméd to,
statements posted orspondent’s wiesite that desdre the extent to which respomde
maintains and protects the security, privacy, confidentiality, or integrity of any nonpublic
consumer indrmation, with all materials lied upon in making odisseminating surc
staements, except tha respondent shdl not be required to provide any such gatements
tha are made usng the Twitter microblogging platform;

B. for apeaiod of six (6) morthsfrom the dae received, dl consume comgaints
directed & respondent, or forwarded to respondent by athird paty, that relate to
respondet’s activities as allegd in the dri complaint and ay responsg to such
compaints;

C. for aperiod of two 2) yeas from the dee received, copies of thsubpoenas and
other ommunications with law enfoemaent entities or personhef such
communications raisssues that relat® respondent’ compliancevith the provisions of
this ader;

D. for aperiod of fve (5) yeas from the dee received, anydocuments, whber
prepaed byor on behk of respondent, that contect, qualify, or cdl into queston
respondet’s compliancewith this order; and

E. for aperiod of thee @) years afterthe date oprepaation of ech Assessment

required under Part 11l of this ader, dl materials relied ypon to prepare the Assessnent,
whethe prepared by or onbehdf of therespondent, including but nat limited todl plans
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reports, studies, reviews, audits, audit trails, policies, training materias, and assessnents
for the compiance peiod covered by suwch Assessent.

V.

IT IS FURTHER ORDERED tha respondent shdl deliver acopy of this ader to dl
current and @iture pringpals, offices, diret¢ors, and margers, ad to all currat and future
employees, gents, and neresatatives havingesponsibilities relatingp the subject matter of
this order. Respondent shall deliver this order to such current personnel within thirty (30) days
after sewice ofthis order, ad to such futur@ersonnkewithin thirty (30) das afterthe peson
assumes sich pogtion or responsibili ties.

VI.

IT IS FURTHER ORDERED tha respondent shdl notify the Commission & least
thirty (30) das prior to anychang in the cgooration that mawffect @mpliance obligtions
arisingunder this orde including but not limted to, a dissolution, assignment, salergag or
other a&tion that would result in the engenceof a sucessorcorpoation; the cration or
dissdution of asubsdiary, parent, or afili ate tha engages inany ac
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A. any Pat in this orde that terminates in fewer than twenty (20) years,

B. this ader if such compaint is filed dter the orde has teminated pursuant to this
Pat.

Provided, further, tha if such compaint is dsmissed or afederal court rules that respondent dd
nat violate any provision of theorder, and thedismissd or ruling is ather not gopealed ar upheld
on apped, thenthe ader asto such respondert will terminate according to this Part asthough
thecomgaint had never been filed, except tha the order will nat terminate beween the dae
such complaint is filed and thater ofthe dedline for gppealingsuch dismissal or rulinghd
thedae swch dsmissa or ruling is yoheld on gopeal.

Signed this day , 2010.

TWITT ER, INC.

By:

ALEXANDER MACGILLIVRAY
Geneal Counsel
Twitter, Inc.

FEDERAL TRADE COMMISSION

By:

LAURA D. BERGER

CORA TUNG HAN

Counsel for the &denl Trade Commissin
APPROVED:

CHRISTOPHER OISEN
Assistant Director
Division of Privacyand tentity Protection

Pag 7 of 8



MANEESHA MITHAL DAVID C. VLADECK
Associate rector Director
Division of Privacyand tentity Protection Bureau ofConsumer Protection
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