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Respondent Rite Aid Corporation is al®eare coporation with its principal offie or
placeof business at 30 Hunteane, Canp Hill, Pennsyania 17011.

The Federl Trade Commissin has jurisdiction of the subfematter of this proasing
and of the Respondent, and the proceeding is in the public interest.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall apply:

1.

Unless othenge specikd, “storé shall mea eat pharmay entity or store loation that
sells presaption medicines, drugy devics, supplies, or serviseand/or non-g@sciption
products and seices.

Unless dherwise specified, “LLC” shall mean alimited liability company: (a) tha owns
controls, or opeates one or morstores (includingbut not limted to, the companies
identified in attabed Exhibi A), and {) in which Rite Aid Corpott#gon is a member,
directly or indirectly.

Unless dhewise specified, “Respondent” shall mean Rite Aid Caporation, its
subgdiaries, divisions, afili ates, and LLCs, and its swccessas and assgns

“Personainformation” shall mea individually identifiable infomation from or bout an
individual consumer includindput not limted to: (a) dirst and last naméb) a homeor
other physical address,including street nane and name of city or town; (C) an emal
address or other onlineantact inform#éon, such as an instant messaguse identifier
or a sceen name; (dp telephon@umber; (a SociaSecuritynumber; (J a diver’s
license numbeor othergovernmat-issued identification numbe(g) prescription
information, swch as malication and dosage, and presaibing physidan name, address,
and telephonaumber, halth insurer nane, insurane acount number, oinsurance
policy number; (h)a bank acount, dbit card, orcredit card @count number(i) a
persistent identifiersuch as austomer numbdreld in a “©okie” or processor seria
number, that is combined with otheerailabledata that identifie an individual consumer;
() abiometric record; or (k) any information that is comhkined with any of (@) through ())
above. Br the purposef this provision, a “consumeshdl include an “enployee,”and
an individual seeking to becomean employee, where “employee” shall mean an agent,
servant, salespeson, associaténdependet contrator, and otheperson diretly or
indirectly under the control of Respondent.

“Commerce’ shall mean as defined in Section 4 of theFederal Trade Conmission Act,
15 U.S.C. § 44.



IT IS ORDERED that Respondent, and its offis, @ents, repesenttives, and
employees, diretly or throudn anycorpoation, subsidiarylimited liability companydivision,
or other deice, in connetion with the advdising, markéng, promotion, offeringfor sde, or
sale of ay product or sevice, in or afectingcommere, shall not misrepsent in anymanney
expressly or by implication, the extent to which it maintains and protects the privacy,
confidentiality, secuity, or integity of pessonal information collded from orabout consumer

IT I S FURTHER ORDERED tha Respondent, and its officers, agents representdives,
and employees, directly or through any corporation, subsidiary, limited liability company,
division, or other devigan connetion with the advertisingnarkeing, plomotion, offeringfor
sale, or sie of any product or sevice, in or afectingcommere, shall, no latethan the datef
serviceof this order, stablish and implement, and thefter maintain, a omprehasive
information security program that is reasonably designed to protect the security, confidentiality,
and integity of pesonal information colléed from orabout consumer Such progm, the
content and implementaion of which must ke fully documented in writing, shdl contain
administrative, technad, and phgical saéguards @propriateto Respondent’s size and
complexiy, the natureind scop®f Respondent’sdiivities, and the sensitivitgf the pesonal
information oollected from or about consumers, including:

A.

the desigation of an mployee oremployees to oordinate ad be
acountable foithe information sagity progam.

the identification of material internal and external risks to the security,
confidentiality, and integty of pesonal information that couldsealt in the
unauthorized disclosure, misuse, loss, ditemadestruction, or other
compromise of sutinformation, and ssessment of the sidiencyof any
sdeguards in place to cntrol theserisks. At aminimum, this risk
assessment should includensideration ofisks in each i@aof rdevant
operaion, including, but not limiéd to: (1) enployee tainingand
mana@ment; (2) inbrmation sgtems, including rtevork and safwvare
desiq, information proessing storag, transmisson, and disposal; and (3)
prevention, detection, and responseto dtacks, intrusons, or other systans
failures.

the desig and implementation of asonablesafguards to conod
the risks identified througrisk assessment, arebunlar testingor
moritoring of the effectiveness d the sdeguards’ key controls,
systams, and procedures.

he deveopment and use oéasonhle steps to seleand réain service
providers epableof appopriatelysafguardingpersonkinformation they
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receive from Respondent, and requiring sevice providers by contract to
implement and maintain appriate séeguards.

E. the evaluation and adjustment of Respondent’s information security
progam in light of the rsults of the testingral monitoring
required by subpart C, anynaterid changes to Respondent’s
operdions or business amgements, or @y other arcumstance
that Respondent knows orsdheeaon to know mayave amateria
impact on the éédiveness of its information seity progam.

IT IS FURTHER ORDERED that, in connegon with their compliance ith Part | of
this order, Respondg and its offices, agnts, repesentéives, and emplages, shihobtain initial
and biennial ssessments andp@ts (“Assessments”’yém a quéfied, objective, indpendent
third-paty professional, who uses predures and standds geneglly acepted in the mfession.
The reporting period forthe Assessments shall covil) thefirst yearafter sewice ofthe orde
for the initial Assessment, and)(eah two (2)yearperiod theeater fortwenty(20) yeas after
savice of theorder for thebiennial Assessments Each Assesnent shdl:

A. set forth the spwfic administative, tehnicd, and phgical saéguards that
Respondent has implementadlanaintained durinthe reorting period;

B. explain how such safeards e gpropriateto Respondent’s size and
complexiy, the naturend scop®f Respondent’sdiivities, and the sensitivitygf
the pasona information oollected from or about consumers;

C. explain how the safegrds that hae be@ implemented meet @xceed the
protedions required byhe Partll of this order; ad

D. cettify that Respondent’s saity progam is opeatingwith sufficient
effectivenss to provide resonable ssurane that the saurity, confidentiality, and
integity of pesonal information is protéed and ha so operi&d throudpout the
repoting peiod.

Ead Assessment shall be peral and complet within sixy (60) das afterthe end othe
repoting peiod to which the Assssment applies by peson qualified as &ertified hformation
Systam Seurity Professona (CISSP)or as aCetified Information Systans Auditor (CISA); a
person hdding Global Informaion Assuance Cetification (GIAC) from the SysAdmin, Audit,
Netwolk, Security(SANS) hstitute; or aqualified peson or org@nization approved ke
Associate rector for Enbrcanent, Bueau ofConsumer Protection, 8erd TradeCommesion,
Washington, D.C. 20580.

Respondent shdl provide theinitial Assesment to the Asscciate Director for Enforcement,
Bureau ofConsumer Protection, &erd TradeCommssion, Washingon, D.C. 20580, withinen
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(10) das afterthe Assessment hasdmeprearal. All subsequent biennial Assessments shall be
retaned byRespondent until the order isrt@nated and mvided to the Associateiredor for
Enforement within ten (10) da of request.

V.

IT IS FURTHER ORDERED that Respondent shall maintain and, upauest, make
available to the Federal Trade Conmission for ingpection and copying:

A. for aperiod of fve (5) yeass, a print or ctroniccopyof eah documat relating
to compiance, including, but not limited to, documents, prepared by or on behdf
of Respondent, thabatradict, qubfy, or cdl into queston Respondent’s
compliancewith this order; and

B. for aperiod of thee @) yeas afterthe date oprepaation of ech Assessment
required under Parlll of this order, bkmaterials réed upon to prepa the
Assessment, whethpreparel by or on behH of Respondent, includindut not
limited to, all plans, morts, studies, reviesy audits, audit trails, policies, training
materids, and assessments, amy ather matgals rdating to Respond#’s
compliancewith Parts I and 11 of this order, ér the ompliance pk



of Enforcement, Bureau of Consune Protection, Federal Trade Conmission, Washington, D.C.
20580.

VII.

IT IS FURTHER ORDERED tha Respondent, and its suwccessas and assgns within
sixty (60) dys afterthe date oEerviceof this order, sHhfile with the Commssion a truerad
accurate report, in writing, setting forth in deail the manner and form of its compgiance with this
order. Within ten (10) dgs of receipt of witten notice fom a regresatative of the Commission,
it shall submi additional true andcaurate witten reports.

VIII.

This order will terminate on Novembe 12, 2030, o twenty (20) years from the mog
reent date thiathe United States or the#feal Trade Commissn files a omplaint (with or
without an acompanyng cnsent dee in fedeal court allegng any violation of the order
whicheve comes later; providd, howeve, that the filingof such acomplaint will not affetthe
duration of:

A. Any Pat in this order tha terminates inless han twenty (20) years,

B. This order’s gplication toany Re



