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Re: Inthe Matter of Twitter, Inc., File No. 092 3093, Detko. C-4316

the aboveentitled proeeding The Commission has placeouy comment on the publiecod
pursuant to Rule 4.9(k9)(ii) of the Commssion’s Rules of Practic&é6 C.F.R. 8 4.9(b&((ii),
and has yen it serious considation.

Your comment expresses ancern with Twitter’s privacy and dda security practices,
particulaly as theymayhave #ected the nonpublic imimation assoctad with your Twitter
acount. Your comment sggsts that companies should bguired to maintain client and user
information in strict confidetiality. In addition, yur comment sugests that the conseorder
should impose penalties on Twitter, sushltzose reentlyimposed bya federd court orde on
the deéndant in the Commission’s lawsuit aga Ricewert LLC, doing business as Rkhet
(“Pricewert”).!

In response the Conmission notes thet it has alopted aflexible goproach to daa
security, teking into account the nature of thebusiness ad the sengtivity of theinformation it
handles in detenining whetherits securityneasure arereasonable. Hee, theCommssion’s
assessment of tke factors, alongwith the secuty measure Twitter implemented, foned the
basisfor its belief tha Twitter deceived its ausomers by faili ng to honor its promiseto maintain
reasonable sagity for the inbrmation it collected. Th€ommesion recogizes, however, tha
therecannot béperfedt” searity and that datareahes an occir even when ecompanytakes
ressonable preautions to prevd them.

The Commission also ned that it cagfully considers ariety of factors in detanining
therdief appropriate to aldress he chdlenged conduct in apaticular case In its sut against
Pricewet, the Commissin detemined, and theaurt ageed, that liquidation of Pricewgs
assets and disggement of ill-gptten @ins wee waranted in light of Pricevert’s illegd
activities, which includeé distribution of child pornogphyand othemalicious content. The
Commission did not determine that such relief would be gpropriate in the Twitter proceedng,
howeve, and béeves that the maedies contaed in the cons# order — intuding implementing
a comprehengve informaion security program and oltaining independent assessnents of its

! FTCv. Pricewert LLC, 2010 WL2105614 (N.D. Cal. Api8, 2010) (oder for
permanent injunction and monetajudgmant), available at
http:/Awvww.ftc.gov/os/caselist/0923148/100408pricetoederapp.pdf



effectivenss evey other yearfor ten yeas — should address Twitterchdlenged condutand
ensureappropiate protetions for onsumers. This relieé consistent with relief the
Commssion has obtained in similar casevolving the saarity of consumeinformation. The
Commssion notes that, should Tvéttviolatethe orde, it would be subject to moneyar
penalties of up to $16,000mpeolation, pursuant to Section 5(I) of tR&C Ad.

In light of theseconsiderations the Commission has determined that the public interest
would best be seed byissuing the Deision and Ordein final form without anymodifications.
The find Decision and @erand otherelevant mateals areavailablefrom the Commission’s
webgte at http:/Mvww.ftc.gov. It helps the Commsson’s analgis to hear fsm a vaiety of
saurces inits work, and it thanks you again for your comment.

By diredion of the Commision.

Donald S. Clark
Secreary
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