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UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

TWITT ER, INC.,
a corporation.
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COMPLAINT

The Federl Trade Commissin, havingreason to believe that Twittemc. (“Twitter” or
“respondent”), aorpoation, has violated theeBeral Trade Commissin Act (“FTC Ad”), and
it appearing to the Conmission thet this proceeding is in the public interest, aleges:

1. Twitter is a privaéely-owneal, Delavarecorpoation with its principal officeor pla@ of
business at 795 Folsom St., 8600, San Anciso, CA 94103.

2. The &ts and pretices ofrespondast as allegd in this complaint have ée in or
affecting commerce, as “commerce” is defined in Section 4 of the FTC Act.

RESPONDENT'S BUSINESS RRACTICES

3. Since appoximately July 2006, Twitter has opated www.twitter.com, a socia
networkingwebsite that®ables userto send “twets” — briefupdates of 140haracters
or less — to their dllowers” (.e., useswho sgn up toreceive swch ypdates) via emal
and phone td. Consumers who use Twitteaircfollow otherindividuals, as well as
commerdal, media, gvernmetal, or nonprdf entities. Using Twitter,ansumers may
receive discount dffers from companies, breaking news from nmedia outlets, and public
sdety and emergency updaes from federal and muncipal authorities. In many instances,
tweets invite usarto click on links to other websites, includiwgbsites that consumse
may use to obtain commaeat products or swices.

4, Twitter collects ertain informaion from each use and makes it pat of theuser’s public
profile. Such infomation includes: a use@ame ad profile imag, lists of the other
Twitter uses whom the useflows and is followed hyand, at the uss option, a
website address, location, time zone, and one-line narrative description or “bio.” In
addition, tweets appe in the use0.00pTD (0)tT o
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carier ormobile telephone numbéior users whoeaceve updates bphone), ad the
usernane for aay Twitter acount that a uséhas tiosen to “block’from exchanimg
tweets with the userThis nonpublic information (coll&égely, “nonpublic user
information”) cannot beviewed byother uses or anyother third pares, but — with the
exception of P addresse— can b&riewed bythe user Wo opertes the acount.

Twitter offers pivacy settings throuig which a usemaychoose to dagnde tweds as
nonpublic. Foexample, Twitter offes users thability to send “diret messags” to a
specifial follower and states that “onlguthor ad regpient can view such masa@s.
Twitter also #ows users to click a button laled “Prote¢ my tweets.” If a use chooss
this opton, Twitter states that the u'setweets ca be viewe only by the users
approved followers. Unless deleted, direct messages and protected tweets (collectively,
“nonpublic tweés”) are stored in theecipients Twitter acount.

From goproximately July 2006 urtil July 2009, Twitter granted dmost dl of its
employees theability to exercise administrativeugtrol of the Twitter sgtem, including
the abilityto: reset a usks account pasword, view aisers nonpublic tweets and othe
nonpublic user infanation, and send twés on beh&of a use. Such emploges hae
acessed thesadministrative controls usirgdministrative adentials, omposed of a
user nane and dministrative pasword.

From goproximately July 2006 urtil Janary 2009, Twitter's employees entered their
administrative credentials into the sane webpage where users logged into
www.twitter.com (hereinater, “public login wdpag”).

From goproximately July 2006 urtil July 2008, Twitter did not provide a company emall
acount. hstead, it instructedaeh enployee to use pesonal email amount of the
employee's choice for company business. During this time, company-related emails
from Twitter employees in many ingances dsplayed the employee’s pasonal emal
address in the email heade

RESPONDENT'S STATEMENTS

Respondent has disseminatedausd to be disseminated statemeeto consumers on
its website regrdingits operation andantrol of the Twitter sstem, including, but not
limited to:

a from gproximately May 2007 until Novembe 2009, thefollowing staement in
Twitter’s privacy policy regarding Twitter’s protection of nonpublic user
information:

Twitter is veryconcened dout safegardingthe conidentiality of your
persondly identifiable information. We enploy administrative, physical,
and eletronic masures desiged to proteicyour informdion from
unauthorized amess. $eeExhibit 1).
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http://www.twitter.com

b. since gpproximately Novembe 17, 2008, the following staementsonits webste
recardingthe privag of dired messags that usersend via Twitter:

Help Resource/Gedting Started/What is a directmessage?
What is a direct message?IM)

Private Twitter Messags
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