092 3093
UNITED STAT ES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovadc
J. Thomas Rosh
Edith Ramirez
Ju(Ju(Ju3tls. 00 e (efpadignt (Ju8.6 0.0000 TD (E. Br 11.26.3 0.0000 -

Pag 1 of 7



1. Respondent Twitternt. (“Twitter”) is a Delavare coporation with its principal offie
or plae of businessta95 Folsom Street, Suite 600, Sann€raco, CA 94103.

2. The Federl Trade Commissin has jurisdiction of the subfematter of this proaaling
and of theRespondent, and theqmeeling is in the public intess.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:

1. Unless dherwise specified, “respondent” shell mean Twitter, its swccessas and assgns
officers, agnts, repesenttives, and emplaes.

2. “Consumer”shall mean may person, includingbut not limted to, anyuser of
respondent’s sevices, any employee of respondent, or any individual sesking to become
an emploge, where“employee” shall mean magent, servat, salespeson, associate
independat contrator, or othemperson diretly or indired¢ly under thecontrol of
respondent.

3. “Nonpublic consumer information” shall mean nonpublic, individually-identifiable
information from orabout an individual consumencluding, but not limited to, an
individual consumer’s: jeemal address; (b)nterne Protocol (“P”) addess or other
persistent identifier(c) mobile telphone numberand (d) nonpublicammunications
made usingespondet’s microblogying plaform. “Nonpublic onsumer informg@on”
shall not include public communications made usagpondet’'s microbloging
platform.

4, “Administrative control of Twitter” shall mean the ability to access,modfy, or operate
anyfunction of the Witter system byusing sgtems, femres, or cedentials that were
desigied exclusivelyor useby authorized emplames oragents of Twitter.

5. “Commerce’ shall mean as defined in Section 4 of theFederal Trade Conmission Act,
15 U.S.C. § 44.

IT I S ORDERED that respondent, directly or through any corporation, subsidiary,
division, website, or other diee, in connetion with the offeing of anyproduct or sevice, in or
affectingcommere, shall not misrepsent in anymanney expresshor byimplication, the
extent to which respondent maintains anotgxts the segity, privagy, confidentiality, or
integity of anynonpublic consumer infmation, includingbut not limted to,
misrepresentaions related toits security measures ta (a) prevent unauthorized access o
nonpublic consumer informaion; o (b) honor the privacy choices exercised by users.
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IT IS FURTHER ORDERED that respondd, directlyor throudy anycorpoation,

subsidiary division, website, or other diee, in connetion with the offeing of anyproduct or
savice, in or afecting commerce, shdl, nolater than the dae or sevice of this ader, establish
and implement, and theeafter maintain, acomprehensve information security program thet is
reasonably designed to protect the security, privacy, confidentiality, and integrity of nonpublic
consume informdion. Sud program, the content and implementation of which must ke fully
documented in wviting, shall contan administrative, technitaand phgical saéguards
appropriate to respondent’s sze and compexity, the nature and sape of respondent’s activities,
and the sengtivity of thenonpublic consumer information, including:

A. the desigation of an mployee oremployees to oordinate ad be acountable ér
theinformaion security program.

B. the identificgion of resonablyforeseable, mataal risks, both internalrad
external, that could seilt in he unauthared disclosure, misuse, loss, alteration,
destruction, or othhecompromise ohonpublic consumer infmation or in unauthorized
administrative control of th&witter system, and anssessment of the sidiencyof any
sdeguads inplace to mntrol theserisks. At aminimum, this risk assessnent should
include considetion of isks in each i@aof rdevant opeation, including, but not
limited to: (1) eployee tainingand mangement; (2) inbrmation sgtems, including
network ad softwae desi@, information proessing storag, traasmisson, and
disposal; and (3) pvention, detetion, and reponse to attacks, intrusionscaagnt
takeovers, or other systems failures.

C. the desig and implementation of asonablesafeyuards to conbl the risks
identified through risk assessment, and regular testing or montoring of the eff ectiveness
of thesdeguards’ key controls, systems, and procedures.

D. the devopment and use oéasonhle steps to seleand réain serviceproviders
capdle of gpropriatdy safguardingnonpublic consumer infmation such sgice
providers receive from respondent ar obtan on respondent’s behdf, and therequirement,
by contract, tha swch service providers implement and mantain gppropriate sdeguards;
provided, however, tha this subparagraph shell not goply to persona information aout a
consumer thiarespondent @vides to a gvernmat agencyor lawiful information
supplier when the agency or supplier dready possesses the information and uses it only

to retrieve and supplyto respondent,dalitional personal infornen about the
consumer.
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E. the evauation and adjustment of respondent’s information security program in
light of theresults of the testingnd monitoringequiral by subpargraph C, any
materid changes to responadd’s operdions or business amgements, or @y other
circumstances thaespondent knows dras rason to know makiave amateridimpact
ontheeffectiveness d its informaion security program.

IT IS FURTHER ORDERED that, in connection with its compliance with Paragraph I
of this ader, respondent shdl obtan initial and biennial assessments and reports
(“Assessments”’ydm a quéified, objective, indpendent third-pay professional, who uses
procalures ad standardsepenlly acepted in the mfession. Profgsionals qualified to prepa
swch assessnentsshall be: apason quaified as aCetified Informaion Systen Seurity
Professional ((3SH or & a Certified iformation Sgtems Auditor (C3A); a peson holding
Global hformation Assunace Cetification (GIAC) from the SgAdmin, Audit, Network,
Security(SANS) hstitute; or asimilarly qualified p&son or orgnization approved e
Associate rector for Enbrcement, Bueau ofConsumer Protection, &erd Trade
Commssion, Washingon, D.C. 20580. The pertingperiod for
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V.

IT IS RFURTHER ORDERED that respond# shall maintain and upon recienake
availableto the Fdera
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VI.

IT IS FURTHER ORDERED tha respondent shdl notify the Commission & least
thirty (30) das prior to anychang in the cor
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such complaint is filed and thater ofthe dedline for gppealingsuch dismissal or rulinghd
thedae such dsmissa or ruling is yoheld on gopeal.

By the Commis®n.

Donald S. Clark
Secreary

SEAL
ISSUED: March 2, 2011
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