UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION

ile N&. 102 3136

)
In the Matter of ) AGREEMENT CONTAINING
) CONSENT ORDER
GOOGLE INC., )
a corporation. )

)

The Fedeal Trade Commissin has condued an investigtion of cetain ads and
pradices of Gootg Inc. (“Goode” or “proposel respondet”). Goode, havingbeen epresented
by counsel, is willing to entanto an ageanent containingx conset order esolvingthe
allegations contained in thdétached daft complaint. Theredre,

IT | S HEREBY AGREED by and betwen Googg, by40 0.00hG0g00 0.0000 TD ( (40 0.00h2000
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5.

This ageement is for settlement purpasenlyand does notanstitue an @mission by
proposedespondent that thevahas ben violated a alleged in the drit complaint, or
that the fats as allegd in the dri complaint, other than therisdictional fats, are t2sssssSSSSSSSSS
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B. In communicatio
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A. the extent to which respondent maintaind grotets the privacyand
confidentiality of anycoveed informdion, including, but not lim&d to,
misrepraentations retad to: (1) the pyroses for wich it collects and use
coveed informaion, and (2) thexent to which consumsmayexercise ontrol
over thecollection, use, odisclosure of averal information.

B. the extert to which respondent is amembe of, adheres tgq comgdies with, is
cettified by, is endorsed hyor otherviise participges in anyprivagy, secuity, or
any other compliance program sponsored by the government or any other entity,
including, but not limited to, the U.S.-EU Safamor Framevork.

IT 1S FURTHER ORDERED that respondd, prior to anynew oradditional sharindpy
respondert of the Google wser's idertified information with ary third party, that 1) isa dange
from stated shiéng pradices in eféct d the time respondenbltected sub information, and 2)
results from ay chang, addition, or ghancenent to a produar servie byrespondet, in or
affecting commerce, shdl:

A. Separte and part fom anyfinal “end user licase ageement,” “privacy policy,”
“terms of use” pge, or similar doement, cledy and prominentlylisclose: (1)
tha the Google user’s information will bedisclosed to one or more third paties,
(2) theidentity or specific categories d such third parties, and (3) the purpose(s)
for respondent’s shieg; and

B. Obtain express affmative conset from the Goolg user to sut sharing
" .

IT 1S FURTHER ORDERED that respondd, in or afectingcommere, shall, no later
than the datef sewice ofthis order, stablish and implement, and thafter maintain, a
comprénensive privay progam that is rasonablydesigned to: (1) ddress privey risks relatd
to the development and management of new and existing producs and sevices for consumers,
and (2)proted the privagy and confdentiality of coveed infomation. Such pragm, the
content and implemerttan of which must be documeté writing, sh#l contain privay
controls and mcedues appopriate to repondent’s size and complexithe naturend scopef
respondent’s ativities, and the senstivity of the covered information, including:

A. the desigation of an mployee oremployees to oordinate ad be rgponsible for
the privacy program.

B. the identificgion of resonablyforeseeale, mateial risks, both internal and
external, that could sailt in the respondent’s unauthorized coltean, use, or
disclosure of overal information, andmassessment of tiseifficiency of any
sdeguards in place to mntrol theserisks. At aminimum, this privacy risk
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assessment should includensideration ofisks in each r@aof rdevant
operation, including, but not limited to: (1) employee training and management,
including trainingon the rguirements of this ordeand @) produt desiq,
development, rd resard.

the design and implementaion o reasanable privacy controls and procedures to
address the risks identified throbighe privay risk assessment, anebnlar
testing ormonitoring of theeffectivenas of those privaccontrols and
procedures.

the devopment and use oéasonhle steps to seleand réain serviceproviders
capdle of @propriatéy proteding the pivacy of coveed infomation they
receive from respondent, and requiring sevice providers by contract to
implement and mantain gppropriate privacy protections

the evauation and adjustment of respondent’s privacy program in

light of theresults of the testingnd monitoringequirel by subpart C, any
materid changes to responad’s operdions or business amgements, or i@y
other ércumstancs that responae knows or has eson to know majgiave a
material impact ontheeffectiveness o
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D. certify tha the privacy controls are operating with sufficient efectiveness b
provide r@asonableassurace to potect the pracy of coveed infomation and
that the controls have operted throudpout the repding peiod.

Ead Assessment shall be peeal and complet within sixy (60) dgs afterthe end othe
repoting peiod to which the Asssment applies. Respondent shall providertitial
Assessment to the Associd@e&edor for Enbrcement, Bueau ofConsumer Protection, &erd
TradeCommession, Washingon, D.C. 20580, withinen (10)days afterthe Assessment hasdre
prepared. All subsequent biennial Assessnentsshall be retained by respondent until the order is
terminated ad provided to the Assa@te Director of Enforcement within ten (10) da of
request.

V.

IT 1S FURTHER ORDERED that respond# shall maintain and upon recpienake
available to the Federal Trade Commission for ingpection and copying, unless espondent assets
a valid le@l privilege, a pmt or eled¢ronic copyof:

A. for aperiod of thee @) years from the die of prgardion or dissemination,
whichever is laer, dl widely disseminated datementstha desaibetheextert to
which respondent maintains and prote the privag and conifdentiality of any
coveed informdion, with all materials relied upon in making disseminating
swch gatements

B. for apeiod of six (6) morthsfrom the dae received, dl consume comgaints
directed at respondent, or forwarded to respondert by a tird party, that allege
unauthorized collg®n, use, or disclosure abveed informaion and any
responses toswch compaints;

C. for aperiod of fve (5) yeas from the dee received, anydocuments, whher

prepared by or onbenhdf of respondent, tha contradict, qudify, or cal into
guestion respona¢’'s compliancewith thionto
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matter of thisorder. Respondent shdl deliver this order to such aurrent personnd within thirty
(30) das afterserviceof this order, ad to such futur@ersonnkewithin thirty (30) dgs afterthe
person assunes sich postion or responsihilities.

VII.

IT IS FURTHER ORDERED tha respondent shdl notify the Commission & least
thirty (30) das prior to anychang in the cgooration that mawffect @mpliance obligtions
arisingunder this orde including but not limted to, a dissolution, assignment, salergag or
other a&tion that would result in the engenceof a sucessorcorpoation; the cration or
dissdution of asubsdiary, parent, or afili ate tha engages inany acts a practices subject to this
order, the proposedling of a bankruptg petition; or a chage in eithercorpoate nane or
address. Provided, howevethat, with respet to anyproposed leange in the cgporation about
which respondent lears less than thirt{B0) dgs prior to the datsuch ation is © take plae,
respondet shall notifythe Commis®n as soon as is prazable dter obtaning sud knowledg.
All notices requied bythis Fart shall be s& by cettified mail to the Associate iBector,
Division of Enforement, Birear of Consumer Protéon, Fedeal Trade Commission,
Washington, D.C. 20580.

VII.

IT I S FURTHER ORDERED that respondd shall, within nnety (90) das afterthe
date d service of this order file with the Commission a rue and accurate report, in writing,
setting brth in detail the manmeind brm in which repondent has complied with this order
Within ten (10) dgs of receipt of witten notice fom a re@resatative of the Commission,
respondent shdl submit additional true and accurate written reports.

IX.
This order will terminate twenty(20) yeas from the dee of its issuance, awenty(20)

years from the mog recent date tha the United Sttes a the Commission files acompgaint (with
or without an acompanyng consent de@e in fedeal court allegng any violation of the order
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such complaint is filed and thater ofthe dedline for gppealingsuch dismissal or rulinghd
thedae such dsmissa or ruling is yoheld on gopeal.

Signed this dayf , 2011.

GOOGLE INC.

By:

ALBERT GIDARI
Pekins Coie
Counsel for Goog Inc.

KENT WALKER

Senior VicePresident &Geneal
Counsel

Goode Inc.

FEDERAL TRADE COMMISSION

By:

KATHRYN D. RATTE
Counsel for the €denl Trade Commissin

KATHERINE RACE BRIN
Counsel for the édenl Trade Commissin
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APPROVED:

MARK EICHORN
Assistant Director
Division of Privacyand tentity Protection

MANEESHA MITHAL DAVID C. VLADECK
Associate Drector Director
Division of Privacyand tentity Protection Bureau ofConsumer Protection

Pag 9 of 9



