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UNITED STAT ES OF AMERICA
FEDERAL  TRADE COMMISSION

                                                                                                File No. 102 3136
)

In the Matter of ) AGREEMENT CONTAINING
) CONSENT ORDER

GOOGLE INC., )
a corporation. )
                                                                                    )

The Federal Trade Commission has conducted an investigation of certain acts and
practices of Google Inc. (“Google” or “proposed respondent”).  Google, having been represented
by counsel, is willing to enter into an agreement containing a consent order resolving the
allegations contained in the attached draft complaint.  Therefore,
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5. This agreement is for settlement purposes only and does not constitute an admission by
proposed respondent that the law has been violated as alleged in the draft complaint, or
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A. the extent to which respondent maintains and protects the privacy and
confidentiality of any covered information, including, but not limited to,
misrepresentations related to: (1) the purposes for which it collects and uses
covered information, and (2) the extent to which consumers may exercise control
over the collection, use, or disclosure of covered information.

B. the extent to which respondent is a member of, adheres to, complies with, is
certified by, is endorsed by, or otherwise participates in any privacy, security, or
any other compliance program sponsored by the government or any other entity,
including, but not limited to, the U.S.-EU Safe Harbor Framework.

II.

IT I S FURTHER ORDERED that respondent, prior to any new or additional sharing by
respondent of the Google user’s identified information with any third party, that: 1) is a change
from stated sharing practices in effect at the time respondent collected such information, and 2)
results from any change, addition, or enhancement to a product or service by respondent, in or
affecting commerce, shall:

A. Separate and apart from any final “end user license agreement,” “privacy policy,”
“terms of use” page, or similar document, clearly and prominently disclose: (1)
that the Google user’s information will  be disclosed to one or more third parties,
(2) the identity or specif ic categories of such third parties, and (3) the purpose(s)
for respondent’s sharing; and  

B. Obtain express affirmative consent from the Google user to such sharing.  

III .

IT I S FURTHER ORDERED that respondent, in or affecting commerce, shall, no later
than the date of service of this order, establish and implement, and thereafter maintain, a
comprehensive privacy program that is reasonably designed to: (1) address privacy risks related
to the development and management of new and existing products and services for consumers,
and (2) protect the privacy and confidentiality of covered information.  Such program, the
content and implementation of which must be documented in writing, shall contain privacy
controls and procedures appropriate to respondent’s size and complexity, the nature and scope of
respondent’s activities, and the sensitivity of the covered information, including: 

A. the designation of an employee or employees to coordinate and be responsible for
the privacy program.

B. the identification of reasonably foreseeable, material risks, both internal and
external, that could result in the respondent’s unauthorized collection, use, or
disclosure of covered information, and an assessment of the sufficiency of any
safeguards in place to control these risks.  At a minimum, this privacy risk



Page 5 of  9

assessment should include consideration of risks in each area of relevant
operation, including, but not limited to: (1) employee training and management,
including training on the requirements of this order, and (2) product design,
development, and research.

C. the design and implementation of reasonable privacy controls and procedures to
address the risks identified through the privacy risk assessment, and regular
testing or monitoring of the effectiveness of those privacy controls and
procedures.

D. the development and use of reasonable steps to select and retain service providers
capable of appropriately protecting the privacy of covered information they
receive from respondent, and requiring service providers by contract to
implement and maintain appropriate privacy protections.

E. the evaluation and adjustment of respondent’s privacy program in
light of the results of the testing and monitoring required by subpart C, any
material changes to respondent’s operations or business arrangements, or any
other circumstances that respondent knows or has reason to know may have a
material impact on the effectiv
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D. certify that the privacy controls are operating with sufficient effectiveness to
provide reasonable assurance to protect the privacy of covered information and
that the controls have so operated throughout the reporting period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies.  Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been
prepared.  All subsequent biennial Assessments shall be retained by respondent until the order is
terminated and provided to the Associate Director of Enforcement within ten (10) days of
request.

V.
 

IT I S FURTHER ORDERED that respondent shall maintain and upon request make
available to the Federal Trade Commission for inspection and copying, unless respondent asserts
a valid legal privilege, a print or electronic copy of:

A. for a period of three (3) years from the date of preparation or dissemination,
whichever is later, all widely disseminated statements that describe the extent to
which respondent maintains and protects the privacy and confidentiality of any
covered information, with all materials relied upon in making or disseminating
such statements; 

B. for a period of six (6) months from the date received, all consumer complaints
directed at respondent, or forwarded to respondent by a third party, that allege
unauthorized collection, use, or disclosure of covered information and any
responses to such complaints;

C. for a period of five (5) years from the date received, any documents, whether
prepared by or on behalf  of respondent, that contradict, qualif y, or call i nto
question respondent’s compliance with thiontoa
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matter of this order.  Respondent shall deliver this order to such current personnel within thirty
(30) days after service of this order, and to such future personnel within thirty (30) days after the
person assumes such position or responsibili ties.

VI I.

IT IS  FURTHER ORDERED that respondent shall notify the Commission at least
thirty (30) days prior to any change in the corporation that may affect compliance obligations
arising under this order, including, but not limited to, a dissolution, assignment, sale, merger, or
other action that would result in the emergence of a successor corporation; the creation or
dissolution of a subsidiary, parent, or aff ili ate that engages in any acts or practices subject to this
order; the proposed filing of a bankruptcy petition; or a change in either corporate name or
address.  Provided, however, that, with respect to any proposed change in the corporation about
which respondent learns less than thirty (30) days prior to the date such action is to take place,
respondent shall notify the Commission as soon as is practicable after obtaining such knowledge.
All notices required by this Part shall be sent by certified mail to the Associate Director,
Division of Enforcement, Bureau of Consumer Protection, Federal Trade Commission,
Washington, D.C. 20580.

VI II.

IT I S FURTHER ORDERED that respondent shall, within ninety (90) days after the
date of service of this order fi le with the Commission a true and accurate report, in writing,
setting forth in detail the manner and form in which respondent has complied with this order.
Within ten (10) days of receipt of written notice from a representative of the Commission,
respondent shall submit additional true and accurate written reports.

IX.

This order will terminate twenty (20) years from the date of its issuance, or twenty (20)
years from the most recent date that the United States or the Commission files a complaint (with
or without an accompanying consent decree) in federal court alleging any violation of the order,
whichever comes later; provided, however, that the filing of such a complaint will not affect the
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such complaint is filed and the later of the deadline for appealing such dismissal or ruling and
the date such dismissal or ruling is upheld on appeal.

Signed this ________ day of __________, 2011.

GOOGLE INC.

By: ____________________________
ALBERT GIDARI
Perkins Coie
Counsel for Google Inc.

____________________________
KENT WALKER
Senior Vice President & General
Counsel
Google Inc.

FEDERAL  TRADE COMMISSION

By: ___________________________________
KATHRYN D. RATTÉ
Counsel for the Federal Trade Commission

___________________________________
KATHERINE RACE BRIN
Counsel for the Federal Trade Commission
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APPROVED:

_________________________________
MARK EICHORN
Assistant Director
Division of Privacy and Identity Protection

__________________________________ _________________________________ 
MANEESHA MITHAL DAVID C. VLADECK 
Associate Director                          Director
Division of Privacy and Identity Protection Bureau of Consumer Protection


