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reports to end user clients, respondent ACRAnet is a consumer reporting agency as
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c. failing to evaluate and adjust the information security program in light of
known or identified risks; and

d. failing to develop, implement, and maintain a comprehensive information
security program.

VIOLATIONS OF THE FCRA

13. Section 604 of the FCRA, 15 U.S.C. § 1681b, prohibits a consumer reporting
 agency from furnishing a consumer report except for specified “permissible

purposes.”  As described in Paragraph 9, in multiple instances, respondent
furnished consumer reports to hackers that did not have a permissible purpose to
obtain a consumer report.  By and through the acts and practices described in
Paragraphs 6 through 10, respondent has violated Section 604 of the FCRA, 15
U.S.C. § 1681b.

14. Section 607(a) of the FCRA, 15 U.S.C. § 1681e(a), requires every consumer
reporting agency to maintain reasonable procedures to limit the furnishing of
consumer reports to the purposes listed under Section 604 of the FCRA, 15
U.S.C. § 1681b.  As described in Paragraphs 6 through 10, respondent failed to
maintain reasonable procedures to limit the furnishing of consumer reports to the
purposes listed under Section 604 of the FCRA.  By and through the acts and
practices described in Paragraphs 6 through 10, respondent has violated Section
607(a) of the FCRA, 15 U.S.C. § 1681e(a). 

15. Section 607(a) of the FCRA, 15 U.S.C. § 1681e(a), prohibits a consumer
reporting agency from furnishing a consumer report to any person if it has
reasonable grounds for believing that the consumer report will not be used for a
permissible purpose.  As described in Paragraphs 9 and 10, in numerous
instances, respondent furnished consumer reports under circumstances in which it
had reasonable grounds for believing that the reports would not be used for a
permissible purpose.  By and through the acts and practices described in
Paragraphs 9 and 10, respondent has violated Section 607(a) of the FCRA, 15
U.S.C. § 1681e(a). 

 16. By its violations of Sections 604 and 607(a) of the FCRA, and pursuant to Section
621(a) thereof, 15 U.S.C. § 1681s, respondent has engaged in unfair and
deceptive acts and practices in or affecting commerce, in violation of Section 5(a)
of the FTC Act, 15 U.S.C. § 45(a).

VIOLATIONS OF THE FTC ACT

17. As described in Paragraphs 6 through 10, respondent has not employed
reasonable and appropriate measures to secure the personal information it
maintains and sells.  Respondent’s failure to employ reasonable and appropriate
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security measures to protect consumers’ personal information has caused or is
likely to cause substantial injury to consumers that is not offset by countervailing
benefits to consumers or competition and is not reasonably avoidable by
consumers.  This practice was, and is, an unfair act or practice in or affecting
commerce in violation of Section 5(a) of the Federal Trade Commission Act, 15
U.S.C. § 45(a).

THEREFORE, the Federal Trade Commission this seventeenth day of August, 2011, has
issued this complaint against respondent.

By the Commission.

Richard C. Donohue
Acting Secretary


