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said provision of law. 

Entry 
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16. 

17. 

18. 

that is directed to children, or any website or online service through which they, 

with actual knowledge, collect, use, andlor disclose personal information from 

children, as required by Section 312.4(c) ofthe Rule, 16 C.F.R. § 312.4(c); 

C. Failing to obtain verifiable parental consent before any collection, use, andlor 

disclosure of personal information from children, in connection with any website 

or online service that is directed to children, or on any website or online service 

through which they, with actual knowledge, collect, use, and/or disclose personal 

information from children, as required by Section 312.5 of the Rule, 16 C.F.R. § 

312.5(a)(1); or, 

D. Violating any other provision of the Children's Online Privacy Protection Rule, 

16 C.F .R. Part 312, and as the Rule may hereafter be amended. A copy of the 

Rule is attached hereto as "Appendix A" and incorporated herein as if fully set 

forth verbatim. 

DELETION OF CillLDREN'S PERSONAL INFORMATION 

IT IS FURTHER ORDERED that Defendants, within five (5) days from the date of 

entry of this Order, shall delete all personal information collected and maintained in 

violation of the Rule at any time from April 21, 2000 through the date of entry of this 

·Order. 

CIVIL PENALTY 

IT IS FURTHER ORDERED that Defendants, jointly and severally, shall pay to 

Plaintiff a civil penalty, pursuant to Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. 

§ 4S(m)(I)(A), in the amount of fifty thousand dollars ($50,000). 

Prior to or concurrently with Defendants' execution ofthis Order, Defendants shall turn 

over the full amount of the civil penalty to their attorneys, who shall hold the entire sum 

for no purpose other than payment to the Treasurer oftM United States after entry ofthis 

Order by the Court. Within 
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O. 

1. 

2. 

3. 

and/or written confirmation of the wire transfer shall be delivered in accordance with 

procedures specified by the Office of Consumer Litigation, Civil Division, U.S. 

Department of Justice, Washington, DC 20530. 

Defendants relinquish all dominion, control, and title to the funds paid to the fullest 

extent permitted by law. Defendants shall make no claim to or demand return of the 

funds, directly or indirectly, through counselor otherwise. 

Defendants agree that the facts as alleged in the Complaint filed in this action shall be 

taken as true, without further proof, in any subsequent civil litigation filed by or on 

behalf of the Commission solely to enforce its rights to any payment or money judgment 

pursuant to this Order. 

Defendants agree that the judgment represents a civil penalty owed to the United States 

Government, is not compensation for actual pecuniary loss, and, therefore, as to the 

Individual Defendant, is not subject to discharge under the Bankruptcy Code pursuant to 

11 U.S.C. § 523(a)(7). 

In the event of any default in payment, which default continues for ten (10) days beyond 

the due date of payment, the entire unpaid penalty, together with interest, as computed 

pursuant to 28 U.S.C. § 1961 (accrued from the date of default to the date of payment) 

shall immediately become due and payable. 

COMPLIANCE MONITORING 

IT IS FURTHER ORDERED that for the purpose of monitoring and investigating 

compliance with any provision of this Order: 

A. Within ten (10) days of receipt of written notice from a representative of the 

Commission, Defendants each shall submit written reports, which are true and 

accurate and sworn to under penalty of perjury; produce documents for inspection 

and copying; appear for deposition; and provide entry during normal business 

hours to any business location in each Defendant's possession or direct or indirect 

control to inspect the business operation. Provided that Defendants, after 

attempting to resolve any dispute without court action and for good cause shown, 

onsent Decree and Order Page 5 of15 
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may file a motion with this Court seeking an order including one or more of the 

protections set forth in Fed. R. Civ. P. 26(c). 

B. In addition, the Commission is authorized to use all other lawful means, including 

but not limited to: 

1. Obtaining discovery from any person, without further leave of court, using 

the procedures prescribed by Fed. R. Civ. P. 30, 31, 33, 34, 36, 45 and 69; 

2. Having its representatives pose as consumers and suppliers to Defendants, 

their employees, or any other entity managed or controlled in whole or in 

part by any Defendant, without the s.29 Tco (without ).842 -2.10i 1.564 0s Tmf0/0 0 10.6 4q0 0j
0.0Tj
0.05 Tc 1185nc 1.148 0 h240141t.46Tj
0.05 Tc 1aaotion 4 5  ) .  a n y  
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B. 

telephone number, within ten (10) days of the date of such change; 

b. Any changes in such Defendant's employment status (including 

self-employment), and any change in such Defendant's ownership 

in any business entity, within ten (10) days of the date of such 

change. Such notice shall include the name and address of each 

business that such Defendant is affiliated with, employed by, 

creates or forms, or performs services for; a detailed description of 

the nature of the business; and a detailed description of such 

Defendant's duties and responsibilities in connection with the 

business or employment; and, 

c. Any changes in such Defendant's name or use of any aliases or 

fictitious names within ten (10) days of the date of such change; 

2. Defendants shall notifY the Commission of any changes in structure of the 

Corporate Defendant or any business entity that any Defendant directly or 

indirectly controls, or has an ownership interest in, that may affect 

compliance obligations arising under this Order, including but not limited 

to: incorporation or other organization; a dissolution, assignment, sale, 

merger, or other action; the creation or dissolution of a subsidiary, parent, 

or affiliate that engages in any acts or practices subject to this Order; or a 

change in the business name or address, at least thirty (30) days prior to 

such ch!IDge, prOVided that, with respect to any such change in the 

business entity about which a Defendant learns less than thirty (30) days 

prior to the date such action is to take place, such Defendant shall notify 

the Commission as soon as is practicable after obtaining such knowledge. 

Sixty (60) days after the date of entry of this Order, and thereafter for a period of 

three (3) years, at such times as the Federal Trade Commission shall reasonably 

require, Defendants each shall provide a written report to the Commission, which 

is true pe0212 2Tj
0.05 Tc 19.Tr1(times )Tj2Jrj
0.aj
00244 Tc j
/T1_1 044 Tc 10.7 0 0 10.7 379.25 2.aj
0.421 5gund tisettg in wrdeinilTj
/T1_1 4 Tf
0.0300 Tc 10.7 0 0 10.7 9 97 99 57.3721 5g nse 

inder, Tj
/T1_1 1 Tf
0.0304 Tc 10.7 0 0 10.7 33467.3
057.3721 5gPag
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5. 

Associate Director for Enforcement 
Bureau of Consumer Protection 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 
RE: u.s. v. W3 Innovations. LLC 

Provided that, in lieu of overnight courier, Defendants may send such reports or 

notifications by first-class mail, but only if Defendants contemporaneously send 

an electronic version of such report or notification to the Commission at: 

DEBrief@ftc.gov. 

RECORD·KEEPING PROVISIONS 

IT IS FURTHER ORDERED that, for a period of six (6) years from the date of entry of 

this Order, Corporate Defendant and Individual Defendant, for any business engaged in 

activities relating to the subject matter of this Order, and which they. individually or 

collectively, own a majority interest in or directly or indirectly control, are hereby 

restrained and enjoined from failing to create and retain the following records: 

A. A print or electronic copy of all documents necessary to demonstrate full 

compliance with each provision of this Order, including, but not limited to: 

1. Copies of acknowledgments of receipt of this Order required by Sections 

titled "Distribution of Order" and "Acknowledgment of Receipt of 

Order"; 

2. All reports submitted to the Commission pursuant to the Section titled 

"Compliance Reporting"; 

3. A sample copy of every materially different fonn, page, or screen through 

which personal infonnation is collected or disclosed, and a sample copy of 

each materially different document containing any representation 

regarding Defendants' collection, use, and disclosure practices pertaining 

to personal infonnation of a child. Each web page copy shall be 

accompanied by the URL of the web page where the material was posted 

onsent Decree and Order Page ,10 of 15 
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6. 

online. Electronic copies shall include all text and graphics files, audio 

scripts, and other computer files used 
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7. 

8. 

9. 

business entity resulting from any change in structure set forth in Subsection A.2. 

of the Section titled "Compliance Reporting." For current personnel, delivery 

shall be within five (5) days of service of this Order upon such Defendant. For 

new personnel, delivery shall occur prior to their assuming their responsibilities. 

For any business entity resulting from any change in structure set forth in 

Subsection A.2. of the Section titled "Compliance Reporting," delivery shall be at 

least ten (10) days prior to the change in structure. 

C. Defendants must secure a signed and dated statement acknowledging receipt of 

the Order, within thirty (30) days of delivery, from all persons receiving a copy of 

the Order pursuant to this Se.ction. Defendants shall maintain copies of the signed 

statements, as well as other information regarding the fact and manner of its 

compliance, including the name and title of each person to whom a copy of the 

Order has been provided and, upon request, shall make the statements and other 

information available to the Commission. 

ACKNOWLEDGMENT OF RECEIPT OF ORDER 

IT IS FURTHER ORDERED that each Defendant, within five (5) business days of 

receipt of this Order as entered by the Court, must submit to the Commission a truthful 

sworn statement acknowledging receipt of this Order. 

. PROVISION OF TAXPAYER IDENTIFYING NUMBERS 

IT IS FURTHER ORDERED that the Corporate Defendant is hereby required, in 

accordance with 31 U.S.C. § 7701, to furnish to the Federal Trade Commission its 

taxpayer identifying number (employer identification number), which shall be used for 

purposes of collecting and reporting any delinquent amount arising out of its relationship 

with the government. 

RETENTION OF JURISDICTION 

This Court shall retain jurisdiction of this matter for the purposes of construction, 

modification, and enforcement of this Order. 

onsent Decree and Order Page 12 oft 5 



8th September

xxxxxxx
Magistrate 
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1 JUDGMENT IS THEREFORE ENTERED in favor of Plaintiff and against 

2 efendants, pursuant to all the terms and conditions recited above. 
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Dated this ____ day of ______ , 2011. 

UNITED STATES JUDGE 

onsent Decree and Order Page 13 of 15 
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(Consumer )Tj -0.01241Tc 4.23210.7 0 Protection DC 20044 Fax: 202-514-8742 14 of 15 
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Consent Decree and Order 

FOR THE FEDERAL TRADE COMMISSION: 

~ crit= .. <~.) 
Michael Ostheimer 
Attorney 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 
(202) 326-2699 (voice) 
(202) 326-3259 (fax) 

FOR THE DEFENDANTS: 

W3 INNOVATIONS, LLC 

B I. Reingold 
Perkins Coie LLP 
Attorney for Defendants 
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