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UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman

J. Thomas Rosh
Edith Ramirez
Julie Brill

)
In the Matter of )
)
GOOGLE INC., )
a corporation. ) DOCKET NO. C-4336
)
COMPLAINT

The Federl Trade Commissin, havingreason to believe that Gotgginc. (“Goode” or

“respondent”), aorpoation, has violated theeBeral Trade Commissin Act (“FTC Ad”), and
it appearing to the Conmission thet this proceeding is in the public interest, leges:

1.

Respondent Godgis a Déaware coporation with its principal offie or plae of
business at 1600 Amphitheatarkwg, Mountain View, CA 94043.

The &ts and pretices ofrespondast as allegd in this complaint have ée in or
affecting commerce, as “commerce” is defined in Section 4 of the FTC Act.

RESPONDENT'S BUSINESS RRACTICES

Goode is a tebnologycompanybest known foits web-basa seach engne, which
provides fee sard results to consumers. Gde@lso provides vaus free web
products to consum&rincluding its widelyused wé-basé email servie, Gmail, which
has keen available since April 2004. Amonrg other things, Gmail allows consumers to
send andecave emails, chiawith other users throlgGoode’s instant messagg
service Goode Chat, and storemail messagp, contet lists, and other infornt@n on
Goode’s severs.

Goode’s free web produts for consumeralso include: Godg Readg which dlows
usersto subsaibeto, read, and share content onling Picasg which dlows usersto dlit,
post, and shareigital photos; and Bgger, Goode’s weblog publishingiool that allows
users to shartext, photosand video.



Goode also ofers onsumers thelality to create a‘Goode profile,” which enales

them to make a&ain informaion about themselves public and to link to their content on
Googe product webstes, such as the user’s Google Reade shared items, public Picasa

Web Albums, and Blager blog Information on a@nsumer’s public Godeg profile,

which mayinclude the onsumer’s nae, location, and photo, is akable on the mterng
and maybe indexed bgeach engnes.

RESPONDENT'S STATEMENTS

Respondent has disseminatedausd to be disseminated statemeeto consumers on
its website regrdingits privacypradices, includingout not linmted to:

a From goproximately Odober 2004 until October 2010, thefollowing staement in
the Gmail PrivacyPolicy about Goolg’s use ofconsumer irdrmation provided
through Gmail:

Gmail stores, pcesses and maintain®yr messags, contat
lists and other dat@lated to pur acount n orderto provide the
serviceto you.

b. From goproximately Odober 2005 until October 2010, thefollowing stadement in
Googe’s Privacy Poicy regarding consume's choices aout theuses d thar
persona information in al of Google’s produdts, induding Gmail:

When yu sign up &r a paticular sevice that requirs
regstration,we ak you to provide pesonal information. flwe
use this information in a manndifferent than the ppose for
which it was @llected, then we will askfor your consent prior to
such use.

RESPONDENT’'S LAUNCH OF GOOGLE BUZZ

On February 9, 2010, Google launched a social networking service call ed Google Buzz
(“Goode BuzZ' or “Buzz”) within the Gmail product. GotgBuzzis a platform that
allows users to share ypdates commerts, photos, videcs, ard other information through
posts or “buzes” male eithempublicly or privatdy to individuals or goups of users.
Goode used the infanation of consumerwho signd up for Gmd, including first and
last name iad email contds, to populate the social networWithout prior notice othe
opportunity to cnsent, Gmail usa's were, in many insances, automatically se up with
“followers” (people bllowing the usg. In addition, afteenrollingin Buzz, Gmail users
were automaticlly set up to “follow” othe uses.

Ontheday Buzz wes launched, Gmail use's who sgned into thar accounts were taken to
a wdcome sceen thaannouncd the new seice and hidnlighted fatues such st “No
sd up needed —You're dready following the people you emal and cha with themog in
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Gmail.” Gmail use's had to eect one of two options toproceed tothar inboxes: “Sweset!
Check out BizZ' or “Nah, @ to myinbox” Exhibit A shows how the initial Buzz
saeen gopeared to consumes.

a. If a Gmail user seleted ‘Nah, @ to myinbox’ from the initial Buzzscreen, that
user’s infformation was rnethdess $iared in anumbe of ways:

I. The user could be “followed” by other Gmail use's who had enrolled in
Buzz.

il. If theuser had previoudy created apublic Google profile, the user could
appear on the public Google profiles of people who had enrolled in Buzz
and wee following the use

iii. A Buzz link would appear in the list of links on the user’s Gmail page. If
the user clicked on the tha






b.

Users ould not block followers who did not haaegpublic Gootg profile.
Moreove, an individual who hadnot provided aiffst or last name wimesetting
up a Goote acount would appar & an “unknow” follower to a user The user



15.

networkingservice Therdore, the represatations set forth iparagraph 13were, and
are false omisleadingand constitute a deptive at or pratice.

As set forth inparagraph 6(b), respondet has repgsentd, expresslyr byimplication,
tha it would sesk consume's’ consent to useinformation they provided for a purpose
other than thiafor which it was collectel.
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22.

To saisfy theEU's adequacy standard for certain commercial tranders, the U.S.
Depatment of Commercé€Commere@”) and the EC negiated the U.S.-EU Saf
Harbor Framevork, which went into eféct in 2000. Thé&afe Harboris a voluntary
framework tha alows U.S. @mpanies totrander persona datalawfully from the EU to
theU.S. To join the Sde Harbor, acompany mug sdf -certify to Commerce tha it
complies with seven prciples and riated reuirements that haveeen demed to mete
the EU’s a@lequay standard.

The SafeHarmor privay principles, issued bgommerce on Julgl, 2000, include the
following:

NOTICE: An organization musinform individuals about the purposes fohich

it collects and uses inforation abouthem,how t contad the or@nization with any
inquiries or omplaints, the tyes of third pdies to which it discloses the
information, and the choices and meansthe organization ofers individuds for
limiting its use ad disclosureT his noticemust be provided in cleand ©nspicuous
language when individuals areifst asked to provide psonal information to the
organization or as soon theféar as is padicable, but in anyevent béore the
organizaion uses such information for a purpose other than that for which it was
originally collectel or pro@ssedy thetransfering organization ordiscloses it for
the first time to a third péay.



other than that for which it was aiginally collected. Respondent dso did nat give Grmail
users boice d&out using their irdrmation for gourpose that waincompatible with the
purpose for which it was aiginaly collected. Therefore, the representations se forth in
paragraphs 23 am 24 were, and ee, false or misleding and constitutes a deptive at
or practice.

26. The a&ts and pretices ofrespondet as allegd in this complaint constitute unfair or
deceptive acts or actices, in or afectingcommere, in violation of Section 5(ajf the
Feded Trade Commission Act.

THERE FORE, the Felerd TradeCommssion thisthirteenth dayf Odober, 2011, ha
issued this compaint against respondent.

By the Commis®n.

Donald S. Clark
Secreary



