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UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman

J. ThomasRosch
Edith Ramirez

Julie Brill

)
In the Matter of )

)
SCANSCOUT, INC. ) DOCKET NO. C-
a oorporation. )

)

)

COMPLAINT

The Fedeal Trade Commisgin, havingreason to believe that Se&cout, hc. has

violated the provisions of theeBenl Trade Commisgin Act, and it apperingto the
Commission that this proceeding is in the public interest, dleges:

1.

Respondent ScanScoutgl (“ScanScout”)s a Delavare coporation with its principal
office or pla@ of businesst95 Devonshire Stet, Boston, MA 02110.

The a&ts and pretices ofScanScout adlaged in this complaint have ée in or #&fecting
commerce, as “commerce’ is defined in Section 4 of the Federal Trade Conmission Act.

SCANSCOUT’ S BUSINESS RRACTICES

SanSout is avideo alvertising nework, which acts & an intermediary beween webste
publishers (“publishes) and advetisers. ScanScout purases dvertisingspaceon
webdtes and contracts with advertisers to dace thar video advertisementsonthese
websgtes. In addition, S@nSout works with ather third parties, including ad servers, to
deliver alvertisingcampagns.

At times, S@nSout decides which video advertisements should be ddivered tousers
browseas by engaging in online behaviora advertising. Online behaviora advertising is
the practice of collecting and staing information aout use's online activities inorder to
ddiver advertising targeted tothdr interests

Online behaioral advetising oten utilizes HTTP cookig, which ae small texfiles that
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can beused to collecand store infanation about a ussronline agiviti es, including
information such sithe content ordvertisements viead or thepages visited within a
particula website. Theseaokies contain anique identificion number that allows an
advertising ngwork to recognizetheuser’s omputer and correlate thecomputer to
online activity When a user visits a Wsite within an advéising netwok’s group of
publishers, the advising néwork mayset a n& HTTP cookie in the@mputer’s
browseror automaticlly receives goreviouslyset HTTP cookierbm the computés
browser The avertisingnetwork th@ mayadd informéion about the uses’web
browsingactivities to information alely collectal via the cookieand mayuse such
information to servenline advetisements that ar@argeted to the usks interests as
indicated bythe users web browing history Users an delée exising HTTP cookies or
block the ddivery of new HTTP aokies by changing ther browses privacy sdtings.

From April 2007 until Septembea 2009, S@nSout used Hashloca shared dbjects, aso
known & “Flash cookies”— as qoposed toHTTP aokies —to mllect and stae user data
and failitate online behaoral targeting of video avertisements. I&sh cookies, like
HTTP cookies, &an be use to store dataarrdated with a unique idgification number
on a computer Flash ookies store such tin a diffeent locaion on a computer tima
HTTP cookies. At the time that Stacout used F&h cookies, thewere not controlled
through a computés browse. Accordingdy, if users bangd their bowsers’privacy
settings to dele or block ookies, Flah cookies wes undfected.

During the time that ScanScout utiéid Hash cookies,rbm April 2007 until September
2009, usersauld not prevent Scecout from ollectingdata @out their online awviti es
or from srving than tageted video advertisements by changing thar browse settings to
delete oblock HTTP cookies.

SCANSCOUT’S STATEMENTS

From April 2007 until 8ptembe2009, ScanScout disseminated, aused to be
disseminated, a pacy policy on its website, which stated:

Genga user data, such as your compute’s Internet Protocol (IP)
address, operting systemand browsertype, pa@s You visited, and
the date ad time of yur visit, is automatidly collected throudn the
use of tookies” Cookies aresmall files that arestored on gur
computer bya website to giveyou a unige idertification. Cookies
also kep trak of sewices you have us# reord ragistration
information rgardingyour logn name and @ssword, recar your
preferences ad keep pu loggedinto the Sie. You can opt out of
receiving a cookie by changing your browser settings to prevent the
receipt of cookies. Since eah we browseris different, we
recommendtha you pleaselook through your browser “Help” file to
learn the correct way to modfy your cookies sé¢-up. .. Wemay use
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automaticallycollectal information and cookies information far
numbe of purposes, including but nat limited to. .. provide cusgom,

personlized contat, and information; monitor the efftivenas of
our markéing campaigs. . . (emphasis adde

VIOLATION OF THEFTCAC T

9. Throudh the means d@eribed in Paagaph 8, ScaScout repreented, gpresslyor by
implication, tha consumers could prevent ScanSaut from ollecting daa about thar
online activities by changing thdar browsea settings toprevent the receipt of cookies.

10. Intruth and in fai; as desdbed in Paragaphs 6 ad 7, consumersoald not prevent
ScanScout fromatlectingdata &out their online aoviti es bychangng ther browse
sdtings toprevent thereceipt of cookies. Therefore, the representation st forth in
Paragaph 9 vas fdse or misleading

11. The a&ts and pretices ofScanScout, adlaged in this complaint, constitute deceptive
acts or pactices in or afectingcommere in violation of Section 5(a)f the Fedesl
Trade Conmission Act.

THERBFORE, the Federd Trade Commission ths _ day of , 2011, has issued this
compaint against respondent.

By the Commis®n.

Donald S. Clark
Secreary
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