UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of
FILE NO 092 3184

AGREEMENT CONTAINING
CONSENT ORDER

FACEBOOK, INC.,
a corporation.

N N N N N N




This agreement is for settlement purposes only and does not constitute an admission by
proposed Respondent that the law has been violated as alleged in the draft complaint, or
that the facts as alleged in the draft complaint, other than the jurisdictional facts, are true.
Proposed Respondent expressly denies the allegations set forth in the complaint, except
for the jurisdictional facts.

This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions
of Section 2.34 of the Commission’s Rules, the Commission may, without further notice
to proposed Respondent, (1) issue its complaint corresponding in form and substance
with the attached draft complaint and its decision containing the following order in
disposition of the proceeding, and (2) make information about it public. When so



comprehend them, in print that contrasts highly with the background on which
they appear;

B. in communications disseminated orally or through audible means (e.g., radio or
streaming audio), the required disclosures are delivered in a volume and cadence
sufficient for an ordinary consumer to hear and comprehend them;

C. in communications disseminated through video means (e.g., television or
streaming video), the required disclosures are in writing in a form consistent with
subpart (A) of this definition and shall appear on the screen for a duration
sufficient for an ordinary consumer to read and comprehend them, and in the
same language as the predominant language that is used in the communication;
and

D. in all instances, the required disclosures: (1) are presented in an understandable
language and syntax; and (2) include nothing contrary to, inconsistent with, or in
mitigation of any statement contained within the disclosure or within any
document linked to or referenced therein.

“Covered information” shall mean information from or about an individual consumer
including, but not limited to: (a) a first or last name; (b) a home or other physical address,



detect, prevent, or mitigate fraud or security vulnerabilities.



setting(s) in effect for the user; and
B. obtain the user’s affirmative express consent.

Nothing in Part Il will (1) limit the applicability of Part I of this order; or (2) require Respondent
to obtain affirmative express consent for sharing of a user’s nonpublic user information initiated
by another user authorized to access such information, provided that such sharing does not
materially exceed the restrictions imposed by a user’s privacy setting(s). Respondent may seek
modification of this Part pursuant to 15 U.S.C. 845(b) and 16 C.F.R. 2.51(b) to address relevant
developments that affect compliance with this Part, including, but not limited to, technological
changes and changes in methods of obtaining affirmative express consent.

IT ISFURTHER ORDERED that Respondent and its representatives, in
connection with any product or service, in or affecting commerce, shall, no later than sixty (60)
days after the date of service of this order, implement procedures reasonably designed to ensure
that covered information cannot be accessed by any third party from servers under Respondent’s
control after a reasonable period of time, not to exceed thirty (30) days, from the time that the
user has deleted such information or deleted or terminated his or her account, except as required
by law or where necessary to protect the Facebook website or its users from fraud or illegal
activity. Nothing in this paragraph shall be construed to require Respondent to restrict access to
any copy of a user’s covered information that has been posted to Respondent’s websites or
services by a user other than the user who deleted such information or deleted or terminated such
account.

V.

IT ISFURTHER ORDERED that Respondent shall, no later than the date of service of
this order, establish and implement, and thereafter maintain, a comprehensive privacy program



including training on the requirements of this order, and (2) product design,
development, and research.

C. the design and implementation of reasonable controls and procedures to address
the risks identified through the privacy risk assessment, and regular testing or
monitoring of the effectiveness of those controls and procedures.

D. the development and use of reasonable steps to select and retain service providers
capable of appropriately protecting the privacy of covered information they
receive from Respondent and requiring service providers, by contract, to
implement and maintain appropriate privacy protections for such covered
information.

E. the evaluation and adjustment of Respondent’s privacy program in light of the
results of the testing and monitoring required by subpart C, any material changes
to Respondent’s operations or business arrangements, or any other circumstances
that Respondent knows or has reason to know may have a material impact on the
effectiveness of its privacy program.

V.

IT ISFURTHER ORDERED that, in connection with its compliance with Part IV of
this order, Respondent shall obtain initial and biennial assessments and reports (“Assessments’)
from a qualified, objective, independent third-party professional, who uses procedures and
standards generally accepted in the profession. A person qualified to prepare such Assessments
shall have a minimum of three (3) years of experience in the field of privacy and data protection.
All persons selected to conduct such Assessments and prepare such reports shall be approved by
the Associate Director for Enforcement, Bu



provide reasonable assurance to protect the privacy of covered information and
that the controls have so operated throughout the reporting period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies. Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been
prepared. All subsequent biennial Assessments shall be retained by Respondent until the order is
terminated and provided to the Associate Director of Enforcement within ten (10) days of
request.

VI.

IT ISFURTHER ORDERED that Respondent shall maintain and upon request make
available to the Federal Trade Commission for inspection and copying, a print or electronic copy
of:

A. for a period of three (3) years from the date of preparation or dissemination,
whichever is later, all widely disseminated statements by Respondent or its
representatives that describe the extent to which Respondent maintains and
protects the privacy, security, and confidentiality of any covered information,
including, but not limited to, any statement related to a change in any website or
service controlled by Respondent that relates to the privacy of such information,
along with all materials relied upon in making such statements, and a copy of
each materially different privacy setting made available to users;

B. for a period of six (6) months from the date received, all consumer complaints



materials, and assessments, for the compliance period covered by such
Assessment.

VII.



A. any Part of this order that terminates in fewer than twenty (20) years; and

B. this order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, that if such complaint is dismissed or a federal court rules that Respondent did
not violate any provision of the order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order will terminate according to this Part as though the complaint had never
been filed, except that this order will not terminate between the date such complaint is filed and
the later of the deadline for appealing such dismissal or ruling and the date such dismissal or
ruling is upheld on appeal.

Signed this day of , 2011.

FACEBOOK, INC.

By:
S. ASHLIE BERINGER
Gibson, Dunn & Crutcher LLP
Counsel for Facebook, Inc.
M. SEAN ROYALL THEODORE W. ULLYOT
Gibson, Dunn & Crutcher LLP General Counsel
Counsel for Facebook, Inc. Facebook, Inc.

FEDERAL TRADE COMMISSION

LAURA D. BERGER
Counsel for the Federal Trade Commission




APPROVED:

MANEESHA MITHAL
Associate Director
Division of Privacy and Identity Protection

DAVID C. VLADECK
Director
Bureau of Consumer Protection

CHRISTOPHER N. OLSEN
Assistant Director
Division of Privacy and Identity Protection



