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UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 
San Francisco Division 

ITED STATES OF AMERICA, 

Plaintiff, 

v. 

CV '12 1487 
COMPLAINT FOR CIVIL PENALTIES, 
PERMANENT INJUNCTION, AND 
OTHER RELIEF 

19 OCKYOU, INC. 

20 Defendant. 
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Plaintiff, the United States of America, acting upon notification and authorization to the 

ttorney General by the Federal Trade Commission ("FTC" or "Commission"), for its 

omplaint alleges: 

1. Plaintiff brings this action under Sections 5(a)(l), 5(m)(1)(A), 13(b), and 16(a) of 

e Federal Trade Commission Act ("FTC Act"), 15 U.S.C. §§ 41-58, 45(a)(I), 45(m)(1)(A), 

3(b), and 56(a) and Sections 1303(c) and 1306(d) of the Children's Online Privacy Protection 

omplaint for Permanent Injunction, Civil Penalties, and Other Relief Page 1 of 12 
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ct of 1998 ("COPPA"), 15 U.S.C. §§ 6501-6506, 6502(c) and 6505(d) to obtain monetary civil 

enalties, a permanent injunction, and other equitable relief for Defendant's violations of Section 

of the FTC Act and the Commission's Children's Online Privacy Protection Rule ("Rule" or 

'COPPA Rule"), 16 C.F.R. Part 312. 

JURISDICTION AND VENUE 

2. This Court has subject matter jurisdiction pursuant to 28 
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rom children, and to any operator of a commercial website or online service that has actual 

owledge that it collects, uses, and/or discloses personal information from children. Among 

ther things, the Rule requires a subject website operator to meet specific requirements prior to 

ollecting online, using, or disclosing personal a 
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assword for that email address. The registration form also requested users to select a birth year 

nd gender and provide a zip code and country. Upon completion ofthe registration fields, 

efendant would send a welcome email containing an activation link. Upon return to the 

ockYou website, the user was prompted to change the RockYou password from the email 

ddress password previously provided. While users were required to enter a "new" password, 

hey were not required to change it and could re-enter their email address password to use as a 

ock Y ou password. RockY ou stored these email addresses and RockY ou passwords in clear 

9 ext. 

10 14. RockYou's practices posed a significant risk of harm to consumers. First, 
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ock Y ou exposed the RockY ou user accounts to account takeover by storing the RockY ou 

asswords in clear text, allowing unauthorized access to private data stored in RockYou 

ccounts, such as photographs. Second, RockYou's practices created the risk of unauthorized 

ccess to users' email accounts. RockYou's practice of initially collecting email account 

asswords and storing them in clear text, even temporarily, created the risk of unauthorized 

ccess to such passwords and, therefore, to users' email accounts. Moreover, it is commonly 

own that users often reuse passwords for different accounts. Indeed, RockYou's practice of 

sking users to submit their email password and then asking them to create a RockY ou password 

ay have 
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RockYou! uses commercially reasonable physical, managerial, and technical safeguards 
to preserve the integrity and security of your personal information. Wf u s e s  
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17. As a result of the failures described in Paragraph 16, an unauthorized individual 

r individuals obtained access to consumers' personal information, including approximately 32 

illion email addresses and RockY ou passwords, allowing for access to RockY ou accounts, 

. ncluding photographs and other items consumers elected to keep private. 

DEFENDANT'S PRACTICES REGARDING COLLECTION OF INFORMATION 
6 FROM CHILDREN UNDER THE AGE OF 13 
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18. Defendant's website was intended for a general audience, but also attracted a 

ignificant number of children. 

19. As discussed in Paragraph 13, consumers were not required to register to use 

efendant's website widget services. 
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efendant violated the Rule 
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CREATE BROWSE MY STUFF Log In I Register I Help 

(ockyou 

RockYou! Privacy Policy 

RockYoul recognizes that its customers, visitors, users, and others who use http://www.RockYoucom 
or other web sites owned or operated by RockYou! (the "RockYou! Sites") (collectiwly or individually 
"Users") value their privacy. This Privacy Policy details important information regarding the use and 
disclosure of User information collected 



RockYolLcom- Photo sharing, MySpace slideshows, MySpace codes, M ..• http://www.rockyou.com.privacypolicy.php 

Any personal Information or content that you voluntarily disclose online (on discussion boards, in 
messages and chat areas, within your public profile page, 
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This Privacy Policy may be revised periodically and this will be reflected by the "effective date" below. 
Please revisit this page to stay aware of any changes. In general, we only use your personal 
information in the manner described in the Privacy Policy in effect when we received the personal 
information you provided. Your continued use of the RockYoul Sites corstitutt;lS your agreement to this 
Privacy Policy and any future revisions. 

For're"visions to ttis Privacy Policy that may be materially less restrictive on our use or disclosure of 
the personal information you have already provided to us, We will attempt to obtain your consent 
before implementing su::h revisions with respect to such information. 

Date Last Modified: 
This Privacy Policy was last modified February 13, 2006. 

Contact Information: 
Please contact RockYoul with any questions or comments about this Privacy Policy or the RockYou/ 
Sites by eniailirQ support@rockyou.com. 
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