Analysis o Proposed Consent Order to Aid Public Comment
In the Matter of Franklin Budget CarSales, Inc, File No. 102 3094

The federnl Trade Commissin has aceptal, subject to final appwval, a onsent ageanent
from Fanklin’s Budget Ca Sales, Inc., dso dang business & Franklin ToyotaSaon (“Franklin
Toyota”).

The propose consent ordehas ben plaed on the publicecod for thirty (30) das for
receipt of comments by interested persons. Commentsreceived during this period will become
part of thepublic reord. Afte thirty (30) dgs, the Commision will agan reviewthe
ageanent and theamments redeed, and will deiwle whethe it should withdraw fom the
ageanent and takapproprate ation or make finhthe ageanent’s proposed der.

The Commission’s poposad compaint aleges that Franklin Toyota, a Georgia

individual consumes. Thecomgaint aleges thet In the course of its business, Franklin Toyota
routindy collects persona information from or about its acusgomers, including but nat limited to
names, Sodal Security numbe's, addresses, tdlephone numbe's, dates d birth, and drivers
license numbes. The omplaint alle@s that Fanklin Toyota is a “fhancial institution” as
definal in the Granm-Lead-Bliley (“GLB”) Act, 15 U.S.C. 8§ 6801 et seq.

Accordingto the complaint, Enklin Toyota engged in a numbeof practices th taken
together, failed to provide reasanéable and gppropriate security for persona information on its
computers ad networks. ri particula, Franklin Toyota faled to: (1) assesssks to the
consumer pssonal informéon it collected and stodeonline; (2) adopt policies, su@s an
incident response plan, to pvent, or limit the etent of, unauthorized disclosuoé pesonal
information; (3) use reasanable mehodsto prevent, deect, and investigate unauthorized access
to personal infanation on its networks, such as ingoag outging tansmissions tce interné
to identify unauthorized disclosures ofrpenal inform#éon; (4) adequigly train emploges
about information segity to preveit unauthorized disclosures ofrpenal informéon; and (5)
employ reasanable measures torespond to unauthorized a 14.040TD s to

complaint allegs that informi@on for appoximately95,000 consumers, incing but not
limited to consume's names, Sogal Security numbe's, addresses, daes d birth, and dnvers
license numbe's, was male available onaP2P mtwork. Sud information can essily beused to
fadlitate identitytheft and faud.

Files shaed to a P2P networkeavailable br viewingor downloadingy anyone using



a pesonal computer ith acces to the network. @erdly, a file tha has bee share cannot be
permanently removed from PZP néworks.

In fad, the use of P2P softwap®ses ver significant data saurity risks to consumers.
A 2010 FTC examination of P2P-relatikbre&hes unoveral a wide ange of sasitive consumer
data &ailable on P2P networks, includihgalth-elated inbrmation, finan@l recrds, and
drivers'license ad social saarity numbersSeeMdespread Data Breaches Uncovered by FTC
Probe: FTC Vdrns of Improper Rebése of Sensitive Consumeatll on P2P File-Sharing
Networks(Feb. 22, 2010http:/Mvww.ftc.gov/opa/2010/02/p2palert.shtm. Files @thto a P2P
network ae available br viewingor downloadindyy anycomputer usewith acess to the
network. G&neally, a file tha has bee share cannot beemove permaentlyfrom the P2P
network. h addition, files can bsharel amongcomputers lon@fte theyhave ben deléed
from the oiginal source omputer.

According to the complaint, Franklin Toyota violated the GLB Safeguards Rule by,
amongother thing, failingto identifyressonablyforeseedle internhand external risks to the
secuity, confidentiality, and integty of customeinformation; desig and implement
information safeguards tocontrol t






