Analysis of Proposed ConsenDrders to Aid Public Comment
In the Matter of DesignerWee, LLC, et al., File No. 1123151

The Federal Trade Commission (“Commi



DesignerWare sent the information captliby Detective Mode to an email
account designated by each RTO storéhdugh DesignerWare’s employees did not
themselves view Detective Mode data,heiit DesignerWare licensing PC Rental Agent
and making Detective Mode available to thedRStores, as well as providing them with
access to its web portal and providing sesvo support both PC Rental Agent and
Detective Mode, this collecth and disclosure of consuraeprivate information would
not be possible.

RTO stores also used Detective Modsend fake “software registration” forms
to consumers to deceive them into prowgltheir contact and éation information.
DesignerWare created several different fakgsteation forms thaits servers displayed
on consumers’ computers. An RTO store daude this feature of Detective Mode by
requesting that DesignerWare activate it. Noa@dctoftware was registered as a result of
a consumer providing the requested inforomati Rather, Detectivielode captured the
information entered in the prompt boxes and sent it to DesignerWare, who then emailed
the data to the RTO store, all unbeknownghe consumer. DesignerWare discontinued
use of Detective Mode in January 2012.

In September 2011, DesignerWare addedhardeature to PC Rental Agent: the
capacity to track the physiclaication of rented computevsa WiFi hotspot locations.
The information derived from WiFi hgist contacts can frequently pinpoint a
computer’s location to a sirgjbuilding and, when aggregat can track the movements
and patterns of individual computereus over time. DesignerWare makes this
information easily available to the RTO s#srby cross-referencing a list of publicly
available WiFi hotspots with the street adaes for the particuldwotspots viewed or
accessed by rented computers. Designer\Afapéed its location tracking upgrade of PC
Rental Agent to every computer on whie@@ Rental Agent was installed, without
obtaining consent from, or praiing notice to, the computrenters. DesignerWare
recommends that RTO stores only use thisking data in connection with recovering
stolen property, but it does not monitor anili the RTO stores’ access to such location
information.

Aspen Way Enterprises, Watershed Depehent, Showplace, J.A.G. Rents, Red
Zone, B. Stamper Enterprises, and C.A.L\Mntures are RTO stores that have licensed
PC Rental Agent from DesignerWare. eBe RTO stores have used information
transmitted by DesignerWare when attemptingdlbect from computer renters who are
late in paying or have otherwise breachesirthental contracts. Using Detective Mode,
these RTO stores have received from DeslMyfae webcam photos of cechmiDU&6RCE(it the R.7(W)4.\






the DesignerWare Respondents provided thama and instrumentalities to RTO stores
to engage in unfair collection practices bgyding them with the data gathered via PC
Rental Agent and Detective Mode. Colrfbcuses on actions taken by DesignerWare
that were integral to the harm to consimcaused or likely to be caused by the RTO
stores. Here, without PC Rental Agantd Detective Mode and without access to
DesignerWare’s servers to execute themownds to rented computers, collect
consumers’ confidential information and tsamt it to them, the RTO stores could not
unfairly monitor their computer renters ase improperly gathered information in
connection with collections.

Count Il of the complaint chargéise DesignerWare Respondents with
deceptively gathering — and disclosing — aomers’ personal information collected from
the fake software registration forms that&xive Mode caused to appear on consumers’
rented computers.

Each of the Commission’s complaintsaagst the seven RTO stores contains
substantially similar allegations regarding stores’ violations of the FTC Act. The
complaints charge that the RTO stores uhfajathered consumers’ personal information
by installing monitoring software on rentedmputers and engagedunfair collection
practices by using the improperly gatherddimation to collect on consumer rental
contracts. The complaints further allebat the RTO stores deceptively gathered
consumers’ personal information by activatthg Detective Modechature that sends the
fake software registration forms tconsumers’ rented computers.

The proposed orders contain strongingtive relief designed to remedy the
unlawful conduct by DesignerWare, its principaad the RTO stores. The orders define
“monitoring technology and geophysical Itioa tracking technology” so that the
technological applications covered by thrder are clearly described. “Monitoring
technology” means any hardware, softwaregmplication utilized irconjunction with a
computer that can cause the computer t@épyure, monitor, orecord, and (2) report
information about user activities by recordkeystrokes, clicks, asther user-generated
actions; capturing screenshots of the infdramadisplayed on a computer monitor or
screen; or activating theamera or microphone function of a computer to take
photographs or record audio visual content through éhcomputer’s webcam or
microphone. The definition of “geophysicat#dion tracking” includs the reporting of
GPS coordinates, WiFi hotsgobr telecommunications tovge- all technologies that
allow for a relatively precise location ofetlitem tracked. In addition, a “covered rent-to-
own transaction” is defined as one in whe consumer agrees to purchase or rent a
computer, where the rental agreement pras/fde payments over time and an option to
purchase the computer.

The proposed orders with DesignerWanme &s principals, Kelly and Koller, are
separate, but contain identigajunctive provisions. Sean | of the proposed orders
with DesignerWare and its principals bansrthfrom using — as well as licensing, selling,
or otherwise providing third pes with — monitoring techiogy in connection with any
covered RTO transaction. Section Il pitats them from usig geophysical location



tracking technology to gatherfarmation from any computevithout providing clear and
prominent notice to and obtaining affirmatiwgeess consent from the computer’s renter
at the time the computer is rented. Thistiem also requires ear and prominent notice

to computer users immediately prior to ediaie tracking technology is activated. In
addition, Section Il mandates that Designer\\ane its principals require their licensees
to obtain consent and provide notice priomitiating any locatn tracking. However,
DesignerWare and its principals do not neeprtivide notice to a computer user prior to
activating geophysical locatioratrking technology if 1) therie a reasonable basis to
believe that the computer has been staleh 2) a police repohas been filed.

Section Il of the proposed orders wibkesignerWare and its principals prohibits
the deceptive collection of consumer inforroatvia fake software registration notices.
Section IV requires that ardata that was collected thugh any monitoring or tracking
software without the requisite notice arahsent be destroyea@that any properly
collected data be encrypted when transmitted. Section V bars DesignerWare and its
principals from making misrepsentations about the privaoy security of any personal
information gathered from or about consumers.

Sections VI through IX of both ord&contain reporting and compliance
provisions. Section VI of the proposBésignerWare order requires the company to
disseminate the order now and in the futuralt@urrent and future principals, officers,
directors, and managers, andogrsons with responsibilitieslating to the subject matter
of the order. This sectiadso requires DesignerWaredecure a signed and dated
statement acknowledging receipt of the orfdem all persons who receive a copy.
Section VIl requires DesignerWare to subocompliance reports to the Commission
within sixty (60) days, and pedically thereafter as regsted. It also requires the
company to notify the Commission of chaage DesignerWare’s corporate status.

Section VI of the proposed order witie DesignerWare principals requires



The proposed orders against the RTOestgwhich are identical to each other)
contain similar injunctive provisions to the@ the proposed orders with DesignerWare
and its principals. Section | of each oé throposed orders bans the RTO stores from
using monitoring technology in connection withy covered RTO traaction. Section Il
prohibits the stores from using geophgsiocation tracking technology to gather
information from any computer withoutgariding clear and prominent notice to the
computer’s renter and obtaining affirmategpress consent from the computer’s renter
at the time the computer is rented. Thistie® also requires ear and prominent notice
to a computer user immediately prior t@wleaime such technology is activated. The
proposed RTO store orders also suspend theengguirement if 1) #re is a reasonable
basis to believe that the computer has lselen and 2) a police report has been filed.
Section Il of each of the proposed orders itk the deceptive collection of consumer
information via fake software registration notices.

Section IV bars the storé®m collecting or attemptig to collect a debt, money,
or property pursuant to a conseintental contract by usingnainformation or data that
was improperly obtained from a compubgrmonitoring technology. Section V requires
that any data collected thwgh any monitoring or tracking fsevare without the requisite
notice and consent be destroyed, and thapaogerly collected data be encrypted when
transmitted. As fencing in, Section VI bamssrepresentations about the privacy or
security of any personal informatigathered from or about consumers.

Sections VIl through X of the propos®1 O store orders contain reporting and
compliance provisions. Section VIl requiiistribution of the order now and in the
future to all current and future principatdficers, directors, and managers, and to
persons with responsibilities rélag to the subject matter ofdlorder. It also requires
the RTO stores to secure signed and dstiaments acknowledging receipt of the order
from all persons who receive a copy of the ordgection VIl requires the RTO stores to
submit compliance reports to the Commissiathin sixty (60) daysand periodically
thereafter as requested, and ensuresicetion to the Commission of changes in
corporate status. Under Section IX, the RSt@res must retain documents relating to
order compliance for a five (5) year peridéinally, Section X isa provision “sunsetting”
the order after twenty (20) yeswith certain exceptions.

The purpose of this analysis is t@ifdate public comment on the proposed
orders. Itis not intended tmnstitute an official iterpretation of the proposed
complaints or orders or to modifige terms of the orders in any way.



