102 3155
UNITED STATESOF AMERICA
FEDERAL TRADE COMMISSION

AGREEMENT CONTAINING
CONSENT ORDER

In the Matter of

COMPETE, INC,,

a cor por ation. FILE NO. 102 3155

S N N N N N

The Fedearl Trade Commis®in has condued an investigtion of cetain ad¢s and
pradices of Competenk. (“proposedaspondenty. Proposed spondent, havingeen
representd by counsel, is willing to entanto an ageanent containing conset order esolving
the allegtions contained in theatached daft complaint. Theredre,

ITISHEREBY AGREED by and betwen Compete nc., byits dulyauthorized
officer, and counsal for the Fedearal Trade Conmission that:

1. Proposed rgpondent Competend., is a Daware coporation with its principal placef
business at 501 Btston Sred, Suie 6101, Bston, Massachuts.

2. Proposed respondent admits dl thejurisdictiond facts st forth in the draft comgaint.

3. Proposed respondent waivenission’s dedsion contain a gatement of findings

of fact and onclusions of law; and

C. All rightsto seek judicial review or otherwiseto dhdlenge or contest the vaidity
of theorder entered pursuant to this agreement.

4, This ageement shall not become paf the public ecod of the proeedingunless and
until it is accepted by the Commission. If this agreement is acepted by the Conmission, it,
togeher with the drt complaint, will be place on the public reord for a peiod of thirty (30)
days and informaon about it pubkly released. Th&€ommesion thereféer may either
withdraw its acceptance of this agreement and sonatify proposed respondent, in which event it
will take such ation as it mayconsider ppropriate or issue and see its complaint (in such
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form asthe drcumstances may require) and dedsion in disposition of the proceedng.

disposittthargd2D (n)Tj 6.000ment is for settlement purpose.00m (5.2 TD (ed)Tj 11.2 onl6800 028 0.0
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B. In communicationsdisse
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7. “Personalnformation” shli mean individuallyidentifiable infomation from or bout an
individual consumer includindput not limted to: (a) dirst and last namédb) a homeor
other physical address,including street nane and name of city or town; (C) an emal
address or other onlineantact inform#éon, such as an instant messaguse identifier
or a sceen name; (dp telephon@umber; (a SociaSecuritynumber; (J a diver’s
license numbe or other government-issued identifi cation number; (g) abank account,
debit cad, or cedit cad acount number; (h) aersistent identifiersuch as austomer
number hid in a “cookié or static P address; of)(a biometric ecod.

8. “Third Paty” shell mean any individual or entity other than respondent, except that a
third paty shall not indude a sevice provider of respondent that:

A. Only uses or reeives information colleted byor on behH of respondent for iad
at the direction o therespondent and no other individual or entity;

B. Does not disclose the infoation, or anyndividually identifiable infomation
derived from it, to anyindividual or entityother thane@spondent; and

C. Does not use the iafmation for ay other purpose

9. Unless othenge indicated, fespondet” shall mean Competend., and its suassors
and assgns, and its officers, agents representatives, and employees.

IT ISORDERED tha respondent, directly or indirectly, including through any contract,
agreement, license, sale, or arangement with any Third Paty, is prohibited from:

A. Collecting any information from any Data Collection Agent made available to
consumes directly by respondent dter the dae of sevice of this ader, uness
prior to such ollection respondent hes:

1. Disclosed to the consumelearly and prominentlyand prior to the
display of and ona sgaate saeen from, any “end user license
agreement,” “privacy pdicy,” “terms d us€ page, or Smilar document:

a) all the types of infomation that will be collected, ihading, but
not limited to, if applichle, a statment that the information
includes consumdransatons (both completed and incomplete
or communicationsin forms,online accounts, web-based emal
acmounts, or seah engne pa@gs, and Wetherthe information
includes pegonal, finan@l or hedth information; and
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b) how the inform&on is © be used, idading if it is shard with any
Third Party and

2. Obtained gpress #Hirmative consent fsm the consumer to theléection,
use or shiang of the infomation.

Collecting any information from any Daa Collection Agent made available to
consumes by aThird Paty after the dae of sevice of this ader, uness pior to
such colletion respondent hasqvided the disclosuseand obtained theonsent
descibed in subpart A(-2), orhas both requed the Third Pay by contract to do
so, and mornitored comgdiance with such contractud provisions.

Collecting ay information from ay Data Colleton Agent that was made
availableto consumers lbere the date okerviceof this order, unlgs it has made
the disclosuresral obtained thexpress Hirmative consent d&cribed in subpa
A(1-2) or:

1. It has made thdisclosure rgquired byPart I(A)(3); and

2. It does not use information collected from an Affected Consumer by a
Data Colletion Agent, except in an agegate aad/or anongnous form
tha does ot dsdose, report, or otherwise share any individually
identifiable information.

Using any Collected Information gathered on o after February 1, 2010, unless t
has obtainedxpress Hirmative consent fom the consumer to the ugkthe
Collected hformation, or

1. It does not use the Collectaddrmation, except in arggregate ad/or
anonynous form that does not discloseya#, or othewise shae any
individually identifiable infomation; and

2. It does not otherwisecaess anyAffected Consumes personia
information that was @llected by a Data Collection Agent.

Making anymaterid chang from stated prdices aboutallection, use or shiang
of such infomation, unless it has obtained expressratitive conset from the
consumer.

Provided, howear, this Rart will not applyto the collection, use @haringof
information as rasonablynecessary 1) to complywith applicable lav, regulation, or
legal process;?2) to enforce respondent’s tems d use 3) to detect, prevent, or mitigate
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fraud or searity vulnera
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Agent.

B. Provide prompt and free sypport with clear and prominent contact information to
help consumerdisable and/or uninstall a @aCollection Agnt. Fortwo (2)
yeas afterthe date oferviceof this order, this support shall include tok,
telephonic and ectronic mal support.

IT ISFURTHER ORDERED that befoe enteing into anycontrat, ageement, license,
sale, or aangement with anyr'hird Partyin connetion with anyData Colletion Agent made
available to cmnsumes by such Third Paty, Canpeée, Inc., and its successas and assgns, shdl
servethe Third Partyith a copyof this order. Br anyexiging contrad¢, ageement, license,
sale, or gangement with anyr'hird Partyin connetion with anyData Colleton Agent made
availableto consumers bguch Third Partyrespondet shall serve th&hird Partywith a copy
of this order vithin 30 day of servie of this orde

V.

IT ISFURTHER ORDERED that respondd, directlyor throudy anycorpoation,
subsidiary division, website, or other diee, in connetion with the offeing of anyserviceor
product in or #ecting commere, shall not makerg repesentéion, in anymanney expresshor
by implication, about the extent to which respondent ctd]enaintains and protecthe
secuity, privagy, confidentiality, or integity of anyinformation colleted from orabout
consumers, ungs the re@sentéion is ucnte
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The identificaion of material intanal and &ternd risks that could result in the
unauthorized dsdosure, misuseg loss,dteration, destruction, or other compromise
of pasona information and an assessnent o the suficiency of any sdeguards in
placeto control theseisks. At a minimumthis risk assessment should include
consider#ion of risks in eachraaof rdevant opeation, including, but not limited
to: (1) emploge tainingand mangement; (2) inbrmation sgtems, including
network ad softwae desig, information proessing storag, traasmisson, and
disposd; and (3) prevention, detection, and responseto atacks, intrusons,

account takeovers, or other systans failures;

The design and implementation of resamnable safguards to contl the risks
identified throudy risk assessment, arebular testingor monitoring ofthe
effectiveness d the sdeguards’ key controls, systems, and procedures;

The development and usef reasonablesteps to selecha retan service

providers epableof appopriatelysafguardingpersonhinformation such
serviceproviders ecave from respondent or obitaon respondent’
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A. Set forth the spdfic administrative, telenical, and phsical saéguards that
respondat has implemented and mt&ined duringhe rgorting period,;

B. Explain how such safeguards are appropriate to respondent’'s size and complexity,
and the nture and scope ofespondst’s ativities, and the sensitivitgf the
personal information llected from or about consumer's;

C. Explain how the safguards that hae be@ implemented meet @xceed the
protedions required byrart V of this orderand

D. Certify that respondd's seurity progam is opeatingwith sufficient
effectiveness to provide reasonabl e assurance that the security, confidentiality,
and integity of pesonal information is protéed and ha so operad throudpout
the reorting period.

Ead Assessment shall be peeal and complet within sixy (60) dgs afterthe end othe
repoting peiod to which the Asssment applies. Respondent shall providertitial
Assessment to the Associd@e&edor for Enbrcement, Bueau ofConsumer Protection, &erd
TradeCommession, Washingon, D.C. 20580, withinen (10)days afterthe Assessment hasdre
prepared. All subsequent biennial Assessnentsshall be retained by respondent until the order is
terminated ad provided to the Assa@te Director of Enforcement within ten (10) da of
request.

VII.

IT ISFURTHER ORDERED tha Compde, Inc., and its swccessas and assgns shdl,
within fourteen {4) dag afterthe date okerviceof this order, diete or dstroy, Collected
Information in rgpondent’s custodyr control that wa collectel prior to Féruay 1, 2010,
unless otherwise dictad by a rgresatative of the Commission.

VIII.

IT ISFURTHER ORDERED tha Compde, Inc., and its swccessas and assgns shdl,
for aperiod of fve (5) years afterthe last date afissemination of angepesenttion coverel by
this order, maintainral upon reque make aviéable to the Commissn for inspetion and

copying:

A. All advettisements, labelingpackaing and promotional materialontaining the
representson;

B. All materials relied upon in dissaminating therepresentation;
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C. All tests reports, studies, suveys, danorstrations or othe evidence in its
possession or control that caadict, qualify or cdl into queston the
representtion, or the basis relied upoarfthe r@resatation, including
complaints and otheloenmunications with consumers or witbvgrnmatal or
consumer patection or@nizations; and

D. All acknowledgments of reeipt of this orde obtained plsuant to PartA.
E. All notices related to service of the order on Third Parties, pursuant to Part Iil.

F. All materials demonsttang compliance with PartB), includingall contrats and
measurs to monibr compliane.

Moreove, for a perod of three(3) yeas afterthe date oprepaation of ech Assessment
required under Part VI of this ader, respondent shdl maintain and upon request meke available
to the Comnssion for inspection anapying dl materials réed upon to prepa the
Assessent, whether prepared by or onbehdf of therespondent, including but nat limited todl
plans, reports, studies, reviews, audits, audit trails, policies, training maerials, and assessments
for the compiance peiod covered by suwch Assessent.

IX.

IT ISFURTHER ORDERED tha Compéde, Inc., and its swccessas and assgns, shdl
deliver acopyof this order to: (1all current and @iture pringpals, office's, and diretors; and
(2) dl current and futuremanagrs who heae responsibilties with respetcto the subject matter of
this order, ad shall secw from eat such peson a siged and d&d statementcknowledgng
receipt of the orde with anyeledronic sighatures complyng with the requirenents of the E-
Sign Ad, 15 U.S.C. § 700&t seq Respondent shall deliver this orde curent pesonnel
within thirty (30) days dter the dae of sevice of theorder, and to future pasonnd within thirty
(30) days dter the pason assumes such pogtion or responsibili ties.

X.

IT ISFURTHER ORDERED tha Compéde, Inc., and its swccessas and assgns, shdl
notify the Commis®n at least thirty(30) dgs prior to anychan@ in respondent that magffect
complianceobligaions arising undethis order, intluding but not limited to, a dissoion,
assignment, sale, mger, orother &tion that would result in the engenceof a sucessor
company the cration or dissolution of a subsidiafiypcludingan LLC), paret, or afiliate that
encages in anyacts or pactices subject to this order; the propddeing of a bankuptcy
petition; or a chage in respondent’s namer addess. Provided, howesr, that with respect to
any proposed change about which respondent learns less han thirty (30) days prior to thedae
such action isto take place, respondent shdl notify the Commission as s@n as ispracticable
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after obtainingsuch knowlede.
Unless othenge direted bya rgresatative of the Commission, all noés equired by

this Rart shall be s& by overnidht courier(not the U.S. Postal Service) to thes@ciate Dector
of Enforcement, Bureau of Consumer Protection, Federal Trade Comrmissio
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Signed this dayf , 2012.

COMPETE, INC.

By.

SCOI'T ERNST
President
Compete,iic.

By.

CHRISTOPHER WOLF
Hogan Lovells US LLP
Counsel for Respondent

By.

GARY KIBEL
Davis & Gilbert LLP
Counsel for Respondent
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APPROVED:

MANEESHA MITHAL
Associate Drector
Division of Privacyand tentity Protection

DAVID C. VLADECK
Diredor
Bureau ofConsumer Protection

FEDERAL TRADE COMMISSION

RUTH YODAIKEN
Counsel for the €denl Trade Commissin

JAMIE E. HNE
Counsel for the €denl Trade Commissin

MARK EICHORN
Assistant Director
Division of Privacyand tentity Protection
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