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In the Matter of
EPN, Inc., also d/b/a Checknet, Inc. a DOCKET NO. C-4370
corporation.
DECISION AND ORDER

The Federal Trade Commission (“Commission” or “FTC”), having initiated an investigation
of certain acts and practices of the respondent named in the caption hereof, and the respondent
having been furnished thereafter with a copy of adraft of complaint which the Bureau of
Consumer Protection proposed to present to the Commission for its consideration and which, if
issued by the Commission, would charge respondent with violations of the Federal Trade
Commission Act (“FTC Act”), 15U.S.C. §45 et seq.;

The respondent, its attorney, and counsel for the Commission having thereafter executed an
agreement containing a consent order, an admission by the respondent of all the jurisdictional
facts set forth in the aforesaid draft complaint, a



Respondent, EPN, Inc., also d/b/a Checknet Inc. is a corporation organized, existing and
doing business under and by virtue of the laws of the State of Utah, with its office and
principal place of business |located in the City of Provo, State of Utah.

The Federal Trade Commission has jurisdiction of the subject matter of this proceeding
and of the respondent, and the proceeding isin the public interest.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:

Unless otherwise specified, “respondent” shall mean EPN, Inc., also dba Checknet, Inc.,
and each of their successors and assigns.

“Personal information” shall mean individually identifiable information from or about an

individual consumer including, but not limited to: (a) first and last name; (b) date of
birth; (c) ahome or other physical address, 0.00 rgBT1l mea

Page 2 of 7



program, the content and implementation of which must be fully documented in writing, shall
contain administrative, technical, and physical safeguards appropriate to respondent’s size and
complexity, the nature and scope of respondent’ s activities, and the sensitivity of the personal
information collected from or about consumers, including:

A.

The designation of an employee or employees to coordinate and be accountable
for the information security program.

The identification of material internal and external risks to the security,
confidentiality, and integrity of personal information that could result in the
unauthorized disclosure, misuse, |oss, alteration, destruction, or other compromise
of such information, and assessment of the sufficiency of any safeguardsin place
to control these risks. At aminimum, this risk assessment should include
consideration of risksin each areaof relevant operation, including, but not limited
to: (1) employee training and management; (2) information systems, including
network and software design, information processing, storage, transmission, and
disposal; and (3) prevention, detection, and response to attacks, intrusions, or
other systemsfailures.

The design and imple0 TDOO 0.00 rgBT144.000es.
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IT ISFURTHER ORDERED that, in connection with its compliance with Part 11 of this
order, respondent shall obtain initial and biennial assessments and reports (“ Assessments’) from
aqualified, objective, independent third-party professional, who uses procedures and standards
generaly accepted in the profession. Professionals qualified to prepare such assessments shall
be: aperson qualified as a Certified Information System Security Professional (
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V.

IT ISFURTHER ORDERED that respondent shall maintain and, upon request, make
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Commission as soon as is practicable after obtaining such knowledge. Unless otherwise directed
by a representative of the Commission, all notices required by this Part shall be sent by overnight
courier (not the U.S. Postal Service) to the Associate Director, Division of Enforcement, Bureau
of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW,
Washington, D.C. 20580, with the subject line “In re EPN, Inc., FTC File Number 1123143.”
Provided, however, that, in lieu of overnight courier, notices may be sent by first-class mail, but
only if an eectronic version of such notices is contemporaneously sent to the Commission at
DEBrief @ftc.gov.

VII.

IT ISFURTHER ORDERED that respondent within ninety (90) days after the date of
service of thisorder, shall file with the Commission atrue and accurate report, in writing, setting
forth in detail the manner and form of its compliance with this order. Within ten (10) days of
receipt of written notice from a representative of the Commission, it shall submit additional true
and accurate written reports. Unless otherwise directed by a representative of the Commission,
each report required by this Part shall be sent by overnight courier (not the U.S. Postal Service)
to the Associate Director, Division of Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, 600 Pennsylvania Avenue NW, Washington, D.C. 20580, with the subject
line“Inre EPN, Inc., FTC File Number 1123143.” Provided, however, that, in lieu of overnight
courier, reports may be sent by first-class mail, but only if an electronic version of such reportsis
contemporaneously sent to the Commission at DEBrief @ftc.gov.

VIII.

This order will terminate on October 3, 2032, or twenty (20) years from the most recent
date that the United States or the Fs ma
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Provided, further, that if such complaint is dismissed or afedera court rules that respondent did
not violate any provision of the order, and the dismissal or ruling is either not appealed or upheld
on apped, then the order will terminate according to this Part as though the complaint had never
been filed, except that the order will not terminate between the date such complaint is filed and
the later of the deadline for appealing such dismissal or ruling and the date such dismissal or
ruling is upheld on appeal .

By the Commission.
Donald S. Clark
Secretary

ISSUED: October 3, 2012
SEAL
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