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Dear Mr. Freeman: 

On October l3, 2009, staff from the FTC's Division of Privacy and Identity Protection 
contacted your client, Nettlix, Inc. ("Netflix"), regarding the privacy implications ofNetflix's 
planned release of customer movie viewing data in connection with the company's efforts to 
improve its movie recommendation algorithm. Specifically, staff expressed concern that, 
despite Netflix's efforts to "anonymize" the customer data prior to its release, it would be 
possible to re-identifY specific customers and thereby associate them with their movie viewing 
histories and preferences. 

Staffs concerns about Netflix's planned release stemmed from research published after the 
company released a similar data set on October 2,2006. According to news reports and 
Netflix's website, Netflix released the first data set as part of its Netflix Prize 1 contest 
("Prize 1 "), through which researchers competed to improve the algorithm Netflix uses to 
recommend movies to its subscribers. Netflix's algorithm takes into account past viewing 
habits and movie preferences of each of its subscribers. The Prize 1 data set represented the 
movies rated by over 480,000 Netflix customers and the date each rating was given. In an 
apparent effort by Netflix to anonymize the data, the company replaced customers' names with 
unique numbers and did not include addresses, phone numbers, or other direct identifiers. 

Following the conclusion of Prize 1, two researchers at the University of Texas, Arvind 
Narayanan and Vitaly Shmatikov, published a research paper demonstrating that it is possible to 
re-identifY particular individuals within the Prize 1 data set using a minimal amount of outside 
information.! With this minimal information, one could determine all of the Netflix movies that 

Robust De-Anonymization of Large Sparse Datasets (How to Break the Anonymity of 
the Netjlix Prize Dataset), 2008 IEEE SYMP. ON SECURITY AND PRIVACY III (Feb. 5, 2008). 
Specifically, the researchers used publicly-available movie reviews posted by Netflix subscribers on 



a subscriber had rated for a given period of time. 

Notwithstanding 



Based upon these assurances, staff has determined to close the investigation. The company's 
swift response 


