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1 The rule was published in the Federal Register 
at 65 FR 33646 (May 24, 2000).

2 The other agencies responsible for establishing 
safeguards standards are: the Office of the 
Comptroller of the Currency (‘‘OCC’’); the Board of 
Governors of the Federal Reserve System (‘‘Board’’); 
the Federal Deposit Insurance Corporation 
(‘‘FDIC’’); the Office of Thrift Supervision (‘‘OTS’’); 
the National Credit Union Administration 
(‘‘NCUA’’); the Secretary of the Treasury 
(‘‘Treasury’’); and the Securities and Exchange 
Commission (‘‘SEC’’).

3 By contrast, section 504 of the Act required the 
Agencies to work together to issue consistent and 
comparable rules to implement the Act’s privacy 
provisions.

4 The NCUA and the remaining banking 
agencies—the OCC, the Board, the FDIC, and OTS—
have already issued final guidelines that are 
substantively identical. 66 FR 8152 (Jan. 30, 2001); 
66 FR 8616 (Feb. 1, 2001). The SEC also adopted 
a final safeguards rule as part of its Privacy of 
Consumer Financial Information Final Rule 
(hereinafter ‘‘SEC rule’’). See www.sec.gov/rules/
final/34–42974.htm (June 29, 2000).

5 65 FR 54186.

6 66 FR 41162. In addition to considering the 
Banking Agency Guidelines, the Commission also 
considered the Final Report that was issued by the 
Federal Trade Commission Advisory Committee on 
Online Access and Security on May 15, 2000 
(‘‘Advisory Committee’s Report’’ or ‘‘ACR’’). 
Although the Advisory Committee’s Report 
addressed security only in the online context, the 
Commission believes that its principles have 
general relevance to information safeguards.

7 See supra n.4.
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Standards for Safeguarding Customer 
Information

AGENCY: Federal Trade Commission.
ACTION: Final rule.

SUMMARY: The Federal Trade 
Commission (‘‘FTC’’ or ‘‘Commission’’) 
is issuing a final Safeguards Rule, as 
required by section 501(b) of the 
Gramm-Leach-Bliley Act (‘‘G–L–B Act’’ 
or ‘‘Act’’), to establish standards relating 
to administrative, technical and 
physical information safeguards for 
financial institutions subject to the 
Commission’s jurisdiction. As required 
by section 501(b), the standards are 
intended to: Ensure the security and 
confidentiality of customer records and 
information; protect against any 
anticipated threats or hazards to the 
security or integrity of such records; and 
protect against unauthorized access to 
or use of such records or information 
that could result in substantial harm or 
inconvenience to any customer.
EFFECTIVE DATE: This rule is effective on 
May 23, 2003.
FOR FURTHER INFORMATION CONTACT: 
Laura D. Berger, Attorney, Division of 
Financial Practices, (202) 326–3224.
SUPPLEMENTARY INFORMATION: The 
contents of this preamble are listed in 
the following outline:
A. Background 
B. Overview of Comments Received 
C. Section-by-Section Analysis 
D. Paperwork Reduction Act 
E. Regulatory Flexibility Act

Section A. Background 

On November 12, 1999, President 
Clinton signed the G–L–B Act (Pub. L. 
106–102) into law. The purpose of the 
Act was to reform and modernize the 
banking industry by eliminating existing 
barriers between banking and 
commerce. The Act permits banks to 
engage in a broad range of activities, 
including insurance and securities 
brokering, with new affiliated entities. 
Subtitle A of Title V of the Act, 
captioned ‘‘Disclosure of Nonpublic 
Personal Information,’’ limits the 
instances in which a financial 
institution may disclose nonpublic 
personal information about a consumer 
to nonaffiliated third parties, and 
requires a financial institution to 
disclose certain privacy policies and 
practices with respect to its information 
sharing with both affiliates and 
nonaffiliated third parties. On May 12, 

2000, the Commission issued a final 
rule, Privacy of Consumer Financial 
Information, 16 CFR part 313, which 
implemented Subtitle A as it relates to 
these requirements (hereinafter ‘‘Privacy 
Rule’’).1 The Privacy Rule took effect on 
November 13, 2000, and full compliance 
was required on or before July 1, 2001.

Subtitle A of Title V also requires the 
Commission and other federal agencies 
to establish standards for financial 
institutions relating to administrative, 
technical, and physical safeguards for 
certain information.2 See 15 U.S.C. 
6801(b), 6805(b)(2). As described in the 
Act, the objectives of these standards are 
to: (1) Ensure the security and 
confidentiality of customer records and 
information; (2) protect against any 
anticipated threats or hazards to the 
security or integrity of such records; and 
(3) protect against unauthorized access 
to or use of such records or information 
which could result in substantial harm 
or inconvenience to any customer. See 
15 U.S.C. 6801(b)(1)–(3). The Act does 
not require all of the agencies to 
coordinate in developing their 
safeguards standards, and does not 
impose a deadline to establish them.3 
Although the Act permits most of the 
agencies to develop their safeguards 
standards by issuing guidelines, it 
requires the SEC and the Commission to 
proceed by rule.4

On September 7, 2000, the 
Commission issued for publication in 
the Federal Register a Advanced Notice 
of Proposed Rulemaking (‘‘the ANPR’’) 
on the scope and potential requirements 
of a Safeguards Rule for the financial 
institutions subject to its jurisdiction.5 
The Commission received thirty 
comments in response to the ANPR. 
Based on these comments, as well as the 
safeguards standards already issued by 

the other GLB agencies, the Commission 
issued a Notice of Proposed Rulemaking 
respecting Standards for Safeguarding 
Customer Information (‘‘the proposal’’ 
or ‘‘the Proposed Rule’’) on August 7, 
2001.6 In response to the proposal, the 
Commission received forty-four 
comments from a variety of interested 
parties. The Commission now issues a 
final rule governing the safeguarding of 
customer records and information for 
the financial institutions subject to its 
jurisdiction (‘‘Safeguards Rule’’).

Like the proposal, the Final Rule 
requires each financial institution to 
develop a written information security 
program that is appropriate to its size 
and complexity, the nature and scope of 
its activities, and the sensitivity of the 
customer information at issue. As 
described below, each information 
security program must include certain 
basic elements to ensure that it 
addresses the relevant aspects of a 
financial institution’s operations and 
that it keeps pace with developments 
that may have a material impact on its 
safeguards. In developing the Final 
Rule, the Commission carefully weighed 
the comments, including concerns 
expressed about the ability of smaller 
and less sophisticated financial 
institutions to meet the Rule’s 
requirements. It also sought to ensure 
that the Rule mirrored the requirements 
of the guidelines already established by 
the NCUA and the other banking 
agencies (collectively, ‘‘the Banking 
Agency Guidelines’’),7 with adjustments 
as needed to clarify the Rule’s scope and 
accommodate the diverse range of 
entities covered by the Commission’s 
Rule. The Commission believes that the 
Final Rule strikes an appropriate 
balance between allowing flexibility to 
financial institutions and establishing 
standards for safeguarding customer 
information that are consistent with the 
Act’s goals. As described below, the 
Commission will issue educational 
materials in connection with the Rule in 
order to assist businesses—and in 
particular, small entities—to comply 
with its requirements without imposing 
undue burdens.
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8 These comments are available on the 
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22 Under the Act, the Commission has jurisdiction 
over ‘‘any other financial institution or other person 
that is not subject to the jurisdiction of any agency 
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44 TGSL at 2.
45 Equifax at 4.

46 The adaptability of the standard according to 
‘‘the sensitivity of information’’ mirrors the 
Advisory Committee’s finding that ‘‘different types 
of data warrant different levels of protection.’’ Id.

47 See supra nn.15 and 16, and accompanying 
text.

48 CDIA at 4; Equifax at 5; Intuit at 4; NFCU at 
1; NFFG at 1; NCHELP at 3; NASAA at 2.

49 See, e.g., NCHELP at 3.
50 See, e.g., Intuit at 4.
51 CDIA at 4; Equifax at 5. 52 66 FR at 41165.

in disparate treatment of entities 
performing services for a bank and 
entities performing services for a 
financial institution under the FTC’s 
jurisdiction. In addition, no commenters 
demonstrated that the confidentiality 
requirements that apply to auditors and 
accountants (or other professionals) 
would address unauthorized access to 
information by third parties, fraud, or 
any other security issues contemplated 
by the Rule. Further, given the Rule’s 
flexibility, the Commission is aware of 
no duplicative burdens that will result 
from application of the Rule to auditors, 
accountants, or other professionals, or to 
service providers to, or affiliates of, 
banks. Finally, the Commission has 
determined that the Rule should apply 
to all service providers, even those that 
the Privacy Rule does not require to 
enter into agreements concerning reuse 
and redisclosure of the relevant 
information. Although the Privacy Rule 
allows certain service providers to 
receive information without entering 
into confidentiality agreements, these 
confidentiality provisions do not 
address the range of security issues that 
are contemplated by the Safeguards 
Rule.

Other comments sought minor 
clarifications of the definition of service 
provider. Specifically, commenters 
asked (1) whether a student loan 
organization is covered where the tasks 
it performs—passing along updated 
contact information to schools, lenders, 
loan servicers, and others involved in 
the funding of student loans—could not 
be carried out by financial institutions 
directly; 44 and (2) whether subservicers, 
employees and independent contractors 
of service providers are required to 
maintain separate safeguards.45 These 
concerns are addressed as follows: First, 
although outsourcing often involves 
functions that may be performed in-
house, the Commission sees no reason 
to exclude from the Rule service 
providers that are specifically 
authorized to perform services that a 
financial institution cannot perform 
itself. Thus, such entities are covered to 
the extent that they meet the definition. 
Second, the focus of the Rule’s service 
provider provisions is clearly on the 
original service provider—the entity 
that provides services ‘‘directly to a 
financial institution’’— and not on 
subservicers or employees or 
independent contractors of these service 
providers. Although the original service 
provider should address the practices of 
these individuals and entities in its own 
security plan, the Rule does not 

specifically require these individual 
entities to maintain their own 
safeguards.

For the reasons discussed, the 
definition of service provider is adopted 
as proposed. 

Section 314.3: Standards for 
Safeguarding Customer Information 

Proposed paragraph (a) of this section 
set forth the general standard that a 
financial institution must meet to 
comply with the Rule, namely to 
‘‘develop, implement, and maintain a 
comprehensive written information 
security program that contains 
administrative, technical, and physical 
safeguards’’ that are appropriate to the 
size and complexity of the entity, the 
nature and scope of its activities, and 
the sensitivity of any customer 
information at issue. This standard is 
highly flexible, consistent with the 
comments, the Banking Agency 
Guidelines, and the Advisory 
Committee’s Report, which concluded 
that a business should develop ‘‘a 
program that has a continuous life cycle 
designed to meet the needs of a 
particular organization or industry.’’ 46 
See ACR at 18. Paragraph (a) also 
requires that each information security 
program include the basic elements set 
forth in proposed section 314.4 of the 
Rule, and be reasonably designed to 
meet the objectives set forth in section 
314.3(b). For the reasons discussed 
below, this standard is adopted with 
only minor changes.

As noted above, commenters were 
generally supportive of the proposed 
standard, citing both its flexibility and 
its similarity to the Banking Agency 
Guidelines.47 In addition, the numerous 
commenters who addressed whether the 
information security program should be 
in writing were supportive of this 
requirement,48 stating that such a 
requirement is reasonable 49 and 
essential to the effective implementation 
and management of safeguards.50 At the 

314.4
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53 See, e.g., Intuit at 4; Mastercard at 6–7; NACAA 
at 1–2; NCHELP at 3; Sallie Mae at 3; SIIA at 2; Visa 
at 2.

54 Sallie Mae at 3; Equifax at 6; NRF at 5, 
respectively.

55 NIADA at 6.

56 See Banking Agency Guidelines, Paragraph
III. B.

57 See, e.g., Equifax at 7; Intuit at 5; Mastercard 
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and others is critical to achieving the Rule’s 
objectives, and plans to issue educational materials 
in connection with the Rule.

63 Equifax at 8.
64 Musgrove at 2.
65 BITS at 1. See also CDIA at 6; ITAA at 3; 
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85 FPA at 3; Paas at 2; see also OCUL (stating that 
the NCUA’s safeguards rule is very burdensome for 
credit unions); Post at 1 (stating that Privacy Rule 
is very burdensome).

86 See supra n. 81.

87 See, e.g., ICB at 2; Musgrove at 2; NADA at 2; 
NIADA at 9; Paas at 4–6.

88 Paas at 3.
89 See NIADA at 7; Paas at 4–5.
90 Paas at 5; see also NRF at 5 (expressing concern 

that Rule could make financial institutions strictly 
liable for safeguards breaches by their service 
providers). 91 NADA at 1.

substantial number of small entities. 
The Commission continues to believe 
that the Rule’s impact will not be 
substantial in the case of most small 
entities. However, the Commission 
cannot quantify the impact the Rule will 
have on such entities. Therefore, in the 
interest of thoroughness, the 
Commission has prepared the following 
Final Regulatory Flexibility Analysis 
(‘‘FRFA’’) with this Final Rule. 5 U.S.C. 
605.

1. Succinct Statement of the Need for, 
and Objectives of, the Rule 

The Final Rule is necessary in order 
to implement section 501(b) of the G–

The Final Rule is necessary in order 
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4. Description of the Projected 
Reporting, Recordkeeping and Other 
Compliance Requirements of the Rule, 
Including an Estimate of the Classes of 
Small Entities That Will Be Subject to 
the Requirement and the Type of 
Professional Skills Necessary for 
Preparation of the Report or Record 

As explained in the Commission’s 
IRFA and the Paperwork Reduction Act 
discussion that appears elsewhere in 
this document, the Safeguards Rule does 
not impose any specific reporting or 
recordkeeping requirements. 
Accordingly, compliance with the Rule 
does not entail expenditures for 
particular types of professional skills 
that might be needed for the preparation 
of such reports or records. 

The Rule, however, requires each 
covered institution to develop a written 
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(c) Information security program 
means the administrative, technical, or 
physical safeguards you use to access, 
collect, distribute, process, protect, 
store, use, transmit, dispose of, or 
otherwise handle customer information.

(d) Service provider means any person 
or entity that receives, maintains, 
processes, or otherwise is permitted 
access to customer information through 
its provision of services directly to a 
financial institution that is subject to 
this part.

§ 314.3 Standards for safeguarding 
customer information. 

(a) Information security program. You 
shall develop, implement, and maintain 
a comprehensive information security 
program that is written in one or more 
readily accessible parts and contains 
administrative, technical, and physical 
safeguards that are appropriate to your 
size and complexity, the nature and 
scope of your activities, and the 
sensitivity of any customer information 
at issue. Such safeguards shall include 
the elements set forth in § 314.4 and 
shall be reasonably designed to achieve 
the objectives of this part, as set forth in 
paragraph (b) of this section. 

(b) Objectives. The objectives of 
section 501(b) of the Act, and of this 
part, are to: 

(1) Insure the security and 
confidentiality of customer information; 

(2) Protect against any anticipated 
threats or hazards to the security or 
integrity of such information; and 

(3) Protect against unauthorized 
access to or use of such information that 

could result in substantial harm or 
inconvenience to any customer.

§ 314.4 Elements. 
In order to develop, implement, and 

maintain your information security 
program, you shall: 

(a) Designate an employee or 
employees to coordinate your 
information security program. 

(b) Identify reasonably foreseeable 
internal and external risks to the 
security, confidentiality, and integrity of 
customer information that could result 
in the unauthorized disclosure, misuse, 
alteration, destruction or other 
compromise of such information, and 
assess the sufficiency of any safeguards 
in place to control these risks. At a 
minimum, such a risk assessment 
should include consideration of risks in 
each relevant area of your operations, 
including: 

(1) Employee training and 
management; 

(2) Information systems, including 
network and software design, as well as 
information processing, storage, 
transmission and disposal; and 

(3) Detecting, preventing and 
responding to attacks, intrusions, or 
other systems failures. 

(c) Design and implement information 
safeguards to control the risks you 
identify through risk assessment, and 
regularly test or otherwise monitor the 
effectiveness of the safeguards’ key 
controls, systems, and procedures. 

(d) Oversee service providers, by: 
(1) Taking reasonable steps to select 

and retain service providers that are 

capable of maintaining appropriate 
safeguards for the customer information 
at issue; and 

(2) Requiring your service providers 
by contract to implement and maintain 
such safeguards. 

(e) Evaluate and adjust your 
information security program in light of 
the results of the testing and monitoring 
required by paragraph (c) of this section; 
any material changes to your operations 
or business arrangements; or any other 
circumstances that you know or have 
reason to know may have a material 
impact on your information security 
program.

§ 314.5 Effective date. 

(a) Each financial institution subject 
to the Commission’s jurisdiction must 
implement an information security 
program pursuant to this part no later 
than May 23, 2003. 

(b) Two-year grandfathering of service 
contracts. Until May 24, 2004, a contract 
you have entered into with a 
nonaffiliated third party to perform 
services for you or functions on your 
behalf satisfies the provisions of 
§ 314.4(d), even if the contract does not 
include a requirement that the service 
provider maintain appropriate 
safeguards, as long as you entered into 
the contract not later than June 24, 2002.

By direction of the Commission.

Donald S. Clark, 
Secretary.
[FR Doc. 02–12952 Filed 5–22–02; 8:45 am] 
BILLING CODE 6750–01–P

VerDate May<14>2002 20:58 May 22, 2002 Jkt 197001 PO 00000 Frm 00012 Fmt 4701 Sfmt 4700 E:\FR\FM\23MYR3.SGM pfrm17 PsN: 23MYR3


