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requests fOr documents by Aprll28, 2008. Please fi::cl free to submit lIlY additional infonnation 
you believe WO\1ld be help1b1 to the ComDliasion's IIDderstandiDg oftbis matter. Any materials 
you submit in response to tbia request, and any 1Idditi0Dal information fi1at you mark 
"Confidential," will be given confidential trca1menLl IJI. preparing your response: 

• 

• 

• 

• 

• 

· . 

• 

• 

Please pIOvide all responsive documents in the pQSsession, custody, or CODIroI of 
Hmmat'onI Bros. Co., and its parents, subsidiari9, divisions, affiliates, brandies, 
joint ventures, and agents (hereinafter "HannafuId." "you," or "your"). 

Please Silbmit complete copies of all documents requested. even if you deem only 
part of a document to be responsive. 

Please number each page ofyota response by Bates stamp or otbmwise, and 
itemize yom response according to the numbered paragtapbs in tbia letter. 

If any document is undated, please indicate in your response the stamped page 
numbers of the docmnent and the date on which it was prepared or received by 
Hannaford. 

If yon do not have documents that are rasponsive to a particular request, please 
submit a written statement in response. If a document provides only a partial 
response, please SlIbmit a written statement which, together with the document, 
provides a complete respOIlSB. 

If you decide to withhold responsive material for tIny reason, including an 
applicable privilege or judicial order, please DOtny us before the date set for 
responding to tbia request and subn1it a list of the items withheld and the reasons 
fur withholding each. 

Please Dote that we do not wish to receive documents that contain any individual 
consumer'/Conf 0 >>BDC  -0.0349 Tc 1.293 0 Td 7.52 Tm .29 329.77.06u9ea7(Dote )Tj 75 0 0 11.5 1 EMC  ET BT /Tm (to-0.03j EMC  /Suscv82items )Tj EMC c 11.Iny c o n s u m e r ' 5 6 M C   E T  B T  / T 1 _ 1  1  T 2  0 . 1 > > 4 2 8 1  0  0  > n u m b T c  1 1 . 5  0  0  1 1 . 5  3 0 7 . 4 6  3 7 8 . 3 6  T m  ( p l e a T j  E 5 B T  / S 0  > 3 2 8 3  T c  1 0 r T c  . 2 9  3 2 9 . 7 7 . 0 6 u 9 e a 7 ( D o t e  ) T j  7 5  0  0  1 1 . 5 r  ) T j  E T  B T  / S 5 5 B T B T  / T 1 _ 1  1  5 . 5 B T > 4 2 8 1  0  0  > l i c e n s l l 0 . 6  4 2 8 . 2 9  3 2 9 . 7 7  T m  ( a n y  ) T j  E 0 6 M C   E T  B T  / T 1 _ 1  1  4 2 7 T c  1 . 2 9 3  0  T d  7 T f  1 1 . 4 2 8 1  0  0  1 1 . 5  1 4 8 . 6 6  3 6 6 . 1 3  T m  ( r e s p o n d i n g  ) n s  

w i t h h o l d i n g  
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until the final dispositioo of this inquiry or until the Commimoo determines that 
rettmtioo is no 101llFnecess&Iy.A This request is not subjoct to the: Paperwork 
Reduction Al:t of1980. 44 U.S.C. § 3512. 

• A reaponsiblo COlPOrate officer or manager ofHannafotd shall sign the RSpOnSos 
and certifY that the documents produced and responses given &Ie complete and 
IWCI.U'atCI. 

• For PUIpOB18 of this 

given § 
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GeDerailDformatioD 

1. Identify the complete legal nam" ofHalmafOId and all other names under which it 
has done or does business, its c:oIpOmte msiling address, III!d th .. data and state of 
int:Olp01'B1ion. 

2. Identify and describe Hanul$td's parents, subsidiaries (wh"- wholly or 
partially owned), divisions (whether inc:orpoxatad ornot),lIfIiliates, bnnches, 
joint ventura, franchises, operations 1IIlder assumed names, websites, entities 
oW!' which it exercises supervision or control, entities fur which it provides 
services (such 88 processing CJ;fldit and debit cant. transacUOI!B), and 
indaplllldently-owned entities that sell Hanna1brd products. For eadlsuch entity, 
describe in detail the natuR of its relationship to Hannaford, and, where 
applicabIo, descn'be in dotailthe services and identify the types of products that 
Hannaford provides. 

3. Identify thcI name, location, and operating systanl of each c:omputer network 
Hannaford used to store, maintain, process, transmit, haudle, or otherwise use 
(colloclively hereinafter, "store and process") persoual information (such as to 
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a"thorization'') for itself a!ld other entities. The response should: 

(a) 

(b) 

(e) 

(d) 

set furth the complete traosmission or fWw path for authorization requests 
and mponse8 IIIId the underlyiDg information for each netwodt involved 
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D F P  
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measures; records of tho configuration of 
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lawsuits, customer correspondence with H8DDaford, and documents filed 
witl1 Federal, State, or local govemmeDt agencies, FedcPJ or Stale oourts, 
and Better Business Bureaus. 

10. Identify and describe in detail the security measures HBIIII3ford has implemented 
to add!:ess the breach, including. but Dot Iimited to. efforts to protect personal 
infonnation stored or proc:e&8cd on its computer networlca. 

11. Ideotify how (such as by public aDnOUIWelIlent or individual brcacl! notification 
letter). when, how many. and by whom tustomers were notified that their 
infonnation was or may have: been obtained without lIIIthorlzation. Ifnotiticalion 
bas lIIade48 Tm (or )T9lspect <0.0339 T<c 10 10 /SuspectCd o4 T39 Dct <</Conf 0 2Q8.36 Tm <0.0339 TET BT /Suspect <</Conf 0 >>BDC  /7m (o4 T39 Dct <</Cowhespect <0.0339wh  /Suspect <</Conf 0 >>BDC  -0.035 Tc 9.5719 0 0 11.40.2 152.19 570.24 Tm 27 (p6pect <0.0339C  /Suspect <</Conf 0 >>BDC  -0.035 Tc 11.2572 0_0 1 Tf -0.0126 Tc 11.1 0 .4 438.04 558.36 Tm (Ifnotiticalion )Tonf BDC  -0.035339 T<c 10 10 /SuspectCd )Tj EMC  /Suspect/Suspect <.06otitical8 343 <</C EMC  /Suspect (o4 T39 Dct <</Cowh2.37 582.41221_0 1 Tf 7BDC9.11/C EMC  /Sus(/!.g. <</339 Tc 10 606.6 Tm (o4 T39 Dct <</Conf 0 2Q8.36 Tm48 Tm (Ifnotiticalion92T1_/C EMC  /Sus 121ell 373.84 558. 0 >>BDC  /T1_1 1 TfTc 5.397 1iticalionf 0 >9 )Tj 56 0 0 12.1Tc 9.50239 0.035 T4 10 /Suspe4f 04 /Suspect <0.law) Tc 11.4 0 0 11.4 277.21 558.36 Tm (been )Tj EMCt <0.0339 T<60.8icalion 47)To<</Conf 0 >>Bect <</CT39 Dct <</Cowhespect <0.0336as )Tj EMC  ET BT /T1_11.434-0.035 Tpro0.0t (o4 0as )3.082<</Confa 582.48 Tm ((such 18488 0T1_0BT /T1_0 948 Tc 34-0.035 Tcop Tm (tusto/T1_1 1 TfTc 5.39768 ET BT /Suspe16d )Tj34-0.035 Tofc 9.5719 0 0 11.40.2 152.19 570.24 Tm 27 (p6pect <0.0439C  /Suspect <</Con20 >2Tj34-0.035 TeaT1_0 1 Tf -00 /SuspectCd )Tj EMC  /Suspect/ EMC  .954<</Confsnbstantively9 T<c 10 10 /SuspectCd )Tj EMC  /Suspect/Suspect <82ET BT /Susp30 >6Tc 34-0.035 Tdiffilr82.48 Tm (individual )Tj ET BT /Suspectpect/4 EMC  /Suspect <</C3Con3c 34-0.035 Tn(lc 11.2572 .73.84 558. 0 >>BDC  /T1_1 1 TfTc 5.32<c 1t <</Conf 0 03.11/C34-0.035 TIf)Tj EMC  19 EMC  /Suspect <</C4-0.01.434-0.035 T Tc 11.2572 0_0 1 223.81 558.36 Tm (or )Tj -0.035 Tc 11.3762 0 0 11.4 2ali92ET BT /Susp4C  02Tj34-0.035 Tspect <</Conf 0 >>BDC  /T1_1 1 <0.01MC  /Suspect <</Conf83.1.434-0.035 T TclIIIthorlzation. 

b e e n  b e e n  o b t a i n e d  l I I I t h o r l z a t i o n .  or been BDC  -0.023993lIIIthorlzation. 
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OWnnRCr!ihtml. Provide: 

(a) dOC1lDlCll1s sufficient to identify, and describe in detall: all networks 
located outside oithe United States used by HannafOld to store and 
process pen;ona1 infol'lJUltion; the physicallocation(s) of each network; 
and the function(s) and busiD_ purpose(s) of each network; 

(b) blueprints and dia8t8JllS setting out in detail the components, topology, 
and lIl"Cbitecture of each network identified in the response to Reque$t 
13(a), above; 

iii 010 

(e) for each system identified in re8p9I1SC to Request 13(a), above, dc5I:ribe in 
detail the extent and IIIItUre of any interconnection or intcrfiIce with . 
Hannaford networks located in the United States; and 

(d) dOClllllCllts sufficient to ~ the number ofCansdian customers 
whose information was or may have been obtained tbrough the bI=ach; the 
types and amounts ofinfomlation tbat was or may have been obtained; 
and the counIXy where the infolmlltion was originelly collected. 

Odler InformatiOil 

14. Provide documents sufficient to identity all claims, rqxescntatiODS, and 
statements made by Hannatimi regarding its collection, disclosure, usc. and 
protection of personal infozmatiOn, including any policies or statements reIIIting 
to how Hannaford secures personal infol'lJUltion, indicating fur each policy or 
statement the 
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To: 

Fax Number: 

No. of Pages: 

Date: 

Time: 

From: 

Voice: 
Fax: 
E-Mail: 

UNlIED STATES OF AMl!RJCA. 
FEDERAL TRADE COMMISSION 

WASJIlNGTON. D.C.l(!j80 

FAX COVER SHEET 

Daniel F. Mcinnis, Esq 

202.887.4288 

6 (Including cover) 

July 23, 2008 

1 0:30AM 

Alain Sheer 
Attorney 
Division of Privacy and Identity Protection 
Bureau of Consumer Protection 

(202) 326-3321 
(202) 326-3768 
asheer@fic.gov 

141001 

-------------------------~------------------------------------~------------------------------------- . 

Notes: As discussed yesterday. 

THE ATTACHED COMMUNICATION 1$ CONFIDENTIAL AND PRMLEGED. The communica1ion is 
intended only for the use of the IIddressee(s) named aboW. H the reader of thIS message is not the 
intended reclplent(s), or the agenl responsible for \he delivering this message to the intended recipient(s),. 
such reader should note that the reading, d1strIbUUOn, or copying of the communication is striCtly 
prohibited. Anyone receiving the communication in error should Immediately notify the sender at the 
IelephOne number listed above, and return the communication received via UnHed Stales mail to the 
sender al the address IISIed above. 
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Alm\Sheer A_ 
UN!I"ED STA1llS OF AMEIUCA 

FEDERALTRADECO~~ON 
WASHINGTON. D.C. 20580 

DivDiDnolPrMcy and Identity Pro_ 

DiJoct Dia~ 202.126.3321 
Fax: 21!1. 326.3/i29 
E-<NIil: asMe .. fu:.p>Y 

VIA FACSIMILE AND FEDERAL EXPRESS 

Daniel F. McInnis, Esq. 
Akin Gump Strauss HaueT & Feld lLP 
1333 New Hampshire Ave. NW 
Washington, D.C. 20036-1564 

Dear Mr. McInnis: 

July 23, 2008 

Thank you fOT providing us with documents and information about the recent breach at 
Hannaford Bros. Inc. ("Hannaford") as well 8$ the company's information security ptlICtices 
generally. As we discussed yesterday, we have reviewed materials submitted in response to our 
March 21. 2008 access letter, and have some follow-up questions. All instructions and 
definitions from our Marcli21, 20081etu:r apply to this tequest, and we have continued the 
numbering from that letter. M we mentioned yesterday, we would like to meet on August 11, 
2008 and ask that you provide the following information by August 8, 2008: 

16. According to Hannaford's {eSponses to Requests 2 and 3, it provides services related to 
processing electronic payment transactions for independently-owned stoleS 
("collectively, "Shop n' Save") and Sweetbay stores (collectively, "Sweetbay"). Please 
identify eacb such service, including, but not limited to: authorization services through 
which Hannaford receives CJ;edit, debit, and EBT card authorization requests from Shop 
n' Save Or Sweetbay stores, transmits the requests through Hannaford networks to issuing 
banks, government agencies, or card associations, receives responses to the requests, and 
transmits the responses back to the Shop n' Save or Sweetbay stores where the requests 
originated; check collection and processing services; automated clearinghouse 
processing; providing software or hardware that Shop n' Save or Sweetbay $to~ use in 
conjunction with a service; providing sales data for transactions processed at Shop n' 
Save or Sweetbay stoleS; providing network services; providing settlement services; or 
providing lransaction history information. 

17. For each service identifi¢ in the response to Request 16: 

(a) describe in detail the components and operation of the service; 

(b) identify the name and address of eacb Shop n" Save and Sweetbay store, and each 
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(c) 

(d) 

(e) 

slO{e operated by any other entity, to which Hannaford provides the service 
(collectively, "recipient entities"); 

provide 

c o l - 9 . 1 2 M f  0  > > B o r y  
entities"!.5T7 75 0 >>BinfoTm tiononf 0 -0.039 Tc 8.7032 0 0 1withinonf 0.23456Tm ((e) )Tj ET B29878.527 75 0 >>Banny .9632 0 0 1prvides 
o p e r a 7 . 9 6 1 9  p r o v i d e s  - 0 . 2 7   / S u 4 h e 8 3 2  0  0  1 a n n y  
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retail customers); and the 10:25 
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flow path for pharmacy information between and within computer 
networks used or operated by or for Hannaford. and identify each portion 
of the transmission or flow path where pharmacy information was 
transmitted in clear text, each point in the flow path where pharmacy 
infonnation was stored in clear text, as well lIS the time period during 
which the information was ww 

in 
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(t) copies 



Alilin Sht..'Cr 
Stmiur Atturnl.'~· 

U~ITEo STATES OF AMERICA 

FEDERAL TRADE COMMISSION 
WASHINGTON. Dr. :!O!iMO 

Di'd~iun \)f Privacy and Identity rrot(,("hon 

Din..-ct Dial: 202.3263321 
Fax: 202.326.3029 
E-mail: a~h(.'('~q~ov 

BY EMAIL 

Michael Oakes. Esq. 
Hunton & Williams LLP 
1900 K Street NW 
Washington. DC 20006 

October 14, 2009 

Dear Mike: 

As we discussed last week, there are several iteIn~ of information that we would like to 
review for our meeting on October 23. 2009. The information concem_ compliance with the 
Fair Credit Reporting Act ("FCRA") as it relates to decisions approving or declining the 
personal checks of customers in Hannaford. Sweetbay, and Shop n' Save stores. Following the 
instructions set out in our access letters. please provide: 

I. documents sufficient to identify and describe in detail the policies and procedures 
implemented to ensure compliance with section 615(a) of the FCRA ("section 
615(a)") as it relates to approving or declining personal checks customers present 
in Hannaford, Sweetbay, or Shop n' Save stores to pay for their purchases or 
obtain cash. The response should include, but not be limited to: (a) a copy of 
each substantially different policy or procedure that relates to approving or 
declining personal checks; (b) copies of materials and other in.tructions given to 
employees to train them about their obligations to ensure compliance with section 
615(a); (c) documents setting forth the results of testing, monitoring, and 
evaluations of the extent of compliance with section 615(a): (d) customer 
complainh ahout compliance with scction (i IS( a). and invest igat iOlls of the 
complaints: (e) documents filed with Federal. State. or local government 
agencies. Federal or State courts. and Better Business Bureaus that relate to 
compliance with section 615( a); (f) a copy(in.tructions )j -0.0mde



ohtains access to the information (such as by connecting remotely to a server on 
the vendor's network or hy connecting directly to a server on Hannaford's 
network where the information is stored). 

3. separately for Hannaford. Sweetbay. and Shop n' Save stores: (a) the alIDual total 
number of personal checks that were declined. and (b) the annual total number of 
adverse action notices that were provided to customers whose checks were 
declined. 

Please call if you have questions. and feel free to provide other materials that you believe 
will be helpful. 

Sincerely. 

Alain Sheer 
Division of Privacy and Identity Protection 
Bureau of Consumer Protection 
Federal Trade Commission Division 

·2· 




