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Hannaford Bros. Co. ("Hannaford") and Kash n' Karry Food Stores, Inc. ("Sweetbay,,)l 

hereby file their Petition to Quash or, Alternatively, Limit the Civil Investigative Demands 

("CIDs") issued by the Federal Trade Commission ("FTC") and served on November 8 and 9, 

2010, respectively.2 The CIDs suffer from the same flaws recognized by a federal district judge 

with respect to another recent FTC CID: 

The court agrees with plaintiff that the CID appears on its face to be 
unconscionable, overburdensome and abusive. The CID is so broad that it 
indicates that no meaningful discretion was exercised by the FTC officials 
who prepared it. As plaintiff suggests, the CID appears to have the 
potential to cause plaintiff to suffer intolerable financial and manpower 
burdens and an inexcusable disruption of its normal business activities. 

D.R. Horton. Inc. v. Jon Leibowitz, Chairman, No.4: IO-CV -547-A, 2010 WL 4630210, 

at *3 (N.D. Tex. Nov. 3, 2010). 

The CIDs at issue here are particularly problematic because they were issued 

almost three years after the FTC first contacted Hannaford, after Hannaford has already 

provided more than 130,000 pages of documents and responded to over 40 written 

questions (induding subparts), after Stafftold Hannaford that its investigation was 

complete, and after Staff demanded that Hannaford agree to a settlement or face a 

complaint recommendation. Now, after all ofthis, Staff has served CIDs that require 

1 The FTC's original CID was issued to "Sweetbay Supermarkets," a non-existent legal 
entity. After counsel explained this to Staff, a replacement CID was served on Kash n' Karry 
Food Stores, Inc., the legal entity that does business under the name Sweetbay Supermarkets, on 
December 6,2010. Kash n' Karry agreed that the service date of the replacement CID would 
relate back to the date that the "Sweetbay Supermarkets" CID was served. As confirmed with 
Staff, the original "Sweetbay Supermarkets" CID no longer exists, and this Petition addresses the 
two Hannaford CIDs and the one Kash n' Karry Food Stores, Inc., CID. 

2 All three CIDs are attached at Exhibit I. On November 18,2010, Maneesha Mithal, 
Associate Director for the Division of Privacy and Identity Protection, agreed to extend the time 
for filing this Petition to Quash to December 13, 2010. Accordingly, this Petition is timely filed. 



Hannaford to respond to 46 interrogatories (89 including sub-parts) and 26 document 

requests, and its affiliated company, Sweetbay, to respond to 23 interrogatories (46 

including subparts) and 13 document requests. 

These overbroad and unduly burdensome CIDs are not based on a proper 

Commission resolution, seek information related to various issues that are outside the 

FTC's jurisdiction, and appear to have been issued for an improper purpose. The CIDs 

are fundamentally flawed and should be quashed in their entirety or, at the very least, 

significantly limited? 

I. INTRODUCTION 

In early 2008, Hannaford was victimized by a group of cyber-criminals that the 

Department of Justice ("DOJ") considers to be among the most sophisticated it has ever 

pursued.4 The financial losses incurred by Hannaford and its affiliates as a direct result of this 

criminal incident have exceeded $10 million. Fortunately, the leader of this criminal group and 

several of his co-conspirators have pled guilty to various computer crimes and are now serving 

criminal sentences ranging from two to twenty years. These guilty pleas were based in part upon 

significant voluntary assistance provided by Hannaford and its affiliates to the DOJ at a cost of 

3 Sweetbay is the trade name for the supermarket chain that shares the same ultimate 
parent company as Hannaford. Hannaford provides certain back-office services to Sweetbay. 
Staff has informed counsel that Sweetbay is not a target of the investigation and confirmed that 
in writing, but has nonetheless served an overbroad and unduly burdensome CID on Sweetbay 
that is similar to the CIDs served on Hannaford. The arguments in this Petition therefore apply 
equally to the very similar Sweetbay CID. Indeed, these arguments apply with even more force 
given Sweetbay's status as a non-target of Staffs investigation. 

4 For example, the former U.S. Attorney for New Jersey, Ralph J. Marra, described of ,iSuspect <w635 4.483 0 Td
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more than $2 million. Representatives of the DOJ have at various times described Hannaford 

and its affiliates' role as "critical" and "vital" to the overall prosecution effort. 

One of Hannaford's core concerns throughout this incident has been the well-being of its 

customers. Indeed, Hannaford gave earl y and broad public notice of the intrusion, even though 

no law required such notice because no names or personally identifiable information were 

implicated. Moreover, to the extent that published reports about the scope of Gonzalez's 

activities are correct, dozens, if not hundreds, of other companies similarly victimized appear to 

have avoided scrutiny from the FTC by deciding not to provide public notice. By providing 

notice, Hannaford enhanced its customers' ability to review statements, dispute any fraudulent 

charges not otherwise caught by the various issuing card associations or issuing banks, and 

invoke the zero liability protections now almost universally offered by card issuers. 

More importantly, based on the DOl's representations to Hannaford, this criminal group 

focused solely on the collection and exploitation of credit card data for their financial gain. 

Based on the DOl's more than four-year investigation of this group's criminal intrusions into the 

networks of many corporations, the DOJ has stated that it is not aware of any evidence that this 

group targeted, much less exploited, personally identifiable information or protected health 

information from Hannaford's or any ofthe other corporate victims' computer networks. The 

fact that Gonzalez did not target non-credit card data is consistent with the contemporaneous 

findings of the incident response group retained on behalf of the various credit card companies to 

investigate the Hannaford incident. 

Four days after Hannaford's public announcement, the FTC sent its first voluntary access 

letter requesting information relating to the intrusion. Now, almost three years later, the FTC has 

issued two CIDs to Hannaford and one to Sweetbay. Because these CIDs are legally flawed and 
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unreasonable in many respects, and because Staff has not agreed to reasonable limitations on the 

CIDs, Hannaford and Sweetbay have no choice but to file this Petition to Quash. 

A. Criminal Data Intrusion and DOJ Cooperation 

In November of 2007, a criminal hacking group led by Albert Gonzalez, several other 

Americans, and two Russian hackers targeted Hannaford's network.5 Hannaford was not the 

first victim of this group. By the time they had managed to access Hannaford's network, they 

had already victimized TJX, Dave & Buster's, and, according to published reports, many other 

• 6 companIes. 

The attack vector used against Hannaford-the targeting of data in flight-was not a 

well-recognized risk at the time of the intrusion into Hannaford's network. See, e.g., Clarke 

Canfield and Brian Bergstein, Hannaford Breach Raises New Fears, MSNBC.com (Mar. 20, 

2008), available at www.msnbc.msn.comlid/237298IS. However, according to reports about the 

prosecution of Mr. Gonzalez published in 2009 and 2010, the United States Government had 

seen this attack vector used in the Summer of 2007 at Dave & Buster's, and was familiar with 

both the risk to in-flight payment card data and the particular mal ware used by Gonzalez and his 

gang. But, for reasons still unknown to Hannaford, no one from the United States 

5 See James Verini, The Great Cyberheist, The New York Times Magazine (Nov. 10, 
2010), available at http://www.nytimes.coml2010/11l14/magazineIl4Hacker-t.html. 

6 The indictments of Albert Gonzalez list a number of corporations that the Gonzalez 
cyber-gang victimized, including TJX Corp., Dave & Buster's Inc., J.e. Penney, Target 
Corporation and Heartland Payment Systems, Inc. See Criminal Indictments of Albert Gonzalez, 
United States v. Maksym Yastremskiy, Aleksandr Suvorov and Albert Gonzalez, 2:08-cr-00160-
SJF-AKT (S.D.N.Y. May 14,2008): United States v. Albert Gonzalez, No. 1:08-cr-10223-PBS 
(D. Mass. Aug. 2, 2(08); United States v. Albert Gonzalez, 1:09-cr-00626-JBS-I (D.N.J. Aug. 
17,2(09) (attached at Exhibit 2). Published statements by members of this cyber-gang indicate 
that there are man89.04 152.66. Td
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those representatives because of the common legal interest that existed between Delhaize Group 

and the DOJ in capturing and bringing to justice the individuals who perpetrated the crimes 

against Hannaford and many other corporations. Based on information provided by the USSS, 

and at the request of the DOJ, additional deep forensics were conducted and substantial 

additional evidence was gathered to address the DOJ's request. This work was conducted 

expressly at the direction and under the supervision of counsel, and is protected by the attorney

client privilege and work product doctrine. Certain results of that work were shared with the 

DOJ and the USSS, again pursuant to the common legal interest that existed between the DOJ 

and Delhaize Group to identify and prosecute Gonzalez and his cyber-gang. As noted above, the 

lead prosecutor described Delhaize Group's work product as "critical" and "vital" to the overall 

prosecution of Gonzalez and his criminal co-conspirators, including two co-conspirators who 

remain at large. The cost associated with the investigation to the Delhaize Group and its 

subsidiaries totaled over $2 million, and was spent almost exclusively on outside security 

consultants specifically retained by counsel for the purpose of analyzing information and 

responding to inquiries from the DOJ. 

This work is relevant to the CIDs because the Staff has now targeted the privileged work 

product performed at the specific request ofthe DOJ. Hannaford understands that in November 

of 2010, members of the FTC "Hannaford Trial Team" told members of the current DOJ 

Gonzalez prosecution team that they believed the work of Delhaize' s consultant, General 

Dynamics, would reveal that Gonzalez had targeted Personal Health Information ("PHI") and 

Personally Identifiable Information ("PII") as part of the intrusion. But the DOJ prosecutors in 

charge of the investigation of Gonzalez have repeatedly told representatives of Hannaford that 

they have observed nothing to indicate that Gonzalez or his gang targeted this kind of 

6 



information at Hannaford or at any of the companies that they victimized. Notably, 

representatives of the DOJ reportedly 



Hannaford was re-certified by Cybertrust, an independent and highl y respected third party now 

known as Verizon Business, as compliant with the Payment Card Industry Data Security 

Standards ("PCI DSS,,).9 Moreover, Hannaford was the first PCI DSS-certified company to 

publicly announce that it had suffered a network intrusion and loss of credit card data. Despite 

the Commission's repeated statements that it favors industry self-regulation in the area of data 

security, and despite the acceptance at the time of the Hannaford intrusion of PCI DSS as the 

industry standard, Staff has repeatedly rejected the relevance of the PCI DSS standard in its 

communications with Hannaford. Instead, Staff has informed Hannaford that its prior consent 

decrees involving privacy and data security established the relevant legal standards to which 

businesses must conform. 10 

In early June of 2010, Staff told counsel for Hannaford that their more than two-year 

investigation was concluded, that they had made a determination that there was reason to believe 

that Hannaford had committed an unfair business practice under Section 5 of the FTC Act, and 

9 PCI DSS is "a set of [more than 230] requirements for enhancing payment account data 
security, [that] was developed by the founding payment brands of the PCI Security Standards 
Council, including American Express, Discover Financial Services, JCB International, 
MasterCard Worldwide, and Visa Inc. International, to help facilitate the broad adoption of 
consistent data security measures on a global basis. The PCI DSS is a multifaceted security 
standard that includes requirements for security management, policies, procedures, network 
architecture, software design and other critical protective measures. This comprehensive standard 
is intended to help organizations proactively protect customer account data." PCI Security 
Standards Council, About the PCI Data Security Standard (PC! DSS), available at 
https:llwww.pcisecuritystandards.orgisecurity_standards/pcLdss.shtml (last visited Dec. 9, 
2010). 

10 The Commission's Office of General Counsel apparently takes a much different view 
than Staff. In a brief filed on November 16,2010 in POM Wonderjitl LLC v. Federal Trade 
Commission, No. 10-1539 (D.D.C.), the Commission explained that consent decrees are 



that Staff had received consent authority from the Director of the Bureau of Consumer Protection 

("BCP"). Staff then prepared and provided Hannaford with a draft complaint and consent 

decree. Like other complaints filed by the FTC in the data security context, the draft complaint 

contained a number of allegations regarding Hannaford's data practices, including that those 

practices failed to meet the relevant standard of care, and that those acts or practices resulted in 

"substantial consumer injury." The draft complaint also included allegations that Hannaford 

engaged in deceptive conduct in violation of the FTC Act, and violated the Gramm-Leach-

Blilely Act ("GLBN') and the Fair Credit Reporting Act ("FCRA"). Furthermore, the draft 

consent decree contained a demand for the payment of an undetermined amount of monetary 

relief. In a meeting with Staff shortly after the draft complaint was received, Hannaford's 

counsel was told that "this matter will not settle without payment of money damages," and was 

later told that Staff was seeking $9.6 million. 

Hannaford vehemently disagrees with the allegations in the draft complaint, and 

contested the legal justification and evidence relied upon by Staff through the submission of a 

white paper. 11 Hannaford's white paper demonstrated the factual flaws in Staffs draft complaint 

and presented significant legal authority demonstrating why the BCP should not move forward 

with a complaint recommendation. Specifically, the white paper demonstrated, among other 

things, that: (a) Hannaford was the victim of a crime committed by a sophisticated hacking 

group; (b) Hannaford was certified as compliant with the industry standard (PCI DSS) by an 

independent third party at the time of the intrusion; (c) Hannaford was not aware of any 

economic loss by consumers because any monetary loss was paid by Hannaford through the 

11 Hannaford does not object to its white paper being provided to the Commissioners at 
this time and, in fact, believes it would be helpful to the Commissioners in their consideration of 
this Petition to Quash. 
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commercial loss allocation scheme operated by the various card associations; (d) rulings in a 

class action lawsuit brought before Judge D. Brock Hornby in the United States District Court 

for the District of Maine, as well as other cases that followed criminal data intrusions, helped 

highlight the lack of any legally cognizable consumer injury (under either the common law or 

under the FTC's Unfairness Policy Statement); and (e) Hannaford's business activities did not 

subject the Company to regulation under the FCRA or the GLBA. 

Hannaford met with BCP Director Vladeck in August of 2010 to discuss Hannaford's 

white paper and Staff s complaint recommendation. During this meeting, Hannaford again 

sought information from Staff and BCP management about the factual basis presented in the 

draft complaint that consumers had suffered "substantial injury" as a result of the actions that 

third parties had perpetrated on Hannaford's network. But despite Hannaford's repeated requests 

that Staff share any evidence supporting its substantial consumer injury contentions, there was a 

steadfast refusal to share or even to acknowledge whether any actual evidence existed. Indeed, 

Director Vladeck made clear during the meeting that Hannaford was being targeted as a test case 

for a new enforcement regime by the BCP, both0 11.5 177.s
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Albert Gonzalez as a victim of Gonzalez's hacking ring, 12 Director Vladeck stated that he was 

"offended" that Hannaford referred to itself as a "victim" in this matter.,,13 

At the conclusion of the meeting, Hannaford's representative and its counsel were 

informed that the BCP would request that the Commission authorize the filing of a complaint 

against Hannaford, and indicated that Hannaford should prepare for meetings with individual 

Commissioners that were likely to occur in late September of 2010. However, on September I, 

2010, Hannaford's counsel received a call from Staff stating that they now had authority to agree 

to a settlement that did not require Hannaford to pay any money. Staff gave Hannaford one 

week to respond to this offer, after which Director Vladeck told them to "prepare for litigation." 

lannaford Director 





requests alone suggests the overbreadth of the CIDs and how enormous the task of responding 

would be. 

Accordingly, as required by the Commission's rules, Hannaford and Sweetbay met and 

conferred with Staff on November 16, 2010. 17 Hannaford presented its numerous concerns with 

the ClDs (including its various legal objections that are discussed in the Argument section of this 

Petition). Staff listened but would not commit to narrow the CIDs during the meeting. Staff 

later responded with a letter narrowing a limited number of the specifications and definitions.18 

The letter did not address any of the legal issues the the 0  T d 
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the 130,000 pages and responses to over 40 written questions (including subparts) previously 

provided by Hannaford. 19 

For example, Document Request No.5 in the first Hannaford Cill, which Staff declined 

to modify, seeks "all documents that describe, evaluate, or analyze the purchasing practices of 

Hannaford's customers.,,20 But this request would essentially include all sales data because that 

is the data that describes customer's purchasing practices. Accordingly, the information sought 

by this request is potentially enormous, and most of it has no relation whatsoever o e e > , n . 0 0 0 1 0 6 8  0  0  c m 
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II. Legal Objections 

A. Relevant Legal Standards 

Although the FTC has broad statutory authority under 15 U.S.c. § 45(a) to investigate 

practices that it detennines may be deceptive or unfair when used in the course of trade, it is well 

established that the FTC's subpoena power is not unfettered. Although Congress has provided 

the FTC with authority to conduct reasonable investigations through the use of CIDs, those CIDs 

are not self-enforcing, and federal courts stand as a safeguard against abusive CIDs. See, e.g., 

SEC v. Arthur Young & Co., 584 F.2d 1018, 1024 (D.C. Cir. 1978), cert. denied, 439 U.S. 1071 

(1979) ("The federal courts stand guard, of course, against abuses of their subpoena-enforcement 

processes .... ") (citing U.S. v. Powell, 379 U.S. 48, 58 (1964) and Oklahoma Press 

Publ'g Co. v. Walling, 327 U.S. 186,216 (1946»); D.R. Horton, Inc. v. Jon Leibowitz, 

Chairman, No. 4:IO-CV-547-A, 2010 WL 4630210, at *2 (N.D. Tex. Nov. 3, 2010). 

("As the government notes in its motion documents, the CID is not self-executing, and may only 

be enforced by a district court in an enforcement proceeding."). 

The Supreme Court in U.S. v. Morton Salt Co., 338 U.S. 632 (1950), established the 

standard for determining whether a CID should be quashed or limited. Although the Court 

enforced the decree, it recognized that "a governmental investigation into corporate matters may 

be of such a sweeping nature and so unrelated to the matter properly under inquiry as to exceed 

the investigatory power." Id. at 652. Accordingly, the Court instructed that agency subpoenas or 

CIDs should not be enforced if they demand infonnation that is: (a) not "within the authority of 

the agency," (b) "too indefinite," or (c) not "reasonably relevant to the inquiry." Id. This 

standard has been consistently applied by the courts. See, e.g., SEC v. Blackfoot Bituminous, 

Inc., 622 F.2d 512, 514 (10th Cir. 1980) (citing Morton Salt, 338 U.S. at 653) (confirming that 

"[tlo obtain judicial enforcement of an administrative subpoena, an agency must show that the 
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inquiry is not too indefinite, is reasonably relevant to an investigation which the agency has 

authority to conduct, and all administrative prerequisites have been met"); Arthur Young & Co" 

584 F.2d at 1030-31 (noting that the subpoena request must "not [be] so overbroad as to reach 

into areas that are irrelevant or immaterial;" and that specifications must not exceed the purpose 

of the relevant inquiry) (internal quotation marks and citation omitted). 

The costs and burdens imposed also must be considered. See, e.g., FTC v. Texaco, Inc., 

555 F.2d 862, 882 (D.C. Cir. 1977) (a party challenging the subpoena can do so by showing the 

compliance costs are overly burdensome or unreasonable); Phoenix Bd. Of Realtors, Inc. v. 

Dep't of Justice, 521 F. Supp. 828, 832 (D. Ariz. 1981) (the government should negotiate to 

narrow scope of a CID when compliance may be overly burdensome). Indeed, administrative 

agencies may not use their subpoena powers to go on fishing expeditions. FDIC v. Garner, 126 fiec/T1_1 1 Tf
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nature of the conduct constituting the alleged violation which is under investigation and the 

provisions of law applicable to such violation." 

Courts measure the validity 



§ 45 as amended." This resolution is so broad that it apparently would allow the Commission to 

investigate any person with respect to anything. Such a broad resolution is inconsistent with the 

Congressional resolution requirement. 21 

In upholding a resolution that was more specific than the resolutions at issue here, the 

D.C. Circuit made clear that there are limits to the FTC's use of broad, non-specific resolutions, 

and that the resolutions cited in the CIDs issued to Hannaford and Sweetbay would not pass 

muster. 

The Commission equaled this standard, and allowed our examination of 
the relevance of their subpoena requests, by identifying the specific 
condd9n703j
0.0187 Tc 1.847 0u
(a(their )Tj40.0108 5 0.939 0 Td
(invesmination .0178 6Tc 4.01 0-(the )Tj

0.003 3c 1.817 0cnveretstigate )Tj40.0002 81 1.088 0 dvertisntifying )Tj0.0234 8c 3.483 0 Td
(and )T200.0016 Tc 1.734 0 romosmination .0174 Tc7 4.01 0-(the )T
0.0204 3c 1.847 0 Td
(and )Tj
0.007-.483c 2.7579554 0 Td
(specific )Tj60.0002 Tc 4.843 0 TdtutorTd
(by )Tj

0.002 8c 0.697 0 rovissolutions 

that their 

the Commiuster. resolution b)vance o f  

the 

i n  

t h e  r e s v e n e d 
 ( p a s s  ) T j 
 0 . 0 5  T c  1 2 . 1 0 3  0  0  1 1 . 5 j 0 . 4  T c 7 5 0 6 . 1 7  T m 
 ( o f  ) T j 5 2 . 0 0 1 6  T c  1 1 . 5  0  0  1 5 9  T c  4  T c 7 5 0 6 . 1 7 c n v e r e t s t i g a t e  
(and )T1j5.0109 TTc 1.73 0praresceutions 

pass o f  this use of p a s s  

of T h e  

t h a t  t x a m i n a t i o n  of the o f  T h e  u s e E T 
 B T 
 / S u  T d 
 t  < < / C o n f 1 . 5 > > B D C  . / T 1 _ 2  
 0 . f e -  

o f  t h i s  
s p e c i f i c  

t h e  to in 

the t o  the the o f  t o  the t h e  of t h e  i n v e s m i n 
 ( u s e E T 
 B T 
 / S u  T d 
 t  < < / C o n f 1 . 5 > > B D C  . / T 1 _ 0  
 0 . f e  ) T 3 3 0 . 0 1 2 7  T c  1 1 . 5  0  0  4 5 9 5 j 
 0 3 0 2 . c 5 1 9 . 8 5 "  T d 
 ( t h e E M C  . E T 
 B T 
 / T 1 _ 0  
 0 . f e  ) T 1 0 1 . 0 2 3 6  T c  1 1 . 5  0  0  1 1 . 5 4  2 8 8  T c 4 9 . 8 5 a d v e r t i s m t i n d a r d ,  o f  e , ( t h i s  ) T 0 
 0 . 0 1 9 2 . 1 2 9 1 . 7 8 4  0 s 
 ( e , ( t h i s  ) T 3 2 0 . 0 0 1 8  1 3  3 . 4 8 3  0 a n m 
 ( o f  ) T 1 1 7 0 . 0 1 8  1 2  1 . 7 7 7  0 d i s t r i b u a m i n a t i o n  ) T j 
 0 . 0 5  T c  1 2 . 1 0 3  0  0  4 3 8  T 2  2 8 8  T c 4 9 . 8 5  T m 
 ( o f  ) T j 2 . 0 2 3 6  T c  1 1 . 5  0  0  1 1 . 5 T j 
 2 7 4  c 5 1 9 . 8 5 c n v e r e a t e s ( t h a t  ) T j 1 6 5 . 0 1 0 9  9 9  1 . 5 2 6  0 . . . . 
 ( u s e E T 
 B T 
 / S u  T d 
 t  < < / C o n f 1 . 5 > > B D C  . / T 1 _ 0  
 0 . f e  . 0 2 3 6  T c  1 1 . 5  0  0  2 0 3  9 
 2 7 4  c 5 1 9 . 8 5 " 
 ( t h e E M C  . E T 
 B T 
 / T 1 _ 0  
 0 . f e  ) T 2 9 T . 0 2 3 6  T c  1 1 . 5  0  0  2 5 4  8 8 
 2 7 4  c 5 1 9 . 8 5 W e d 
 ( i n  ) T j j 1 5 . 0 1 8 5  7 2  4 . 8 4 3  0 t h u s ( t h a t  ) T j T 4 2 . 0 1 8 5  9 c  3 . 4 8 3  0 f e e l 
 ( t h e  ) T j 4 0 . 0 0 1 6  8 1 7  4 . 0 1  0 c o m H a n t a b l e e t b a y  ) T j 4 0 . 0 0 8 4  3 2 T 3 . 4 8 3  0  p p r i s e d t h e i r  of the t h e  i n v e s m i n 
 ( u s e  ) T 0 0 . 0 0 8 4  6 3  3 . 4 8 3  0  T d 
 ( a n d  ) T 1 j 
 . 0 0 0 3 . 7  4 . 3 7 5  0  u b p o e n a u t i o n s  o f  t h e  

of 
the 

of D
.

C
.



(

t
h

e
E

M
C

 
.

E
T



B

T



/
T

1
_

0
 



0

.
f

e
 

)
T

j
j

0
0

.
0

0
1

6
 

T
c

 
1

1
.

5
 

0
 

0
 

2
7

6
 

T
2

 
2

0
7

 
3

7
.

6
.

1
7

C
i

r
.

d



(
i

n
 

)
T

j
j

1
9

.
0

2
3

6
.

9
1

 
1

.
7

7
7

 
0

1
9

8
0

)



(
t

h
e

 
)

T
j

2
5

.
0

0
8

2
 

6
2

T
3

.
4

8
3

 
0

(
e

m
p

h
a

s
i

s



(
u

s
e

 
)

T
0

2
7

0
.

0
1

4
 

4
4

 
1

.
7

7
7

 
0

a
d

d
e

d
)

.



(
u

s
e

 
)

T
0

2
9

.
0

1
4

-
2

7
 

4
4

T
3

-
8

 
3

4
8

1
4

4
 

0
H

e
r

e
,

(
t

h
i

s
 

)
T

0
1

0
.

0
0

1
8

 
5

3
 

1
.

7
7

7
 

0
t

h
d



(

t
h

e
 

)
T

j
4

5
0

.
0

1
8

 
5

0
 

1
.

5
2

6
 

0
b

e
r

e
 

(
t

h
e

 
)

T
j

2
4

.
0

1
9

2
.

0
3

2
4

.
1

4
4

 
0

 
T

c
i

t
x

a
m

i
n

a
t

i
o

n
 

of r e s o l u t i o n  u s e E M C  . E T 
 B T 
 / T 1 _ 0  
 0 . f e  
of o f  

t h e  



resolutions are insufficient to justify the CIDs. Cj, e.g., FTC v. Invention Submission Corp., 

965 F.2d 1086, 1088 (D.C. Cir. 1992) (resolution stating that the corporation "may be engaged in 

unfair or deceptive acts or practices ... including but not limited to false or misleading 

representations made in connection with the advertising, offering for sale and sale of its services 

relating to the promotion of inventions or ideas"); FTC v. Texaco, Inc., 555 F.2d 862, 874 (D.C. 

Cir. 1977) (resolution named the specific conduct being investigated - reporting the o r  





quashed to the extent that they seek information related to purported FCRA and GLBA 

violations. 

1. The CIDs Are Irrelevant and Overbroad Insofar As They Seek Information 
In Connection With The Fair Credit Reporting Act 

Staff has contended that Hannaford is a "consumer reporting agency" under the FCRA. 

This is wrong as a matter of law. 

The FCRA defines a "consumer reporting agency" ("CRA") as 

• Any person which, for monetary fees, dues, or on a cooperative non-profit basis; 
• Regularly engages in whole or in part in the practice of assembling or evaluating 

consumer credit information or other information on consumers; 
• For the purpose of furnishing consumer reports to third parties; 
• Which uses any means or facility of interstate commerce for the purpose of preparing 

or using consumer reports. 

15 U.S.C. § 1681a(f) (emphasis added). It is true that Hannaford uses information from a CRA 

to authorize checks presented by customers, and it pays a fee to the CRA for that information. It 

also provides information about its own experiences to a CRA. But that does not somehow 

transform Hannaford into a CRA. See, e.g., 15 U.S.C. § 168Ia(f); see also DiGianni v. Stern's, 

26 F.3d 346,348 (2d Cir. 1994) (stores "that merely furnish information to consumer reporting 

agencies based on their experience with consumers are not consumer reporting agencies within 

the meaning of the FCRA"); Ori v. Fifth Third Bank, 603 F Supp. 2d 1171, 1175 (E.D. Wis. 

2009) ("Obtaining and forwarding information does not make an entity a CRA."). 

It is also true that Sweetbay and Shop 'n Save23 stores run their check requests through 

Hannaford's EPS switch. The check requests then are compared to the third-party check 

verification service's records as well as Hannaford's own records related to that specific 

23 Shop 'n Save stores are independently-owned food retailers that operate in rural New 
England and for whom Hannaford provides wholesale brand-name and private-label products, as 
well as certain support services. 
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consumer. But Hannaford is not assembling or evaluating the information for Sweetbay or Shop 

'n Save stores; the third-party check verification service assembles and evaluates the consumer's 

information. Thus, Hannaford is 



The tension between the actual words of the statute and the language of the regulation 

was not lost on the D.C. Circuit in American Bar Ass'n v. F.T.C., 430 F.3d 457 (D.C. Cir. 2005). 

The court in that case recognized that the FTC's definition of "financial institution" is 

inconsistent with the statutory definition: "The statute after all defined a 'financial institution' as 

'an institution the business of which is 





shall include an 'employee' and an individual seeking to become an employee, where 

'employee' shall mean an agent, servant, salesperson, associate, independent contractor, and 

other person directly or indirectly under the control of Hannaford, Sweetbay, or Shop 'n Save." 

See, e.g., First Hannaford CID at 2; Sweetbay CID at 2. 

This attempt to define "consumer" 

See, define F i r s t  



Second, the language in those consent decrees demonstrates that Staff's position cannot 

be correct. For example, the CVS Caremark consent order (which is one of the orders referred to 

by Staff) contains the same language that is contained in the Staff's definition of "personal 

information" in the Hannaford and Sweetbay CIDs. But the fact that the parties agreed "for 

purposes of this provision" that an "employee" is a "consumer" suggests that without that 

agreement, an employee would not be included within the definition of consumer. Indeed, if the 

commonly understood meaning of "consumer" included "employees," there would be no need to 

add that language. Thus, the very need for the added definition means an "employee" is not a 

"consumer" as that term is used in the FTC Act. 

Staff apparently believes that if it could show that Hannaford's employees could have 

been injured, that would be sufficient to prove the "substantial consumer injury" required under 

the FTC Act to prove an unfair trade practice. This is not the law, and the CIDs should be 

quashed and/or limited to the extent they seek information regarding employees. The last 

sentence of the definition of "personal information" in the first Hannaford CID and the Sweetbay 

CID therefore should be stricken. 

F. The CIDs' Specifications Are Irrelevant, Unduly Burdensome, And Violate 
Hannaford's Due Process Rights 

Courts will quash FTC demands for information when the demands are for an improper 

purpose. United States v. Powell, 379 U.S. 48 (1964). Improper purposes include, among other 

things, "harass[ing] the [recipient] or ... put[ting] pressure on him to settle," FTC v. Bisaro, No. 

10-289,2010 WL 3260042, at *5 (D.D.C. July 13, 2010) (citing Powell, 379 U.S. at 58), or 

attempting to force settlement when the investigating agency knows that it has no reasonable 

expectation of winning. See SEC v. Wheeling-Pittsburgh Steel Corp., 648 F.2d 118, 126 (3d Cir. 

1981). Given the history of this matter as outlined above, it is not unreasonable to conclude that 
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the CIDs were issued to allow the Commission to avoid two-way discovery overseen by an 

appropriate tribunal and to coerce Hannaford into settlement with the FTC where Staff does not 

reasonably believe that it could prevail in litigation. 

The proper purpose of a CID is to investigate whether a violation has occurred. As 

discussed at some length above, in the almost three-year investigation, which included the 

voluntary production by Hannaford of more than 130,000 pages of documents, Staff never 

suggested that Hannaford's production was incomplete. Instead, Staff represented that it had 

sufficient information to conclude its investigation, stated that it had determined that there was 

reason to believe that Hannaford violated the FTC Act, and went so far as to prepare and provide 

to Hannaford a draft complaint and consent order in June of 2010. Staffs view was echoed by 

Director Vladeck. Indeed, Hannaford was told during its August of 2010 meeting with Director 

Vladeck that the complaint recommendation would be forwarded to the Commission "within a 

week." It was only after Hannaford rejected Staff s new settlement proposal made after the 

meeting with Director Vladeck that Staff decided to embark on its strategy of inundating 

Hannaford with extremely burdensome and costly discovery. 

The use of the FTC's investigative authority after Staff represented that its then two-and

half year investigation was complete, after Staff told Hannaford it had reached a conclusion 

concerning Hannaford's conduct, and after it had drafted a complaint and provided it to 

Hannaford raises serious due process concerns. While Staff clearly has reached conclusions, its 

continuing investigation is preventing Hannaford from defending itself and achieving a final 

resolution. Staff can serve all the discovery it wants, but Hannaford has no vehicle for doing so. 

Hannaford believes that there are important documents and information in the possession of the 

FTC that would help its defense. And it knows that various third parties have significant 
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documents and information. But given the length of the investigation, which does not appear 

poised to end any time soon, these documents could disappear, people's memories will fade, and 

Hannaford's ability to defend itself will be severely prejudiced. 

Put simply, almost three years is enough. It is time to allow the Commissioners to make 

a decision or for Staff to close the investigation. Either there is a case against Hannaford or there 

is not. If there is, the parties can appropriately litigate the case and accept mutual discovery 

obligations before an appropriate tribunal. If there is not, the investigation should end. 

In light of the above and the facts outlined with respect to the investigation, it appears 

that Staff has little confidence that the Commission would accept its complaint recommendation. 

Thus, to avoid having to close an almost three-year investigation with nothing to show for it, 

Staff appears to be trying to force Hannaford to settle to avoid significant discovery and 

continued disruption of its business. This conclusion is practically mandated by the breadth of 

the CIDs, the refusal to negotS t a f f  a c c e p t  to 



The CIDs should be quashed on the basis that they were served for improper purposes 

and raise serious due process concerns about Hannaford's ability to defend itself. Staff should be 

directed to put forward its complaint recommendation or end the investigation now. 
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Furthermore, the First Hannaford CID requests an entirely new set of documents, including the 

incredibly broad request asking for every document within Hannaford that "describe[s], 

evaluate[s], or analyzers] the purchasing practices of Hannaford's customers." As a result of 

these overbroad CIDs, Hannaford and Sweetbay have more than 200 employees on a legal hold 

list, and absent further limitations could need to review and produce documents from more than 

60 custodians. A7e 



Hannaford extrapolated to estimate response costs severely underestimates the projected costs if 

Hannaford is required to respond in the manner Staff suggests 



In short, the volume of data, documents, and information sought in the CIDs is improper, 

overbroad, and places an undue burden on Hannaford and Sweetbay, Although this would be 

true of CIDs of this type issued at any stage in an investigation, they are especially inappropriate 

almost three years into an investigation in which Hannaford already has provided extensive 

written responses and 130,000 pages of documents. 

H. The Contention Interrogatories are Inappropriate 

The First CID to Hannaford and the Sweetbay CID include a combined thirteen 

"contention" interrogatories. See First Hannaford CID (Nos. 14-24); Sweetbay CID (Nos. 22-

23). For example, Interrogatory No. 14 in the First Hannaford CID states: 

Do you contend that Hannaford was not the common point of purchase for 
payment cards that First Data advised Hannaford on February 27, 2008 
had been subject to unauthorized account activity? If so, describe all facts, 
including fraud correlation information and analyses. Identify all 
witnesses, and 



interrogatories served on Hannaford and Sweetbay "seek information that is more properly 

sought after the completion of fact discovery, if at all." FTC's Objections to Respondent's First 

Set of Interrogatories, at 2, In the Matter of North Texas Specialty Physicians, dated Oct. 16, 

2003, FTC Docket No. 9312 (emphasis added). Hannaford agrees with the FTC that these 

contentions are untimely, and are overly burdensome at this stage in the proceeding. See, e.g., 

Poulos v. Summit Hotel Props., LLC, No. 09-4062-RAL, 2010 WL 2640394, at *2 (D.S.D. July 

1,2010) (finding that the defendant's contention interrogatories were burdensome because they 

compelled the plaintiff to assist the defendant in preparing its case); Vishay Dale Elecs., Inc. v. 

Cyntec Co., No. 8:07CVI91, 2008 WL 4868772, at *5 (D. Neb. Nov. 6, 2008) (denying the 

motion to compel answers to contention interrogatories until the end of discovery); Lucero v. 

Valdez, 240 F.R.D. 591, 594 (D.N.M. 2007) ("[TJhere is considerable support for deferring 

answers to contention interrogatories until after a substantial amount of discovery has been 

completed."); In re Convergent Techs. Sec. Litig., 108 F.R.D. 328, 348 (N.D. Cal. 1985) 

(denying motion to compel and ordering plaintiffs to answer contention interrogatories 60 days 

after completion of defendants' document production). Accordingly, the contention 

interrogatories should be quashed. 

I. The CIDs Implicate Documents and Information Protected Under Various 
Applicable Privileges and the Privilege Log Requirement is Itself and Undue 
Burden Under the Facts of this Case 

16 CFR § 2.7(d) states that Petitions to Quash "shall set forth all assertions of privilege." 

The scope of this requirement is unclear. Hannaford and Sweetbay obviously have not reviewed 

all of the documents that are potentially responsive to the CIDs and therefore cannot provide 

specific assertions as to specific documents. Moreover, Hannaford and Sweetbay recognize that 

the CIDs by their terms do not seek privileged information, but instead, expressly permit 
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CERTIFICATE OF SERVICE 

I hereby certify that on this 13th day of December, 2010, I caused the original and twelve 

(12) copies of Hannaford Bros. Co. and Kash n' Karry Food Stores, Inc.'s Petition to Quash or, 

Alternatively, Limit Civil Investigative Demands with attached exhibits to be hand delivered to 

the Secretary of the Federal Trade Commission at the following address: 

Federal Trade Commission 
600 Pennsylvania Ave., NW, 


