Office of the Secretary

April 20, 2012

VIA E-MAIL AND CO URIER DELIVERY

Claudia Callaway, Esq.

Christina Grigorian, Esq.

Julian Dayal, Esq.

Katten Muchin Rosenman LLP

2900 K Street, N.W.

North Tower - Suite 200

Washington, D.C. 20007

E-mail: claudia.callaway @kattenlaw.com

RE: LabMD, Inc.’s Petition to Limit oQuash the Civil Investigative Demagrahd
Michael J. Daugherty’s Petition to Litror Quash the Civil Investigative Demand

Dear Ms. Callaway, Ms. Grigorian, and Mr. Dayal:

On January 10, 2012,dlFederal Trade Commissi (“FTC” or “Commission”)
received the above Petitions @lley LabMD, Inc. (“LabMD”) awl its President, Michael
J. Daugherty (collectively, “Petitioners™his letter advises you of the Commission’s
disposition of the Petitions, effected througts ruling by Comnssioner Julie Brill,
acting as the Commission’s delegate.

For the reasons explained below, thé&ti®as are denied. You may request review
of this ruling bythe full Commissiorf.Any such request must fiked with the Secretary
of the Commission within three dagfter service of this letter rulifgThe timely filing

! Seel6 C.F.R. § 2.7(d)(4).
216 C.F.R. 8§ 2.7().

%1d. This ruling is being delivered by e-maihd courier delivery. The e-mail copy is
provided as a courtesy, a



of a request for review by the full Commissioakimot stay the retm dates established
by this ruling?

l. INTRODUCTION

The FTC commenced its invegation into the adequa@f LabMD’s information
security practices in Janua2@10, after a LabMD file halleen discovered on a peer-to-
peer (“P2P”) file sharing networkThe file, which Petitioners call the “1,718 File”
because it is 1,718 pages long, is a spreatsiibealth insurance billing information for
uropathology and microbiology rdieal tests of around 9,000tgnts. It contains highly
sensitive information aboutélse consumers, including:

. Name,;

. Social Security Number;

. Date of birth;

. Health insurance provider and policy number; and
. Standardized medical treatment cobles.

Such information can be misused to harm consumers.

The purpose of the investigation isdetermine whether Petitioners violated the
FTC Act by engaging in deceptive or unfaats or practices relating to privacy or
information security. Té inquiry is authorized by Restion File No. P954807, which
provides for the use of compulsory procesmvestigations opotential Section 5
violations involving “consumer pracy and/or data security.”

would have to be filed shalibe calculated from the t'aon which you receive the
original letter by courier delivery.

*1d.

> P2P programs allow users to form netwoskth others using the same or a compatible
P2P program. Such programs allow users tadoand retrieve files of interest to them
that are stored on computers of other users on the networks.

¢ LabMD Pet., Ex. C, at Fig. 4. Becauke LabMD and DaughertPetitions make the
same arguments (the Petitions differ onlg@tails about the submitter), we generally
cite only to LabMD’s Petition.



The investigation began with volunganformation requests for documents and
information about LabMD’s information setty policies, procedures, practices, and
training generally, as well asformation about security andents, including, but not
limited to, the discovery of the 1,718d-on P2P networks. In response, LabMD
produced hundreds of pages of documentduding supplements and responses to
follow-up questions. Teomplete the investigation, stafquested issuance of CIDs to
LabMD and Michael J. Daugherty, LabMD'’s President.

The Commission issued the CIDs on Decentil, 2011. Both require testimony
relating to information securityolicies, practices, trainingnd procedures. They also
include a limited number of interrogatoriesitiequire Petitionen® identify documents
used by the witnessespoepare for their testimornyThe LabMD CID also includes a
single document request asking for only thdscuments that were both identified in
response to the CID’s interrogatories and hat been previously produced to staff.

Petitioners seek to quash or limit the Cliscause, they claim, the CIDs “appear
to be premised on” the download of the BFile (hereinafter, the “File disclosure”).
Their principal objection relates to the meofghe investigation. In particular, they
contend (without citing any authority) thlie Commission must have a “justifiable”
belief that a law violation lsaoccurred before it can issue CIDs, and that the File
disclosure cannot support suglbelief. They claim that tHeile disclosure occurred not
because LabMD failed to imginent reasonable and approf@isecurity measures, but
because the company wie victim of an illegal intrusn conducted by Tiversa (a P2P
information technology and investigatiomaees company) and Dartmouth College
faculty using Tiversa’s powerfiP2P searching technologFurther, Petitioners argue
that no actual harm to consumegsulted from the File disclosuteAccordingly, they

"LabMD Pet., Ex. A.
¢ LabMD Pet., Ex. A.
® LabMD Pet., at 1.

19 petitioners claim that in the courseaobDepartment of Hoeland Security-funded
research project, Professor M. Eric JohngbDartmouth College’s Tuck School of
Business and Tiversa used Tiversa’'s P2Pchaag technology to search for and then






Agencies have wide latitude to determineatvimformation is relevant to their law
enforcement investigations and are not negiito have “a justifiable belief that
wrongdoing has actually occurred,” as Petitioners claias the D.C. Circuit has stated,
“The standard for judging relevancy in avestigatory proceeding is more relaxed than
in an adjudicatory one . . . . The requesteten, therefore, need only be relevant to
theinvestigation- the boundary of which may be dedd quite generally, as it was in the
Commission’s resolution heré®Agencies thus have “exme breadth” in conducting
their investigations’ and “in light of [this] broad defence . . ., it is essentially the
respondent’s burden to show tltla¢ information is irrelevant®

B. The CIDs satisfy tte foregoing standards

Petitioners argue that the CIDs are imprdpe several reasons. In particular, they
claim no law violation coulthave occurred, by arguing that: (1) not even “perfect”
security measures (let alone the reasanabturity measureastdard the Commission
uses to determine whether a law violatioryrhave occurred) could have prevented the
File disclosure because Tiga's technology “can penate even the most robust
network security,”



The Commission is not required,aprecondition to conducting a law
enforcement investigation, to make a showthmgj it is likely that a law violation has
occurred. The D.C. Circudonfirmed this point irFTC v. Texaco, Incwhen it stated,

“[lln the pre-complaint stag@&n investigating agency is der no obligation to propound

a narrowly focused theory of aggible future case . ... Theurt must not lose sight of
the fact that the agency is mby exercising its legitimate righo determine the facts, and
that a complaint may notpd need not, ever issu&.Here, Petitioners seek to quash the
CIDs by asserting that LabMD'’s practicesshbave been reasonable under the FTC Act
because the 1,718 File was retrieved gidiiversa’s powerfulearching technology.
Accepting this argument woufarevent the Commission from exploring relevant issues
bearing on reasonablenessch as, for example, winetr the company’s security
practices could have prevented the 1,Fil& from being retrieved using the common
P2P programs that are usedrbjlions of computer users eaday or whether there were
readily available security measures LabMB@ dot implement that would have prevented
even Tiversa'’s technology from successfuéifrieving the file. Although such evidence
(if it exists at all) could urefmine their reasonablenesaini, Petitioners nonetheless
argue that the Commission cannot use ClDsvestigate whethahe evidence exists
unless it already has reason to believe it does.ekor this reason, Petitioners’ argument
that the strength of TiversaP2P searching technologyepludes the possibility that a

law violation occurred, regardless of ttate of LabMD’s security, must fail.

Similarly, Petitioners’ assgon that no law violatioran have occurred because
no actual harm has been shown also fails becausler Section 5, a failure to implement
reasonable security measures may be #aruact or practice if the failure lkely to
cause harm. No showing of actual harm is neétled.

Both arguments conflate the purposeadID with the purpose of a future
potential complaint. A CID caanly compel information nesegary for an investigation,
and the investigation may or may nasu in allegations of a law violatiof.

20555 F.2d 862, 874 (D.C. €i1977). This holding frorifexacchas been repeatedly
reaffirmed, most recently IRTC v. Church & Dwight747 F. Supp. 2d 3, &ff'd, 2011
U.S. App. LEXIS 24587 (BC. Cir. Dec. 13, 2011).

215 U.S.C. § 45(n) (an unfair ptaee is one that “causes isrlikely to causeubstantial






Furthermore, to the extent that the CIDB fm narrative responses, they merely require
Petitioners to identify daonents related to the requestestimony. In fact, there is only
one specification that requires the production of



and also that the resolution may defineithestigation generally, need not state the
purpose with specificity, and need notitieo any particular theory of violatiofi.

Despite this, Petitioners object that Raton File No. P98807 did not provide
sufficient notice of the purpose and scope ofitlvestigation, and they further claim that
this resolution is inadequate under trensiard developed by the D.C. CircuitimC v.
Carter, 636 F.2d 781, 788 (D.C. Cir. 1980).

Petitioners’ first argument reads the goweg standard too narrowly. Resolution
File No. P954807 authorizesetluse of compulsory process:

to determine whether unnamed personsngaships, corporations, or others are
engaged in, or may have engaged in, decetivunfair acts or practices related to
consumer privacy and/or data securitypimaffecting commes in violation of
Section 5 of the Federal Trade Comnussict, 15 U.S.C. § 45, as amendéd.

This general statement of the purpose socape of the investigation is more than
sufficient under the standard for such resohs and courts have enforced compulsory
process issued under sianly broad resolution®’

Petitioners’ reliance o@arteris also misplaced. Whil€arter held that a bare
reference to Section 5, withbonore, “would not serve vegpecific notice of purpose,”
the Court approved the resolutiat issue in that case, ndithat it also referred to
specific statutory provisionsf the Cigarette Labeling amstivertising Act, and further

3% Invention Submissio®65 F.2d at 1090Fexaco 555 F.2d at 874 & n.2&TC v. Nat'l
Claims Serv., IngNo. S 98-283 FCD DAD1999 WL 819640, at *2E.D. Cal. Feb. 9,
1999) (citingEPA v. Alyeska Pipeline Serv. C836 F.2d 443, 47{®th Cir. 1988)).

31 LabMD Pet., at 10-12.
32 LabMD Pet., Ex. A.

%3 See FTC v. Nat'l Claims Senl999 WL 819640, at *2 (fiding omnibus resolution
referring to FTC Act and Fair €dit Reporting Act sufficientf=TC v. O’Connell Assoc.,
Inc., 828 F. Supp. 165, 171 (EMY. 1993) (enforcing CIDs issued pursuant to omnibus
resolution). The Commission has repeated|gcted similar arguments about such
omnibus resolutionsSee, e.gFirefighters Charitable FoundNo. 102-3023, at 4 (Sept.
23, 2010)D. R. Horton, Ing Nos. 102-3050, 102-3054t 4 (July 12, 2010VS
Caremark Corp.No. 072-3119, at 4 (Dec. 3, 2008).
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related it to the subject matter of the investigatfonith this additionhinformation, the
Court felt “comfortably apprised of the pages of the investigation and the subpoenas
issued in its pursuit . . .>”

The resolution herdike the one irCarter, does not cite solely to Section 5, but
also recites the subject matter of the invesitiga “deceptive or unfair acts or practices
related to consumer privacy and/or data ggcli Since the resoliion here discloses the
subject matter of the investigation iddation to invoking Seion 5, the resolution
provides notice sufficient und@arter of the purpose and scopgthe investigation.

As a final note, the history of thevestigation itself undermines Petitioners’

argument that the present ClBs not sufficiently advise thewf the nature and scope of
the investigation. Petitioners ha
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proceeded againstsultaneously by morthan one agendy.Second, courts rarely hold
that one federal statute impliedly repeals bapbecause “‘when two statutes are capable
of co-existence, it is the duty of the ctaur. . to regard each as effectiv&. Thus,

repeals by implication will onle found where the Congressibimaent to effect such a
repeal is “clear and manifest.”

Petitioners can point to no such “cleamanifest” evidence that Congress
intended HIPAA or its rules to displace tR€C Act. The authority Petitioners cite for
the proposition that HHS has exclusivesdiction does not address such refe@b the
contrary, there is ample evidaagainst such implied repegbr one, the same authority
cited by Petitioners — the preamble to thiedtty Rule — expressly provides that entities
covered by that Rule are “also subjecotber federal statutes and regulatiofisAlso,
this preamble includes an “Implied Repeal Atséd,” which is silent as to any implied
repeal of the FTC A¢Y. Recent legislation shows that, if anything, Congress intended the
FTC and HHS to work collabatigely to address potential paey and data security risks
related to health information. The Ameridaacovery and ReinvestmieAct of 2009, for
instance, required HHS and the FTC teaelep harmonized rules for data breach
notifications by HIPAA-coveed and non-HIPAA-covetkeentities, respectivel\see74

“2FTC v. Cement Inst333 U.S. 683, 694 (1948)ee alsdrexacq 555 F.2d at 881
(“[T]his is an era of oerlapping agency jurisdictioinder different statutory
mandates.”)Thompson Med. Co. v. FTZ91 F.2d 189, 192 (K. Cir. 1986). Because
agencies have overlapping jurisdiction, tlodten work together. For instance, the FTC
and HHS collaborated on the investiga of CVS Caremark CorporatioBeeCVS
Caremark Corp.No. 072-3119, af (Aug. 6, 2008).

3 Radzanower v. Touche Ross & (426 U.S. 148, 155 (1976) (quotiMprton v.
Mancari, 417 U.S. 535, 551 (1974)).

4 d. at 154.

> LabMD Pet., at 12 (citing 65ed. Reg. 82,462, 82,472&B. 28, 2000)). This Federal
Register notice is the Notice of PubliclBmaking for the Privacy and Security Rules
under HIPAA. The excerpt cited by Petitioae&oes not address the scope of HHS’
enforcement jurisdiction, but rather disses the delegation of enforcement authority
from the Secretary of HHS to HHS’ Officerf@ivil Rights. 65 Fed. Reg. 82,472 (Dec.
28, 2000).

%65 Fed. Reg. 82,4682,481 (Dec. 28, 2000).

*"1d. at 82,481-487.
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Fed. Reg. 42,962, 42,962-63 (Aug. 25, 200%us, HIPAA and its Rules do not serve to
repeal FTC jurisdiction, which is osapping and concurrent to HHS'.

This is particularly appropriate wheges here, the consumer information at issue
included more than just health informatidine consumer information exposed in the
1,718 File also included names, Social $gmumbers, and dates of birth. While this
information can be considered PHI un###PAA when combied with health
information, the information elrly exposes consumers to the risk of identity theft and is
exactly the kind of sensitive personal infation that the Commission is charged with
protecting under Section 5 tife FTC Act and other staad. Petitioners have provided
no proper basis to challenge the invediign as an exercise of the Commission’s
jurisdiction under these authorities.

.  CONCLUSION AND ORDER

For the foregoing reasoris, IS HEREBY ORDERED THAT LabMD, Inc.’s
Petition to Limit or Quash the Civihlvestigative Demand be, and herebyDENIED;
and

IT IS FURTHER ORDERED THAT Michael J. Daugherty’s Petition to Limit
or Quash the Civil Investigae Demand be, and hereby BENIED ; and

IT IS FURTHER ORDERED THAT Commission staff may reschedule the
investigational hearings of LabMD and MichdeDaugherty at such dates and times as
they may direct in writing, imccordance with the powedslegated to them by 16 C.F.R.
8 2.9(b)(6); and

IT IS FURTHER ORDERED THAT all other responses tbe specifications in
the Civil Investigative Demands to LabMD clrand Michael J. Daugherty must now be
produced on or before May 11, 2012.

By direction of the Commission.

Donald S. Clark
Secretary
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