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FEDERAL TRADE COMMISSION

In the Matter of: )
)  Docket No.:  P-954807

PUBLIC WORKSHOP ON CONSUMER   )
PRIVACY ON THE GLOBAL         )
INFORMATION INFRASTRUCTURE    )

Wednesday,   
May 5, 1996       

Room 432
          Federal Trade Commission  

601 Pennsylvania Avenue, N.W.
Washington, D.C.

The above-entitled matter came on for hearing,

pursuant to notice, at 9:03 a.m.

BEFORE:  ROBERT PITOFSKY, Chairman
         JANET D. STEIGER, Commissioner
         CHRISTINE A. VARNEY, Commissioner
         C. LEE PEELER, Moderator
         JODIE BERNSTEIN, Director
            Bureau of Consumer Protection

APPEARANCES:

SESSION 1

REPRESENTATIVE BOB FRANKS, New Jersey
REPRESENTATIVE EDWARD J. MARKEY, Massachusetts
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JOHN KAMP, Senior Vice President, Washington
     Office, American Association of Advertising
     Agents
DANIEL L. JAFFE, Executive Vice President,
     Government Relations, Association of
     National Advertisers, Inc.
KATHRYN MONTGOMERY, President and Co-Founder,
    Center for Medial Education
CELESTE A. CLARK, Vice President, Kellogg Company
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Congressman Bob Franks is in his second term from1

New Jersey.  He is serving on the Budget and Transportation2

Infrastructure Committees in the House.  3

Congressman Franks is the sponsor of the Children's4

Privacy Protection and Parental Empowerment Act of 1996,5

which he recently introduced.  The bill has the backing of6

consumer, religious and privacy groups from across the7

political spectrum, including several of today's panelists. 8

Congressman Franks has brought together an unusual array of9

supporters for his bill, not the usual coalitions that we10

see.11

First, we would like to hear from Congressman12

Markey, and it's a particular pleasure to welcome you,13

having worked with you on several issues over the years. 14

Thank you for coming.15

CONGRESSMAN MARKEY:  Thank you, Christine, very16

much.   Mr. Chairman, and all who are gathered, and to my17

colleague, Congressman Franks.  My congratulations for all18

of the great work which he is doing on these very important19

issues.20

Good morning.  Thank you very much for inviting me21

to be with you here today.  The issue of privacy in the22

information age and in particular, children's privacy23

protection, is quite timely as the nation becomes ever more24

linked to the Internet.  It is important that we tackle25
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hobbies, buying habits, financial information, health1

information, who they contact and converse with, when and2

for how long.3

In short, that wondrous wire may also allow4

digital desperadoes to roam the electronic frontier5

unchecked by any high tech sheriff or adherence to any code6

of electronic ethics.7

It is this issue of personal information hijacking8

that we are concerned about, and we are obviously concerned9

with kids are the target.10

As many of you know, I have long battled to11

establish privacy protections in the telecommunications12

arena.  I fought successfully to include privacy provisions13

in the recently signed Telecommunications Act that was based14

upon legislation that I previously passed through the House15

of Representatives in 1994.  16

In fact, in the Telecommunications Act, I was able17

to convince my colleagues to greatly expand the privacy18

protections traditionally accorded consumers of telephone19

services.20

In short, the Telecommunications Act recognizes21

that many additional players in the telecommunications22

industry will now be privy to personal information similar23

to what telephone companies can obtain.  For this reason,24

the Act extends privacy protections to residential consumer25
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and ensures that all telecommunications carriers -- rather1

than simply local phone companies -- are prohibited from2

utilizing personal consumer information except in narrowly3

tailored circumstances, such as to render and bill service,4

or with the approval of the user.5

It is becoming increasingly apparent, however,6

that the existing privacy protections granted to consumers7

with respect to information gathered by telecommunications8

carriers are not alone sufficient to protect consumer9

privacy rights.  Further protections are needed to ensure10

that privacy rights are retained and respected in cyberspace11

by other entities doing business there as well.12

In addition to my work on telecommunications13

privacy, I also have spent considerable time fighting to14

maximize the benefits of the information revolution for15

children.  Last week, I sent a letter to the Federal16

Communications Commission with the signature of 220 members17

of the House of Representatives -- a majority of the 18

House -- requesting that the agency adopt a minimum standard19

as part of the Children's Television Act.  This minimum20

standard would require America's television broadcasters to21

air at least three hours per week of educational and22

informational programming directed at the children of the23

United States.24
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In addition, I have advocated establishing1

learning links to schools and libraries.  I believe that the2

very telecommunications companies to whom so much3

opportunity has been given in the Telecommunications Act4

have an obligation to harness a small portion of their5

economic activity to do something noble and necessary to6

prepare the next generation of Americans for the fiercely7

competitive global economy of the future.8

Thirdly, I fought over a number of years to get9

the TV industry to adopt the V-chip, and finally won its10

approval as part of the Telecommunications Act.  The V-chip11

will allow parents, in a First Amendment friendly way, to12

exercise the marketplace option of turning off TV content13

that they believe is inappropriate for their young daughter14

or son.15

Yet, the V-chip will only work because the16

television industry decided earlier this year that, rather17

than further opposing it as a concept and litigating it ad18

infinitum, that they would work with parents to give them19

the information and tools they needed to make informed20

decisions.  I think that model is quite instructive in this21

situation.22

The issue of children's privacy, and indeed,23

adults' privacy in an electronic environment, must find its24

ultimate solution in technology, industry action, government25
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oversight or regulation, or some combination of any or all1

of the above.2

Without question, the issues posed here today are3

tremendously complex.  The ever-evolving nature of the4

Internet does not lend itself to easy solutions.  My5

colleague, Congressman Bob Franks, has recently introduced6

legislation to help protect kids from harm and deceptive7

marketing practices.  I want to commend him and congratulate8

him for his work, and I agree 100 percent with the goals of9

his bill.  It's application, however, to the Internet, as10

distinct from other electronic media, is problematic in11

certain ways.12

Being able to distinguish, for instance, a child13

from an adult in an online environment is quite difficult. 14

Determining the age of the user behind the model is tough to15

do as well.  Imposing criminal penalties for the16

distribution or receipt of personal information where the17

recipient of that information has reason to believe that it18

will be used to abuse a child is commendable.  I would note,19

however, that it is hard to enforce because no standard20

exist in the bill to ascertain the level of knowledge21

necessary to meet this requirement.22

This leaves the citizenry of the Net not knowing23

their obligations.  Many World Wide Web sites collect24

information for distributing content electronically and25
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often exchange such E-mailing lists.  Do they have reason to1

believe when they exchange such lists that this data may end2

up in the hands of unscrupulous people?3

Again, how best to protect kids is a complex4

issue.  How to put teeth into privacy protections is also5

important to figure out.  What may have worked for privacy6

protections or parental empowerment in the phone or cable or7

TV industry may not adequately serve as the model when these8

technologies converge.  Therefore I believe we must pursue9

other alternatives.10

I suggest that we step back from all the11

complexity for a moment and focus instead on the core12

principles that we want to advance.13

We must recognize that children's privacy is a14

subset of a parent's privacy rights.  I believe that15

regardless of the technology that consumers use, their16

privacy rights and expectations remain a constant.  Whether17

they are using a phone, a TV clicker, a satellite dish, or a18

modem, every consumer should enjoy a privacy Bill of Rights19

for the information age.  These core rights are embodied in20

a proposal I have advocated for many years and I call it21

"Knowledge, Notice and No." 22

In short, irrespective of the telecommunications23

medium that consumers use, they should get the following24

three basic rights.25
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game, is wrong, just plain wrong.  We must say it is wrong1

and the industry itself should condemn such practices.2

The telecommunications industry is full of3

talented individuals and they can clearly help to find4

solutions and thereby limit the need for government action. 5

For instance, in my congressional district in Massachusetts6

a company called Microsystems has developed Cyber Patrol to7

help parents better supervise their kids' activities online. 8

Software that helps establish privacy preference on the9

Internet that adequately gives consumers the tools they need10

to prevent the unwanted dissemination of their personal data11

is clearly needed.12

I implore the industry to act swiftly because the13

current situation is utterly unacceptable.  At risk is14

consumer confidence in the medium itself. When consumer15

confidence plummets so will economic activity on the16

Internet.17

My legislation will establish "Knowledge, Notice,18

and No" as the goal and will require government action where19

the technology or the industry fail to protect consumers and20

kids.21

I look forward to working with the Commission on22

finding a solution.  I welcome as well consumer as well as23

industry input into further developing my legislative24

proposal.  And I want to work with my colleagues in Congress25
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promote the privacy issues that I think all of us recognize1

as a democracy are absolutely essential.  2

His leadership in this area has been unmatched and3

I am delighted to hear that he too believes, as so many of4

us do, that action needs to be taken.5

Let me further recognize the leadership of the6

Federal Trade Commission by convening a group like this,7

made up of both industry groups and concerned citizens who8

recognize that there are challenges and opportunities ahead,9

that if we work together we can serve everyone's interest. 10

This is not an instance where it appears to me that the11

industry is denying that there are not potential problems12

out there.  This is an instance where industry is talking to13

other concerned groups, looking to try to find a mutually14

agreeable way to navigate some very challenging waters.15

But I do particularly want to congratulate the FTC16

for yesterday and today's hearings on this issue, which is a17

growing concern to parents throughout our country.18

While the information age has opened up exciting19

opportunities for all Americans, it is indeed exposing our20

children to some new and unique neighbors.  One of the risks21

that's been made painfully clear in recent weeks is the risk22

that comes from the sale of personal and sensitive23

information about our children by various list vendors. 24
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Commercial list brokers have compiled elaborate databases on1

virtually every child in America.2

And as Congressman Markey noted, they gathered3

children's names, their ages, their addresses, their4

telephone numbers, and sometimes even information about5

their favorite product, their personal likes, their6

dislikes.  7

What is important to understand is that parents8

don't realize when they sign up to have their child become s9

member of a fast food chain's birthday club, or have their10

children's photos snapped at a local child photography11

studio, or when a child enters a contest on the Internet,12

all of the information that that child provides can and13

often does wind up in the hands of list brokers.14

All of this personal information about our15

children is for sale to anyone at virtually anytime.  The16

potential threat to our children from the wholly unregulated17

and ready access to personal and sensitive information about18

children was dramatically demonstrated last month when a Los19

Angeles television reporter purchased a list of the20

addresses and phone numbers for some 5,000 children living21

in the Los Angeles area.  The order was placed in the name22

of a man currently today on trial for the kidnapping and23

murder of 12-year-old Polly Klaas.24
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We must act now to protect our children before a1

real murderer or child molester buys a list of potential2

victims.  3

Last month, I introduced legislation that would4

ensure that personal information about a child could no5

longer be bought and sold without a parent's consent.  The6

bill is enjoying broad bipartisan support, and it's been7

introduced in the United States Senate by Senator Diane8

Feinstein from California.9

The Children's Privacy, Detection and Parental10

Empowerment Act would give parents the right to compel list11

brokers to release to them all the information that has been12

compiled about their child.  Moreover, the list vendor would13

have to turn over to the parents the name of anyone to whom14

they have distributed personal information about their15

child.  16

In addition, the bill would require list vendors17

to be more diligent about verifying the identity of those18

seeking to buy lists of children.   Specifically, it would19

be a criminal offense for a list vendor to provide personal20

information about children to anyone that it has reason to21

believe would use that information to harm a child.22

In today's high tech information age when access23

about information on our personal lives is just a key stroke24

or a telephone call away we have an ongoing obligation to25
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characters, and boxes from our different locations from1

around the world.  2

In addition to that we have the Kellogg store,3

clearly designated as a store, in which consumers are4

offered Kellogg character merchandise.  And I am going to5

talk a little bit more later about that.  6

The next area is the Kellogg University that's7

under construction.  The intent there is to be able to ask8

an expert more in depth questions about nutrition and our9

products and the contribution that they make to a healthy10

lifestyle.11

The last area, the brand-specific promotions, is12

also under construction, and we are busy working on that to13

have that up and running very soon, and that's an area I am14

sure that is of a lot of interest.15

Regarding data collection, we collect data in both16

the clubhouse and the store.  In the clubhouse, there is a17

general online market research questionnaire.  Providing a18

response to this questionnaire is optional and does not19

limit access to the clubhouse.  All of the information20

gathered from the questionnaire is secured by various21

computer codes and is not available to the public or to22

anyone else except our online agency, who will probably be23

talking a little bit more about what we do to provide24

security.25
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We currently do not have any products for children1

or that are targeted to children on the Web.  And as we move2

into that area we have a number of products in progress.  We3

are trying to make an effort to take a proactive and4

responsible stance and action in terms of making sure that5

we provide a safe online experience for children.  6

The key issues seems to be not the fact that data7

is collected, since that seems to be necessary in an8

interactive environment such as the Web, the key issue seems9

to be intent in what data is collected and the uses that10

it's for, and we are here to take a stance in making sure11

that we know what that is, and that we contribute to a12

responsible use of that data.  13

Thank you.  14

MR. PEELER:  Thank you.  Victor.15

MR. ZIMMERMANN:  My name is Victor Zimmermann. I16

am the Senior Vice President of the consumer business unit17

for Ingenius.  Ingenius is a joint venture between PCI and18

Reuters Media, and we produce interactive multimedia content19

for children which is delivered to both the school20

marketplace as well as the consumer marketplace.21

We deliver through several different platforms,22

including cable TV, direct broadcast satellites on TV as23

well as the Web environment.24
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context of current events.  We use avatars in that content1

to relate to the children.  We collect certain data such as2

the child's name, their E-mail address, the city and state3

where they live in, and their online password, which we ask4

them to make up in order that they can be a part of our5

moderated chat sessions.6

That concept, that information is used so that we7

can, one, know what market we are really targeting so that8

we know when we are targeting an 8 to 14-year-old age group9

that we are actually hitting that age group through their10

feedback.  11

Number two, the data is in an aggregate form when12

it is used for advertisers so that we can quantify basically13

just the number of eyeballs that reach our site.  Again,14

advertising is used to support the production of that15

content.  16

Thirdly, we look at the purpose of what we are17

trying to accomplish with children, and that is that the18

purpose of the product should be to provide both an19

educational balance as well as an entertainment balance and20

vice-versa, and our mission is to do just that:  to21

entertain with a twist and to educate in an entertainment22

Web.23

Some of the issues that we see as far as our24

characters that we have developed, we see those characters25
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as a way for kids to interact and engage in the content.  We1

think that there is a fine line with that.  If we cross the2

line and a character says, "Come to the store and buy a T-3

shirt," we see that as inappropriate.  4

MR. PEELER:  Could you summarize?  5

MR. ZIMMERMANN:  Sure, sure.6

To summarize the questions that we see in the7

industry we use as a self-regulating guideline.  We look to8

television, we look at magazines, we look at, I think,9

consumer software, where we are in the gaming area, for10

example, kids' addresses are collected as a way to target11

them according to their individual needs and desires. 12

We support self-regulation as a company, and we13

certainly support the direction and focus that these14

hearings have highlighted, and we look forward to working15

with the members of the FTC and other industry individuals16

in pursuing the correct way to explore this new media.17

MR. PEELER:  Thank you.18

Brian.19

MR. EK:  Thank you very much.20

I want to begin by saying that Prodigy for years21

has followed what Congressman Markey suggested.  "Knowledge,22

Notice, and No" has been part of our operating practices and23

part of a formal privacy policy, which I signed as a24

condition of employment at Prodigy for a number of years.25
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In the case of marketing to children, in Prodigy's1

perspective, we were the first company essentially to deal2

with the issue.  We were the first family service.  We were3

the first with advertisements.  We were the first to have4

child-specific content, and we were the first to mass an5

audience of almost 400,000 under 18 members.  6

I can tell you that in practice very little, if7

any information, is collected by Prodigy about children.  I8

want to go into a little history as far as why that's the9

case, why the industry is changing, and what we need to look10

at in the future.  11

When Prodigy began in mid 1980s, we were very12

conservative in our approach to advertising to children.  I13

can attribute this to several factors: our corporate14

parents, our own management, our very stringent approach to15

consumer privacy, but perhaps most important of all, in the16

early days of online services in the Internet, the medium17

from its advertising perspective and marketing perspective18

was transactionally driven.  19

What marketers were most interested in doing was20

getting the consumer to actually make the purchase online21

right then and there.  I mean, that was the benefit of the22

medium.  Image-based advertising, especially considering the23

fact that the Internet market was so small back in the late24
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Now, with the widening popularity of the Internet1

we have more kids online.  Indirect advertising for2

purchasing offline is starting to gain steam.  So is the3

practice of using the Net guard to gather market4

intelligence. 5

We believe that marketers should not try to go6

around parents in soliciting information from children.  We7

believe that advertising in marketing should not in anyway8

masquerade as editorial.  It should be clearly marked in a9

way that children could distinguish.  We fully support10

technologies and technology-based solutions that will give11

households control over the data collection and use as it12

pertains to children.13

I thought it was particularly interesting though14

that there is a balance that I would like to give to the15

group that we consider today.  When I was preparing to come16

down here my 14-year-old daughter said that she would very17

much like to talk to the children on the panel.  18

That perhaps may be an idea for a focus group as19

we go forward.  But the fact of the matter is, that children20

are consumers too.  From the day they get their very first21

allowance, they are marketed to in school yards, in schools,22

at home, and at recreation.  It's a fact of life; they are23

consumers.  And as we ponder what to do here, granted there24

need to be some very careful solutions and some very25
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market to an individual rather than to a group of people,1

and that you develop a personal relationship with that2

individual. This is a practice that we believe holds some3

potential problems for children in the way that it's4

evolving, and I think we need to understand the context in5

which this is being designed.6

This new medium is also one that does not have a7

regular structure or a set of safeguards as we have in, for8

example, television where you weren't allowed to have a host9

of a television program pitch directly to a child viewer,10

and that there is clear separation of editorial, program,11

and of advertising, and there are rules about that.12

This is a medium that has unprecedented ability to13

collect information from children both in a voluntary way --14

we will describe later -- and in a way that is done through15

the technology, and most of you know that the technology16

that's developing is very sophisticated and will be able to17

collect rather enormous amounts of information. 18

So I am looking forward to the discussion and the19

dialogue today.  I think it's going to be very, very20

important that we have a candid discussion of the practices21

that are taking place, and a thoughtful discussion of the22

kinds of safeguards that need to be developed in order to23

ensure that children's privacy is really meaningfully24

protected in this new environment.  25
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MR. PEELER:  Thank you.1

One of the issues that keeps coming up repeatedly2

is the fact that in this new environment it is possible for3

the marketer to collect not only information about what a4

consumer buys but also what a consumer looks at.  5

And Peter Harter addressed briefly yesterday on6

the privacy panel, the cookie technology.  I wonder if you7

could talk for a few minutes about what the implications of8

the cookie technology are for concern about children's9

privacy on the Internet.10

MR. HARTER:  Good morning.  I am Peter Harter from11

Netscape Communications.  I am happy to be back here for the12

second day.  I was pleased to read this morning in today's13

Washington Post, "Curbs on cyberspace as proposed," and the14

first line, "Should SPAM be jammed and cookies be crumbled15

on the Internet?"16

(Laughter.)17

I guess all this Internet stuff is really an18

industry because we are the subject of hyperbole, either by19

journalists or Paul Fishen, so I guess we have arrived. 20

I was also pleased to read something of a mantra21

back in California that typical issues, including potential22

new regulations, are a snake or an opportunity.  And I said23

yesterday that "Privacy is somewhat of a snake, but a snake24

can be an opportunity.  And if a company can offer better25
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privacy to customers than others do, they will benefit in1

the long run."2

I repeat that today because I think it's an3

important consideration.  People back in Mountain View are4

very young.  Arthur Greisen, when he put Mosaic together a5

few years ago, was only 23.  The engineers I work with are6

figuring out how to deal with new regulatory issues and new7

legislation, a legislative code, if you will.  They are my8

age or younger, and they are having kids.  So they identify9

with those issues.10

But the code they write, even though some people11

hold that the computer creates de facto policy, there always12

has been rules on Internet.  You can look at this month's13

Harvard Business Review, and they talk about rules on the14

Net, Neticat SPAMming, and not changing the discussion, Fred15

Lisser and his group, the last line in the Harvard Business16

Review, "In cyberspace, the real power will lie with those17

who make the rules."  18

Hopefully industry will realize that competitive19

advantage is by de facto rulemaking, and I think we have20

already seen that take place with traditional companies21

shifting over to Internet technologies.  You read about22

these headlines in the business papers.  23
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But it really is an important factor in looking at1

these difficult issues of how to protect the interests of2

children in cyberspace.  3

And I want to comment on a few points made by our4

speakers who kicked off this morning's panel before we run5

out of time.  I will be brief.6

MR. PEELER:  Very brief.7

MR. HARTER:  Senator Markey said that children's8

rights are a subset of the parent's rights.  And when a9

child goes to a site and wants to transact or get asked this10

information, if their rights are presented to the Web site11

in advance through a certificate or a particular I.D. that's12

encrypted, I think that parental consent would be given in13

advance and the Web site operator would know whether or not14

the child is authorized to do what the Web site offers to a15

child.16

And with reference to Mr. Franks and his remarks,17

I think that we have to look at verification of the identity18

of those persons that are reflected -- that the list brokers19

have information about.  Is he talking about U.S. children,20

Canadian children, and how many children there are in the21

world?22

Verification will depend upon authenticity, data23

integrity which also needs encryption.  And those of you who24

were here yesterday heard me talk about encryption.  And I25
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MR. STEVENS:  Sure.  First of all, I would like to1

take the opportunity to thank the FTC.  I don't want to miss2

that opportunity.  And  will cut to the chase due to the3

time limits.4

Basically, we think that marketing research with5

children is a good thing.  That is what is necessary to6

provide the products and services that children desire, the7

color of bikes that they want and the styles that they want;8

the TV programming that they want to view.  9

What we have basically done is we have taken, --10

if you are familiar with CTI research, computer telephone11

interviewing, we have taken the most sophisticated research12

engine in the United States, and integrated that into the13

online environment.  That's not a simple thing to do, but we14

have done that.15

And what that does is it gives you a lot of edit16

controls, a lot of checks, a lot of skip pattern that enable17

you to find out who is entering your system and treat that18

appropriately.  19

We are researching children for clients in the20

entertainment industry and consumer goods, packaged goods,21

et cetera.  The process is that we go through parents first. 22

We recruit children to interview through the parents period. 23

We fully disclose the information, who we are, what we are24

doing, the industry that our client is representing, as well25
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deem as inappropriate for children, and we are very1

steadfast in that.  Our clients not only respect that, they2

back us in that.  I think your Fortune 100 clients, who are3

the companies that we deal mostly with, are very conscious4

about staying within the expectations, ethical and moral5

expectations that corporate America has taken upon itself,6

rightly so. 7

I think that this conference and the leadership of8

the FTC is going to help that.  9

In closing, staying within my time limit, I would10

just like to say that we consider ourselves a very moral and11

ethical company.  We would like to see other companies12

provide extremely high standards such as going through13

parents first, getting parental permission to have a child14

participate in a survey, asking the parent to observe, but15

not necessarily to sway the opinions of the responding16

child, but to observe as to the questions that they are17

dealing with.  I think this would also help to deal with the18

cookie issue.  If companies, clients, are allowed better19

quality alternatives to gathering the type of research20

information we are looking for to market to these private21

markets, I think that they would essentially be able to set22

the cookie issue aside, because they have a better, more23

quality option in the research department. 24

Thank you.25
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MR. PEELER:  Craig, very quickly, how do you get1

consent from the parent if the child is coming to your area?2

MR. STEVENS:  If a child comes into the area, we3

have what I was describing as our Dynamics Screen, a pre-4

screener, in which one of the first questions that we do ask5

is age.  If they indicate that they are between the ages of6

whatever we have established in the que, under 18 years old,7

then they are automatically routed.  They do not get a8

survey period.  They go to this font called content, current9

event area, which is completely safe for children.10

MR. PEELER:  And no information is collected11

there?12

MR. STEVENS:  No.  That is correct.  13

MR. PEELER:  Lucy Lieberman and Gerald O'Connell,14

also design Web sites.  Would you like to tell us a little15

bit about what process is used?16

MS. LIEBERMAN:  Hi.  I am Lucy Lieberman, and I17

work with Magnet, which is in town actually.  18

I guess one of the distinctions I want to make up19

front is the difference between actually asking for20

information and collecting, and that sort of information21

collected through surveys or questions, that sort of thing,22

which we do as purely optional activity. 23

Then there is also the information about what we24

can sort of track behind the scenes, tracking how long25
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people spend on pages, what sections people go to and just1

what general habits people have online and how much time2

they are spending.   3

I think the idea of collecting information4

voluntarily is something that does need to be enforced on a5

pretty much voluntary basis.  6

COMMISSIONER VARNEY:  Lucy, tell us a little bit7

about the information that you collect behind the scenes.8

What do you collect behind the scenes, and how do you do it,9

and what do you do with that information?10

MS. LIEBERMAN:  I guess the most direct11

information that we get behind the scenes is just how many,12

just how many pages are accessed how many times.  And by13

comparing that to the structure of the site, you can see how14

many go to the front page, and then you can see how many15

people have gone to the pages that branch off of that, and16

then branches from that.  And then we can also track how17

many times someone who is involved in a certain activity, or18

how many times someone downloads a screen saver, or plays a19

game, or won a game, or lost a game.  20

COMMISSIONER VARNEY:  And you can track that by21

individuals, so you know the person or you know the person's22

password that is used?23

MS. LIEBERMAN:  Yes and no.  24

Tracking it on an individual basis --25
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COMMISSIONER VARNEY:  Yes.1

MS. LIEBERMAN:  -- results in huge, enormous,2

complicated files that are very difficult to actually3

produce information with, and that's one thing that then we4

talk about as not really being that possible right now to5

track -- to track someone in a way that's so efficient that6

you can really break it down to an individual and then7

actually be able to produce a profile based on that.  I8

definitely think that that's where things are headed.  I9

would like to see a computer that can do that now.10

11

COMMISSIONER VARNEY:  And when you collect the12

information behind the scenes it sounds like you are13

collecting it in a non-personally identifiable aggregate14

way.15

MS. LIEBERMAN:  Yes.  16

COMMISSIONER VARNEY:  And what do you do with that17

information? 18

MS. LIEBERMAN:  We don't distribute it.  We use it19

for determining how -- determining what people are20

interested in, and then taking that information and give it21

back to the site.  If people are really into online22

activities, are really into children-like things, then we23

are going to do more of that to encourage people to spend24

more time on Web sites.25
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COMMISSIONER VARNEY:  And do you design sites for1

various companies and manufacturers?2

MS. LIEBERMAN:  Yes.  3

COMMISSIONER VARNEY:  I see. So you give the4

information back to them about what looks like it's working5

and what doesn't look like it's working, or do you just take6

it and modify the sites?  7

MS. LIEBERMAN:  That depends.  Yeah, it's -- it's8

so up in the air, but we definitely are encouraging clients9

to -- to play it safe in a lot of ways.  I mean, we don't10

want to push anybody over the edge, but at the same time we11

want to maintain a real competitiveness.  12

If we have more information that we have13

collected, then we can find out what works and what doesn't,14

and then reapply that back to the site, then that's going to15

make us have a better product, get us more business, and,16

you know, it's all business.  17

COMMISSIONER VARNEY:  Thank you.  18

MR. PEELER:  Mr. O'Connell, would you like to19

comment on that further?20

MR. O'CONNELL:  I'll make two comments.21

I think the first thing is that's probably22

important to recognize what this medium is and what it23

isn't.  And I think we are approaching this medium as one24
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tracked back to specific users and then used in some way to1

solicit some information down the line.  And, in fact, as2

Lucy said, it is infinitely more difficult to do that than3

probably most people who aren't practitioners realize.  It's4

extremely difficult to do that, and on an aggregate basis it5

works if you want to aggregate information that you get back6

to be able to say there is a better way of doing this.  But7

in terms of sticking your hand in somebody's personal8

information, cookie jar, to target that person further down9

the line based on their click stream that you have captured10

is extremely difficult, and not warranted at this point11

anyway.  12

MR. PEELER:  And what about the actual transaction13

data, do you use that to follow up with solicitations, and14

do you use that to follow up the solicitations to children?15

MR. O'CONNELL:  Only -- well, first of all, any16

site that we do will have an opt out type of thing in17

response to -- so that -- and I think that's critical.  I18

would agree with everything that Congressman Markey said19

earlier about who knows.  In fact, they are followed by some20

of the guidelines that I helped author.21

But transactional data can be -- first of all, you22

want to use the transactional data that you collect to make23

sure that you do a good job in terms of getting either the24

information or the product that somebody has ordered from25
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you to that person as quickly and as effectively as1

possible.  2

To the extent that you might follow up to say did3

you get it, did you enjoy it, are we doing a good job for4

you?  Of course you want to use that transaction as any good5

marketer would in terms of whether that's -- if I came into6

a store tomorrow and I bought something from you today, you7

would ask me how is the product working out for you.  So you8

use information that way.  But beyond that, right now we are9

not.  10

MR. PEELER:  Pat?11

MS. FALEY:  Well, I think it's important to12

address what information is collected is also why it is13

collected.  And in talking to our members I am finding that14

the reason that they are collecting the limited amount of15

information they are collecting is to improve the site16

content, to provide things of value to the people who are17

accessing the net and to find out who is, frankly,18

interested in the project and who is interested in the site,19

who is coming there.  20

Our members are very highly respected companies,21

as you know, and, you know, Marketing 101 is -- marketing is22

all about reaching consumers in ways in which they are23

comfortable and certainly our members know it's in their24

interest to do that.  25
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We have a long history of providing products and1

services to children.  Frankly, there has never been an2

instance of a child harmed by the -- you know, the inclusion3

of their name on a commercial mailing list, and I think4

that's very important to note.  Nevertheless, we know this5

is a new medium.  It's an issue we are very concerned about.6

A recent study we did showed that about half of7

our members right now are using Internet for marketing.  Of8

that half only 84 percent of them have been on the medium9

for less than one year.  So I agree with Katherine that this10

is exactly the opportunity, exactly the time when we should11

be addressing these issues, and we are.12

Just one more point.  Someone spoke about asking a13

child their age online, and while, you know, children always14

tell the truth, we are concerned about that.  And one of the15

things that we think is important is to put the choice and16

the control in the hands of the parents, and we believe that17

the best way to do that is to use the empowering18

technologies which you are going to see a little later on19

today where the parent gets the ultimate say in what that20

child does.21

And so I just wanted to make those two points.22

MR. PEELER:  John and then Mary Ellen.  23

MR. KAMP:  As we reach the end of this, I am John24

Kamp from the American Association of Advertising Agencies. 25
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I also want to just respond, and I think Brian has1

already said this, the CASIE guidelines are among those of2

several here that we have been talking about yesterday and3

today, and we will talk more about the guidelines today, but4

his basic notion about the three things, the notice,5

"Knowledge, Notice, and No" are something that I think that6

virtually everyone at this table of both days have7

essentially agreed are good things to do and essentially are8

the paradigms under which we intend to work.  9

COMMISSIONER VARNEY:  Lee, can I just in here for10

a second?11

John, you have I have talked about this before.  I12

think we all do agree that "Knowledge, Notice, and No" is13

the right paradigm.  However, it's, in my view, relatively14

meaningless to expect an 8-year-old to exercise knowledge,15

notice or no.  16

And my question to the panel is, because I think17

it only goes into what is described here as session two, and18

that is everybody here, it seems to me, wants to be very19

responsible when it comes to the collection of information20

from children and what they do with it.  21

But at what point do you need the parents consent22

to collect information from children?  Kellogg has23

identified they won't do transactions, can't order24

merchandise.  The gentleman at the end of the table25



329

Heritage Reporting Corporation
(202) 628-4888

recruited through parents, right.  You clearly get parental1

consent for survey data.  2

But what about the kid's clubhouse?  What about3

the other sites that you are running where you do collect4

information from kids?  Should you get parental consent? 5

Should it depend on what use you put it to whether or not6

you get parental consent?  What age should trigger parental7

consent?  8

I mean, that seems to me to be one of the things9

that we have got to address here, because an 8-year-old, I10

can tell you my 8-year-old will not making a meaningful11

exercise of knowledge, notice, and no.12

MR. PEELER:  Mary Ellen, and then Dan.  13

MS. FISE:  Well, that's not -- that's a nice kind14

of segue into what I wanted to talk about.  And it relates15

also back to Jodie's original comment that this is a16

different medium.  And we recently looked at use of17

information collected from children offline, because I think18

that's a -- it helps us understand at least what parents are19

accustomed to.  And if you look at the types of information20

that is collected, in 14 examples, with the exception of21

one, it all required something from the child be sent back22

in, in some respect.23

And so that contemplates the use of an envelope24

and a stamp, but it also in almost every case required some25
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type of small payment for whatever the free thing that the1

child is getting.  And so that involves a parent.  If not a2

formal consent, it's at least implied consent.  And we3

believe that if you are collecting personal identifiable4

information that's the most critical area.  You always need5

parental consent, and you need it up front before the6

release of information.  You can't allow children to be7

saying, "Yeah, mom said it was okay."  8

MR. PEELER:  Dan.9

MR. JAFFE:  Two things.  I don't think we can give10

you the final answer today because we are working with the11

Children's Advertising Review Unit on the role of trying to12

come up with policies to protect kids that have placed in13

other medium to this medium, and not just merely transfer14

it.  15

MR. PEELER:  Dan, use the mike.16

MR. JAFFE:  I apologize.  What I just said is that17

we are going to have to wait for the Children's Advertising18

Review Unit which is working on these issues to develop a19

definitive answer to these questions.  It has always been20

the organization that the advertising community has used to21

develop policies for protection of children, and we intend22

to do so in this medium as well.23

But I think that what we said yesterday is24

relevant to today.  The desire for written parental consent25
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as some people have asked for.  Some people are saying that1

you just cannot collect this information at all.  In fact,2

the fortunate aspect of this medium is that there is more3

power to control what your kid does on this medium than4

virtually any other.  Parents can control access to the5

computer, access to the Internet.  They can control where6

the kids can and cannot go.  They can track where their kids7

have gone so that they can apply their values to the8

children's activities.  And to an increasing extent, and I9

am sure we will be hearing about this shortly, they can10

control what information can come into the home as well as11

what information can go out.12

So if you don't want your kid to give personal13

information, name, address, any kind of numbers including14

credit card numbers, you can stop that.  You can stop that.15

It's not like on the phone where you find out long16

after the fact where your kid has been or whether they have17

been on the phone or who they have been talking to.  18

COMMISSIONER VARNEY:  Let's talk about that for a19

minute, Dan, because, you know, as you all know I have20

children, and my children don't always do what they are21

told.  I must be the only person in America that has that22

problem, but I do not believe that parents have absolute23

control over the Internet when they are not home.24
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consent be required and what should trigger it.  And if the1

demonstrations that we saw yesterday, the technological2

solutions on privacy generally, if they incorporate a kid-3

safe privacy area, however, yeah, then the parents have the4

ability to block the kids.5

But, you know, you have seen stuff that is coming6

out of the pipeline.  You have tremendous confidence of what7

we saw yesterday, and it rolled out quickly.  It's still not8

here and it still doesn't go to the underlying policy9

question:  At what point, if any, should parental consent,10

no matter how you get it, written or not, or encrypted or,11

you know, by blocking technology, what should trigger12

parental consent for minor transactions or minors giving13

personal information?14

MR. PEELER:  That's a perfect segue to the next15

panel.  16

We are going to take a very brief five-minute17

break.  We are about 10 minutes behind schedule.  We will18

take a five-minute break and get set to go.19

(Whereupon, a recess was taken.)20

MR. PEELER:  Thank you.  We will begin our second21

panel, and this panel is designed to discuss the special22

considerations that arise in collection of information from23

and about children in cyberspace, including parental consent24

and risk of disclosure. 25
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I want to follow the same format that we followed1

on the first panel.  And I would like to ask Kathryn2

Montgomery, followed by Professor Westin, and then followed3

by Elizabeth Lascoutx, and Dr. Michael Brody, to sort of4

give some opening comments.  Then I will open it up for5

panel discussion.  6

MS. MONTGOMERY:  Thank you.  7

How much time do I have here?  I am going to try8

to be brief and succinct and to the point.  9

I do want to make one brief statement about10

parental software controls, and I will say more about that11

later.  I think they are a very important tool.  We look12

forward to the development of effective tools to help13

parents.  However, I want to reiterate what I said earlier. 14

We're not talking here about trying to protect15

children from having access to content that is not for them16

or not appropriate for them.  We are really talking about17

setting standards for the development of services18

specifically designed for and targeted at children.  And I19

believe that at this point it's important to set some20

guidelines, to come to some agreements about what is21

appropriate and what is not appropriate, what is ethical and22

what isn't ethical, and that's where we are coming from.23

I want to just share with you very briefly some of24

the findings from our report which was released in March,25
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  At the same time that -- in the latter teenage1

stage, kids see efforts of parental control as surveillance2

and the world to them of "Big Brother" is big mother and big3

father in terms of intervention in their sense of freedom. 4

So be very careful if you assume that with children 8 to 125

and then 13 to 18 you expect parents to have a meaningful,6

effective, supervisory control over the child.7

At the same time let's keep in mind that although8

with the type of marketing today there is a lot of these9

children and privacy issues, they are going to involve the10

need of young people to experiment about what to reveal11

about themselves and what to withhold and to whom, in the12

context of communication, chat, interaction of information13

children want about health and the world and sexuality, and14

a variety of other things.  And anything you think of in the15

"marketing to children" domain also needs to be thought of16

in terms of children's communication and exchange of17

information about themselves and others.  18

19

If you turn to policy, the first point I think we20

have to be very careful with is that yesterday there was a21

lot of proper talk about anonymity as a major way of22

protecting privacy in the online and Internet world.  Now,23

typically for our society we are focusing on greater24
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personal identification of the online user in order to1

enforce a social policy.  2

So to the extent that you want to identify how old3

a child is, and that it is a child, you are running up4

against the discussion yesterday about wanting to preserve5

the greatest possible anonymity and absence of requirements6

of giving identity and characteristics in order to be able7

to use the media.  So how you balance the anonymity and the8

identification is very important.9

It seems to me that what we should be looking for10

here is how to translate the way we have worked at standards11

for children, parents and privacy in the broad past in the12

print media, over the past 10, 15, 20 or more years, to the13

online world, but recognize what's different and see where14

new policies are needed.  15

My own approach, very briefly, would be first to16

say how do we adopt the fair information practices concepts17

that we have used in the adult world into the world of18

children, recognizing these tensions over the nature of19

protecting children from harm, the role that you can20

reasonably expect parents to follow and so forth.  21

And so we might very well say that, you know, a22

child's fair information practices code, we want to23

distinguish between a child being able to respond to a24

marketer that they have a relationship with for products and25
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we are necessarily stopped in our process, and this workshop1

and other opportunities to see what technological fixes may2

be available is very fortuitous for us, because I agree with3

Dr. Westin that the PICs type filter where a parent can4

preselect privacy preferences with the child may go a long5

way to answering some of the problems for children.  CARU6

gets to deal with a lot of other issues also, but in terms7

of the privacy one, that is a very hopeful opportunity. 8

So we certainly are excited about those9

possibilities when we are looking at the privacy issues, but10

it is the immediacy that makes it critically different for11

us.  12

MR. PEELER:  Dr. Brody.13

DR. BRODY:  Yes.  I am Dr. Michael Brody.  I am a14

child psychiatrist representing the American Academy of15

Child and Adolescent Psychiatry.16

My primary focus and interest in this has to do17

with child development, and there has been a lot of written,18

and just the way there is marketing theory and computer19

science there is also a developmental theory.  And I could20

look towards Piaget or Freud or Gizzel for guidance about21

this, but a couple of nights ago I was watching Nick at22

Night and I was watching Taxi.  And I think that Louie23

DePalma, Danny DeVeto said it best.  They all lost their24

jobs in the garage, and Danny DeVeto became a stockbroker,25
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and you see him, you see him on the phone, you know, in his1

office and he is talking on phones, "That's right.  Go over2

to your piggy bank, knock it open, send it in to me."  This3

is the issue of consent as far as I am concerned.  4

Children are not small adults.  Piaget has shown5

this and this has been shown over and over again by other6

theorists.  They go through stages of positive development7

just the way they develop physically, from the pre-logical8

state before 5 years old, to a state of concrete operations9

where they can participate in classes, to a time where they10

can go hopefully into a state of formal operations where11

they can make judgments.  12

Seven-year-olds, 8-year-olds cannot make judgment. 13

We don't let them drive.  We don't let them buy liquor. 14

Unfortunately, there is no laws about them flying, okay. 15

But there are standards in our society about the age of16

consent.  17

Now, also as children develop cognitively they18

also develop morally, and Cal Gillian and Lawrence Coleberg19

have done much work about this, about what kids listen to,20

who they listen to.  In that book that Kathryn and Shelly21

put together, that wonderful booklet, "The Web of22

Deception," one of the pages they have that unfortunately23

was not presented a slide was a page where Commissioner24

Gordon is telling the kid to enter certain information onto25
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What we are talking about today, I think, is quite different1

from yesterday because here there already is ample precedent2

in this area, and ample jurisdiction on the part of the FTC.3

I would like to echo something that Alan Westin4

said too though; that if we are trying to deny access to5

children into certain elements of the Internet, we really6

have to be careful about a whiplash approach.  7

One of the most chilling things I heard Senator8

Exxon say in promoting his legislation was that one way we9

could determine whether children are not getting access to10

indecent material is that we could require adults to insert11

some sort of an I.D. mechanism that would determine what12

their age is.13

And to me, if we went in that direction, that14

would only accelerate the trend towards requiring a national15

I.D. card of all Americans.  Among other things, one16

application would be, I guess, to activate access to the17

Internet.  So I think it would be very unfortunate if we try18

to deny access to certain sites based on age, because19

probably the only way you can do that is to have some sort20

of I.D. mechanism.21

A last thought, which doesn't answer your question22

at all, I'm sorry, is that as Representative Franks was23

giving his list of the types of demographic information on24

marketing lists.  I had a great sense of reassurance because25
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do that in a really unprecedented way on the Internet.  But1

part of the implication of everyone being a publisher is2

that through one way or another a lot of us are also3

collectors of personal information.   4

I think that we have a unique kind of situation5

here as compared to traditional regulatory approaches to6

advertising and marketing, which is that the number of7

potential targets of any regulation, I think, are8

dramatically expanded.  9

The Center for Democracy and Technology for a10

variety of reasons has a lot of personal information about a11

lot of people.  And I think we -- we do that for purposes12

that we at least think are important.  We do have a privacy13

policy that is very clearly stated, but the activities that14

we are involved with, which entail collection of personal15

information, are political activities. They are more often16

than not, frankly, activities which are in some tension with17

the federal government or with state governments, and I18

think that that's a very important consideration.19

Finally, unlike a medium like television, which is20

largely a commercial medium, the Internet is truly a mixed21

medium.  It has both commercial and noncommercial functions. 22

And I think that because of that it's very important that23

any sort of regulation or policy adopted ought to recognize24

that while it may be appropriate to target commercial25
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that we need the expertise of groups like CME to talk about1

how to shape these technologies so that they can be a tool2

for good policy. 3

I do not think that the technologies, number one,4

are either self-executed, and I do not think that technology5

will solve all problems.  But I think that it seems that we6

all agree that this is a medium in development.  We ought to7

help it to develop in directions that we all think serve8

privacy goals.  9

COMMISSIONER VARNEY:  Dan, let me ask you before10

you move on, for just a brief comment on what I think is the11

privacy question here.  Yes, we don't want to develop a12

national I.D. system so you can track ages.  Granted.  Yes,13

there are lot of various uses of the Net, educational,14

informational, and marketing.15

Go back to those sites that are absolutely clearly16

without question targeted at children, whether it's 6 to 8,17

8 to 10, 10 to 12, whatever the age limits, let's keep it18

under the 12, targeted at children, and collecting extensive19

personal information.20

Is that okay, or should parental consent be21

required?22

MR. WEITZNER:  Well, I don't think that collecting23

personal information without notice and an opportunity for24

choice is appropriate in any circumstances.  And I think25
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that certainly we have heard that there are those kids who1

cannot meaningfully consent.  So obviously something else2

was necessary.  3

MR. PEELER:  Okay, I would like to recognize the4

Chairman.5

CHAIRMAN PITOFSKY:  I'm beginning to see an6

outline here of possible approaches to this.  Let me just7

suggest it and then ask a question of all of you.8

One possibility is that the remedy would be some9

sort of disclosure to children, but just as American law10

says they are supposed to treat the children specially in11

the advertising context, it also says that affirmative12

disclosure remedies with children often do not work.  13

The other -- forgive me for calling it the other14

extreme -- would be some kind of ban.  But whether a ban15

eventually will turn out to be what's required here, I think16

we also all know that it's a last resort, and we ought to be17

exploring other possibilities before you go to something18

like a ban.19

What I have been hearing over the last two days is20

that an approach that seems to have considerable support21

already is this issue of parental consent, and that many of22

these commercial transactions with children already require23

parental consent.  24
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a real breath of fresh air from yesterday and today.  But I1

think what was really shocking was so far I have not heard a2

commitment from the industry people on this panel that this3

is a problem requiring some sort of binding guidelines.  You4

can't just make it so.  5

You know, it's either you let them hve the6

information if your children use the computer.  Or, if you7

care about any of this stuff, you can't let them use the8

computer.  That's not a way to set national policies.  And I9

want to hear industry say that, yes, this is where we start10

the protection for personal information.11

MR. PEELER:  Evan, I would say that's the issue12

that we are going to discuss in the next panel, and so I13

think it's understandable that we haven't heard that yet. 14

But I actually have a little queue here.  15

Kathryn, then Dan, and then Charlotte.  16

VOICE:  I think you missed Doug before, put Doug.17

MR. BLANKE:  I have never had so many folks rally18

to the defense of the Attorney General before.  It's19

heartening.20

(Laughter.)21

What has been most striking to me in all of the22

discussions so far this morning is that so little has been23

articulated by way of throwing out what the objections would24
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answer is yes, but it's a very qualified yes.  And I think1

that relates to anonymous information where there has been2

very full and effective disclosure.  And I think that we can3

get into that in much greater detail, probably in the next4

session when we talk about solutions.  But I think it's5

important to at least acknowledge that there might be some6

areas in the commercial interest field where we wouldn't7

have to have a blanket ban, if ban merely means parental8

consent.9

DR. BRODY:  Could I say something about that?10

MR. PEELER:  We have a number of people that11

wanted to say something, so let me just put you in.  And I12

want to ask everyone to keep their comments as brief as13

possible right now.  We do need to finish up.14

But Dan Weitzner, then Charlotte, then Dan Jaffe,15

then Bryan.16

MR. WEITZNER:  I want to make sure that I17

understood Chairman Pitofsky's question.  I think the18

question was is there any commercial transaction with a kid19

on the Net that doesn't require parental consent.  20

And I would say absolutely.  If a transaction is21

you somehow pay five cents to read some sort of material, I22

would say absolutely.  I would hope that we are not going to23

require parental consent to those kind of things.24









367

Heritage Reporting Corporation
(202) 628-4888

it's very obvious that you are trying to target kids, there1

are a lot of sites on the marketplace that will be2

attractive to kids -- books, records, all sorts of things. 3

And also how you define kids, you are going to find a lot of4

hybrid situations where it's not going to be that easy for5

the advertisers to know who is there.6

Then to get that commitment and be able to trust7

that you have gotten the parents' consent may be a little8

harder than people are saying in a technological sense.  How9

do you know that you have actually gotten some verification10

that you are talking to the parent and not the kid11

pretending to be the parent.  You are going to have to set12

up some system to do that, and the companies are going to13

have to be able to rely on that, and that may be harder than14

people are saying.15

I think that people are often looking at this as16

if, well, you know, places people are going to go are17

simple.  A lot of sites, the Girl Scouts, the Boy Scouts,18

the Little League, are also doing this kind of information19

gathering, and maybe people would think that that kind of20

information gathering is more benign, and that they would21

have useful things to do with information because they will22

be trying to tell the kids about the programs that they are23

developing and the safety equipment that they would need and24
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all of those things.  It's a question of what context this1

information is being collected as to how people define it.2

I think it is very important how you define kids,3

because if you start defining kids too broadly, you really4

do sweep into all of these areas where the ability to have5

some personal information is really very important.  6

COMMISSIONER VARNEY:  Well, if that's the case7

then, if it is right now too difficult to ascertain the age8

of the children and to get the parental consent and all9

that, should responsible companies forego the collection of10

extensive personally identifiable information from sites11

that are marketed for children?12

And again, I want to emphasize, I am not right now13

talking about collecting anonymous data and aggregating it14

for product development purposes, but I am talking about15

personally identifiable information that can be used for any16

number of purposes, including targeted marketing, list17

development, resale, reuse.  18

If we are not there technologically, then should19

companies be doing it?20

MR. JAFFE:  Well, we were talking about earlier,21

and I believe we will have a presentation about how you can22

set up technological protections for kids which I think, to23

some extent, may help cut the Gordian knot here, but maybe24

not.  We all need to become more educated on this.25
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And one of the things I was going to say in my1

statement earlier is I think it would be very useful to have2

this session again in a year when all of us have a lot more3

experience to be able to give you business' agreed-upon4

consensus positions, and I think we are not quite at that5

point yet.  6

MR. PEELER:  Okay.  We have three people who wish7

to speak so I would like to ask you to be very brief in your8

comments, and then we are going to conclude this session. 9

We are a little bit ahead of ourselves in terms of10

addressing the issues we want to address in the third11

session, so that's good, and we do have some very important12

demonstrations about technology that we want to follow up13

on.14

So, Brian?15

MR. EK:  I believe that, first of all, that the16

next session is going to provide some very interesting17

demonstrations that actually may provide a very simple and18

effective answer to this question, but I would like to add19

some information to the process at this point.20

I don't think that the question can be seen21

straight, straight as in black and white, because what we22

are actually dealing with here are two different types of23

data. And for simplification purposes I am going to call one24

the click stream, and that's the data that is potentially25
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collected without the consumer's knowledge; and the second1

is the more detailed Q&As that are solicited.  2

There is technology in place today and additional3

technology that is being added to address the click stream. 4

I mentioned yesterday that all of the commercial online5

services utilize proxy servers.  And basically what happens6

is as consumers, all consumers go out to the Web (when they7

do so) through a commercial online server, and the8

personally identifiable information about them that could be9

gathered through the click stream process is eliminated and10

substituted simply by an identifier that someone from11

Prodigy is visiting your site, or someone from America12

Online or Compuserve or whatever is visiting that site.13

That does not prohibit the marketer from14

continuing to track that click stream.  But the information15

they get during that visit becomes aggregate information16

about how that site is being responded to, and it is not17

personally identifiable.  18

I think an argument could be made that in this19

case there really isn't a problem, whether it is an adult or20

a child, because the individual is in no way identified, and21

also the CDT has announced that they are offering a product,22

that they will have a product called the anonomizer, which23

does the same thing that's being done by the commercial24

services today.  25
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So in terms of click stream, there is technology1

in place today.2

Now, let's move on to the second issue because I3

think this is thornier, and that is the Q&As.  There is no4

surprise that Q&As have popped up.  They have popped up5

because you have the Internet access today.  The site6

operators are only getting this masked information because7

the individuals are coming out through the online services.8

There are additional technologies which you are9

going to see demonstrated in the next session that will give10

parents and will give families and individuals the choice of11

doing some additional masking of personally identifiable12

information and possibly prevent children from entering data13

that parents don't feel that they should be entering.14

I personally, in all cases when I can, I would15

favor control and choice on the part of the parents as16

opposed to any concrete ban.  But I think that the next17

session is going to be very informative in terms of what the18

possibilities are for the future.  19

MR. WEITZNER:  Could I just correct the record for20

one second?21

We have provided from our Web page a link to a22

service called the anonomizer.  We actually don't offer that23

as a product, for better or for worse.  24

MR. PEELER:  Dr. Brody.25
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DR. BRODY:  I just want to get back to one or two1

points here.  The hardest thing about being a parent, I2

think the hardest thing to be placed in one's senses is the3

realization that your child's ego is in your hands.  And4

what I mean by ego is his or her ability in dealing with the5

world.  And the hardest thing as a parent is when to let6

this go and when for the child to take over more of the7

responsibility of their own ego, because the more practice8

they have the better adults they are going to become.9

But we as parents and we as the government and we10

as other authorities, we as psychiatrists and corporations,11

have that child's ego in our hands.  They are not small12

adults.  This issue of consent is very, very interesting. 13

As a parent we would not allow our children to do anything,14

whether it's a class trip or staying home from school,15

without our consent, and that has to do with the dyadic16

relationships.17

Sure, our kids could watch television because they18

see what's going on in television.  These online services in19

many ways are dyadic relationships.  There is an interaction20

with another person in many, many ways, and I think that21

that really cuts to the argument here of consent.  And we22

would not allow our children to be involved with any adult23

without our permission, whether it's the baby sitter, the24

doctor, our kids don't make their own dental appointments,25
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The bottom area is a time grid that actually lets1

the parents say what hours of the day their kids can and2

can't be on Internet.  So if part of the concern is what the3

kid does when they come home from school, you can actually4

keep them from going online while you are not home.  They5

can still have access to their computer to do their6

homework, but they can't go do something that you might be7

worried about.  8

The top area is the various areas of the Internet9

that we control based on our Cyber Yes and Cyber Not List. 10

But the most important piece of information is this little11

utility called Chat Guard.  What Chat Guard allows you to do12

is specify what information you don't want your children13

giving out online.  Specific types of information like the14

first and last name, what your street address is, where you15

live, what school they go to, their E-mail address, so that16

when they are in a chat room or in a Web site filling out a17

questionnaire they can't enter this information.  18

So if I was to go over to, since we showed Nabisco19

earlier, I have got Nabisco here.  This is the actual front20

screen of "Tell us about yourself."  And I am just going to21

sit down for a minute to type. 22

My name is Susan, whoops, if I spelled it right it23

would be.  My name is Susan and my parents decide it's okay24

if I give out my name Susan.  It doesn't want me to say what25
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ones who have the responsibility and really care.  But the1

responsibility for what kinds of information they gather and2

how they use the combination of technology and what3

technology can do to protect privacy and the marketer, what4

they need to do to allow the kid to play the game is -- I5

think you referred to it earlier -- it's that three-tier6

thing, the parent, the government and the actual industry7

working together to make this kind of thing work.8

COMMISSIONER VARNEY:  Well, in your experience9

then, in Cyber Patrol's experience, do most of the sites10

that offer games that have information that they request or11

require first, in your experience if you don't give the12

information do you generally then play the game or not play13

the game or don't you know?14

MS. GETGOOD:  Actually, I believe the way we work15

this, and I have to test it to be sure, because we are16

actually returning the information, we're just Xing out the17

bits that the parent doesn't want to get by, when that Web18

site gets the answer, they are going to get this, and the19

kid is going to be allowed to play the game.  But I would20

have to test that.  21

COMMISSIONER VARNEY:  And what does Cyber Patrol22

do with all the information it gets from the families on,23

their children's names, and what their preferences are?24
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the parent the tool they need to control without giving1

additional information about their kids. 2

MR. PEELER:  Thank you.  3

MS. GETGOOD:  And I think I said that we support4

PICS, and we have supported PICS.  We were the first5

software to support PICS, and right now we implement two of6

the PIC Systems that are available, SafeSurf and Arc Serve7

which we saw yesterday.  8

And the other thing is as we go along how we use9

all of these tools, Cyber Patrol, the other people here, and10

PICS to solve the issue that at the end of this session you11

guys decide you want solve, because that's the key, what12

problem you solve, whether you come up with the right13

solution.14

MR. PEELER:  The next presentation is by James15

Howard of PrivNet.  16

MR. HOWARD:  I'm James Howard of PrivNet, and we17

write Internet Fast Forward, a kind of global filtering18

program for Netscape, and we were invited to speak about one19

of those controversial features, cookie blocking.  20

Okay, you will notice in the upper right-hand21

corner of Netscape we have two little graphic icons, and the22

one on the far right tells you the number of cookies that it23

has blocked.   You will notice there are an unbelievable24

number of cookies out there on the Web, a lot of which we25
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Cookies blocking just allows you to completely1

take the control back in your hands and makes it harder to2

track where you have been and what you have done.  3

MR. PEELER:  Thank you.4

The next presenter will be Gordon Ross from Net5

Nanny.6

MR. ROSS:  I always get a snicker on that one.7

First of all, I would like to thank the Commission8

for inviting me here.  It's quite an experience for me to9

come from a foreign country down here.  I am actually from10

Vancouver, Canada.11

We at TROVE Investment Corporation focused on12

security issues, and we looked at the Web two or three years13

ago to look at the security issues.  And what we do is14

really define what you can type or receive on a terminal. 15

So we take care of all the screening within the terminal,16

either on the Net or off the Net.17

Okay, this is the illustration demonstration18

information screen of the Net and I will leave it right now19

and disable it.  The reason being I am bringing up the20

dictionary to show you what would happen here.  21

If a child tried to do this, Net Nanny is always22

abled when you are online.  If the child tried to bring it23

up, it would terminate this application, so they wouldn't be24

able to see what's going on.  25
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There is a complete audit trail in Net Nanny so it1

shows you what was accessed and what time, and whether you2

shut down or just audit.  So you can see the different3

applications.  Like Netscape, they tried to do a search, we4

will terminate that search.  You can terminate any5

application in Windows or Dos that violates the dictionary6

of Net Nanny.  And that dictionary is totally definable by7

the user.  8

Are there any questions on that?  9

MR. PEELER:  The question is --10

COMMISSIONER VARNEY:  It's fine if you don't want11

your kids visiting certain sites, I guess, and you pick12

those sites out of the dictionary.  13

How do you keep your kids from going to areas that14

solicit personal information if you don't want them to give15

it out?  16

MR. ROSS:  Okay, if you get into a site like, I17

think one of the ones is Kellogg, and there is a screen18

there that asks for their name, address, telephone number,19

the child's age, what we recommend to customers is to start20

off with household confidential information, put that in21

your dictionary:  name, address, telephone number,22children's names, credit cards, et cetera. 23

When that is on the terminal Net Nanny will take24

the appropriate action, either terminate the application,25
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even if you are offline writing an E-mail that may be1

inappropriate, it will terminate any application on that2

machine.  3

If the incoming E-mails comes into your daughter,4

there is an E-mail read to say that, well, this address is5

changed to that.  As soon as the violation appears, it will6

terminate the E-mail, read and audit it into the record.7

We feel that the parents have to get involved.  I8

would say today that most parents are members of the last9

generation.  They have to be educated on this technology. 10

The wire is coming into the house today.  The databases are11

at home today.  Security measure that operate today that we12

can control is at home.  The processing power is at home13

today to do that.  14

Like I said, we come from a security background15

with a security aspect, but give that right to the16

individual to control the information flow.  17

COMMISSIONER VARNEY:  Can you show us your18

dictionary?  19

MR. ROSS:  Certainly.  There is a lot of stuff in20

there, but certainly I will bring it up. 21

This is some of the various information that's in22

the dictionary right now.  Up here is covered addresses so23

you can't jump from one system to another.  Children go onto24

the Net, there are two systems, so they say, well, I am25
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software and some re-engineering to really monitor where it1

is going.  2

Somebody mentioned about being anonymous.  In a3

digital world today you are not anonymous no matter how much4

you think you are.  They continue to monitor you every day. 5

You use a Master Card, they know exactly where you have been6

around the world, that information is given out.  So we7

believe that you have to start taking control of your own8

information.  We believe in developing technology to look9

after that. 10

Any other questions?  Yes, sir.  11

DR. WESTIN:  Do you market this under another12

name?13

MR. ROSS:  Not at this moment in time.  At the end14

of this month, yes, there will be another version to that.15

DR. WESTIN:  What will you call it?16

MR. ROSS:  We are debating that right now.  We are17

thinking PC Nanny, but then some corporations may not like18

that.  We don't want to do the Big Brother approach either19

because that's not likely to happen.  There is one product20

out there called Big Brother right now.  21

VOICE:  How much does it cost?22

MR. ROSS:  This program on an electronic download23

from Internet Shopping Network is $18.95.  I am not sure how24
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they are priced.  I think most of the products in the market1

are between 20 to 50 dollars, depending on the product.2

COMMISSIONER VARNEY:  What is the security on the3

dictionary so the kids can't get in and change the4

dictionary?5

MR. ROSS:  Well, I will show you that.  If the6

child -- there is an administration module on here if I7

decide to go in here and bring that list up, that list8

violates the rules for turning on the system.  It will9

terminate the administration program.  10

The version that is being released at the end of11

this month has passwords in it.  I'll bring that up.  And12

what we have tried to do is make it simple for parents,13

because most parents don't understand how to turn a computer14

on.  This is my marketing manager.  He has access.  So if he15

violates the system we can still -- I'll restart the16

application or override the shutdown.  When the system boots17

up there is also a record of when that system started up. 18

So when you tell your children to stay off the Net, you go19

to a movie, you come home, you look at the audit record to20

see if they were on the system.  You will know.  21

So we are saying the technology is here to allow22

you to have controls.  We are also a PICS client.  We follow23

the PICS standard.  We also work very closely with SafeSurf. 24

We currently have 40,000 pages read, which I think is25
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service block the collection of clickstream data to the1

sites you do go to?  2

MR. ROSS:  Not at this point in time, but3

technology is there that you can do that with.  There is a4

command within the Internet community called Finger.  When5

you use that to get an E-mail address, it will go back to a6

machine and tell you who owns that address, but it does not7

give out the personal information on the individual.  Most8

of that individual information is confidential by the9

information provider.  The only thing that is usually sent10

forward is the E-mail owner, his name and where his address11

is on that machine, but most of that data is in databases.12

MR. PEELER:  Okay, thank you very much.13

MR. ROSS:  Thank you.14

MR. PEELER:  The next presenter is Chuck Runge of15

Specs for Kids.16

MR. RUNGE:  I'm Chuck Runge.  I am with New View,17

Inc.18

(Pause.)19

MR. RUNGE:  We have a broad range of computer20

technologies for Internet access, and what I want to focus21

on today are those that are more germane to this meeting,22

which have to do with parents and their children.  And I use23

the word "parent" a little bit loosely here to include24
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We also wanted to come up with a labeling system1

that did not censor, and we wanted to have a fun educational2

experience with the kids.  And more importantly, we wanted a3

wide range of viewing options for parents or educators. 4

It's been identified that even when you look at the K5

through 12 segment of the market that we want to cater to,6

we come up with highly different conclusions for 8-year-olds7

than we do 13-year-olds or 18-year-olds, and we figured we8

had to cover that range.9

So Specs for Kids, we think, accomplishes a lot of10

that.  It has the largest database right now of sites that11

have been rated and labeled for kids.  It has a very12

appealing kid's directory for navigating to that information13

once it's located.  And we have a labeling standard, a set14

of conventions and a set of software that allows parents to15

match the profiles of their children to the kind of content16

that's on the Internet.  So they can make decisions about17

what categories of information they will see, and it's18

boiler plate.  It's easy to use.19

If you go to the home page, you will find a page20

which is a Specs for Kids product.  That's generally what21

their experience is.  I am not going to bore you with a lot22

of that detail.  23

This is a product that has a lot of components to24

it.  It's not just the viewing technology.  You have a25
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content labeling convention, which I will describe to you1

very briefly, and, again, you can see all the details on the2

Web site.  We have a system for labeling and indexing that3

content.  The output of that system is a database of4

labeling sites.  We have a directory and search aids to5

allow the children to navigate around within that database6

to find things of topical interest.  We have a wide range of7

viewing options to cover the different age groups we want to8

cater to, and then there are various products and Specs for9

Kids is just one of those.10

The labeling conventions that we have established11

for labeling Internet content are covered up here.  There is12

a lot more detail at the Web site.  Yesterday, when the PICS13

discussion was carried on a couple of comments were made14

that PICS was a labeling standard.  It's a protocol.  It's a15

labeling technology.  It's a protocol, and it's view is16

independent.  That means it's a means to an end to give the17

kind of controls that we think are necessary.  It's18

necessary but it's not sufficient.  This product starts to19

address the sufficiency issue.  20

We don't believe that this is necessarily21

exhaustive.  It will probably be modified, extended over22

time, and maybe some of the work that's going on within this23

group will even make suggestions of new categories to label24

content against.  25
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Labeling content for us also means we have to1

index it.  Once you have this the pages or Web sites that2

you are looking at, it's difficult to find context.  So we3

indexed in these 36 categories as we go through the label4

process so that we can do a simple application for people to5

find content.  6

The Specs labeling system that I alluded to a7

minute ago consists of people and technologies.  We have a8

large staff presently of about -- it averages about 1209

people who are rating Internet content against that labeling10

standard.  They work -- it's a pretty much around the clock11

operation, and we have a large investment in tools to help12

that process, both in what kind of content filters into the13

labeling process, as well as trying to automate as much as14

we can the labeling process itself.  It is an expensive15

process.  16

MR. PEELER:  Mr. Runge, we need to finish up.17

MR. RUNGE:  Oh, okay.  18

Presently, we have a database of 125,000 sites. 19

We expect it to be 500,000 by the end of the year.  We have20

all the tools so you can profile the people who are going to21

access this database to assure that they match and you can22

then eliminate or include as much content as you want.  You23

can override it.  And those are the access controls that24

know the various systems that we apply to.  This screen is25
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an internal control screen.  It's all password protected. 1

The software itself is protected against tampering and2

removal.  There is override capability so you can modify3

what you see.  And that is kind of a summary of it.4

Last week we got word that the Magellan people had5

given this site a four star rating, which is the highest6

rating they will give a site that's out there.  7

MR. PEELER:  Thank you very much.8

And our last presenter will be Wendy Simpson of9

SafeSurf.10

MS. SIMPSON:  Good afternoon.  I'm Wendy Simpson,11

the President and Co-Founder of SafeSurf.12

Thanks to the Federal Trade Commission for having13

us all here today.  We think it's very necessary for you to14

know who we are, for us to know what you want, because the15

technology is out there to create these standards that16

industry, all industry needs and wants.17

SafeSurf started about a year and a half ago.  My18

partner, Ray Solar, and I were the first online organization19

to protect children and the rights of free speech on the20

Internet.  We also undertook two major tasks, and one being21

to educate patents, walk them through Internet application's22

software, walk them through the process of protecting their23

children online. 24
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We also designed the Internet SafeSurf Rating1

System, and we will just take you through that really2

quickly.  These are the products that support the Internet3

SafeSurf Rating System, and we also have the pleasure of4

serving on the technical committee for the PICS standards. 5

The SafeSurf Rating System is completely PICS compliant, and6

we will have a lot of technical input on the standard7

itself.8

It allows the user of the Web page or the content9

publisher to go to the SafeSurf site.  We start with the10

recommended age range, and then we also have quite a few11

adult things that can be identified.  We have an extensive12

system for the parent, it all comes down to parent's choice,13

and this is a global system. 14

We have to always keep in mind, all of us, in15

developing this technology and all the industry seeking16

standards that this is a global medium, and we have to make17

sure that it's adaptable to parents all over the world.  18

Ray and I took the liberty of creating a new19

category just for this presentation to give you an idea of20

what we can implement.  We have seen sites like this.  This21

is one we just created.  The same type of information that22

is concerning the industry and the parents out there.  23

So basically -- so this is our new category.  The24

SafeSurf system is completely expandable to handle Internet25
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Does it comprise part of the rating or not, or could you do1

it, would you do it?2

MS. SIMPSON:  Oh, definitely.  This category that3

we just added to the system, we can add any category or4

specification that the user industry might come to an5

agreement on.  It can be implemented into the rating system. 6

And also I just want to say that even though this7

is a self-rating system, obviously the ratings are verified8

by a human factor to make sure that they are exactly what9

they say they are.  10

MR. PEELER:  Thank you very much.  11

Now, I wanted to ask Brian Ek to just comment very12

briefly on the relationship of this technology to the PIC13

System.14

MR. EK:  Thank you.15

I would like to begin by saying that what we have16

here is kind of a PICS alumni meeting.  You just saw several17

presentations:  Net Nanny, New View, SafeSurf, Microsystems.18

They have all been involved right from the start with the19

PICS development effort.  And I think it just goes to show20

just how quickly the industry is working and how much we can21

work together.  22

One of the questions at the end that I would like23

to ask this group is, there was a question posed yesterday24

about the development of identifying categories that could25
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be added for privacy and for marketing practices.  In order1

to do that it would require not only the labels to be2

created, but it would also need the access control systems3

to implement those.  And you are looking at the group that4

would play a large role in actually implementing the reading5

piece of this.6

And I would be curious to hear their thoughts7

about their willingness to work with the industry and the8

marketers to do that.  I think I know the answer, but I9

think it's worth mentioning.10

Actually, PICS and what you have just seen are two11

different approaches that give parents choice, but they are12

actually getting at the same thing.  And, in fact, the13

companies that you see represented here are in many cases14

offering  both solutions.  15

What the companies showed you as far as being able16

to prevent children from inputting certain information,17

essentially what that is saying is one approach, and it's18

saying.  "It's okay for my kids to go out to these sites.  I19

just don't want under any circumstances for them to be able20

to share that particular information."  21

Where the PICS approach that was discussed22

yesterday is a bit different.  It basically says, "if the23

Web site operator's privacy practices are to collect this24

data, I do or do not want the user to actually have access25
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to that site."  The approach you see today is essentially1

giving access to the site, to an individual or a monitor,2

but preventing the sharing of certain data, whereas the PICS3

approach mentioned yesterday, which will also be offered, is4

an option of simply not allowing access to the site unless5

certain practices are accepted and complied with.  6

MR. PEELER:  Thank you.7

The focus of the next panel will be to continue8

the discussion about what the appropriate responses to9

privacy concerns are.  And I think that the demonstrations10

helped put in context possible approaches to that.  But I11

would like to start the panel off by having first Pat Faley12

talk about DMA's policy paper, and then the Center for Media13

Education has recently distributed a proposal of their own.14

MS. FALEY:  Okay.  Thanks, Lee.15

DMA has made a commitment toward -- have made a16

resolution to this issue, and we have taken three steps. 17

The first of which is the support for technology, which is18

why I came out so strong earlier in terms of putting19

parental control and choice foremost.20

What DMA has done is that we have hyper-linked the21

DMA Web site to all of the parental control technologies22

that we are aware of as of yesterday, and I see we have one23

more to add today.  So if people want to access the DMA Web24

site, D-DMA.Word, you can hyper-link to these child25
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protective technologies, and in many instances get a free1

demo, so parents can actually demo these sites.2

Secondly, we did work with the ISA, Interactive3

Services Association, to develop principles, and I am going4

to go very briefly over the seven principles that we agreed5

on.  We believe that, in making decisions whether to collect6

data from a child or to communicate with the child,7

marketers operating online should, first of all, take into8

account the age, knowledge, maturity of their intended9

audience; secondly, be sensitive to the parents' concerns10

about the collection of data, and that includes the support11

for the ability of parents to limit the collection of data12

for marketing purposes.  Do we do this through notice and13

opt out or through technology?  That's not in writing, but14

that's implied.15

Also, to limit the use of data collected from16

children to marketing purposes only, and so that 17

information is not used for other purposes.18

Also, to effectively explain that the information19

is being requested for marketing purposes when that is the20

case.  Six, to implement strict security measures; and,21

seven, to encourage parents to share in and monitor their22

children's online experience.  Again, these technologies are23

an example of that. 24
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responsible in the kinds of systems that they develop for1

children.2

I believe it will take a combination of3

technological solutions, industry self-regulation, parental4

involvement and government guidelines and government5

regulation.   For that reason the Center for Media Education6

and the Consumer Federation of America are formally7

submitting today a set of proposed guidelines.  We are8

dealing with Prodigy for protections for children online.9

I want to say that these are a draft proposal.  It10

does not deal with a number of the other issues that we11

raised in our report, which have to do with deceptive12

advertising and marketing practices in addition to privacy13

concerns.  But it does address the concerns -- some of the14

concerns, at least, that we raised about privacy.  15

I think what we have seen here is a sort of model16

or paradigm of opt out.  We want to propose a paradigm for17

opting in, and I would like to turn to Mary Ellen Fise from18

Consumer Federation of America to share some of the19

highlights of our proposal.20

MS. FISE:  Basically, we have a system of21

guidelines that would apply to commercial marketing22

practices for children under age 16, and all information23

collectors or trackers under this guideline will have to24

comply with two requirements.  25
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Personally identifiable information being1

collected or traced from children for commercial marketing2

purposes, that would be allowed only if those practices are3

not deceptive, they are fully and effectively disclosed, and4

valid parental consent is obtained; and that aggregate5

anonymous information would be allowed to be collected and6

tracked only when the collection tracking practices are not7

deceptive, and, again, they would have to be fully and8

effectively disclosed. 9

In order to put a lot more specifics on this, the10

disclosure, whether it's anonymous data being collected or11

personally identifiable, will have to include what type of12

information is being collected or trapped, how the13

information is being collected and trapped, how the14

information will be used, who is collecting the information15

and who will have access to the information.16

And then in terms of parental consent, we believe17

that for that type of consent to be valid to deal with the18

question that keeps coming up, "How do you know who the19

child is," we believe that the child must understand that20

they would need to get the parental consent before21

proceeding, and that the parent must receive complete22

disclosure.23

Access to the areas of the site where information24

is collected or trapped would then be conditioned upon25
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pages are frequented, what pages are stale, and, you know,1

where people go, what people do.  2

And I am not sure there is a difference between3

doing that and having a Toys R Us at the end of the day4

determine how many super sets of water guns have been sold5

so they know they need to stock more of those.  6

That seems to go towards improving product quality7

and seems to be a valid reason to collect click stream data,8

and, you know, I would like to understand that issue, and9

understand how it's different online than in different10

offline businesses where they do exactly the same thing in11

an aggregate and non-personally identified manner.  12

But that is exactly what click stream data is used13

for today.  It's very hard to personally identify that. 14

There are good strong -- they are using it for market15

targeting and for advertising, and there is potential for16

abuse.  I am not denying that.  But the challenge was put17

out earlier asking, "Give me a valid reason you would want18

to do this."  Okay, well, there is a valid reason.  19

Second, because the data is actually aggregate and20

collected in a non-personally identifiable way, I don't see21

that there is any violation of knowledge, notice, and no. 22

Regarding the notice part, you are requesting that you need23

to tell people that you are tracking the number of super24
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market targeting and mailing lists and, you know, direct1

response and all of those things, that's where the questions2

start coming in.  But if you sell a product that allows you3

to customize preferences, that's where -- that's where I am4

starting to come unclear as to where the boundaries are. 5

And these are things that I would like to help understand6

and also put out on the table to make sure that we consider7

them when we are considering the issues.8

MR. PEELER:  Thank you.  I have a queue here.  I9

have Evan, Daniel, Kathryn.10

Evan.11

MR. HENDRICKS:  Thanks, Lee.12

I think, in fact, I want to emphasize how good it13

is that organizations develop their own policies, and some,14

I think businesses fear, when they listen to privacy15

advocates, that we want to have the kind of protection16

that's going to create another OSHA, another EEOC, or there17

are all sorts of organizations associated with that.  And18

that's not true.  19

What privacy advocates want is for you to20

understand that privacy is a personal matter.  It has to21

start with the individual.  Individuals have to be given a22

legal interest in their own information so they have a say23

in how that information is used.  And this is the gaol that24
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We always see that these guidelines were endorsed1

by 100 American companies in the early eighties, but when2

Business International Magazine did a survey of those3

companies they found that the people that they talked with4

at those companies weren't aware that they had endorsed the5

guidelines.6

In the nineties, I think it's gotten more serious. 7

Metro Mail was mentioned yesterday. I think this is a8

seminal example because Metro Mail, according to the Wall9

Street Journal, took information from voter registration10

records in violation of some state laws, and was using it11

for non-voter purposes.  12

Metro Mail is a member of the DMA.  I have yet to13

hear DMA condemn this practice.  And one of the excuses I14

have heard is that there is no government agency that's15

taken an action against Metro Mail.  Well, you can't have it16

both ways.  If you are going to have voluntary, you know,17

you have to do something so you know that the other members18

know that's not permissible use of information.  19

MR. PEELER:  Evan, you need to finish up.20

MR. HENDRICKS:  I will.  I have two quick examples21

to give.  One is tomorrow there is a hearing in the Rom22

Abrahami's case.  He sued U.S. News & World Report because23

he doesn't like them selling his information, his name24

without his consent.  One of U.S. News' comment was,25
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"Instead of being a victim, Rom Abrahami is a trickster who1

carefully engineered this lawsuit."2

And the last example I give is this woman who3

brought a class action suit against Metro Mail because she4

found out that prisoners were processing the data.  She5

received an obscene letter from a Texas prisoner because6

they subcontracted it out, and prisoners were inputting data7

on people, including convicted sex offenders.  And this8

woman received a letter from this prisoner who said he was9

going to come by her house, very obscene, very graphic, and10

he was going to engage in a sexual act with her.  11

One of Metro Mail's responses in this lawsuit is12

that Beverly Dent has voluntarily disclosed her personal13

information on this consumer survey.  Thereby, negating any14

reasonable expectation of privacy.  15

I'm sorry.  I just don't see -- in most cases16

there are not privacy problems, 99.5 percent of the cases. 17

But when there are privacy problems, voluntary policies18

don't work, and that's why we need to move on.19

MR. PEELER:  Okay, Daniel.20

MR. WEITZNER:  Thanks.  21

I just want to pick up on Mr. Waters' comments,22

that indeed the way that people are using the Web sites, the23

way the people are using access logs, they are changing24
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All of the companies that are not the PICS alumni,1

(they haven't graduated yet, we are still working, so they2

are not alumni, but they have all made incredibly important3

contributions), I would say are successful in some part4

because we have a standard called PICS, because SafeSurf can5

put information out and Microsystems can they say we can6

block based on that information. That is the way that7

standards work, number one, to give users easy to use and8

operability, but they don't have to wonder am I using9

SafeSurf, or am I using some other standard, or am I using10

Microsystems, or am I using another product, that all these11

things work together seemlessly.  12

And number two, the standards work -- we need a13

standard for that.  Number two, the standards have made14

possible all these people out here to compete with each15

other and provide better products for people, hopefully at16

lower prices.  So I think that the standards, the role of17

standards here is just critical to get a jump on the kinds18

of issues that we see here.  19

MR. PEELER:  Kathryn.20

MS. MONTGOMERY:  Well, I do think that the points21

-- Kathryn Montgomery, Center for Media Education.  I do22

believe that the point that Bryan Waters made are good, but23

they precisely are emblematic of the problem we do face24

here.  This technology and this medium is capable of25
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MR. BLANKE:  Doug Blanke from the Attorney1

General's Office in Minnesota.2

The demonstrations were fascinating but I am still3

left with the question of why, regardless of the4

technologies available, why we would not want to operate in5

a system in which the default setting, if you will, the6

starting premise is one that is to respect the privacy of7

our children as proposed by CME and CFA.8

I heard Dan Jaffe earlier say that we ought to put9

the parents in control, and it seems to me a parental10

consent requirement does exactly that.  11

If we started from that point, we could then look12

to the technologies that are available as tools that parents13

could use if they chose to do so, to automate the expression14

of their consent, where they wanted to give it or in what15

forms they wanted to give it.  Why not start at least from16

the premise that privacy should be respected in the first17

instance?  18

MR. PEELER:  Paul.  Please keep your comments19

brief.20

MR. PETRUCCELLI:  Yes, Paul Petruccelli with Kraft21

Foods, and the American Advertising Federation.22

I think advertisers should -- I just want to23

emphasize a few points that have kind of come up on the24

edges at various points today.25
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Advertisers have recognized for many, many years1

that children are a special group and have, you know,2

engaged a variety of protections through CARU and elsewhere3

in that respect.  I think it's reasonable to say that, you4

know, the industry wants to move toward a system, a regime5

where there is better indicia of parental control, parental6

supervision, at least with respect to personally7

identifiable information.  8

I think the question is sort of how do you handle9

it, and we are moving in that direction.  There are some10

tools that are available now to parents.  There are some11

tools that are on the way, PICS.  The question is what gets12

done in the interim.  And I think the answer is that we all13

kind of have to keep working on it.  It's not like falling14

off a log.  If it were, we wouldn't all be in this room15

expressing all of these various opinions about it.16

We have to continue to work with CARU.  We have to17

examine the CME proposal and determine what's in there18

that's workable.  I do think you see responsible movement by19

responsible companies.  In fact, I think you have seen20

responsible movement by some responsible companies already,21

and I can raise my hand as one of those. 22

We did have a site where we asked for information23

from children.  We no longer ask for that information.  24
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I think you have to wait for this process to1

unfold both the marriage of the technology and of people's2

good will to resolve these problems, but it can't happen3

overnight. 4

One final point worth mentioning, people have5

mentioned various ways in which they think existing legal6

restrictions or self-regulatory guidelines are being7

violated.  I think my answer to that is then let's enforce8

them.  We have CARU guidelines that apply to a variety of9

practices.  People believe that there are sites that are10

engaged in deceptions of children today.  I'm sure that's11

inconsistent with CARU guidelines, and I am sure that all12

the advertising groups would say let's enforce this13

guideline.  14

MR. PEELER:  We have a number of cards up, but we15

really only have time for the first four on the list, which16

is Pat Faley, Brian Ek, Vicki, and Dan Jaffe, and then we17

really need to go to get audience comments.  And I apologize18

to the rest of the panel.  19

But, Pat, keep those comments brief.20

MS. FALEY:  Sure.  I am responding to Evan's21

comments, and I was to assure everyone that DMA's self-22

regulatory program is quite effective.  The DMA -- I do want23

to respond specifically to the Metro Mail incident. 24
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mailing piece before releasing the name, which is in1

violation of DMA guidelines.  2

In discussions with DMA, Metro Mail has assured3

DMA that such a failure would not occur in the future and4

has taken several corrective actions in writing to us. They5

have created -- they have taken disciplinary action against6

the employees involved.  They have taken expensive new steps7

to verify the authenticity of new customers.  They have8

instituted a training program for their employees.  They9

have created a secret shopper program to test their10

procedures.  To me, this is the way that an effective self-11

regulation works that has been confidential all these years,12

and now this is a concrete example of how it does work.  13

And that's all I wanted to say.  Thank you.  14

MR. PEELER:  Thank you.  Brian?15

MR. EK:  I just wanted to take a minute and step16

above the issue of whether we should have one form of17

guidelines over another, government/no government.  I think18

what we saw today is really historic from a number of19

perspectives.20

What we saw was a demonstration of technology that21

is much more powerful than other solutions that we could22

think of.  Government regulations, no matter what they are,23

we're still going to have bad actors.  National laws don't24
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touch the international sector, and this is a global medium1

we are dealing with.  2

The technology solutions presented today gives3

consumers real control, control over your life, control over4

your information.  In particular with children, it provides5

you with tools, tools that you don't have when they walk out6

your front door into the real world.  7

And I think the best part is that these solutions,8

these technology solutions, means that the consumer has9

control and the consumer is reliant on no government, no10

company.  The consumer is reliant on on one except11

themselves, and they have the control, which I think is12

extremely powerful.13

MR. PEELER:  Thank you, Brian.14

Vicki, and then Dan.15

MS. RAFEL:  Thank you.  Vicki Rafel, National PTA.16

And I do want to thank you for the opportunity to17

be here today and be part of this discussion on behalf of18

National PTA.  We are the oldest and the largest child19

advocacy organization, and it is very easy in this kind of20

discussion to get away from children and get into the21

technology piece of it. 22

But I keep having to say we have got to talk about23

what this technology means for children and what it means24

for parents.  It's going to take not only parental control,25
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concern and recommendations.  We would like to courage1

policymakers to use that.2

And if anyone is interested, we also will be3

placing on the KidsCom our commentary, showing the changes4

that we have made as we become aware of this issue.  5

MR. PEELER:  Thank you.6

MS. DEFALCO:  I am Julie DeFalco from the7

Competitive Enterprise Institute.  8

I think that the argument that I have been hearing9

for the last two sessions basically come down to how you10

view marketing and advertising.  I think that a lot of11

people have expressed a faint distaste for -- or at least in12

some cases more than faint -- distaste for advertising and,13

I think, a defensiveness about advertising.  The purpose of14

advertising is to give out information on products, and I15

think the bulk of advertising literature has shown that16

children develop a more sophisticated view of advertising17

than people are giving them credit for.  Most children by18

the age of 7 understand the purposes and techniques in19

advertising, and they grow more skeptical -- teenagers, in20

fact, are more skeptical than adults about advertising.21

One of the other commentors earlier was saying the22

FTC should setup a Web page to, you know, have warnings and23

everything.  I think -- I actually don't understand why24

children should trust the government anymore than they25
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should trust business.  I mean, I think that's pretty1

manipulative.  I think that children may not have the2

sophistication to understand the citizens' relationship to3

the government in the way that they understand the citizens'4

relationship to advertising.  5

It was also said because because it's a new medium 6

it's a great time to regulate.  I think that's exactly why7

they shouldn't start regulating it, because as someone said,8

we don't know how things will be in six months.  9

So I would just like to see a little more10

skepticism towards regulation from the government, the same11

kind of skepticism that's been shown towards voluntary12

regulation. 13

Thank you.14

MR. AWERDICK:  Hi, I'm John Awerdick.  I am a15

lawyer with Stryker, Tams & Dill in Newark, New Jersey.  I16

represent a number of direct marketing companies.  I wrote a17

chapter for the Computer Law Association online privacy for18

a book they recently published.  I have written a number of19

places on the issues.20

I want to suggest first that the FTC on its home21

page put links to all the various sites that have been22

discussed here so that we can go take a look at them, both23

the ones that were shown earlier, some of the children sites24

that have been viewed as problematic.  I think that would be25
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helpful to everyone who has attended to be able to look1

around them and see them.2

In addition to all my other qualifications, I am3

the father of a 16-year-old.  Other people who have talked4

have little kids.  I have a kid who grew up in a how who5

does not remember not having a computer, and who has been6

online for eight or 10 years.  She sees very real privacy7

problems online, almost none of which were discussed today. 8

There are people grabbing her name out of a chat room, 40-9

year-olds grabbing her name out of a chat room to send her10

mail.  She sees no difference between the chain letter11

that's send by a bunch of other kids and a piece of12

commercial mail, both of things that she didn't really want13

to get in her mailbox.  She finds them equally offensive. 14

She is very concerned that her father can figure out a way15

to get in and take a look at her mail, and she wants to set16

up passwords that are father-proof, and that's a major17

privacy issue.  18

I think dealing with some of the issues talked19

about today, I am very taken with Anne Branstrom's point of20

view that privacy is a lot more complicated than just being21

the simple word "privacy."  There is a difference between22

secrecy and confidentiality.  I think a lot of things the23

psychologist was talking about this morning are not really24

privacy issues.  The kid's name is not that private.  The25
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Please, are you are getting to the point where you1

are going to be making decisions, ask parents and get them2

into the decision-making process.3

Please, think about how to educate kids and how to4

educate parents, and remember that guidelines won't work5

unless you put some kind of a public information aspect into6

whatever it is that you are doing, and that this aspect be7

much broader than just computers.  You are not going to get8

to a lot of people you want to get to if you just think9

about putting something on the Web.  You have got use all10

the other more traditional means too.  11

Thank you.12

MR. PEELER:  Thank you.  Now I would like to turn13

it over to Chairman Pitofsky.14

CHAIRMAN PITOFSKY:  The hour is late and I will be15

brief.  We started off by thanking the staff for putting16

together this wonderful set of hearings.  I would like to17

thank with equal enthusiasm the participants in these18

programs, and the audience, for playing a part in such an19

informed and thoughtful way.20

This agency has a history of bringing people21

together, exchanging views, gathering facts, framing issues. 22

And I can't think of a more appropriate area to do that in23

than where the commercial world meets the future.  And24

that's the way I felt about these two days of hearings.25
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I am extremely encouraged by the efforts that have1

already taken place by people who are drafting guidelines,2

and I share Dan Jaffe's thought that there is some3

convergence here.  At least there is a convergence in the4

sense that all participants think this is an important5

problem that needs to be addressed.6

There has been some talk, especially in the last7

hour or so, about whether voluntary guidelines ever work.  I8

don't think it's appropriate to go into a project like this9

with the assumption that voluntary guidelines will not work.10

This agency has been burned in the past by groups11

who suggested voluntary guidelines and then they weren't12

worth the paper they were written on.  On the other hand,13

there are other voluntary groups that developed self-14

regulatory programs that worked very well.  And were15

supplemented, in some instances, by agency enforcement16

behind those guidelines.17

It's one thing to be skeptical, and to be18

demanding and rigorous about what the guidelines are.  But I19

just don't see any -- I don't think it's appropriate to20

start off with the assumption that they won't work and that21

we have to have government regulation.22

Believe it or not, there are some people who think23

government regulation doesn't work all that well either. 24

And in an era in which all of government must do more with25
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less, we cannot afford to ignore the possibility that1

cooperation and collaboration will lead to the appropriate2

result.3

We will prepare a report on these sessions.  The4

report will, I hope, reflect all, or most, of the views that5

were expressed here.  I think that several people have6

suggested focus groups on some of these subjects, and I7

gather there is already some interest on the part of8

independent groups of doing exactly that sort of thing.9

There is too much information, too many issues10

have been explored here to try to digest them at this point,11

but we will have a report.  And with that report, we will12

see where we go from there.13

I want to thank all of you for your excellent14

participation in these sessions.15

(Whereupon, at 1:12 p.m., the workshop was16

adjourned.)17
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