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PROCEEDINGS
WELCOME AND INTRODUCTORY REMARKS

MS. BRANDENBURG: Good morning, and welcome to
the Ehavioral Town Hall. We’re delighted to welcome you
to what promises to be a dynamic and informative two-day
town hall.

Before we begin, 1 have a few announcements.
There will be time at the end of nearly every session to
ask questions. Two microphones will be set up in the
aisles and the moderator will indicate when it’s time for
audience questions. |If you’d like to ask a question, you
can line up at that time. If you don’t mind, please
state your name and group affiliation, 1If any, to assist
the court reporter.

Keep your questions short and to the point to
allow everybody to have an opportunity to ask their
questions.

IT you”d like to submit comments on the issues
raised in the town hall, you may post a comment on the
town hall website, which you can find at www.ftc.gov.
The comment deadline is November 16th of this year.

The town hall is being videotaped and will be
available for viewing at the FTC website in the future.

All PowerPoint presentations can also be downloaded from
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that site.

We have a few important housekeeping notes.
First, a few reminders about security. If you leave the
building for lunch or at any time, you’ll need to be
rescreened through security to reenter, and for security
reasons, please wear your name tags at all times. OfF
course, 1T you notice anything suspicious, report it to
the guards in the lobby.

You’ll find bios in your packets and
information on local restaurants for lunch can be found
outside on the tables at the check-in.

A few additional remarks, for everyone’s
enjoyment and safety, right on cue, please turn off or
set to vibrate your cell phones, and do not use your cell
phones In -- even outside here in the conference center
because it can be disruptive for those participating in
here. You’re more than welcome to use your cell phones
out in the lobby where you first came in.

Second, and importantly, the restrooms are
located across the lobby beyond the elevators and fire
exits are located through the main doors of the front of
the building onto New Jersey Avenue and through the
pantry area, which is directly behind us, to the G Street
corridor and out G Street. In the event of an emergency,

please proceed to the building diagonally across from
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Massachusetts Avenue.

Finally, I would like to thank the Interactive
Advertising Bureau for providing coffee and bagels this
morning that I know we’ve all appreciated.

Now it’s time for a special welcome message
from Chairman Majoras.

CHAIRMAN MAJORAS: Good morning, and thank you
for coming. I am sorry that I cannot welcome you in
person to the Federal Trade Commission’s Town Hall
examining behavioral advertising and consumer protection.
I am grateful to everyone who has agreed to participate
in this important two-day forum.

We have convened this town hall as a follow-on
to our Tech-Ade hearings held last fall to explore in
detail those consumer protection issues that behavioral
advertising presents.

For more than a decade, the FTC has been
committed to protecting consumer privacy and identity,
both online and offline. We have used our full range of
law enforcement authority, encouraged and supported
industry self-regulation, and conducted extensive
consumer and business education programs relating to
privacy and security.

In the past year, we have considered closely

and internally debated the several petitions and
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complaints about behavioral advertising that we have
received, and FTC staff has met with and interviewed
scores of consumer groups, companies and technologists to
better understand the advertising technology and the
legal and policy questions its use implicates.

Over the past decade, our methods of
communicating with one another have changed
fundamentally. Thus it is not surprising that we are at
a moment in time when the advertising industry is
transforming itself, forming new combinations, developing
new strategies, simply exploding with activity. Online
companies of all types are moving into the advertising
space or expanding their presence so as to generate
revenue and enhance and complement the many other
services provided by their businesses.

Today and tomorrow, as we look at developments
in online advertising, we will be exploring the types of
information that companies collect about consumers as
they travel across the Internet, whether the information
collected i1s anonymous or personally identifiable, how
this information is used and shared, what consumers
understand about the collection of information online,
and finally, whether these practices are resulting in
consumer harm and, iIf so, how this should be addressed.

We recognize that advertising brings many
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insights and expertise on behavioral advertising.

Those of you who have been working on privacy
issues for the last decade are experiencing a little bit
of deja vu, I would imagine, this morning. As many of
you know, the Commission examined behavioral advertising,
which we then called online profiling, at a public
workshop that we held in 1999. Then, as now, we
described the practice as the collection of information
about a consumer online, including searches the consumer
conducts, the webpages visited, the content viewed,
geographical information, lifestyle or preference
information, all for use in delivering targeted
advertising to that consumer.

Because the consumer’s own activities are used
to target the advertising, the ads are presumed to
reflect that consumer’s interests and thus increase the
effectiveness of the advertising.

More recently, we discussed behavioral
advertising at last year’s Tech-Ade hearings, which
examined the key technological and business developments
that are expected to shape consumers’” experiences in the
coming ten years. What we learned at Tech-Ade, and in
preparing for this event today, is that the advertising
market has changed dramatically since our earlier

workshop In 1999 and that the practices involved in
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behavioral advertising have changed along with i1t.

First, behavioral advertising has become more
prevalent and 1t’s expected to become even more widely
used in the coming years.

Second, marketers are seeking to expand
substantially the information they collect and analyze to
increase the precision of their behavioral advertising.

Third, the industry has seen a recent flurry of
consolidation, resulting In more consumer information in
fewer hands.

At the Tech-Ade hearings, panelists also
debated the costs and benefits of behavioral advertising.
Some panelists stated that consumers benefit from the
practice because the ads they receive are more relevant
to theilr interests. That’s a good thing. If you’re
shopping for a tennis racket, for example, isn’t it nice
to get an ad showing you where you can buy a tennis
racket, or maybe even a coupon giving you a discount for
that racket, or maybe a discounted vacation to a tennis
resort. Those are all good things.

Others express concern about the increasing
collection of consumer information online and the use of
this information to develop comprehensive consumer
profiles that can be stored indefinitely.

These issues were underscored by several
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letters we received from consumer advocates and others
expressing their concerns about the effects of behavioral
advertising on consumers.

We decided that we really needed to learn more
and, so, here we are. Over the next two days, we
anticipate some terrific discussions which we’ve
organized into nine panels. Our first panel will provide
an overview of behavioral advertising from various
perspectives. We have a technologist, a privacy
advocate, an industry representative and a representative
of the leading self-regulatory organization.

In the second session, we’ll hear from industry
representatives and outside analysts about current
business models, as well as technological and other
changes In recent years.

The third panel will present survey data
related to consumers” knowledge and attitudes about the
collection of data online and the use of cookies, a
primary method for collecting data.

After lunch today, the fourth and fifth panels
will address the nuts and bolts of behavioral
advertising, what type of data is collected, how the data
iIs used, who has access to it, and whether and how the
data is secured.

Tomorrow, we”ll begin the day by examining what
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11
companies disclose to consumers about behavioral
advertising and whether these disclosures are an
effective way of communicating with consumers about the
practice.

Then, we have a nice little surprise on the
second panel, a presentation of the results of a YouTube
contest for the best short video explaining what cookies
are and how they’re used for advertising online. The
concept was developed and sponsored independently by
Esther Dyson and the Harvard Berkman Center.

During the session, the judges will show the
top five videos, discuss the relative merits of each, and
select the winning video, and members of the audience
will also have a chance to vote for their favorites. We
hope that that’s a really fun break.

After lunch tomorrow, we’ll turn to the
regulatory landscape. We”ll hear about regulatory and
self-regulatory measures governing behavioral
advertising, both here and abroad, including the status
of the principles put forward by the National Advertising
Initiative.

And, finally, our last panel will look to the
future. It will explore anticipated changes in the
behavioral advertising space and whether and how

behavioral advertising is being used across different
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technologies.

Before 1 close, I want to address one issue
that 1 suspect has crossed the minds of a fair number of
people here, why a town hall? Why not the good old
familiar FTC public workshop? Well, by town hall, we
want to signal that we expect a lot of discussion at
these two days. On almost every panel, we’ve left time
at the end for audience participation, and because this

event really is -- you know, the people sitting here, you
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13
Education, Callie Ward, Colin Conerton from our Honors
Paralegal Program, and Eileen Harrington, who is a Deputy
Director in BCP, also played a large role in this.

I want to thank all of you for your absolutely
terrific work.

(Applause)

MS. PARNES: The next two days promise to be an
education for all of us, filled with spirited debate and
constructive dialogue. Thank you all again for coming.
And, now, 1°m going to turn this over to Lori Garrison
for our terrific First panel.

(Applause)
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SESSION 1: OVERVIEW OF BEHAVIORAL ADVERTISING

MS. GARRISON: Thank you very much, Lydia, and
good morning, everyone, welcome. The first session today
to open our town hall is designed to set the stage for
our two-day conversation. As Lydia said, we’ll have a
technology presentation to simply and clearly show how
generically ads are delivered online. It’s not meant to
be comprehensive, but it”’s meant to kind of set the stage
so that we have a common understanding of how this works.

Following that, we’re going to have three
perspectives on the issues that we’re exploring in this
town hall.

So, to begin this session, it is my pleasure to
introduce Richard Smith, a technologist who will walk us
lightly through the online advertising world. Richard
hails from that great land to the north, Red Sox nation.
Welcome, Richard.

(Applause)

MR. SMITH: Thanks for that nice introduction
here. As Lori said, the FTC invited me to come in here
to give a general technical overview of the Internet
advertising technology, you know, how we see ads on the
webpages and the websites that we go to, and my goal 1is
to give sort of a broad overview, not at 50,000 feet but

more maybe down on the 5,000 feet level. So, there will

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555






16



© 0o N o o b~ W N PP

N RN N N NN P R RBP R R PR R R R
aa A W N B O O 00 N O o0 B W N —» O

17
the publisher’s web server which is going to be somewhere
in a data center most likely iIn the United States
somewhere, and what it’s going to say is, | want this
particular webpage and it gives an address, and that’s
that http:// address that we all are familiar with in the
address bar. And it makes that request to the
publisher’s web server and then the web server will then

provide that webpage back down to the user’s computer.

Along with it, in many cases, will -- 1If this
iIs the first time we’ve visited this website -- will come
a cookie. 1 think the best way to look at a cookie 1is

it’s kind of like a little membership card and on that
membership card it has an ID number which uniquely
identifies the computer and, In many cases, In some
sense, the individual who made the request for that
particular webpage.

Now, if there are images that need to be shown
on that same webpage, they’ll be done as separate
requests. So, each image that we see displayed on the
webpage will be its own request.

Now, Ffor a commercial website that’s showing --
you know, like a media website that’s showing
advertisements, they’ll have a second server involved
here as a minimum, which will be the ad server, and its

job i1s to provide the image that we see for the banner
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18
ad, as well as the ability to click on that banner ad,
then end up at the advertiser’s website. So, it handles
all that aspect of things.

And, again, all that happens are the user’s
computer will send out a URL request to the ad server,
which will be typically for the image or perhaps script
code for the ad, and then that image or script code then
is sent back down to the user’s computer along with a
cookie. In this case, this cookie belongs to the ad
server.

There may be a third type of server involved in
serving up that page, which is what we call a web
analytics server. So, websites want to know, in a lot of
cases, you know, what’s popular at the website, what
articles are getting read, what do people seem to be
interested Iin. So, they’ll hire an external company in,
many cases, called a web analytics company to do those
measurements. What will happen then is a URL will also
be sent to the web analytics server with the idea of
providing information about where somebody has been on
the website.

So, these URLS that go to the ad server and to
the web analytics server, those are provided by the web
publisher. So, they appear in some manner in the HTML

code of the webpage or the script code of the webpage and
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20
some special characteristics.

In the picture I have here, as we have the
user’s computer up at the top and going to various media
websites -- 1 have it going to washingtonpost.com, CNN,
New York Times and MSN, but it could be many different
computers. And at the top of each of these webpages, I°m
showing some stylized banner ads. So, the first time --
let’s say | have a brand new computer, 1 just opened it
up and 1 go to the Washington Post as the first webpage
that 1 visit. The ad network server will store a cookie
on my computer at the Washington Post website, and then
as 1 go around to these other websites, that cookie gets
returned to the ad server each time 1 request another
banner ad.

So, what’s special about ad server cookies is
they, In essence, get shared across many websites, in
cooperation with those websites. It’s not just like an
ad network can grab a cookie on any arbitrary webpage.
But if the different websites cooperate, there’s this
ability then to retrieve the cookies on different media
websites. This is a little bit different than normal.
IT we take like the Washington Post, it’s not allowed to
look at the New York Times cookie, or vice versa. They
don’t share. But within the ad networks because of the

way the web browsers operate, cookie sharing is possible
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across many different websites, and this is one of the
things that -- one of the reasons that we’re here today,
in essence, Is because of the sharing that goes on of
cookies.

Another concept that will be showing up here
over the next few days that will be talked about to some
degree is something called web beacons. They go under a
lot of different names. |1 coined a term, for example,
six or seven years ago called web-bugs. They also go
under clear pixels, action tags, under many different
names, but the most popular name seems to be nowadays web
beacons. They’re a method that work in conjunction with
cookies that allow a publisher website to communicate
information off to an ad network or to an analytical
server.

What makes them interesting and sort of popular
in the media is the fact that they tend to be invisible
on the webpage. They’re implemented as invisible or
hidden iImages on webpages. But the fact that they’re
images i1s just an artifact of the way HTML works. What
they’re really used for, in the most typical case, is for
the publisher website to transfer information to the ad
network server or analytic server about the person or the
webpage that’s being viewed.

So, what happens is in the URL, the web beacon,
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22
you know, because 1t’s an image, it has a URL, there’s
information that’s placed into the URL that the publisher
wants to tell the ad server about this person or webpage.
And they have many, many different uses and they’re
basically a tracking device, if you will, for watching
what people do on the Internet and they provide the
ability to track people even when a banner ad”s not being
shown.

IT we go back to our example of that article 1
showed you about getting our kids to eat vegetables, 1
took the packet sniffer output and condensed it down and
found all the different servers that are providing
content or are involved in that webpage. 1 broke them
into the three categories, what 1 showed before on the
original slide, which is the content server, an ad-
related server and analytics servers.

So, we can see a lot of stuff going on here.
Obviously, the Washington Post is going to have a server
here providing content, you know, it’s their website.
Well, it turns out they actually have four different ones
and, you know, for different uses. Sometimes images tend
to load down a server, so they have special high speed
servers that just do images.

But there are other websites that are -- other

companies who are providing content on that webpage and
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their names are Inform, MuseStorm, QuestionMark, and
Sphere. And QuestionMark gets involved with doing
surveys. Sometimes you’ll see on a webpage a pop-up.
They” 1l say, would you like to participate in a survey
and 1t will be a company called QuestionMark. This 1is
one of the power of the Internet is the fact that you can
link together a lot of different content from different
sources.

There’s also the -- | forget exactly, 1 think
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here today because they’re a company that does behavioral
tracking and provides behavioral targeting services. So,

at the Washington Post, one of the things that’s going on
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IS you’re being targeted in some way on ads based on the
articles you’re reading.

For reasons that 1 don’t quite understand,
there’s four different companies who are providing
analytic services at the Washington Post. So, they’re
really interested over there at the Post of what we’re
doing at their website. But, you know, analytic type
services tend to be gathering aggregate statistics and
tend not to be individually targeted.

I mentioned before, you know, we’ve talked in
earlier slides about cookies and 1 just wanted to give
you a sampling of what cookies look like here from the
various servers. What 1 tried to show here is they’re
kind of -- the analogy that 1 like to use for cookies is
they’re like membership cards. When you go to a website,
you’re given your own personal membership card and you
become a member of this club for this website. So, iIn
the case of the Washington Post, you’re given an
anonymous ID. So, all cookies have names as well as some
kind of value associated with them.

Here 1 show one cookie per server. It turns

out you can have 20 or 30. There’s really kind of no --
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25
there 1s an upper limit on the number of cookies you can
have associated with one webserver, but you can have many
different ones. Typically, you see anywhere from one to
about 20.

And the 1D numbers will tend to be -- because
it’s computer stuff, will tend to be mixtures of letters
and numbers here. So, we have a cookie ID assigned for
the Washington Post, Aggregate Knowledge, DoubleClick,
Revenue Science, QuestionMark and MuseStorm are the ones
that 1 found on that webpage. There might have been a
couple more. I don’t think I had enough room for all of
them on the slide. But there were six to eight cookies
that were being set on my computer. What 1 had done was
cleared out my cookies and then viewed that page to see
them all come down.

And the important thing about cookies -- you
khew,whsnlysaidowthere’s a membership card. The
membership card analogy is that when you come to the
website, you’re given this unique identifier number, and

then when you return back to the website, the number
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works, 1f you will, from the perspective of showing a
webpage. What 1 want to get into now Is more about how
the ad targeting or how ads are presented. The analogy
that 1°m giving here is we have this funnel that takes in
a lot of information and then at the bottom spits out
some kind of banner ad that gets displayed on the
webpage.

So, there’s a lot of information that goes into
that decision of what ad to show. And then on the left-
hand side here, we have a database of ads that need to be
shown and then information that’s going into the ad
selection funnel gets matched up with what ads that are
in the database and, finally, the decision is made of
what ad to be shown on the webpage.

This process i1s done by the ad networks.

That’s their job. It has to be done pretty quickly, too,
because what you don’t want to do is have -- it can’t
take many seconds to happen. [It’s got to happen
instantaneously, more or less. You want to see a
webpage. You don’t want to see pieces of It pop up more
slowly, although that sometimes does happen.

So, what gets put into this ad selection funnel
here? Well, when a request is made, a lot of information
is sent from your computer up to the ad network and these

are all sort of fair game, if you will, for selecting an
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keyword and then they get their sponsored links shown on
the right-hand side of the screen. So, this is very
traditional type Internet advertising.

One time 1 heard an analogy from people in the
ad industry, this is a lot like when you go to the Yellow
Pages. You’ll see your listings that -- the unpaid
listings, as well as the ads that appear in the Yellow
Pages. This is a very effective type of advertising
because, obviously, If you’re searching for something,
it’s probably a good time to maybe hit you with some
advertising related to it.

Speaking of baseball, let’s see here, but this
is about Cincinnati. Here’s an ad at my way, and this 1is
basically an example of contextual-based advertising.
This was provided by Google. So, we have a news article
about the Cincinnati Reds and we’ll see ads down at the
bottom, you know, based on information that -- or
keywords that appears in that article. So, we see an ad
here for a baseball jersey and another one for a
Cincinnati car dealer and another one for getting play-
off tickets. 1 don’t live in Cincinnati. These ads were
shown to me in Boston. So, it gives you an idea of
contextual-based targeting.

Here’s an example of location-based targeting.

I went to the Times of India website here, and 1°m not
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Here we go to a little more -- sort of another
level of sophistication here. | think that -- and it
gets more into the behavioral type advertising that we’re
talking about here where a website watches what we do and
then provides feedback to us about what’s happening on
the website.

This past summer 1 was looking to upgrade one
of our TV sets to a high definition TV and I was looking
at the Olevia 37-inch TV, which I actually ended up
getting. And if you notice down at the bottom of the
screen, while 1°’m looking at this webpage here, I’m also
shown what other people have looked at -- when they’ve
looked at this television set, what other models have
they looked at and which they ended up buying. This is
an example of what’s known as collaborative filtering.
The 1dea iIs you gather aggregate statistics about what
people are doing at your website, you’re watching them
walk around the store and looking at the different models
that they’re looking at and then you provide that
feedback to help people understand potentially other sets
that they may be interested in.

But it’s an example here very much of kind of
remembering things, not just if we think about the
earlier targeting, which is based on the one page. Now,

we’re getting into targeting based on remembering
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selection.
So, we use all these other parameters that we
were using before, but now we add in sort of the history
of what we’ve been doing to select our ads.

But what is the behavioral profile? Well, 1
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direct marketing things, where we’re -- it’s sort of like

what gender we are, how old we are, where we live, how

much money we have and so on, and that’s -- again, we get
rated by what we do on the -- in our web travels here.
So, | have like soccer mom, retired male, newlyweds, all

these different sort of categories.

So, how are these profiles created? Well, if
you go back to our original few slides here, as you saw,
all these web requests are provided to the ad network and
they provide a lot of information about what we’re
interested In. So, we have a variety of ways that can
feed into these profiles. 1 just give some examples here
of -- we have a product interest profile. So, if we
clicked on a Home Depot ad at one point, that signals
that we might be a DIY or somebody who wants to fix up
the house on the weekends.

IT we’re looking to upgrade our HDTV that may
be indicated by the fact that we read four different
articles over time about high definition television sets.
Another source might be we searched for pricing
information about cars. So, all the different things
that we potentially on the Internet can feed into this
profile and there are a variety of mechanisms then that
the publisher websites use in order to take information

about their webpages and then pass this off to the
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behavioral profiling companies to feed into these
profiles. Then the information then gets regenerated
back In order to do our ads.

So, | need to wrap things up here. Thank you,
everybody, for your attentive listening and 1 hope it was
useful here to try to understand the lay of the land.
Thank you.

(Applause)

MS. GARRISON: Thank you very much, Richard.
Richard told me that he’s never done a PowerPoint drawing
before and we were so delighted with some of those
earlier slides that we actually created blow-ups. We’re
going to leave them up as posters on either side so that
you’ll be able to look at them while we’re here and, of
course, his PowerPoint, as all the PowerPoint
presentations, you will be able to download.

Now, we’d like to hear from three presenters
who will each give a different perspective on the issues
that we’re going to discus