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even in the foyer behind us. Fire exits are located
through the main doors at the front of the building on
New Jersey Avenue and through the pantry area to the G
Street corridor and out to G Street, which is directly
behind us. In the event of an emergency or drill,
proceed diagonally -- to the building diagonally across
Massachusetts Avenue.

Finally, 1 would like to thank Microsoft for
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behavioral marketing is, and of course we"re going to
have our YouTube presentation later that will further
explore that.

We learned about who is using behavioral
marketing, how it works, what information companies
collect, how they use that information. So 1 think we
all have a better idea now what we"re talking about.

We also heard about the benefits of behavioral
marketing, the fact that it enables consumers to get
content on the Internet for free. And the fact that it
delivers ads that are more relevant to people, less ad
clutter, and of course there®s certain business
efficiencies that come from this practice.

At the same time we also heard about some of
the concerns that have been raised, the privacy concerns.
We heard about the lack of control that some consumers
may feel over their information. We heard about concerns
about the collection of sensitive information, medical
information and other sensitive information, how that
might be used.

We heard about anonymity, the issue of
anonymity. And there was a good discussion of what
anonymous means in this space, for example, is an IP
address anonymous or not, the debate on that. We heard

about some concerns about possible discrimination, that
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targeted information could be used In some way to
discriminate against a vulnerable group such as children
and others, and also the overreaching of these vulnerable
groups. And, in particular, we heard about the social
networking sites and concerns about how iInformation
collected through those sites could be used to target
teens.

We also heard about the possibility of data
breaches, that these compilations of information exist
and 1T they"re not adequately secured there could be
significant harm to consumers. Interestingly, at least
what | heard yesterday was that consumers seem to be less
concerned about the advertising they"re getting as a
result of behavioral targeting and more about the fact
that the information is being collected and stored.

So that may give us some ideas for how to
approach this problem in the future. So as is so often
the case in the law and in policy, the challenge is to
find the right balance. How do we preserve the benefits
that behavioral targeting brings to consumers and to
industry while protecting consumers from some of the
possible privacy concerns or abuses that might arise.

And if you don"t mind me giving a shameless
plug for an upcoming workshop that we will be having in

December on the use of Social Security numbers in the
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8
can we do to shape the future? And hopefully we won"t be
hearing anything more about Larry Ponemon®s mother.
That"s sort of my goal for today.

Anyway, 1 think it will be a terrific session.
And hope you all stay and participate. Remember, this is
a town hall, we want everybody to get involved. Thanks.

(Applause)
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SESSION 6: DISCLOSURES TO CONSUMERS

MS. ENGLE: Good morning, I*m Mary Engle, the
Associate Director for Advertising Practices at the FTC.
At this morning’s session, we“re first going to hear
three presentations, and then we"ll have a roundtable
along the lines of the last panel yesterday. First this
morning we"re going to hear from Lorrie Cranor, who s an
Associate Research Professor at Carnegie Mellon, then
we”ll hear from Declan McCullagh with CNET, and finally
Scott Shipman from eBay. Lorrie?

MS. CRANOR: Good morning. 1"m going to talk
with you really quickly about some of the research we"re
doing at Carnegie Mellon that"s related to disclosures to
consumers. We’ve all seen the studies that show that
people say they care a whole lot about privacy but they
don®t always take steps to actually protect their
privacy. And there are all sorts of possible
explanations for this that have been tossed around.

The two that I want to focus on today are that,
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10
themselves. They typically require college-level reading
skills to understand, and they also contain a lot of
language that includes legalese and obfuscated language.
There was a study that counted the number of hedging
claims in typical privacy policies. And these include

things like “except as”, “on a limited basis”, “we
reserve the right to”. And a typical policy includes at
least 20 of these claims.

The students In my lab did a study this summer
to test a variety of privacy policy formats and find out
how effective they are with consumers. We started with
one real-life privacy policy from a real company, but we
removed the name of the company. And then we came up
with several variations on that format. We formulated a
highlights notice with the standard six boxes in 1t. We
also used the P3P computer-readable version of that
privacy policy to derive some other formats. These were
experimental formats we tested where basically you“re
given some summary of the privacy policy and then you can
click on links to drill down and get more information.

We had 864 participants that came to us on the Internet.
Each were assigned to read just one of these policies.

We then asked them eight questions about how well they
thought they understood and trusted the policy. And then

we asked them to find six specific pieces of information
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11
in the policy.

We found that when people read the original
natural language version of policy, there was some
information they could find very easily. This was the
information where they could just look for a keyword and
find the information. So, for example, we said “Does
Acme use cookies?” They could look for the word cookie,
and 98 percent of them correctly answered the question.”

But when we asked a question that required more
comprehension, they had a lot more trouble. So, only 71
percent of people correctly answered the question, “Does
this policy allow Acme to put you on an email marketing
list?” And then an even more complicated question, only
half the people got right: “Does this policy allow Acme
to share your email with a marketing company that might
put you on their email marketing list?”

So our preliminary findings, and we"re still
actually going through all the data that we have, our
preliminary findings are that even well written policies
are not well liked and they’re difficult for consumers to
use. We also found that the layered notice variant in
the current format doesn®t appear to help very much,
although we think some changes might be able to be made
to make that a lot better.

We also found that people perceived the long
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12
policies as slightly more trustworthy but find
information faster in short policies, so we have a bit of
a contradiction there. The experimental formats that we
tested were not immediately intuitive to consumers. They
had trouble figuring out where exactly to find the
information in those policies. But based on these
findings, we plan further refinements and experiments,
and we think we can come up with something a lot better.

Another approach to privacy communication is to
provide privacy information in search results. We
developed a search engine called Privacy Finder which is
available to the public at privacyfinder.org. We
conducted a study this summer to determine whether people
actually could use the privacy information provided by
Privacy Finder and whether it influenced their purchases.

We did a lab study. We had 72 Pittsburgh
residents come to our lab, and we paid them to make
online purchases using their own credit cards and
exposing their own personal information. We paid them
all a fixed amount and allowed them to keep the change,
thus they had an incentive to try to save money.

So, this is what the Privacy Finder search
results looked like. You can see on the left column
there®s a privacy meter, those little green boxes, and if

you click on the link underneath, that"s a privacy
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14
here 1s that if you can communicate clearly with
consumers about privacy, It does make a difference.

Thank you.

(Applause)

MS. ENGLE: Next we”ll hear from Declan
McCullagh of CNET.

MR. MCCULLAGH: Hi, there. Good morning.
Thank you. So, news.com has done a series of privacy
surveys, including of search engines and
telecommunications providers and so on. And two of them
are relevant here, and that"s what 1 wanted to mention.

The first we did in February 2006, and my
colleague, Eleanor Mills, helped with both. She®s out in
San Francisco and covers the search industry. News
organizations tend to be more event-driven, and so the
first survey responded to privacy questions raised by the
Department of Justice"s subpoena of Google. And you can
see the URL at the end of the presentation, if you want
to look at it yourself, but here are some highlights.

We asked all of the major search engines,

again, February 2006, this question. And Microsoft”s
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IT you have a list of search terms, can you then -- let"s
say 1T the Department of Justice asked you, and let"s
assume that a lawful procedure is followed here, produce
a list of people who search for that term. Al-Qaeda
might be an interesting one or something more detailed.
And, so here is -- the answers were all yes except AOL,
which was the outlier here, saying, no, we can"t do it.

Here is another question, sort of the opposite
or the inverse of the previous one, which is given
someone®s IP address or cookie value, let"s say that you
already had that in a similar criminal context, can you
say what this person did?

The answers in this case were actually uniform.
All of them -- and of the four companies we surveyed said
that, yes, they could with no exceptions. Now, this is
one we did in August of this year. This came -- the
second survey was a result of some of the recent news
regarding improved privacy protections by search engines,
and so Eleanor and I wanted to sort of pu@O@A®s3ewla00000 0.00000 O.
clearer form to our readers and say, so, what exactly
does this mean. Some of the companies were using
different terms, and we wanted to explain to our readers
what was going on by asking them the same questions and

reproducing theilr answers verbatimt be an interesting one or somethi
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18
are looking for and what they®re finding, and certainly
the second on the search industry. What I"m going to
talk about is a little nuance from that in the sense that
on the first presentation we, as eBay, as a online
community, really try to aspire to those notice
principles and keeping it easy to read for customers, so
that component is certainly relevant for us as a company.

And on the second part with search and privacy
related to the retention of information, within the
search space, naturally eBay is a community and online
e-commerce platform, so our retention periods are
slightly different for a number of different reasons,
obviously fraud protection and others. But nonetheless
that does mean that we keep a large amount of data on our
customers related to the transactions and certainly have
a responsibility to make sure that we use that
information as the customer would expect.

And, so, disclosures to consumers for eBay is
not a new theory or even a new realm of work for us here
or my team. And as | think the environment can be
summarized, it’s evolution, right? We’ve seen even back
Iin"97 and "98, privacy policies that were these long,
wordy, legal drafted statements. We"ve then moved to or
at least many communities, many online platforms have

moved to summaries, principles, charts, appendices. We
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MS. ENGLE: Thank you, Scott.
Okay. 1"m just going to briefly go down and
inat t at end I"Hopeful gothis is right, from t Renotes
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25
address what 1 was wondering, and that is how do you
motivate people to search further? How much information
do you have to give consumers about what It is they
should inquire about before they"ll inquire? Is a
question mark good enough? Is the word advertisement
good enough? You know, some of these may or may not
motivate consumers to actually take the next step. What
do you think about that?

MR. SHIPMAN: Yeah, and I think one of our --
one of our key objectives is to make the program known
and to make the option known. So that®"s why we"re using
different embodiments, because you just don"t know yet
what they want.

MR. WINSTON: Right. 1°m wondering whether
some of the other businesses alert consumers to the
availability of information on their sites about how
advertising may be targeted to them other than through
the link at the bottom of the page to privacy policy.

Peter Cullen, do you want to start with that?
How does Microsoft do that?

MR. CULLEN: We’ve explored different ways of
providing advice, providing notice to our customers. And
it really -- it"s a balance between how do you provide
relevant advice in situations that might be very

contextual versus, to be really blunt about it,
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26
overburdening the consumers.

So, let me think about an example of
overburdening the consumer. So, iIn some parts of the
world, as we heard yesterday, an IP address is considered
personal information, so think about a scenario where you
went to get a weather forecast off of MSN.com and there
was a popup notice that said that here’s how we collect,
use your IP address. And 1 think most consumers would
say, hey, look, all 1 want is the weather.

So that may be an example of kind of
overnotice. The way that we"ve approached It is in
certain situations, for example, the phishing filter
where there’s a sensitivity between providing Microsoft
perhaps with URLs as well as providing the protection we
do, kind of a very just-in-time consent notice. For
other less invasive types of things, for example, use of
behavioral information to provide ads or even contextual
information, that®"s an example where we would have very
detailed information In a privacy notice and provide the
consumer with the ability to opt out of that tracking,
despite Declan®s information, that"s not quite accurate,
you can actually opt out of off-network and on network.

MR. MCCULLAGH: That"s what you told us at the

MR. CULLEN: Sure the other -- so there-®s
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27
different notices for different scenarios. And iIt°s a
balance between providing access to the information,
providing relevant information in the context that from
our understanding of our customers that they expect.

MR. WINSTON: Yeah, 1 think that"s a good
point, that there has to be a balance between too much
information and not enough. But if you think about
effective communication, the first step is getting the
consumers” attention, letting them know there is
information there that they might be interested in. And
then you move to, all right, once the consumer is
interested how do you explain it in a way that they can
understand and what choices do you give them at that
point.

MR. CULLEN: Yeah, so, you know, another
interesting balance point is that for a user that first
comes to Windows Live, applies for a Windows Live 1D,
they actually have to affirmatively attest they have read
or received the privacy notice. Now, do we make sure
that they have to scroll through even the short form
notice? No, because in all honesty that’s -- our
customers have said that"s just kind of an overdoing it.

Do we make it accessible on every page?
Absolutely. Do they have the ability to express some

choice around that? Absolutely. So it"s a balance
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28
between making the information available, doing it in a
way that makes it easily accessible, in fact, invites
accessibility but doesn®t make the consumer have to click
through 18 screens just simply to sign up for an ID.

MR. WINSTON: Esther, you wanted to say
something?

MS. DYSON: Yeah, thanks. 1 wanted first to
talk about the disclosure of my own information in the
bio here. 1It"s kind of ironic. If you look at my bio,
it"s kind of vague. 1 do emerging stuff. The fact is
I*m very involved with a bunch of companies that do
online advertising. Somebody -- some 1°"m sure junior
person at the FTC wanted to make my bio sound more
prestigious or something, and they took out all these
dinky little companies, but just for the record, I ™m
involved with Boxbe, which lets you manage your own email
inbox and sell access to it to marketers, so it tries to
empower the user.

I’m involved with Dotomi, which originally
started with a similar user empowerment kind of business
model where you get personal messages in a banner space
on your website. We found that too confusing to sell to
consumers. So | understand exactly what the issues are
around trying to tell people stuff they don"t really want

to take the time to understand.
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consumers are probably as smart as most advertisers,
generically.

So 1 think you®"re going to see more and more of
this happening. |1 don®"t think the FTC needs to set
standards. Unlike, for example, you can see your credit

report now. It’s a very defined process, exactly what is
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problem of they don*t understand is going to be solved
not by a single standard but by consumers® greater
familiarity with all these tools.

MR. WINSTON: Thank you, Esther.

Just to pursue a little bit more how companies
are getting over this barrier of getting consumers-
attention and alerting them to this -- the availability
of this information, Srinija, am I pronouncing that
right?

MS. SRINIVASAN: Yeah, that was perfect.

MR. WINSTON: Wow! How do you do that at
Yahoo!? How do you tell consumers that you®re gathering
this information for advertising purposes, and explain
how that works.

MS. SRINIVASAN: Sure. So, I™m Srinija, I™m
Editor-in-Chief at Yahoo!, and 1°ve been with Yahoo!
since we were five people, and 1 can tell you since our
inception that we got into this because we were so and
remain so passionate about the transformative power of
this medium that we can®t wait to unleash that positive
power for others and empower others to find out and
discover what can be done, what"s possible.

And we recognize that in order for that to
happen there has to be a fundamental trust by all

members, all participants in the ecosystem that drives
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this medium in order to drive participation. So we were
one of the first companies to have a privacy policy, and
I don"t want to for a second discount the power of that
level of disclosure.

The policy itself, the final document, is an
important outcome. And in it 1 think you"ll find on the
very top page where we try to succinctly boil down the
essence of our information practices, you™ll see that we
very clearly say, we use the information we observe in
order to customize the content and ads you see.

We further break down -- you know, we have been
talking a lot about layered policies in the last day or
two. Our version of layering has been in place for many
years. And that is that many different Yahoo! customers,
consumers, think of us iIn different ways because we offer
so many different sorts of products and services. So we
actually detail for each of our products and services
what are the privacy practices that apply to this
particular product? That way you don®"t have to read
about the tons or more of specific instances that may or
may not pertain to you, but you can see in a central
policy what are the principles that apply. And then the
practice is broken out by product.

So that"s one way just in our policy statement

that we make sure we have ubiquitous links to this on the
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footer of every page, not just the home page, and that we
want people to know this iIs -- we take this seriously.
This is something that we think about.

The other thing is that has been quickly
alluded to here, I think, but bears further discussion is
that the policy itself, while 1t’s very important, is the
outcome of the thoughtful process that led to it that
says we"re a company that spends time thinking about the
implications and the outcomes. And these are our
guardrails.

We want to make that clear In as many ways as
we can. So, if you®"re traversing across Yahoo!, we have,
for example, a universal header. When you are known to
us, it will say, “Hi, Srinija.” |If you are not known to
us, because you’ve never registered with us or you aren’t
logged in, then there won"t be that identifiable

greeting. And that"s just one small example of letting
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rates are going to be for regular transactions like
search. 1 mean, Google doesn’t even have a link to the
privacy policy off of the main search page. You have to
drill down.

The problem with the traditional privacy policy
in this space especially is that I"m not dealing with a
single transaction. |I1°m dealing with a prolonged
transaction over days, weeks, months, and the information
accumullates. So whether users are really aware of the
implications of their transactions with this company
after reading the policy one time at the beginning of the
relationship is unclear to me.

I really liked what we saw here from eBay,
which is a kind of constant reminder that we are aware of
who you are, we are aware of oh, you should be aware that
we"re doing something with information that we"re
gathering about you. And I think that®"s a much more
powerful direction to go in.

MR. WINSTON: Jane Horvath from Google, do you
collect any statistics on how many people click on the
privacy policy?

MS. HORVATH: 1 don"t have those available
right now. But I did want to talk about what we"ve done
because we do agree that the privacy policy tends to be

very legal oriented and difficult to read and difficult
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to follow, so we"re exploring different means of making
our privacy practices clear. In particular, we first
started with blogs. And we were blogging about different
issues with respect to privacy, and these blogs are
interactive blogs, so users have the ability to write
back and ask questions.

And in response to a number of the questions we

realized that there were some issues with respect to

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



For The Record, Inc.
(301) 870-8025 - www.ftrinc.

38



For The Record, Inc.
(301) 870-8025 - www.ftrinc.net -

39






© 0o N o o b~ W N PP

T e T = T S Y S Y S T
© 00 N oo a0~ N - O

20

41
make people click through things, and the fact is that
we"re never going to get rid of the fact that individuals
are incredibly busy, that individuals have lots of things
to do in their lives, that individuals want a great
experience when they go on the Internet, and there are
lots of things that are bundled into that.

So when we think about privacy notices, 1 think
we have to think in terms of the roles of privacy
notices, and it"s not -- so it"s not just consumers are
aware of what®"s going on so they can make choices.
Privacy notices establish a sense of what is fair and
what®s unfair by the comparison of notices, the
comparison of behavior.

Privacy notices create a sense of
accountability that they define how an organization 1is
going to behave and then organizations can be measured
against that behavior. And that"s a very different thing
than just saying we"re going to try to force individuals
to read notices so that the consumer can then be in a

position to police the market.

21 they define how an organization is
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Commission is really In many ways because of the adoption
of the concepts of harm and protection against harm which
is appropriate for a consumer protection agency, It"s
really come down to a discussion of what is the
appropriate uses of information.

And the appropriate uses of information,
actually when we talk about communication, goes beyond
just the role of notices as a privacy notice but also the
concepts of the uses of information that are iIn terms and
conditions, especially as you get away from branded
organizations. So I"m just suggesting that while privacy
notices are incredibly important, my God, 1 have spent 20
years working on privacy notices, | led the process of
coming up with the multi-layered notice approach, we
don®"t -- we shouldn®t have an expectation that notices
alone are the issue and that we shouldn"t spend all of
our time trying to figure out how we force consumers to
read notices. We have to think about the accountability
process that goes into a notice.

MR. WINSTON: I think that"s right, Marty,
although 1 think this panel really we want to drill down
on how do we get consumers to look at this information
and understand it and make good choices for them,
recognizing that privacy policies serve a lot of other

purposes.
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Peter?

MR. CULLEN: With respect to that, 1 do think
we do need to pick a little bit on Marty"s points a
little bit. So, for example, the state yesterday, which
I was incredibly surprised about, you had 15 percent of
the whatever it was that Fortune 500 companies don"t even
have a privacy statement, so I think it"s wonderful that
we"re up here discussing about how we can Improve privacy
notices. Perhaps the goal i1s to get people to read them.

But Marty"s point about that an organization®s
privacy statement is also a promise to consumer advocates
who frequently look at those statements to make sure that
they“re not deceptive, it"s a promise to the FTC, after
all, we have a 20-year love affair with you on that.

(Laughter)

MR. CULLEN: So, I think they serve a very
valuable purpose, but I think we also need to be thinking

about, well, why is it that 15 percent of those top
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notice on the home page, wherever, that says we collect
information about your activity on this site and use it
to direct ads to you that may be most relevant to you.

To learn more about this and to understand what your
choices are, click here. And then you go to a statement
that explains all this. Is that -- is anybody doing
that? 1Is that feasible? Would that be effective?

MS. DYSON: I mean, frankly, that®s what the
question marks and learn more and all those other things
are for. |If you"re a guy designing a website or a web
page, every single square inch of this real estate is
very valuable. You want to know how it"s used, how it"s
monetized, what it"s for, and spending a lot of space on
this kind of thing is very hard to do if you®re a
marketer, so they use these little things. If you want
to learn more, you can click on the learn more.

And 1 think -- you know, I don®t think you can
force consumers to look at this stuff. | don"t think
it"s somebody"s fault. It"s just something, if they want
to know you want to be able to help them learn more. |
wanted to point out that Google has something called web
history, which is not positioned as a privacy statement,
but is exactly this kind of thing. Learn more about what
Google has been tracking of your activities online.

And, again, 1 think the level of ambient
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labeling your ads. Do you want to discuss that at all?

MR. MCGRAW: Sure. For those that don’t know
Zango, we’re an ad-supported online media company. We
use a software download to the desktop to deliver
contextually targeted, not behaviorally targeted,
advertisements.

It was a couple of years ago when Esther Dyson
was at an anti-spyware conf