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coming decade.  An archived webcast of the Tech-ade hearings, panelist presentations,

transcripts, and blog entries are available at http://www.ftc.gov/techade.1
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The past decade has witnessed the explosive growth of the Internet, as, among other

things, a medium of communication and content.  The Internet and tools created for it also allow

instant production of – and access to – content in the form of news, information, and

entertainment.  Driven in part by the deployment of more affordable broadband access,7

consumers are spending more time online and are able to engage in more activities requiring high

bandwidth, such as viewing audio and video, and transferring large files.  The resulting growth in

user-generated content, including blogs and vlogs on a seemingly unlimited number of topics,

has been staggering.   

Social networking sites may be the ultimate expression of user-generated content.  Sites

like MySpace.com and Facebook.com are perhaps the fastest growing communities in the digital

world;  they allow users to create personal profiles or webpages and link them to the profiles of8
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most enthusiastic users:  nine of the ten most popular sites among 12-to-17 year-olds were social

networking sites or sites that provided related tools or content.  14

 In addition to maintaining pages on social networking sites, many consumers are blogging

– publishing online journals that typically encourage comments by visitors.   Originally, blogs15

functioned as personal online diaries; many now are dedicated to news reports, political

commentary, promotions of various sorts, and reviews and opinions on sports, fashion, travel,

restaurants, entertainment products, child-rearing, neighborhoods, and thousands of hobbies and

interests.  Research suggests that in 2007, some 28 percent of teens had their own blogs, many of

which were updated daily or weekly.   16

Consumer surveys indicate that people blog for two reasons:  to express themselves

creatively and to share personal experiences.   Two-thirds of bloggers report that they blog for17

themselves; the rest say they do it to engage others and start a conversation.   That conversation18

often involves many people, yet is intimate at the same time.  Strangers, communicating in real

time, have attained “trusted source” status through message boards, chatrooms and other online

forums where they write their opinions, review products and services, offer information, and in

general, narrate their life experience.

Much of the communication via social networking and other user-generated content sites
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valued by other users.   Some companies post user reviews on their own websites, with varying20

degrees of editorial control.  In some instances, the companies tightly control the content that

consumers post, while others merely eliminate spam and try to keep the comments product-

directed.   Still others assign various levels of credibility to reviewers, and identify reviews by21

paid experts or company staff.   22

Other user-generated sites are a kind of hybrid:  they start out as purely non-commercial

vehicles, but become popular enough to draw thousands of visitors daily.  When this happens,

these sites may become attractive candidates for commercial advertisers to use in directing

advertising messages to target audiences.  One recent report suggests that advertising on social

networking sites worldwide will rise from $965 million in 2007 to an estimated  $2.4 billion in

2012.   Clearly, the line between consumers and content producers is blurring as we enter the23

next decade.

Challenges

There are three main consumer protection challenges associated with the phenomenon of

consumers as producers of content.  First, there are privacy concerns associated with social

networking sites and other user-generated content, particularly when minors’ information is at

stake.  When using social networking sites, minors may share a wide variety of information with

others, including their names, addresses, phone numbers, or email addresses.   The extent to24

which this information is accessible to others depends on the limits the site places on the

community that can view a user profile, and on restrictions incorporated into the site, some of

which are self-activated.   Some social networking sites allow unrestricted access to user25
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information, which may allow criminals to locate users, including minors, offline or to commit

identity theft.   26

Law enforcement and governmental agencies, including the FTC, as well as non-profit

organizations, have created educational materials highlighting the risks associated with minors’

use of social networking sites, and recommending safe computing practices.  Continued27

outreach to ensure that children and parents receive this message will be necessary over the

coming years.  In addition, self-regulatory efforts by companies in the social networking space

may help ensure the safety of users, particularly minors, and will enhance the consumer

protection landscape in this area.28

In addition, user-generated content websites may collect personal information outside the

guidelines established by the Children’s Online Privacy Protection Act (“COPPA”).  The

Commission has the authority to bring law enforcement actions to protect the privacy of children

on social networking sites, and has done so in the past.   If a social networking site is directed at29

children under 13, or if the site operator has actual knowledge that it is collecting information

from children under 13 on the site, the operator must comply with COPPA and the FTC’s

COPPA Rule.   Most significantly, the site operator is required to obtain verifiable parental30

consent before collecting, using, or disclosing personal information from children.   As more31

children use social networking sites, the FTC will continue to protect their privacy by educating

businesses about COPPA compliance; educating parents, caregivers and children about privacy

and security risks online; and, with the United States Department of Justice, bringing cases and

seeking civil penalties when appropriate.32
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The FTC and other law enforcement agencies throughout the U.S. and the world will need to

work collaboratively and leverage technology to efficiently and effectively police an ever-

increasing number of media sources that host advertising.

Consumers’ Desire for Control

The Landscape
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messages.  Conversely, some new marketing models are based on consumers consenting to

receive advertising in order to reduce or eliminate fees for content.   These shifts in the38

traditional paradigm signal that consumers have new power and choice in the marketplace.

Search engine marketing provides another example of how technology makes it possible

for consumers to access content on their own terms.  Search engines are the most commonly used

feature of the Internet, next to email.   Consumers who use search engines to find company or39

product information are choosing to receive commercial messages, but at a time and place, and in
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protect the security of data collected for behavioral advertising; obtaining express consent from

affected consumers when companies change their privacy policies to use consumer data in

materially different ways; and heightened concern surrounding the collection and use of sensitive

data – medical information, or information about children, for example.

Another challenge related to consumer empowerment involves business practices that

usurp consumers’ control over their own devices, such as the “drive by installation” of spyware

on computers that results in a blizzard of unwanted pop-up ads.   Section 5 of the FTC Act44

protects consumers from such acts and practices, which prevent consumers from making their

own informed choices and cause them harm.   The Commission has taken action against45

purveyors of spyware, and has also sought to make major advertisers aware that they should take

care in understanding the means used to distribute their advertisements.46

A final challenge is ensuring that consumers in the marketplace understand the source of

information that they may use in making decisions regarding products and services.  As digital

consumers seek alternative sources of information about companies and products, their ability to

make informed choices may be undermined if they are deceived about the source of the

information.  To date, in response to this concern, the FTC has advised that search engines need

to disclose clearly and conspicuously if the ranking or other presentation of search results is a

function of paid placement,  and, similarly, that consumers who are paid to engage in word-of-47

mouth marketing must disclose that fact to recipients of their messages.   With techniques like48

seeding message boards, flogs (fake blogs), and mobile search marketing becoming more

popular, the Commission will continue to monitor failures to disclose pertinent information –

such as relationships between marketers and others – that could cause consumer injury.
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Consumers and Self-Protection

The Landscape

Empowered by the use of technology, consumers may be more inclined and better-

equipped to seek out information to educate and protect themselves in the marketplace.  With

search engines connecting them to product reviews, pre-purchase tips from government agencies

and consumer organizations, and other research tools, many of today’s consumers have instant

access to relevant and credible information about commercial transactions.  

Of course, not all consumers use technology:  while some still lack access, others eschew

technology as undesirable.  Demographic considerations, including age, ethnicity, and income,

can be predictors of consumers’ rate of adoption of technology, but are not determinative.  At the

hearings, one researcher noted that, from 2003 to 2006, the number of adults on line in the

United States grew from 63 percent to 73 percent.  Still, the number of “truly disconnecteds” –
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workshop to explore the uses and potential benefits and drawbacks to consumers of RFID.  51

Tech-ade participants noted that deployment of RFID technology already has enabled large

retailers to track manufacturers’ goods at the pallet level.  Tiny computer chips that contain

relevant product information are affixed to the pallets on which the goods are shipped, and can be

read using special devices, enabling sophisticated and efficient inventory tracking.  Although not

yet widely deployed at the individual product level, RFID tagging technology is expected to

become more functionally capable, and thus more appealing for broader use, over the coming

years.  52

Intriguing uses of RFID and similar technologies beyond the retail setting were also

discussed at the Tech-ade hearings.  One example is sensor networks, a type of computer

network that uses many spatially distributed devices to monitor conditions.  Researchers who

presented at the Tech-ade hearings noted that sensor networks may, in the near term, be deployed

in homes to help senior citizens live independently, in the environment to aid weather prediction

and earthquake detection, and even in cars to enhance automotive safety.   Participants also53

shared examples of how RFID is being used to create ambient technology – the integration of

technology into virtually everything in our environment, from clothing to appliances – which will

enable these objects to develop an ability to sense our presence and react according to our

preferences.54

Challenges

Technological innovations like AI hold promise for making communications more

efficient and potentially effective, but they also raise potential privacy concerns if consumers’

personally identifying information is collected, stored, and used to facilitate the functioning of
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new “smart” products.  Similarly, RFID technology provides obvious benefits.  For example, the

ability of producers using RFID to track exactly where in the supply chain their products are and

by which retailer they were ultimately sold to a consumer has the potential to make product

recalls more effective.  However, there also may be costs regarding consumers’ individual

privacy rights associated with this technology.  The FTC will continue to study these new
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Obsolescence and Convergence

The Landscape

As new technologies emerge in the marketplace, older ones inevitably become obsolete. 

Examples of this pattern from the past few decades abound: record albums and cassettes replaced

by CDs, traditional telephones replaced by cordless phones (as well as cellular and VoIP phones),

film cameras replaced by digital cameras, mimeography replaced by xerography, and typewriters

replaced by word processors and computers.  Each time this occurs, there are ramifications for

consumers whose outmoded products, while still functional, may diminish in usefulness.  

Several participants discussed the impending shift from analog to digital television,

another example of product obsolescence that may have wide ranging effects.   After February65

17, 2009, full power television stations will stop analog broadcasts, and completely switch to

digital broadcasts using only a signal that transmits information as data bits rather than magnetic

wave signals.   Planned since 1996, this transition is a way of both improving the quality of the66

programming signal and freeing up airwaves formerly used by analog broadcast signal for other

uses.  After the switch, analog television sets will continue to function only if they are equipped

with a converter box or connected to a multichannel pay service (such as cable or satellite) that

can perform digital to analog conversion.67

Similarly, the trend toward convergence continues, although the meaning of convergence

is not settled.  Some see the mobile phone  – a device that serves such diverse purposes as voice

and data communications, music player, camera, address book, calendar, and clock – as the

paradigm of technological convergence, while others suggest that the focus on a device may be

misplaced.  They say convergence is about interconnection – and more importantly, about the
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connection to the Internet, a critical platform for commerce and communication.  This

interconnectedness will not be limited to devices that currently access the Internet, but will

extend to a host of other mechanisms.  For example, the appliance industry reports that the next

generation of kitchen appliances or “white goods” will be Internet-enabled through a connection

to “brown goods” or handheld devices, allowing moms and dads to turn on their ovens via their

mobile devices from the Little League field or the office.   In any event, convergence is sure to68

result in perceived, if not actual, product obsolescence as new, more multi-functioned,

interconnected devices enter the marketplace.69

Challenges

Obsolescence is a fact of modern life.  With the rapid pace of innovation and change, it is

inevitable that new products will sometimes make old ones obsolete.  The challenge for

consumer protection officials, and other regulators, is to ensure that consumers have adequate

notice regarding planned obsolescence, such as the impending change from analog to digital

broadcasting.  In that instance, Congress has vested responsibility for notifying consumers in the

Department of Commerce’s National Telecommunications and Information Administration

(“NTIA”), working together with the Federal Communications Commission (“FCC”), which has

regulatory authority over the broadcasting industry.   The switchover from analog to digital70

broadcasting may provide useful information about the strategies and techniques most useful in

ensuring that a broad swath of consumers receive notice of an important upcoming change in

functionality for products they already own.71
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word-of-mouth marketing campaigns, and paid product placement to communicate messages

about their products.   77

Advances in technology are enabling the rich diversity in advertising techniques; both

technology and technique show off the Internet as a living laboratory.  Experimentation in online

advertising will continue in the next decade:  the explosive growth of social networking sites may

make them the next big venue for display ads.   Indeed, the wider availability of broadband –78

witness the run-away success of YouTube and other sources of video – makes it likely that video

will be a critical part of any major online marketer’s advertising strategy.79

Increasingly, marketing messages are being sent using sophisticated technologies that

allow for micro-targeting, rather than broadcasting.  One such example is the use of behavioral

targeting to track consumers’ online habits in order to develop an accurate profile of their

preferences.  Once known, these preferences enable marketers to select message recipients, and

to serve potentially relevant advertisements at strategic intervals.  Unlike mass media advertising,

which is expected to have a hit-or-miss effect, marketers hope that behavioral targeting will

facilitate more efficient and focused advertising, not only resulting in higher sales, but also lower
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U.S. on mobile marketing, which totaled only $421 million in 2006, is expected to be $1.6 billion

in 2008, and to soar to $4.8 billion 2011.   82

One type of mobile marketing that has made its debut overseas and is anticipated to make

its way into the U.S. marketplace is the delivery of a commercial message based on the

recipient’s physical location – for example, ads for restaurants near the recipient’s actual location

are sent to his mobile phone.   U.S. consumers are now beginning to send text messages to83

receive information about nearby commercial locations, such as restaurants and gas stations, and

location-based ads of the future may result in such advertisements automatically being served

when a consumer enters a certain geographic location.  All location-based services  through

mobile devices require marketers or their phone service partners to have very specific

information about a person’s whereabouts at a particular time.   The use of such data, some of84

which is already regulated by the Federal Communications Commission,   may raise very85

fundamental privacy concerns.   Perhaps, some suggest, commercial messages should not be86

allowed to be delivered on mobile devices unless a consumer has agreed to receive them.   87

Interactive advertising is yet another development.  A twist on “pull” marketing, where

consumers decide which messages to engage with based on their interest, an example of

interactive advertising involves QR or “quick response” codes, already used in Asia.   These88

codes, not unlike bar codes we see on merchandise every day, contain much more information

than simply product identity and price.  Indeed, a consumer who uses a mobile device to read a

QR code placed on a product, billboard, or other item, may be served an entire advertisement for

a good or service, complete with details, text, and picture descriptions, and even a coupon or

other incentive to make a purchase.89
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Set top boxes used by cable providers also provide an opportunity for interactive

advertising.  These boxes, designed to allow for channel selection and to receive and record

information, enable communication between content providers and advertisers, as well as the

consumer user.  The information collected about channel and show preferences, pay-per-view

and shopping channel purchases, and usage patterns may inform advertisers’ targeting decisions,

potentially leading to more relevant messages being served to consumers. 

Challenges

Safeguarding consumers and ensuring a fair marketplace online and off is the FTC’s

primary concern.  Regardless of the technology or technique used – and regardless of whether

they appear online or off – ads with messages about a product’s or service’s price, quality, or

other attributes are important sources of information, and the FTC must continue to make sure

they are truthful, non-misleading, and clear and conspicuous.  New technologies may present

unique challenges for sellers who may be uncertain how to apply traditional advertising law

principles to advertisements delivered in new ways.  For example, in online advertisements

where content is not all delivered in a single document, but instead may involve a series of

windows or pages of information opening in an order determined by the consumer, the net

impression of the advertisement may be more difficult to ascertain.  The Commission’s Dot Com

Disclosures guidance provides useful principles for businesses in applying traditional advertising

law principles to advertising delivered using new technology.  90

Finally, as with other new types of marketing and advertising, collection and use of

potentially private information may pose concerns.  As technology enables fragmentation in the

market, and as it enables advertisers to use micro-targeting, widgets, tags, and even chats with
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new methods are based on providing speed and convenience – features that consumers value,

particularly for processing small dollar transactions, like paying for parking meters.95

One technology singled out at the Tech-ade hearings as worthy of special attention is

contactless payment systems.  Financial institutions and some retailers have already begun to

issue contactless payment devices, which are intended to be a fast and convenient payment

option. RFID chips embedded in the devices are designed to transmit information at the point of

sale to a special terminal that is connected to a network, eliminating the need for contact between

the card and the terminal.   By simply waving the device in the direction of the reader, then, a96

consumer can make a purchase with no need for a signature or even the swipe of a card.

Another set of payment innovations involve the ubiquitous mobile phone.  Currently,

consumers pay for mobile phone service and content they download.  Early adopters are using

mobile phones that send text messages tied to other payment systems – paying for a cab fare or

parking, for example, and receiving a receipt via text message – as well as phones that can

transfer money.   The next generation of mobile phones almost surely will be equipped with a97

chip that will enable transactions when a consumer passes the phone close to a reader.   98

The Challenges

New payment systems present some potential consumer protection concerns.  Among

these are the possibility that consumers might be unfamiliar with these new systems, some of

which may offer fewer statutorily-mandated protections against fraud losses,  and concerns99

about data security.  Clearly, emerging methods of payment, which always have merited close

attention, will continue to be part of the consumer protection agenda to ensure that consumers

who use them are not harmed.   To that end, the FTC will host a Town Hall meeting in the100
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fertile ground for fraud in the coming years.   During the next decade, the agency will continue104

to fight online fraudsters, hone our skills in digital forensics, and address the infrastructure that

supports Internet fraud.

One of the greatest law enforcement challenges to combating online fraud is that

technology enables fraudsters to hide from law enforcement.   Whether they are repackaging105

traditional scams for online consumption, or using the Internet to commit phishing attacks, load

spyware, or send spam, scam artists exploit the anonymity that the Internet provides, using

servers and email accounts that cannot readily be traced back to them.  In addition, many Internet

scams are structured so that numerous actors each execute discrete tasks in a complicated

affiliate chain.  Spyware distributors, for example, often use a complex system of affiliates and

sub-affiliates to distribute their products to consumers, with each entity in the distribution chain

receiving a financial benefit.  Over the coming decade, the FTC will continue to hone its

investigatory techniques and avail itself of all emerging means of identifying perpetrators of

online scams.

Technology also has facilitated collaboration between scam artists residing in different

parts of the world, presenting challenges for law enforcement agencies worldwide to work

together to combat these international frauds.  In some instances, for example, online businesses

abroad engage in unfair or deceptive acts and practices that harm American consumers, but rely

on support from entities in the U.S. to accomplish their ends.  FTC prosecution of the domestic

entity supporting the foreign online business may be the best way to prevent harm to American

consumers.  At the same time, while Section 5 of the FTC Act’s broad prohibition on unfair or
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against those who engage in online fraud, the international nature of many frauds requires the

agency to work with law enforcement officials beyond our borders.   106

Efforts to stop cross border fraud and other harmful conduct online were bolstered in

December 2006, when the Congress passed and the President signed the US SAFE WEB Act

(Undertaking Spam, Spyware, and Fraud Enforcement with Enforcers Beyond Borders Act).  107

In short, this law:

• allows the FTC and foreign law enforcement officials to share information, with

appropriate confidentiality assurances, in consumer protection matters;

• protects confidential consumer protection information that the Commission

receives from foreign law enforcement officials from public disclosure;

• enables the FTC to obtain more information from the private sector – including

the financial sector – about Internet fraud; and

• allows the FTC to conduct investigations and discovery to help foreign law

enforcers in appropriate cases.  108

To address harmful online conduct that originates abroad, the FTC has collaborated with

foreign consumer protection officials in a variety of ways.  For example, as an active member of

the International Consumer Protection and Enforcement Network (ICPEN), an organization of

consumer protection agencies from 32 countries, the agency shares information about cross-

border activities that may affect consumers and encourages cross-border cooperation.  The FTC

also has joined 19 other consumer protection agencies from 15 countries to create the London

Action Plan on International Spam Enforcement Cooperation, which facilitates information

sharing and coordination of enforcement regarding spam and other online threats among
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members.  It also has entered into several Memoranda of Understanding (“MOUs”) with agencies

in some countries to enhance cooperation on consumer protection law enforcement matters.  The

FTC currently has general consumer protection MOUs with agencies in Australia, Canada,

China, Costa Rica, Ireland, Mexico, and the United Kingdom, and MOUs specifically relating to

spam with the enforcement agencies in Australia, the UK and Spain.   Outreach to the109

appropriate enforcement authorities in developing nations must also be a priority on the

international consumer protection agenda.   Wrongdoers within these countries are a significant110

source of harm to American consumers, and consumers throughout the world.   111

Cooperation with state and federal law enforcers within our own borders also is critical to

success in combating online fraud.   The FTC has a long history of effective collaboration with112

state consumer protection officials, and, in addition, has been building relationships with federal

criminal investigators and prosecutors through our Criminal Liaison Unit, which coordinates

with criminal law enforcement agencies across the country to encourage criminal prosecution of

consumer fraud.  Federal criminal and civil law enforcement officials have stressed the value of

working together to discover the best ways to protect consumers from potential harms associated

with new technologies, given the differences between criminal and civil legal standards, burdens

of proof, and remedies.

Challenging Unfair Practices

Given the amount of information – personal and otherwise – about consumers that is

likely to be collected, used and stored, privacy will continue to be a top consumer protection
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The FTC will continue to enforce aggressively special statutes related to privacy, including the

Gramm-Leach-Bliley Act, the CAN-SPAM Act, the Telemarketing and Consumer Fraud and

Abuse Prevention Act, the Fair Credit Reporting Act, the Fair and Accurate Credit Transactions

Act, and COPPA.   The Commission also will use Section 5 to attack acts and practices that,114

through deception or unfairness, threaten consumer privacy in the marketplace.  Applying
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fraud, we expect to take advantage of new technology to reach broader audiences with important

and well-timed education materials.

New payment technologies and systems will be an important subject for consumers – and

for consumer education – in the near term.  Change and innovation in payment technologies are

proceeding at a dizzying pace, and the legal rights of consumers vary with payment technologies. 

In addition, data privacy and security will be key subjects for outreach to both consumers and

businesses.  The Commission will build on its OnGuardOnline.gov website; its Deter, Detect,

Defend: Avoid ID Theft campaign; and its education materials on protecting personal

information in the workplace to continue to educate and inform consumers about these new 

issues.   115

Industry Self-Regulation

Industry self-regulation is an important complement to FTC efforts to respond to

consumer protection challenges.  Effective self-regulatory organizations have the ability and

economic incentives to respond quickly to changes in technology or the marketplace, and can

develop workable, practical standards based on their knowledge of their members and their

customers.  The FTC then can analyze the development of the standards and monitor their

implementation to ensure that consumer protections are adequate.  

The merits of self-regulation in the context of addressing privacy risks has been the

subject of significant discussion, and some industries have been quick to respond with their own

codes.  For example, the Mobile Marketing Association, a consortium of hand-held device

advertisers, manufacturers, carriers, and operators, issued guidelines that require members to

“comply with all applicable laws dealing with children and marketing, including COPPA and
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• Engaging in substantial business education efforts to encourage the

adoption of reasonable security procedures to decrease the risk of data

breaches.

• Technology and business practices will continue to evolve rapidly, creating the

potential for benefits and harms to consumers.  The FTC will seek to prevent

injury to consumers in this dynamic marketplace by continuing to engage in

substantial consumer education efforts and by serving as a “convener,” regularly

bringing together interested parties to discuss new technologies and their

consumer protection implications.

The Tech-ade hearings made clear that technological developments will re-shape the

marketplace over the coming ten years, changing consumers’ everyday experiences in significant

ways.  While the anticipated pace of change and scope of developments undoubtedly are

impressive, technological change is not a new phenomenon.  Over the past decades, our society

has realized great benefits from technology:  the introduction of timesaving devices, expedited
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