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 3

                    P R O C E E D I N G S 1 

                    -   -   -   -   -   - 2 

            DIRECTO R OLSEN:  Folks, we are going to start 3 

  in a few minute s .  So if everyo n e could get settle d and 4 

  take your seats. 5 

            All right.  Why don't we get starte d ?  I want 6 

  to thank everyo n e for coming today.  It's a terrif i c 7 

  turnout .  We're very please d to be here on the West 8 

  Coast. 9 

            I'm not going to do length y introd u c t i o n s , but 10 

  I will say that we are very please d to have Deirdr e 11 

  Mulliga n , Assist a n t Profes s o r at the Univer s i t y of 12 

  Califor n i a Berkel e y School of Inform a t i o n , welcom e us 13 

  here today to kick off our second Privac y Roundt a b l e 14 

  Event.  Deirdr e , thank you. 15 

       (Applau s e . ) 16 

            PROFESS O R MULLIG A N :  Thank you.  All right. 17 

            Good mornin g .  On behalf of the Berkel e y Center 18 

  for Law and Techno l o g y and the Berkel e y campus more 19 

  broadly , it is an absolu t e pleasu r e to welcom e the 20 

  privacy commun i t y to Boalt Hall.  It's an honor, in 21 

  particu l a r , to host this second of three Privac y 22 

  Roundta b l e s on behalf of the FTC becaus e of its strong 23 

  focus on techno l o g y as both part of the driver s of 24 

  change, as well as a potent i a l place to search for25 
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  solutio n s . 1 

            Today you will of course hear from many of the 2 

  constit u e n t s that make the Bay Area such a specia l place.  3 

  You'll hear from techno l o g i s t s .  You'll hear from 4 

  startup s .  You'll hear from grownu p busine s s e s .  You'll 5 

  hear from schola r s and practi t i o n e r s , and you'll hear 6 

  from some resear c h e r s . 7 

            And here at the Berkel e y Center for Law and 8 

  Technol o g y one of the things that we view as a streng t h 9 

  is the abilit y to pull togeth e r and suppor t activi t i e s 10 

  such as this that help suppor t a sustai n e d dialog u e on 11 

  the import a n t issues that are presen t i n g here in 12 

  Califor n i a , in the countr y and, in fact, the world.  And 13 

  privacy is, of course , one of them, and one near and dear 14 

  to all of our hearts . 15 

            In thinki n g about this partic u l a r sessio n , 16 

  Chris Hoofna g l e and I just starte d leadin g an advanc e d 17 

  privacy course on the Federa l Trade Commis s i o n and 18 

  Privacy .  And I think there is someth i n g , it's like a 19 

  watersh e d era for the Federa l Trade Commis s i o n .  You guys 20 

  have been at this now for 15 years. 21 

            And I was fortun a t e enough to be at the very 22 

  first worksh o p about kind of what were the emergi n g 23 

  consume r issues going to be in this new market p l a c e .  And 24 

  Chris and I were talkin g with our studen t s and they were,2 5 
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  like, what were people doing on the Intern e t in 1995. 1 

            Nobody was shoppi n g , you know; like what were 2 

  they doing; what were the issues ?  And it's very 3 

  interes t i n g to reflec t both on what the change s have 4 

  been, but also on what some of the consta n t s have been.  5 

  And there are a few that I just wanted to tease up. 6 

            One is, I will never forget then Chairm a n 7 

  Pitofsk y talkin g about the fact that one of the ways in 8 

  which Intern e t was differ e n t , the way experi e n c e s of 9 

  shoppin g on the Web were differ e n t , was that not only did 10 

  they know that I chose the steak, but they knew that I 11 

  thought about the salmon , right?  That was the way he 12 

  framed it. 13 

            And I think we have seen this theme picked up, 14 

  perhaps most recent l y , in some of Commis s i o n e r Harbou r ' s 15 

  focus on the power of the databa s e of intent i o n s , pickin g 16 

  up on some of John Patel' s writin g , and the power of all 17 

  of these data troves , both the implic i t ones that we 18 

  leave as we engage in variou s intera c t i o n s on the Web, 19 

  but also the ones that we are more explic i t l y choosi n g to 20 

  reveal. 21 

            The inform a t i o n that we are postin g , the 22 

  associa t i o n s that we are reveal i n g , and all of the 23 

  informa t i o n that can be gleane d , the knowle d g e that can 24 

  be create d that this is no longer just data, this is25 
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  fodder for a growin g knowle d g e econom y , and how do we 1 

  maintai n some sembla n c e of a privat e life, some sembla n c e 2 

  of separa t i o n as we have these social networ k s ? 3 

            Are there differ e n c e s betwee n our privat e and 4 

  our public person a s ?  And how do we think about these 5 

  complex issues ?  I have no doubt that Danny Weitzn e r at 6 

  lunch will give us some partic u l a r l y sharp exampl e s of 7 

  the things that those little data trails can reveal . 8 

            So I don't want to overst a y my welcom e up here, 9 

  because we have so many intere s t i n g people to hear from 10 

  today.  I wanted to thank all of the people who have made 11 

  today possib l e , both at the Berkel e y Center for Law and 12 

  Technol o g y , partic u l a r l y Associ a t e Direct o r s Louise Lee 13 

  and David Grady and the Execut i v e Direct o r Robert Barr, 14 

  and the Direct o r of Privac y Progra m s Chris Hoofna g l e . 15 

            I also want to recogn i z e , having spent some 16 

  time in D.C. when FTC staff were planni n g other events 17 

  like this, the enormo u s amount of behind - t h e - s c e n e s work 18 

  that goes on on puttin g an event like this and gettin g 19 

  the right panels , and the questi o n s .  And anybod y who's 20 

  seen any of the questi o n s they have put togeth e r know how 21 

  much work and though t has gone into making sure that this 22 

  day produc e s more light than heat. 23 

            And, finall y , I want to give you a little bit 24 

  of logist i c a l inform a t i o n .  Bathro o m s straig h t back on25 
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  the left.  Questi o n cards in your folder s .  If you are 1 

  partici p a t i n g online , Privac y R o u n d t a b l e -- all one word - 2 

  - @FTC.g o v . 3 

            And I want to, of course , take just a second to 4 

  introdu c e Commis s i o n e r Harbou r .  She has been, really , 5 

  the beacon of indepe n d e n c e in many ways on the Federa l 6 

  Trade Commis s i o n on issues of privac y .  She's been 7 

  staking out and holdin g ground , bringi n g in new 8 

  perspec t i v e s , really speaki n g clearl y in her own voice on 9 

  what she thinks the import a n t issues today are. 10 

            She's been very presci e n t and forwar d - l o o k i n g , 11 

  looking to see where the market ' s going, not just what 12 

  the privac y issues are today, but how they are going to 13 

  be changi n g and presen t i n g as we move forwar d , and I 14 

  think incred i b l y percep t i v e about the connec t i o n s betwee n 15 

  privacy and antitr u s t and privac y in a market econom y .  16 

  And for all those reason s I think that we are really 17 

  privile g e d to have her kickin g off our meetin g today. 18 

            And I also just want to welcom e Direct o r 19 

  Vladeck .  He has a specia l place in my heart.  When I was 20 

  at George t o w n he was the instru c t o r of the public 21 

  interes t advoca c y clinic , advoca c y class for the public 22 

  interes t law schola r s .  And but for him, I'm certai n I 23 

  wouldn' t be where I am today.  So with that, I will now 24 

  welcome Commis s i o n e r Harbou r .2 5 
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       (Applau s e . ) 1 

            COMMISS I O N E R HARBOU R :  Good mornin g and welcom e 2 

  to the second FTC Explor i n g Privac y Roundt a b l e .  And I 3 

  want to thank Deirdr e Mullig a n for her kind introd u c t i o n s 4 

  and to our hosts here at Berkel e y . 5 

            I would like to briefl y offer some openin g 6 

  thought s that may frame today' s panel discus s i o n .  I'll 7 

  touch upon social networ k s , mobile applic a t i o n s , cloud 8 

  computi n g , and the concep t of anonym i t y . 9 

            To begin, I believ e that protec t i n g consum e r 10 

  privacy is of utmost import a n c e and should be a drivin g 11 

  force for busine s s e s in all stages of produc t and servic e 12 

  develop m e n t . 13 

            Data collec t i o n and use can create vast 14 

  opportu n i t i e s for compan i e s , but it also raises a 15 

  multitu d e of privac y issues .  And consum e r s are paying 16 

  attenti o n every day.  Privac y is emergi n g as an 17 

  increas i n g l y import a n t nonpri c e dimens i o n of compet i t i o n . 18 

            Firms that develo p and market pro consum e r 19 

  privacy tools, embrac i n g what Ontari o Privac y 20 

  Commiss i o n e r Ann Cavouk i a n calls privac y by design , can 21 

  disting u i s h themse l v e s from their compet i t o r s .  I could 22 

  pick any number of exampl e s to illust r a t e .  For one, 23 

  Faceboo k ' s recent decisi o n to change defaul t user privac y 24 

  setting s has been the focus of many media outlet s ,2 5 



 9

  consume r groups , and users themse l v e s . 1 

            Previou s l y , the defaul t was that only approv e d 2 

  friends could see profil e photos , commen t s , friend s ' 3 

  lists, and other user data.  As a result of recent 4 

  Website update s , Facebo o k users were prompt e d to update 5 

  their privac y settin g s .  The new defaul t s allowe d data to 6 

  be shared with all Facebo o k users, althou g h users were 7 

  able to restor e more privat e settin g s . 8 

            One signif i c a n t , potent i a l benefi t of 9 

  Faceboo k ' s action s is that each of its 350 and probab l y 10 

  400 millio n users by now was confro n t e d with the need to 11 

  make decisi o n s about sharin g person a l data which arguab l y 12 

  empower e d users to exerci s e greate r and more delibe r a t e 13 

  control over their privac y . 14 

            On the flip side, howeve r , the new defaul t s and 15 

  other change s meant that consum e r s had to affirm a t i v e l y 16 

  reinsta t e their old settin g s or educat e themse l v e s about 17 

  the new ones, which they might not have unders t a n d .  And 18 

  that leads to what troubl e s me about Facebo o k ' s action s . 19 

            The compan y has offere d a number of 20 

  explana t i o n s for these change s but, based on some senior 21 

  executi v e commen t s , howeve r , it appear s that Facebo o k was 22 

  motivat e d by a belief that social norms are changi n g and 23 

  that people just don't expect much privac y anymor e , 24 

  echoing Scott McNeel y ' s famous quip that,2 5 
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  just get over it." 1 

                I think that this attitu d e demons t r a t e s the 2 

      asymmet r y betwee n consum e r percep t i o n s and busine s s 3 

      realiti e s .  Consum e r s do care about their privac y , as 4 

      evidenc e d by recent survey data, and it is also 5 

      demonst r a t e d anecdo t a l l y by the user outcry follow i n g 6 

      Faceboo k ' s change s to its privac y settin g s . 7 

                The proble m is consum e r s often do not 8 

      underst a n d how their inform a t i o n is collec t e d and used 9 

      online.  Facebo o k ' s recent experi e n c e illust r a t e s the 10 

      delicat e balanc e betwee n consum e r s ' desire to share 11 

      informa t i o n , whethe r for social - n e t w o r k i n g purpos e s or 12 

      mere conven i e n c e , while still mainta i n i n g contro l over 13 

      data dissem i n a t i o n and use. 14 

                Now, we are all here becaus e we know that every 15 

      day this balanc e become s more diffic u l t to achiev e .  As 16 

      the data set grows larger and richer , not only does the 17 

      potenti a l for analys i s grow but so does the potent i a l for 18 

      profit, a concep t that I discus s e d at the Decemb e r 19 

      Roundta b l e when I touche d on the idea of data as 20 

      currenc y . 21 

                One of the bigges t growth areas is the mobile 22 

      space, which is genera t i n g incred i b l e amount s of data.  23 

      Given the expone n t i a l increa s e in penetr a t i o n of mobile 24 

      devices and servic e s , mobile privac y is crying out for25 
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      greater attent i o n .  Think about it.  Worldw i d e every day 1 

      more people use mobile device s than use the Intern e t . 2 

                Popular servic e s , both person a l and 3 

      profess i o n a l , are migrat i n g to the mobile platfo r m .  The 4 

      industr y - l e d iPhone Apps Store now offers over 100,00 0 5 

      differe n t applic a t i o n s .  And, to date, consum e r s have 6 

      logged over three billio n downlo a d s .  This is big 7 

      busines s .  And now these apps will run on Apple' s new 8 

      iPad. 9 

                Unfortu n a t e l y , though , when it comes to 10 

      educati n g consum e r s about their privac y implic a t i o n s of 11 

      their extens i v e mobile activi t y , there is no app for 12 

      that.  And we cannot and we should not assume that 13 

      consume r s are shapin g their mobile behavi o r based on a 14 

      full unders t a n d i n g of privac y concer n s . 15 

                And to illust r a t e this point, Danny Widner of 16 

      PC Pro Magazi n e , profil e d a very popula r iPhone 17 

      applica t i o n called Mobile Allowa n c e that tracks mobile 18 

      account detail s .  This applic a t i o n can be an especi a l l y 19 

      useful tool for people with the pay-as - y o u - g o or 20 

      shared- u s a g e plans. 21 

                When the app is downlo a d e d and instal l e d there 22 

      is no mentio n of privac y .  Mr. Widner asked the softwa r e 23 

      develop e r whethe r users had contac t e d them to ask about 24 

      securit y , and the develo p e r respon d e d that he had25 
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      receive d almost no inquir i e s about the securi t y of the 1 

      app or where their detail s were going. 2 

                I think that this story is not atypic a l .  In 3 

      today's fierce l y compet i t i v e , mobile app gold rush where 4 

      everyon e is jockey i n g for a share of revenu e s , profit s 5 

      appear to be paramo u n t to privac y .  Consum e r s may not 6 

      know enough to make purcha s i n g decisi o n s based on 7 

      compari s o n s of privac y option s . 8 

                Suppose the averag e user has 15 third- p a r t y 9 

      applica t i o n s , each writte n by a unique develo p e r with a 10 

      differe n t privac y policy or, likely , no policy at all.  11 

      How likely is it that users truly unders t a n d how their 12 

      privacy will be affect e d by what they have downlo a d e d ? 13 

                And given that consum e r s rarely read typica l 14 

      privacy disclo s u r e s on their big PC screen s , should we 15 

      really expect that mobile consum e r s are readin g licens e s 16 

      and privac y polici e s on tiny smartp h o n e screen s ?  The 17 

      prolife r a t i o n of mobile device s is magnif y i n g existi n g 18 

      concern s about privac y . 19 

                But given that the mobile ecosys t e m is still 20 

      develop i n g , it may be possib l e to mitiga t e these privac y 21 

      risks.  Here is one sugges t i o n .  Apple, for exampl e , 22 

      exercis e s very tight contro l over third- p a r t y develo p e r s 23 

      of iPhone applic a t i o n s , and it requir e s all develo p e r s to 24 

      submit potent i a l new apps for their review .2 5 



 13

                Arguabl y , Apple could do more to establ i s h a 1 

      require d baseli n e level of privac y , or at least privac y 2 

      disclos u r e s for approv e d apps.  Simila r l y , other 3 

      devicem a k e r s , along with mobile carrie r s , could exerci s e 4 

      greater contro l over the multit u d e s of third- p a r t y 5 

      applica t i o n s .  Taking these steps would help minimi z e the 6 

      privacy and securi t y risk to consum e r s as the market 7 

      continu e s to evolve . 8 

                And for anothe r twist on the growth of mobile 9 

      data, consid e r the rise of cloud comput i n g .  Cloud 10 

      applica t i o n s improv e data access i b i l i t y and offer other 11 

      potenti a l effici e n c i e s , but also raise simila r privac y 12 

      and securi t y questi o n s . 13 

                As data leaves the contro l of indivi d u a l users 14 

      and migrat e s into the cloud it may be diffic u l t for 15 

      consume r s to define and articu l a t e their privac y 16 

      expecta t i o n s , let alone make meanin g f u l decisi o n s about 17 

      how much data they are willin g to share. 18 

                For exampl e , consum e r s may not unders t a n d that 19 

      data sent into the cloud via email, photos , calend a r s , 20 

      and other shared docume n t s may be more easily access e d or 21 

      sold to third partie s or otherw i s e used for market i n g 22 

      purpose s . 23 

                Consume r s may not even unders t a n d when or how 24 

      they are using cloud servic e s , especi a l l y with respec t to25 
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      simple comput e r scienc e techni q u e s enable suppos e d l y 1 

      hidden data to be reiden t i f i e d or deanon y m i z e d .  2 

      Profess o r Ohm's work mirror s the work of resear c h e r s at 3 

      the Univer s i t y of Texas at Austin , who have detail e d the 4 

      use of seemin g l y anonym o u s inform a t i o n to uncove r the 5 

      identit y of Twitte r users on the Netfli x rental servic e . 6 

                It also calls to mind what became known as the 7 

      AOL incide n t , where two New York Times journa l i s t s 8 

      reverse - e n g i n e e r e d a user's leaked Intern e t search e s to 9 

      establi s h that person ' s identi t y .  Now, many pundit s had 10 

      dismiss e d that event as unique , but I think it was rather 11 

      forebod i n g . 12 

                Profess o r Ohm cautio n s that we have placed too 13 

      much relian c e on the purpor t e d abilit y to protec t an 14 

      individ u a l ' s identi t y by deleti n g or maskin g critic a l 15 

      pieces of identi f y i n g inform a t i o n .  If compan i e s cannot 16 

      truly delive r and consum e r s cannot expect anonym i z a t i o n , 17 

      then perhap s our faith in curren t techno l o g i e s is 18 

      misplac e d . 19 

                But let me end on a bright e r note.  I hope that 20 

      as consum e r s demand more contro l and protec t i o n over 21 

      their privac y compet i t i o n will spur additi o n a l innova t i o n 22 

      in privac y techno l o g y .  Chris Hoofna g l e , referr i n g to 23 

      Google Books, has stated rather artful l y , "Privac y by 24 

      design requir e s early interv e n t i o n ."25 
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                If we are to stay ahead of the techno l o g i c a l 1 

      curve, we must addres s the questi o n of privac y by design 2 

      sooner rather than later, before it is too late.  Thank 3 

      you, and I hope you enjoy today' s Privac y Roundt a b l e . 4 

           (Applau s e . ) 5 

                DIRECTO R OLSEN:  Thank you, Commis s i o n e r 6 

      Harbour . 7 

                We now have David Vladec k joinin g us.  He's the 8 

      Directo r of the Bureau of Consum e r Protec t i o n .  Privac y , 9 

      as I think all of you know, has been a major focus of his 10 

      since he joined the Commis s i o n , and we are please d to 11 

      have him offer openin g remark s . 12 

           (Applau s e . ) 13 

                DIRECTO R VLADEC K :  Thanks .  Though my staff has 14 

      put me behind Commis s i o n e r Harbou r and Profes s o r 15 

      Mulliga n , two very tough acts to follow , I'll try to keep 16 

      up the pace.  It's great to be here in Califo r n i a .  John 17 

      Kennedy once remark e d that D.C., Washin g t o n , D.C., is a 18 

      city of southe r n effici e n c y and northe r n charm. 19 

                Berkele y is a city of enormo u s charm and, 20 

      fortuna t e l y , we decide d we would come to where the 21 

      technol o g i s t s were.  We have come to the mounta i n in 22 

      Berkele y to tap into the techno l o g i c a l commun i t y that 23 

      makes its home here.  And we really value learni n g today 24 

      from people who work on a day-to - d a y basis at the25 
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      interse c t i o n of techno l o g y and privac y . 1 

                But before I begin I want to say thanks to a 2 

      number of people who have made today' s event happen .  Of 3 

      course, my former studen t and collea g u e , Deirdr e 4 

      Mulliga n ; Chris Hoofna g l e .  We have always rued Chris' 5 

      departu r e from the East Coast to the West; David Grady, 6 

      Louise Lee, and the Berkel e y Center for Law and 7 

      Technol o g y for cohost i n g this event with us. 8 

                I'd like to thank Dean Edley and the law school 9 

      here at Boalt Hall for provid i n g this lovely venue.  I 10 

      want to thank our collea g u e , Danny Weitzn e r , from the 11 

      Commerc e Depart m e n t for coming out here.  We have been 12 

      working with the Commer c e Depart m e n t , we have been 13 

      working with Danny, and we look forwar d to contin u i n g our 14 

      partner s h i p as we move forwar d . 15 

                And finall y and most import a n t l y , I'd like to 16 

      thank our incred i b l y accomp l i s h e d groups of paneli s t s .  17 

      You are why we are here.  We are gratef u l for your 18 

      experti s e , and we look forwar d to hearin g from you today.  19 

      I want to start with you by talkin g a little about our 20 

      Decembe r roundt a b l e . 21 

                Today's roundt a b l e will build on some of the 22 

      lessons that we learne d .  And I think there are three key 23 

      ones. 24 

                First, that consum e r s have little unders t a n d i n g2 5 
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      of commer c i a l inform a t i o n collec t i n g practi c e s .  They 1 

      don't really unders t a n d what data is collec t e d about 2 

      them, how that data is used and shared , and whethe r and 3 

      how they can exerci s e contro l over their data. 4 

                For exampl e , we heard that consum e r s are 5 

      largely unawar e of the practi c e s in the data broker i n g 6 

      industr y , partic u l a r l y the extent and nature of person a l 7 

      informa t i o n that is regula r l y collec t e d and sold.  In the 8 

      online world we heard that the practi c e of behavi o r a l 9 

      adverti s i n g may not be clear to consum e r s . 
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 20

      their own privac y . 1 

                Now today' s roundt a b l e is organi z e d around 2 

      themes of techno l o g y and privac y -- no surpri s e we are at 3 

      Berkele y -- and we want to build on what we learne d in 4 

      Decembe r .  I've always said that as policy m a k e r s we 5 

      should encour a g e innova t i o n and techno l o g y for the 6 

      benefit of consum e r s . 7 

                And I think Micros o f t ' s CEO Steve Ballme r 8 

      summed this up about as well as it could be summed up.  9 

      He said:  It empowe r s people to do what they want to do.  10 

      It lets people be creati v e .  It lets people be 11 

      product i v e .  It lets people learn things they didn't 12 

      think they could learn before , and so in a sense it's all 13 

      about potent i a l .  But as we know, potent i a l is a two-wa y 14 

      street and techno l o g y raises public policy challe n g e s , as 15 

      well. 16 

                But to quote from anothe r public figure , author 17 

      Alice Kahn, she's aptly stated , and I'm quotin g , "For a 18 

      list of all the ways that techno l o g i e s have failed to 19 

      improve the qualit y of life, please press three." 20 

                The point is that, of course , techno l o g y 21 

      improve s our lives, but in the contex t of today' s 22 

      discuss i o n it can enhanc e our privac y , as well. 23 

                But it raises some challe n g e s , and we are going 24 

      to talk about those today.  Indeed , our openin g panel2 5 
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      others can scruti n i z e the minuti a of our lives, future 1 

      employe r s , curren t bosses or, even worse for my kids, 2 

      their parent s might try to friend them. 3 

                So as the amount of person a l inform a t i o n shared 4 

      through these servic e s grows and, as Commis s i o n e r Harbou r 5 

      pointed out, as the number of third- p a r t y applic a t i o n s 6 

      with access to such inform a t i o n grows, it's import a n t 7 

      that consum e r s unders t a n d and know how their data is 8 

      being shared . 9 

                Our expert panels will focus on these issues 10 

      and explor e the extent to which transp a r e n c y and 11 

      meaning f u l contro l exist for consum e r s when they use 12 

      these device s .  Simila r l y , cloud comput i n g offers 13 

      signifi c a n t consum e r benefi t , no doubt about it.  Storag e 14 

      in the cloud may be cheape r and may reduce the need for 15 

      busines s e s and consum e r s to purcha s e , operat e , and 16 

      maintai n softwa r e and hardwa r e themse l v e s . 17 

                At the same time, storin g data on remote 18 

      compute r s raises seriou s privac y and securi t y concer n s .  19 

      For exampl e , the abilit y of cloud comput i n g servic e s to 20 

      collect -- excuse me -- to collec t and centra l l y store 21 

      increas i n g amount s of consum e r data, combin e d with the 22 

         f.T when they use 4e 
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      by consum e r s .  Our paneli s t s are sure to shine some 1 

      sunligh t on this practi c e of cloud comput i n g . 2 

                Third, increa s i n g l y , ubiqui t o u s mobile device s 3 

      have brough t tremen d o u s benefi t s to consum e r s .  They are 4 

      so versat i l e that some people forget that you can 5 

      actuall y use them to make phone calls, but we need to 6 

      examine the privac y consid e r a t i o n s here, as well. 7 

                For exampl e , how is locati o n - b a s e d inform a t i o n 8 

      collect e d , shared , and used?  What constr a i n t s are being 9 

      placed on that practi c e ?  How do compan i e s obtain 10 

      informe d consen t for such practi c e s on a PDA with a 11 

      screen this size?  Anyone going to read a disclo s u r e 12 

      policy on someth i n g like this?  Our paneli s t s will help 13 

      us analyz e these issues in detail . 14 

                Our last panel will highli g h t ways in which 15 

      compani e s are buildi n g privac y into their produc t s and 16 
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      represe n t the sum total of our work in privac y . 1 

                We intend to mainta i n an active law enforc e m e n t 2 

      presenc e to protec t consum e r s from unfair and decept i v e 3 

      privacy practi c e s .  As but one exampl e , we are curren t l y 4 

      examini n g practi c e s that underm i n e the tools consum e r s 5 

      can use to opt out of behavi o r a l advert i s i n g , and we hope 6 

      to announ c e law enforc e m e n t action s in this area this 7 

      year. 8 

                With that, it's time to let our expert 9 

      panelis t s take the floor.  Thank you very much for 10 

      coming.  We very much look forwar d to hearin g from you 11 

      all today.  Thank you. 12 

           (Applau s e . ) 13 

                DIRECTO R OLSEN:  I'd like to ask the first 14 

      panel of paneli s t s to come up to the stage.  We will have 15 

      a couple of minute s while we get settle d , if anyone wants 16 

      to take a short break or grab a cup of coffee .  And we'll 17 

      start prompt l y at 9:15.  Thank you. 18 

           (Recess taken from 9:06 a.m. to 9:14 a.m.) 19 

   20 

   21 

   22 

   23 

   24 

  25 
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                   PANEL 1:  TECHNOL O G Y AND PRIVAC Y 1 

                MS. HARRIN G T O N - M c B R I D E :  Good mornin g , 2 

      everyon e .  Welcom e to our first panel of Roundt a b l e Two, 3 

      entitle d Techno l o g y and Privac y , where perhap s , not 4 

      surpris i n g l y , given the title of the panel, we will 5 

      examine the tensio n s betwee n techno l o g y and privac y . 6 

                Technol o g y , as we all know, provid e s enormo u s 7 

      benefit s to our daily lives, and our lives have all been 8 

      changed signif i c a n t l y in the ways that our other speake r s 9 

      this mornin g have discus s e d . 10 

                I don't know that I can begin to approx i m a t e 11 

      Steve Ballme r ' s eloque n c e on the topic, but there is no 12 

      questio n that we are now all stayin g connec t e d and 13 

      learnin g in differ e n t ways than we did even five or ten 14 

      years ago, and that there are ways that our produc t i v i t y 15 

      has increa s e d and that our lives, again, have been 16 

      changed immeas u r a b l y , person a l l y and profes s i o n a l l y . 17 

                So the benefi t s to techno l o g y I think are 18 

      unquest i o n e d .  It's also, I think, unques t i o n e d that 19 

      there are times when techno l o g i e s may imping e on 20 

      individ u a l s ' privac y .  And so that's what we are planni n g 21 

      to do today, is to talk about this natura l tensio n that 22 

      has develo p e d . 23 

                In the escala t i o n of techno l o g i e s to be used in 24 

      ways to improv e our lives we have begun to see that there2 5 
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      are ways in which they may also detrac t from our privac y . 1 

                So in this panel we are going to highli g h t the 2 

      arms race that David Vladec k mentio n e d , as new and 3 

      repurpo s e d techno l o g i e s are used to collec t ever more 4 

      data about our habits , our behavi o r s and intere s t s . 5 

                In some cases this techno l o g y can be used to 6 

      facilit a t e data collec t i o n in ways that are opaque to 7 

      consume r s .  And in some instan c e s the collec t i o n itself , 8 

      the method s that are used, may overri d e consum e r s ' stated 9 

      prefere n c e s .  We are going to talk today about some uses 10 

      of techno l o g y , specif i c a l l y that meet both of these 11 

      criteri a . 12 

                That is, they are opaque and they overri d e 13 

      consume r s ' stated prefer e n c e s .  A couple of exampl e s of 14 

      those are Flash cookie s , which now have been used to 15 

      subvert consum e r s ' prefer e n c e s regard i n g cookie - t r a c k i n g 16 

      and also offlin e survei l l a n c e techno l o g i e s . 17 

                We are also going to take a close look at 18 

      another topic that was mentio n e d in Commis s i o n e r 19 

      Harbour ' s openin g remark s .  And that is reiden t i f i c a t i o n 20 

      of data. 21 

                We are going to look at advanc e s in techno l o g y 22 

      that challe n g e our assump t i o n about how anonym i t y works 23 

      and what it means in a techno l o g y - d r i v e n world where it 24 

      may be possib l e to amalga m a t e indivi d u a l bits of data and25 
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      recombi n e them in ways that lead to identi f i c a t i o n of 1 

      people who previo u s l y though t they could not be known. 2 

                In the second half of the panel we are going to 3 

      talk about the ways that techno l o g y can actual l y assist 4 

      in provid i n g indivi d u a l consum e r s their privac y .  We will 5 

      look at ways that techno l o g y can be used to facili t a t e 6 

      this.  As David mentio n e d , it has been used alread y in 7 

      some creati v e ways in provid i n g new opt-ou t opport u n i t i e s 8 

      for consum e r s . 9 

                Certain l y , there are intere s t i n g develo p m e n t s 10 

      in the mobile space regard i n g new notice s that do have to 11 

      take advant a g e of the fact that they are being given on 12 

      two-and - a - h a l f - i n c h screen s .  And so our goal today is to 13 

      look as holist i c a l l y as we can about how techno l o g y can 14 

      work in consum e r s ' favor, how we can levera g e the 15 

      technol o g i e s that have been develo p e d to provid e benefi t 16 

      to consum e r s , and to examin e some of the uses that may 17 
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      it's the only fair way to do things , by these eight 1 

      excelle n t paneli s t s .  We have with us: 2 

                Pam Dixon, who is the Execut i v e Direct o r of the 3 

      World Privac y Forum, immedi a t e l y to my left; to Pam's 4 

      left, 5 

                Peter Eckers l e y , a Staff Techno l o g i s t with the 6 

      Electro n i c Fronti e r Founda t i o n ; to Peter' s left, 7 

                Eric Goldma n , Associ a t e Profes s o r at Santa 8 

      Clara Univer s i t y School of Law; to Eric's left, 9 

                Chris Jay Hoofna g l e , a lectur e r here at the 10 

      Univers i t y of Califo r n i a , Berkel e y School of Law; to 11 

      Chris' left, 12 

                Arvind Naraya n a n , a Postdo c t o r a l Fellow at 13 

      Stanfor d Univer s i t y ; to Arvind ' s left, 14 

                Sid Stamm, and Sid is a new name for you.  If 15 

      you are lookin g at your packet of inform a t i o n and lookin g 16 

      at the agenda , Sid has very gracio u s l y agreed to step up 17 

      and fill in for a collea g u e of his, Mike Shaver , at 18 

      Mozilla , who has taken ill and is unable to be with us. 19 

                Mike, if you are watchi n g on the Webcas t , we 20 

      are wishin g you well and hoping that you can be with us 21 

      another time. 22 

                Sid, we are extrem e l y gratef u l that you were 23 

      able to step in.  Sid is a self-d e s c r i b e d privac y and 24 

      securit y nut.  To Sid's left we have:2 5 
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                Scott Taylor , who is the Chief Privac y Office r 
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      need to cut things short.  So just let us know if you 1 

      have an intere s t in speaki n g , and we will certai n l y try 2 

      to get to you. 3 

                Also I wanted to say that we encour a g e 4 

      questio n s from the audien c e .  From our audien c e here at 5 

      Booth Audito r i u m , if you have questi o n s there are 6 

      questio n cards inside the packet s that you were given 7 

      when you checke d in today.  Feel free to jot your 8 

      questio n s down.  And throug h o u t this mornin g ' s sessio n we 9 

      will have volunt e e r s going throug h the aisles and 10 

      collect i n g them.  You'll just need to pass them down to 11 

      the aisle. 12 

                We will do this at a couple of points this 13 

      morning .  If you have a questi o n card ready and you want 14 

      to hold it up, that's fine.  But at about 45 minute s in 15 

      we will do a collec t i o n and get those questi o n s and try 16 

      to ask some of them here on the panel.  We will also do 17 

      one a few minute s from the end of the panel. 18 

                If you are in the Webcas t audien c e you, too, 19 

      are welcom e to partic i p a t e by submit t i n g questi o n s to the 20 

      address given at the very beginn i n g .  And that is, 21 

      Privacy R o u n d t a b l e -- all one word -- @FTC.g o v .  We will 22 

      be monito r i n g that accoun t and escala t i n g those questi o n s 23 

      up here, as well. 24 

                So we would be deligh t e d to hear from you.  We25 
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      probabl y by accide n t , it turns out that these cookie s , 1 

      althoug h they functi o n as a tracki n g mechan i s m , they 2 

      don't respec t the contro l s that users are given to turn 3 

      off, limit, or block ordina r y cookie s .   4 

                So people who think that they have config u r e d 5 

      their browse r to block cookie s and not be tracke d by 6 

      them, if you go and look at their comput e r s , if they have 7 

      the Flash Player instal l e d they will actual l y be tracke d 8 

      by a large number of these Flash cookie s . 9 

                So there is a case where techno l o g y clearl y 10 

      circumv e n t s , by accide n t or by design , the intent i o n s 11 

      that the user clearl y had to not be tracke d . 12 

                MS. HARRIN G T O N - M c B R I D E :  Thank you. 13 

                Chris, do you have anythi n g to add on that 14 

      about consum e r s ' expect a t i o n s ?  For exampl e , if a 15 

      consume r is dilige n t , knows the ropes enough on their 16 

      compute r to know that they ought to delete their cookie s , 17 

      what effect -- there' l l be no effect , presum p t i v e l y , on 18 

      Flash cookie s , if they are going into to just 19 

      traditi o n a l l y clear their cookie s .  So -- 20 

                PROFESS O R HOOFNA G L E :  Yes.  As Peter mentio n e d , 21 

      the Flash cookie s are not contro l l e d by the browse r 22 

      setting s .  And this was an advant a g e , accord i n g to some 23 

      adverti s i n g compan i e s .        In fact, there is a press 24 

      release from one advert i s i n g compan y that simply says25 
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      consume r s don't know about this avenue , and we can track 1 

      people even if they delete their cookie s . 2 

                So there is a clear kind of intent to evade 3 

      consume r contro l .  And it's one exampl e of a clear 4 

      opportu n i t y for the Federa l Trade Commis s i o n to remedy a 5 

      problem . 6 

           (Laught e r . ) 7 

                MS. HARRIN G T O N - M c B R I D E :  Well, I'd like to 8 

      continu e with the panel, but I have some work to do back 9 

      at the office .  Does anyone else on the panel have any 10 

      thought s about this genera l topic?  Arvind ? 11 

                DR. NARAYA N A N :  I want to bring up the point 12 

      that maybe one reason that Flash, in partic u l a r , has sort 13 

      of come into this role as a superc o o k i e might be becaus e 14 

      it's a propri e t a r y standa r d .  This has some effect s in 15 

      terms of transp a r e n c y .  It's much harder to create an 16 

      open-so u r c e implem e n t a t i o n , for exampl e , becaus e it gives 17 

      browser s , as well as users, less contro l over what 18 

      happens inside of Flash. 19 

                The import a n c e of not having propri e t a r y 20 

      standar d s for the Web has recent l y been a topic of 21 

      discuss i o n , and perhap s among all the disadv a n t a g e s of 22 

      proprie t a r y standa r d s or de facto propri e t a r y standa r d s , 23 

      I should say, one should add that it's bad for privac y , 24 

      as well.2 5 
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                MS. HARRIN G T O N - M c B R I D E :  All right.  Sid? 1 

                MR. STAMM:  I'd also like to add that Flash 2 

      wasn't origin a l l y purpos e d for this, becaus e well, not 3 

      everybo d y had Flash instal l e d , but now it's so ubiqui t o u s 4 

      on the Web it can be consid e r e d about as effect i v e as 5 

      regular cookie s . 6 

                MS. HARRIN G T O N - M c B R I D E :  Pam. 7 

                MS. DIXON:  Anothe r thing to consid e r is the 8 

      consume r s ' perspe c t i v e on this issue.  In order to remove 9 

      Flash cookie s you have to use the contro l s propos e d by 10 

      the compan y , and they are very challe n g i n g to use.  And I 11 

      think that most consum e r s find them enormo u s l y 12 

      frustra t i n g .  And this also points up an area of tensio n :  13 

      What do you do about making a remedi a t i o n when you might 14 

      have 20 propri e t a r y techno l o g i e s ?  Do consum e r s need to 15 

      go to 20 differ e n t contro l s from 20 differ e n t compan i e s ?  16 

      This is an issue. 17 

                MS. HARRIN G T O N - M c B R I D E :  You all bring up a 18 

      good point.  It was just in the news, this week I 19 

      believe , that Adobe has just releas e d a new versio n of 20 

      Flash 10.1 or is on the verge of so doing.  And it's 21 

      reporte d to automa t i c a l l y recogn i z e that the privat e 22 

      browsin g mode curren t l y found in severa l of the Intern e t 23 

      browser s , they recogn i z e this mode and they abide by its 24 

      rules, cleari n g data that's create d in a sessio n .2 5 
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                But does this change the privac y proble m that's 1 

      been identi f i e d by the studie s and that some of you have 2 

      mention e d here this mornin g ? 3 

                MR. ECKERS L E Y :  I think it only partia l l y 4 

      address e s the proble m .  The fact remain s that if you go 5 

      into your browse r and say, "Delete all cookie s ," the 6 

      Flash cookie s are still there.  And the fact remain s that 7 

      if you go into your browse r and say, "Limit cookie s to 8 

      the curren t sessio n , if I quit my browse r I want the 9 

      cookies to go away," Flash still doesn' t respec t those, 10 

      those reques t s .  So I mean, they have taken one step 11 

      towards fixing the situat i o n , but they have got more to 12 

      do. 13 

                MS. HARRIN G T O N - M c B R I D E :  And to be clear, this 14 

      is not -- I mean, I think that Chris Hoofna g l e raised 15 

      this point --  this is not someth i n g that Adobe is doing.  16 

      This is someth i n g that advert i s e r s are taking advant a g e 17 

      of in the Adobe techno l o g y .  Sid, did you have someth i n g ? 18 

                MR. STAMM:  Yes.  I'd like to make a commen t on 19 

      this new privac y mode.  The reason that Flash didn't 20 

      address a privat e browsi n g mode in the past was becaus e 1 dct dD dp2o(      if you5 -2.267 8 cy modplu g - s aomete in the past was b2nt on )Tj
-2 . 8 4 1 5 0 TD
(19 )Tj404 nSLEY:  two273 K E R 8 TD8 Tgrams , f you5 -yot go awaEY:  I thinke past was b   do. 13   24hing? 18 
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      browser when the user wants to enter a privat e browsi n g 1 

      mode we had to create some sort of signal the browse r 2 

      could send to Adobe Flash to let it know, hey, the user 3 

      wants to be in privat e mode. 4 

                So 10.1 is an exampl e of a succes s f u l signal 5 

      being establ i s h e d betwee n the browse r and Adobe Flash.  6 

      And we are workin g on more signal s that we can send Adobe 7 

      Flash so that they can listen to things like, I want to 8 

      clear all my cookie s , or all my histor y . 9 

                MS. HARRIN G T O N - M c B R I D E :  Anne? 10 

                MS. TOTH:  I think it's also import a n t to 11 

      underst a n d the scope of this proble m .  I think there is 12 

      definit e l y a potent i a l privac y issue there.  And there 13 

      are some compan i e s who are using Flash cookie s in this 14 

      way, but if you look across the indust r y and you look at 15 

      the larges t ad networ k player s and the folks who are 16 

      abiding by self-r e g u l a t o r y standa r d s , you know, it's not 17 

      that common among the major ad networ k player s . 18 

                And compan i e s like ours, like at Yahoo!, we 19 

      disclos e what we do with Flash cookie s .  We explai n where 20 

      you can actual l y modify them or delete them if you like, 21 

      but we are not -- when we offer choice s to consum e r s , we 22 

      are not trying to -- we would never circum v e n t that 23 

      choice by trying to slip one by in a Flash cookie . 24 

                so I think if you look at the role of self-2 5 
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      regulat i o n here, compan i e s are basica l l y raisin g their 1 

      hand and saying , we will not do this.  And it's just 2 

      another point of differ e n t i a t i o n . 3 

                So I just want to make sure that we recogn i z e 4 

      that it's not ubiqui t o u s , that most compan i e s are not 5 

      using Flash cookie s to do online behavi o r a l advert i s i n g 6 

      in this way.  And a lot of compan i e s have alread y said:  7 

      We won't do that. 8 

                MS. HARRIN G T O N - M c B R I D E :  Okay. 9 

                PROFESS O R HOOFNA G L E :  A minor point. 10 

                MS. HARRIN G T O N - M c B R I D E :  Um-hum . 11 

                PROFESS O R HOOFNA G L E :  I think it shows an 12 

      importa n t differ e n c e betwee n first- p a r t y compan i e s that 13 

      consume r s have a relati o n s h i p with, like Yahoo! and HP, 14 

      who do a lot to establ i s h trust, and then these third 15 

      parties that don't have any real consum e r relati o n s h i p .  16 

      And from a statut o r y framew o r k they look more like 17 

      consume r - r e p o r t i n g agenci e s than a situat i o n where a 18 

      consume r has a direct relati o n s h i p where market forces 19 

      can be brough t to bear on their conduc t . 20 

                So I think this is anothe r area where the FTC 21 

      has opport u n i t i e s to try to addres s the gaps betwee n 22 

      first and third- p a r t y entiti e s .  And I know Eric has 23 

      somethi n g to say about that. 24 

           (Laught e r . )2 5 
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                MS. HARRIN G T O N - M c B R I D E :  Eric, please weigh in. 1 

                PROFESS O R GOLDMA N :  I think the discus s i o n 2 

      about Flash cookie s is really just a microc o s m of that 3 

      introdu c t o r y remark about a techno l o g i c a l arms races.  4 

      And so, as usual, we have to ask the querou t T(c-40 4 -2.273 2 c 0 7 l . 2 4 0 4 0 TD
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      develop i n g newer techno l o g i e s to find new ways to collec t 1 

      data.  And, again, some of these are nonopa q u e .  Some of 2 

      these are perhap s in circum v e n t i o n of consum e r s ' wishes . 3 

                There has been a lot of discus s i o n about other 4 

      superco o k i e s -- this is just one of that genre -- and 5 

      other method s of tracki n g that may be more sophis t i c a t e d 6 

      and less well known. 7 

                Peter, I know you have done some work on this.  8 

      Could you tell us a little bit about it? 9 

                MR. ECKERS L E Y :  Well, I wouldn ' t say that the 10 

      other kinds of superc o o k i e s are more sophis t i c a t e d than 11 

      Flash cookie s .  I think all cookie s , fundam e n t a l l y from a 12 

      compute r scienc e point of view, they are very simple 13 

      technol o g i e s .  They'r e just data storag e .  But the 14 

      problem is that there are about five or six of these 15 

      other kinds of superc o o k i e s . 16 

                In additi o n to Flash cookie s , there are 17 

      dumb-st o r a g e object s .  There are HTML 5 databa s e s .  There 18 

      are Silver l i g h t cookie s , Micros o f t Silver l i g h t cookie s .  19 

      There are Google Gears cookie s .  And I have to give some 20 

      props to Google for having -- they tend to pop up a 21 

      little notice before you get superc o o k i e d by Google 22 

      Gears.  So maybe that techno l o g y is a little less 23 

      dangero u s than some of the other superc o o k i e s . 24 

                But what we have got is the -- and Micros o f t2 5 
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      Interne t Explor e r also has a thing called user data.  So 1 

      there are all these differ e n t things .  And if you want to 2 

      not be tracke d by cookie - l i k e mechan i s m s , you need to not 3 

      only block cookie s but -- and Flash cookie s , you need to 4 

      go in and modify settin g s potent i a l l y for a lot of these. 5 

                Now, some of them, some of them do better jobs 6 

      at respec t i n g user prefer e n c e s .  I know that Mozill a better jobs 
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      you will actual l y not be able to take advant a g e of some 1 

      of the value that cookie s provid e to you and that exists , 2 

      you know, in the Intern e t space, but offlin e , as well. 3 

                Years ago, I rememb e r I went to an 4 

      accessa b i l i t y confer e n c e , actual l y , so the topic was all 5 

      about assist i v e techno l o g y .  And I heard Vint Cerf speak.  6 

      And it wasn't a privac y event.  But he was talkin g about 7 

      the wonder s of the day when you could actual l y -- when 8 

      your pantry could order grocer i e s for you on the Intern e t 9 

      because everyt h i n g is RFID-t a g g e d and your pantry would 10 

      tell the Intern e t that you were down on milk and cereal 11 

      and it would automa t i c a l l y order it for you, and wouldn ' t 12 

      that be an amazin g world. 13 

                And as a person with three small childr e n , a 14 

      busy life, and all of this going on I just though t , you 15 

      know, wouldn ' t it be great if I could walk into a grocer y 16 

      store, put everyt h i n g in my cart, walk straig h t out of 17 

      the grocer y store, not have to go throug h the checko u t 18 

      line and stand there and think, do I have 15 items or 20 19 

      items; got to be here or there. 20 

                I can just walk out.  I can charge my card 21 

      because everyt h i n g is labele d , and it would just be 22 

      superco n v e n i e n t .  And then I go home, and it's all great.  23 

      It can even reorde r for me.  But there are obviou s l y 24 

      privacy challe n g e s as to that kind of a world.2 5 
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                Whereas , I might want to be able to reorde r 1 

      milk withou t having to think about it, I certai n l y 2 

      wouldn' t want someon e walkin g by my house saying , you 3 

      know, Anne, you only have three Tampax left.  You know, 4 

      that's not someth i n g that I would want.  So there has got 5 

      to be a protec t i o n in place to make sure that, you know, 6 

      you are able to contro l harm and add protec t i v e layers 7 

      without actual l y taking away the consum e r benefi t that 8 

      technol o g y can bring us. 9 

                MS. HARRIN G T O N - M c B R I D E :  Scott. 10 

                MR. TAYLOR :  Yes.  I think Anne really brings 11 

      up a good point, and everyb o d y on the panel' s been 12 

      talking about it, that every techno l o g y that brings 13 

      benefit s , becaus e we can talk about cookie s and we can 14 

      talk about all the benefi t s that come from the fact that 15 

      you can go back to a site and it rememb e r s your user ID, 16 

      the custom i z a t i o n that comes from it can very much be 17 

      used in nefari o u s ways. 18 

                And I think that every techno l o g y that we are 19 

      going to talk about that brings benefi t or that maybe was 20 

      created to create value, whethe r it be to the compan y , or 21 

      organiz a t i o n , or to the consum e r themse l v e s , can be often 22 

      turned around and used in bad ways. 23 

                And I think what's being highli g h t e d just in 24 

      this first discus s i o n is the fact that techno l o g y itself2 5 
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      isn't necess a r i l y bad, but we have got to ensure , as Anne 1 

      was highli g h t i n g with Yahoo!, that organi z a t i o n s are held 2 

      account a b l e to unders t a n d the risks that these 3 

      technol o g i e s pose, as well as the benefi t s , and that they 4 

      are held accoun t a b l e to the obliga t i o n s and the promis e s 5 

      that they make, whethe r those are driven by regula t i o n or 6 

      their own self-a s s e r t i o n s . 7 

                But the admini s t r a t i v e contro l s that sit 8 

      between either regula t i o n or expect a t i o n s and the 9 

      technol o g i e s that can help us delive r both value, as well 10 

      as privac y protec t i o n s , those admini s t r a t i v e contro l s and 11 

      the accoun t a b i l i t y of organi z a t i o n s become s critic a l , 12 

      because I often -- we were talkin g in our prep for -- for 13 

      the panel about RFID, and then new techno l o g i e s being 14 

      created to scramb l e RFID so that people can't read it if 15 

      it's someth i n g that you are walkin g past an RFID reader . 16 

                So we are puttin g techno l o g y on top of 17 

      technol o g y to try to solve proble m s , when, in fact, we 18 

      need to focus on the fact that the organi z a t i o n s using 19 

      these techno l o g i e s need to be accoun t a b l e for how they 20 

      are using them, and the risks, and the values , the 21 

      benefit s that come from that. 22 

                So I think that that concep t of accoun t a b i l i t y 23 

      and admini s t r a t i v e contro l s really is going to be some 24 

      place we need to focus on if we are ever going to try to25 
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      solve the proble m of the good and the bad, the double - 1 

      edge sword that Commis s i o n e r Harbou r talked about. 2 

                MS. HARRIN G T O N - M c B R I D E :  I think that's an 3 

      excelle n t point.  Before we get to that discus s i o n , 4 

      though, which we absolu t e l y will do toward the end of 5 

      this entire sessio n , let me ask a little bit about 6 

      somethi n g that Anne has allude d to, which is the offlin e 7 

      use of tracki n g .  So tracki n g , whethe r throug h RFID or 8 

      the inform a t i o n that our electr i c a l system s may now put 9 

      out to the smart grid; tracki n g that happen s in offlin e 10 

      excelle n t ouRl,o w w Ftah2. 2 4 0 4 r h d T j 
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      the screen s at Whole Foods in Chicag o exactl y know that 1 

      this is going on.  I looked at the privac y polici e s in 2 

      Whole Foods.  No disclo s u r e of this.  Not that someon e 3 

      would be cruisi n g around lookin g at produc e thinki n g 4 

      about a Websit e privac y policy in the first place.  So 5 

      this raises a lot of issues . 6 

                When we starte d to look at this issue and do 7 

      some resear c h on it we found an indust r y docume n t called 8 

      best practi c e s , recomm e n d e d code of conduc t for consum e r 9 

      trackin g method s .  And it's a self-r e g u l a t o r y docume n t .  10 

      And they basica l l y said techno l o g i c a l advanc e s have made 11 

      it enormo u s l y simple to track consum e r s ' every move in 12 

      public and privat e spaces and keep it for longev i t y , 13 

      using securi t y camera footag e and new footag e obtain e d by 14 

      the digita l signag e networ k . 15 

                So what does this mean for consum e r s ?  The big 16 

      problem here is that your face, your body, your gender , 17 
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      image is matche d with their name or home addres s , it's 1 

      not person a l l y identi f i a b l e .  So this is puttin g enormo u s 2 

      tension on an old confli c t which is, if a person is 3 

      walking in public or in a privat e space, but they are 4 

      essenti a l l y in public , they have no privac y rights .  5 

      You've given them up by being in public . 6 

                But in an era of essent i a l l y unrest r a i n e d , you 7 

      know, record i n g s and imaget a k i n g , I think new tensio n s 8 

      are being put on that.  And what Anne descri b e s as, you 9 

      know, the RFID tracki n g , it alread y exists in stores .  10 

      It's called path tracki n g , and there is actual l y produc t s 11 

      availab l e for it.  We have illust r a t i o n s in our report . 12 

                But the thing is, is that do we want to have 13 

      princip l e s that contro l that, and I think the answer is 14 

      yes.  And I think it's a very signif i c a n t opport u n i t y for 15 

      the FTC here to come up with princi p l e s that contro l 16 

      broad privac y issues in regard s to disclo s u r e of tracki n g 17 

      of consum e r s , whethe r they are in public or in privat e .  18 

      I think we need to look at that afresh and anew. 19 

                MS. HARRIN G T O N - M c B R I D E :  Deirdr e Mullig a n 20 

      mention e d at the very beginn i n g of our sessio n today that 21 

      Chairma n Pitofs k y , who appare n t l y was, in this regard , 22 

      extraor d i n a r i l y presci e n t , noted that you may choose the 23 

      steak, but they will know that you though t about the 24 

      salmon.2 5 
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                Apparen t l y , you don't need to shop online for 1 

      that to be the case, accord i n g to this new inform a t i o n .  2 

      This is an emergi n g field.  Does anyone else on the panel 3 

      -- 4 

                I see, Arvind , you have your tag up.  Do you 5 

      know anythi n g about the preval e n c e of this?  Do you have 6 

      thought s about what to do in a ubiqui t o u s data collec t i o n 7 

      environ m e n t ?  What soluti o n s can you put into play? 8 

                DR. NARAYA N A N :  That's a great questi o n .  I 9 

      want to make a slight l y relate d point, which is that in 10 

      additio n to tracki n g increa s i n g in the offlin e world, the 11 

      differe n c e betwee n online and offlin e tracki n g is 12 

      increas i n g l y becomi n g thinne r and even vanish i n g . 13 

                My favori t e exampl e of this is the fact that 14 

      informa t i o n about who you are friend s with on online 15 

      social networ k s , as well as what kind of commen t s you 16 

      make, get aggreg a t e d , both across users and across social 17 

      network s by compan i e s such as Raplea f .  And then this 18 

      gets fed into, you know, credit organi z a t i o n s , and then 19 

      banks use this to make lendin g decisi o n s about you. 20 

                And so the proble m is not only that there is 21 

      this separa t e kind of tracki n g going on, but also that 22 

      it's all coming togeth e r . 23 

                MS. HARRIN G T O N - M c B R I D E :  Anne. 24 

                MS. TOTH:  I think that as we think about these2 5 
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      things, restri c t i o n s on use rather than perhap s even 1 

      collect i o n might be more useful .  So if I'm at Whole 2 
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      use techno l o g y to empowe r consum e r s to say:  This is how 1 

      you know what we know and this is how you contro l what we 2 

      can use about you. 3 

                I haven' t found an offlin e tool that allows me 4 

      to see how a compan y has segmen t e d me or given me access 5 

      to that degree of inform a t i o n or degree of contro l .  So 6 

      I'm sure that I will be aggres s i v e l y shot down by 7 

      somebod y on the panel.  But if I say that, you know, I 8 

      think there might actual l y almost be more privac y in some 9 

      respect s online than there exists in the offlin e world, 10 

      or at least that we have been incent e d to give those 11 

      control s to consum e r s more and more. 12 

                I think actual l y just yester d a y anothe r ad 13 

      network opened the kimono on, you know, profil e s that 14 

      they are giving users access to and contro l over.  So 15 

      reactio n s ? 16 

                MS. HARRIN G T O N - M c B R I D E :  I'm sure there are.  I 17 

      see, I think, more tents standi n g than laying down now.  18 

      Scott. 19 

                MR. TAYLOR :  I just wanted to commen t on this 20 

      concept of use versus collec t i o n .  I think that there is 21 

      a lot of merit to that.  Collec t i o n contin u e s to be 22 

      importa n t and I think, more import a n t than anythi n g , the 23 

      transpa r e n c y that comes at the point of collec t i o n . 24 

                But I do believ e that use more and more is25 
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      becomin g the lens that we need to think about.  And I 1 

      believe that that's true, becaus e that's ultima t e l y where 2 

      the risk and the harm, a big part of it, will come from, 3 

      is how that inform a t i o n is used.        I think it's much 4 

      easier for us in good transp a r e n c y to explai n how that 5 

      informa t i o n will be used, not only, as Chris was saying , 6 

      in a first- p a r t y sense, but how that use might follow 7 

      into a third- p a r t y sense. 8 

                Chris asked the questi o n of how could 9 

      technol o g y help to solve that.  I truly believ e that a 10 

      lot of the work that is being done around the concep t of 11 

      sticky data is very import a n t that tags around 12 

      obligat i o n s and consen t that was given or collec t e d , 13 

      obtaine d , for the data, that it follow s the data throug h 14 

      its lifeti m e in an approp r i a t e fashio n . 15 

                It's a comple x thing, but we have many exampl e s 16 

      of where that type of techno l o g y ' s being used today in 17 

      network advert i s i n g for revenu e , as an exampl e . 18 

                MS. HARRIN G T O N - M c B R I D E :  And that's actual l y -- 19 

      you know -- I hate to cut you off, Scott, but I do -- we 20 

      are actual l y going to devote a fair amount of time to 21 

      that right at the end of the panel.  And I want to get 22 

      back to all those things that busine s s e s can do. 23 

                But to air a little bit more about the specif i c 24 

      issue of tracki n g , I mean, Anne raises the point that,2 5 
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      you know, this is not maybe secret data anyway .  Shoppe r 1 

      loyalty cards and other mechan i s m s perhap s allow for some 2 

      transpa r e n c y alread y . 3 

                How would the introd u c t i o n of facial 4 

      recogni t i o n , heat mappin g in stores , tracki n g and 5 

      surveil l a n c e techno l o g i e s deploy e d in retail stores 6 

      beyond what we alread y know to be fairly common l y used, 7 

      how would that impact the privac y landsc a p e ? 8 

                Arvind, is that a point that you would care to 9 

      speak to? 10 

                DR. NARAYA N A N :  I was going to make a point 11 

      aboue? 
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      your name being the big idea online , it's going to be 1 

      your image. 2 

                So a captur e d image of a person , if you can 3 

      identif y that person by their name, that's going to be 4 

      like gold for commer c i a l data broker s in the coming 5 

      years.  And we have got to think about that collec t i o n 6 

      and that kind of taggin g .  And I do think we have to 7 

      focus on the collec t i o n of data, especi a l l y when it's 8 

      surrept i t i o u s . 9 

                I just don't think it's proper to have a data 10 

      collect i o n mechan i s m that consum e r s do not know about.  11 

      That defies their expect a t i o n of privac y . 12 

                MS. HARRIN G T O N - M c B R I D E :  All right.  With that, 13 

      Peter, I'm going to give you the last word for this 14 

      segment . 15 

                MR. ECKERS L E Y :  Excell e n t .  Thank you. 16 

                So someth i n g that Anne said before I think 17 

      raised an import a n t point, which is the fair inform a t i o n 18 

      practic e of access .  Now, I think a lot of us on the 19 

      privacy advoca c y side think that the situat i o n right now 20 

      is so broken that the fair inform a t i o n practi c e s won't 21 

      save us. 22 

                Even if we could actual l y implem e n t them all, 23 

      there are other kinds of regula t i o n or help that we 24 

      probabl y need in order to get consum e r s some privac y2 5 
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      terms of giving consum e r s more contro l . 1 

                MS. HARRIN G T O N - M c B R I D E :  Well, I think we have 2 

      almost 45 more minute s on the panel.  So let's try to 3 

      work on that.  Lori. 4 

                MS. GARRIS O N :  Well, thank you. 5 

                I believ e that we have alread y begun to touch 6 

      on the proble m of the mergin g of the data, the 7 

      multipl i c i t y of indivi d u a l handhe l d device s and the 8 

      problem s that arise now with de-ano n y m i z a t i o n . 9 

                So I want to turn to that issue here and ask 10 

      Arvind, to start off, has techno l o g y made anonym i t y 11 

      difficu l t , if not imposs i b l e , to achiev e ? 12 

                DR. NARAYA N A N :  That's a great questi o n .  And 13 

      when I think of anonym i t y , from at least a comput e r 14 

      science perspe c t i v e , I tend to divide it into these two 15 

      very differ e n t catego r i e s .  One is what we call 16 

      communi c a t i o n s anonym i t y and the other is data anonym i t y . 17 

                Communi c a t i o n s anonym i t y would go to questi o n s 18 

      of someth i n g like what's Toro enable s , the anonym i t y 19 

      network .  Can there be a group of people who are 20 

      communi c a t i n g with each other so that anybod y who's 21 

      snoopin g , let's say a govern m e n t intere s t e d in 22 

      surveil l a n c e or, really , anybod y else, is not able to 23 

      tell who's commun i c a t i n g with whom? 24 

                And in that sense techno l o g y has, I think, made25 
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      things a lot better to where it's been very helpfu l to, 1 

      you know, lots of people s around the world. 2 

                The other questi o n , though , is data anonym i t y .  3 

      And there I think the story has been almost entire l y 4 

      negativ e .  The sort of defaul t soluti o n for enteri n g data 5 

      anonymi t y up until now has been deiden t i f i c a t i o n , and the 6 

      track record there has not been very good at all.  We 7 

      have had the AOL search data incide n t .  There is the  8 

      de-anon y m i z a t i o n of Netfli x and other social - n e t w o r k i n g 9 

      data sets.  And these incide n t s just keep happen i n g . 10 

                And so the lesson really here is that when you 11 

      are lookin g at data that's as rich as is being collec t e d 12 

      now, and the term that we use as far as their 13 

      high-di m e n s i o n a l data, which means that you have data 14 

      about indivi d u a l consum e r s and there is a lot of points 15 

      of inform a t i o n going back to their activi t i e s over, say, 16 

      years, or someth i n g like that.  And here it's not clear 17 

      that there is anythi n g that techno l o g y can do to ensure 18 

      data anonym i z a t i o n . 19 

                So if I could summar i z e that I would say 20 

      communi c a t i o n s anonym i t y has become a lot easier , but the 21 

      more releva n t thing to this panel is data anonym i z a t i o n .  22 

      And that's not been a happy story so far. 23 

                MS. GARRIS O N :  Chris, do you have a commen t ? 24 

                PROFESS O R HOOFNA G L E :  Yes.  And this relate s2 5 
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      focused on this distin c t i o n betwee n what is 1 

      persona l l y - i d e n t i f i a b l e inform a t i o n and that's what's to 2 

      be protec t e d and secure d , and then nonper s o n a l 3 

      identif i a b l e inform a t i o n where you don't have as great a 4 

      concern becaus e it doesn' t link to an indivi d u a l . 5 

                Given where we are with the techno l o g y now, 6 

      does this distin c t i o n make any sense anymor e ?  I'm going 7 

      to throw it open.  Does anyone have commen t or questi o n 8 

      or a point on this, or...?   Scott, would you like to 9 

      begin? 10 

                MR. TAYLOR :  You know, I think that PII in its 11 

      traditi o n a l sense, 25 years ago when I was doing direct 12 

      marketi n g it made a lot of sense, but I think it's 13 

      becomin g less and less useful .  And I think that's been 14 

      illustr a t e d just this mornin g that, you know, we are only 15 

      one piece of data away from identi f y i n g people or 16 

      reident i f y i n g deanon y m i z e d data. 17 

                And I really think that PII has had a place, 18 

      but we need to think about data in a differ e n t way.  I'm 19 

      not saying that all data is impact f u l , but a lot of data 20 

      is impact f u l .  And I really think that it behoov e s us to 21 

      start thinki n g about the next genera t i o n of what PII was 22 

      and think about how we can overse e and protec t impact f u l 23 

      informa t i o n . 24 

                Some data never will have any real impact . 25 
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      Anne's brough t up some exampl e s of where things are 1 

      pretty innocu o u s .  But the abilit y in this networ k e d 2 

      environ m e n t to combin e and combin e and combin e data, at 3 

      some point impact can be achiev e d .  And that impact can 4 

      come with it value and benefi t s , but it can also be 5 

      harmful .  And I think that we need to think about that in 6 

      a very differ e n t way going forwar d . 7 

                MS. GARRIS O N :  Scott, on that point, is there a 8 

      way in which you draw some sort of a bounda r y or a 9 

      distinc t i o n that's workab l e as you move forwar d ?  In 10 

      other words, what we have been doing is, you say name, 11 

      address , you know, contac t inform a t i o n , so forth, that's 12 

      specifi c a l l y , person a l l y identi f i a b l e . 13 

                But there are other kinds of inform a t i o n where 14 

      it was just, you know, just the fact that you have an 15 

      account somewh e r e , but not inform a t i o n about the accoun t , 16 

      or that you live in a certai n city withou t anythi n g more 17 

      specifi c ?  I mean, does it make sense to have those 18 

      specifi c kinds of catego r i e s , or do we need to look at it 19 

      differe n t l y ?  I'm trying to figure out what you mean by 20 

      "impactf u l ." 21 

                MR. TAYLOR :  Yes.  I think that it's a good 22 

      example , and it's a good questi o n .  The exampl e of being 23 

      able to identi f y somebo d y and to create some impact is 24 

      really what I'm talkin g about.  So data can be combin e d ,2 5 
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      and that data sudden l y become s person a l l y identi f i a b l e .  1 

      The data by itself in differ e n t source s may not be.  And 2 

      we have talked a lot about IP addres s e s . 3 

                But we can all think of exampl e s where an IP 4 

      address could be consid e r e d in isolat i o n nonPII .  But we 5 

      can also think of lots of exampl e s where that can be 6 

      combine d with other inform a t i o n to quickl y become PII or 7 

      somethi n g that's person a l l y identi f i a b l e . 8 

                I think that we could create those bounda r i e s .  9 

      I don't necess a r i l y have them in my mind at this moment , 10 

      but I think that the point is we need to think about it 11 

      in a very differ e n t way.  I don't think that PII by 12 

      itself solves the proble m , becaus e of the nature of how 13 

      data can be combin e d , and the ubiqui t o u s collec t i o n that 14 

      we were talkin g about earlie r . 15 

                MS. GARRIS O N :  Okay.  Lots of cards out.  Sid. 16 

                MR. STAMM:  Yes.  I want to agree with Scott. 17 

                Every bit of inform a t i o n you can get about 18 

      somebod y is going to tell you a little bit of someth i n g 19 

      about them.  And this conste l l a t i o n of inform a t i o n that 20 

      you can collec t online and offlin e about people is 21 

      exactly what Peter was talkin g about before . 22 

                Each bit of data may not be intere s t i n g in 23 

      itself, but it has some sort of signif i c a n c e toward s the 24 

      person' s identi t y , the person who owns the data.  And25 
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      with enough of these little bits of data you can end up 1 

      with someth i n g that's person a l l y identi f i a b l e . 2 

                MS. GARRIS O N :  And also the partic u l a r piece of 3 

      data itself may have once been nonide n t i f i a b l e , but now 4 

      they become identi f i a b l e .  So, for exampl e , an IP 5 

      address , as we move into IPB6 and indivi d u a l s get static 6 

      IP addres s e s , we are going to have a revers e lookup , it's 7 

      not that far away, where it will be tied not just to a 8 

      device, but that partic u l a r device to one single 9 

      individ u a l . 10 

                Arvind. 11 

                DR. NARAYA N A N :  Yes.  In genera l , I agree with 12 

      Scott and Sid.  And my sense is that PII is not a helpfu l 13 

      concept going forwar d in the contex t of data privac y .  14 

      Let me offer a commen t about catego r i e s of PII that you 15 

      brought up.  I think an intere s t i n g thing that happen e d 16 

      is that there are two differ e n t contex t s in which PII is 17 

      used in privac y law. 18 

                One is in breach notifi c a t i o n laws, which a 19 

      number 
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      indepen d e n t of each other, can be added up.  And the 1 

      mathema t i c s is if you hit 33 indepe n d e n t bits of 2 

      informa t i o n about a person ' s identi t y that's enough to 3 

      make them global l y unique on this planet with seven 4 

      billion people . 5 

                Now, how does this work in practi c e ?  6 

      Conveni e n t l y , we actual l y -- I don't want to talk -- brag 7 

      about EFF projec t s too much today, but we launch e d a 8 

      project yester d a y which does an exampl e of this for Web 9 

      browser s . 10 

                So if you go to the EFF.or g Websit e and then 11 

      click throug h to this thing called Panopt i c l i c k , you can 12 

      see this theory being applie d throug h the charac t e r i s t i c s 13 

      inside your Web browse r . 14 

                And what you'll see is that you get differ e n t 15 

      measure m e n t s of bits of inform a t i o n from differ e n t things 16 

      like the operat i n g system versio n , or the browse r 17 

      version , or the fonts on your comput e r .  And for a lot of 18 

      people right now their browse r s have enough indepe n d e n t 19 

      bits of inform a t i o n to essent i a l l y be like PII. 20 

                If you attach it to a name, you know, it's a 21 

      fingerp r i n t that you can take around the Web with you and 22 

      leave it everyw h e r e , and all your action s can be 23 

      correla t e d with it. 24 

                MS. GARRIS O N :  Anne, I want to throw a questi o n2 5 



 64

      to you that's relate d to this.  Should we care whethe r 1 

      data can effect i v e l y be identi f i e d , or should we change 2 

      consume r expect a t i o n s and accept that there is ubiqui t o u s 3 

      collect i o n of all inform a t i o n about us, no matter the 4 

      source, whethe r it's public l y availa b l e or privat e l y 5 

      held? 6 

                MS. TOTH:  On the deiden t i f i c a t i o n side, I 7 

      mean, certai n l y , as a compan y that's engage d in search -- 8 

      and there are other notabl e compan i e s in the audien c e 9 

      today that are engage d in search -- we have taken a 10 

      number of steps to deiden t i f y search data.  And in our 11 

      case, you know, all log file data, it's -- as a busine s s 12 

      you are, you know, while -- if you take Arvind ' s argume n t 13 

      that, you know, to the nth degree that eventu a l l y in some 14 

      way, shape, or form all bits of data are person a l l y 15 

      identif i a b l e if you associ a t e them with one anothe r , and 16 

      I think techno l o g y certai n l y remove s some of the 17 

      boundar i e s . 18 

                I mean, with the pace of techno l o g i c a l change 19 

      it's entire l y possib l e that you could make that argume n t 20 

      that as a busine s s you are defini t e l y going to have 21 

      differe n t types of securi t y system s for system s that 22 

      store credit card inform a t i o n than you are system s that 23 

      store aggreg a t e d demogr a p h i c inform a t i o n , for exampl e . 24 

                So there are going to be pragma t i c differ e n c e s2 5 
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      hearing from me and when they walk out of this room what 1 

      they think about me, certai n l y .  So there are some 2 

      natural limits to that. 3 

                MS. HARRIN G T O N - M c B R I D E :  I just have a brief 4 

      announc e m e n t .  There is appare n t l y a two-do o r , red, 5 

      Toyota Camry parked behind the law school , but you didn't 6 

      leave the keys.  So if thatEa I y l i of thi dierto u l d 0 TD
 eP-2.2 r u w e TD
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      that very broadl y , but were to shed that data within 24 1 

      hours I think some of the privac y risks may be 2 

      diminis h e d . 3 

                I think some of the risks that we all think 4 

      about and theori z e about and see in actual practi c a l i t y 5 

      increas e as data is held and combin e d over time.  I think 6 

      somethi n g else that could be of practi c a l help is the 7 

      role of privac y audits on what compan i e s are doing with 8 

      the data. 9 

                And we really don't talk enough about that 10 

      aspect of compan i e s having third- p a r t y , indepe n d e n t , 11 

      privacy audits that are publis h e d on how they are 12 

      managin g data, and put those out for the consum e r . 13 

                MS. HARRIN G T O N - M c B R I D E :  All right.  We are 14 

      going to contin u e our discus s i o n now with some of the 15 

      issues relate d to privac y - e n h a n c i n g techno l o g i e s , and 16 

      start to look at some of the ways that techno l o g y can be 17 

      used in ways that may help protec t consum e r s ' privac y , 18 

      and also finall y get to this questi o n that I think 19 

      everybo d y ' s been wantin g to answer and been starti n g to 20 

      answer, which is, what role do busine s s e s play and 21 

      organiz a t i o n s genera l l y , not just busine s s e s , play in 22 

      helping to protec t consum e r privac y , and how can they use 23 

      these techno l o g i e s wisely . 24 

                So with that, what are the tools that have been25 
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      develop e d to date?  Let's talk a little bit histor i c a l l y 1 

      about ways that techno l o g y tools have been develo p e d to 2 

      give consum e r s contro l to allow them to manage the 3 

      collect i o n or use of their data.  Any histor i a n s on the 4 

      panel who want to take a shot at this, or shall we do it 5 

      as a Wiki? 6 

                Eric. 7 

                PROFESS O R GOLDMA N :  Well, I'm not sure I'm 8 

      going to answer your questi o n direct l y , but I think maybe 9 

      we can take a cut at it by trying to define what we mean 10 

      by privac y - e n h a n c i n g techno l o g y , becaus e I think a lot of 11 

      times when we have these types of discus s i o n s people 12 

      default to think, oh, we are talkin g about P3P again. 13 

                And we should talk about P3P.  It is a prime 14 

      example of an effort to establ i s h some type of 15 

      privacy - e n h a n c i n g techno l o g y online .  But I think a 16 

      privacy - e n h a n c i n g techno l o g y is anythi n g that can help 17 

      consume r s manage their inform a t i o n flow.  So in my mind, 18 

      when I think about antisp a m softwa r e or antisp a m filter s , 19 

      -- in my mind -- that's a privac y - e n h a n c i n g techno l o g y . 20 

                When I think about antisp y w a r e softwa r e or 21 

      antivir u s softwa r e , that is in a sense a 22 

      privacy - e n h a n c i n g techno l o g y .  It might have other 23 

      benefit s , as well.  It might also enhanc e securi t y , but 24 

      it fits into the same bucket .  It's managi n g the25 
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      informa t i o n flow. 1 

                And I don't mean to speak for Yahoo!, but 2 

      perhaps we might even go so far as to say that the 3 

      privacy manage r system s that you guys offer would fit 4 

      into the brTTTT T T T T T sfar as to say that the 
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      educate consum e r s in a consis t e n t way across the indust r y 1 

      that when you receiv e an ad online you can go and look at 2 

      this icon, click on this icon and find out ultima t e l y -- 3 

      and this is the direct i o n we are moving in is actual l y -- 4 

      by transm i t t i n g some meta data about the ad with the ad. 5 

                A user can some day in the very near future be 6 

      able to see who's servin g that ad to me, where can I go 7 

      to opt out.  And when the user goes to opt out at that 8 

      point we can actual l y show them, we at Yahoo! do show 9 

      them, this is what we are using to custom i z e your 10 

      adverti s i n g ; this is how you can intera c t with this; 11 

      these are the catego r i e s you can turn off; you can turn 12 

      them all off. 13 

                In our view it's really about simpli f y i n g this 14 

      for consum e r s , becaus e there is so much here that we are 15 

      talking about and it is comple x , absolu t e l y .  And 16 

      technol o g y is moving at a pace that it's only going to 17 

      get more comple x . 18 

                So how do we simpli f y the choice s and give 19 

      people, really , access to what is import a n t to manage and 20 

      give them, certai n l y , the flexib i l i t y and the granul a r i t y 21 

      of contro l s withou t comple t e l y overwh e l m i n g them with so 22 

      much inform a t i o n about inform a t i o n . 23 

                That is, I think, our challe n g e .  And we are, I 24 

      hope, steppi n g up to the plate and provid i n g one model2 5 
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      for how that can be done. 1 

                MS. HARRIN G T O N - M c B R I D E :  All right.  Before we 2 

      go any furthe r , does anyone on the panel have any 3 

      thought s about the defini t i o n that Eric has drawn for us, 4 

      which is a very broad and expans i v e one?  Should we be 5 

      thinkin g that broadl y about what consti t u t e s a 6 

      privacy - e n h a n c i n g techno l o g y ? 7 

                Does anyone take issue? 8 

                Peter? 9 

                MR. ECKERS L E Y :  I don't know whethe r this is a 10 

      definit i o n , but the best way I think to think about 11 

      privacy - e n h a n c i n g techno l o g i e s is that they are about 12 

      putting the genie back in the bottle in genera l .  What 13 

      tends to happen , the points got made earlie r on, is that 14 

      the privac y threat s come from the design of techno l o g i e s , 15 

      and the design of techno l o g i e s not necess a r i l y to invade 16 

      privacy but, really , just to make them as featur e - f u l l as 17 

      possibl e . 18 

                So one exampl e of that is the Web.  And if you 19 

      look at the Web and the privac y threat s that we find in 20 

      the Web, they start with IP addres s e s , which were 21 

      necessa r y to make TCP connec t i o n s , to fetch data from a 22 

      Web server .  They includ e the third- p a r t y conten t that 23 

      can see what you are doing, which came from the desire to 24 

      make the Web a hypert e c h system , so that conten t from25 
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      differe n t places could be combin e d . 1 

                They includ e cookie s , which were design e d to 2 

      make the Web a statef u l user interf a c e so that Websit e s 3 

      could rememb e r that you had presse d a button previo u s l y .  4 

      They includ e Javasc r i p t , which was intend e d to make pages 5 

      do things that are more like comput e r progra m s and less 6 

      like flat text docume n t s . 7 

                They includ e Flash, which was intend e d to embed 8 

      moving images , and animat i o n , and intera c t i n g animat i o n s , 9 

      and pages.  So each time we added a new featur e we 10 

      created a new privac y threat .  And what privac y - e n h a n c i n g 11 

      technol o g i e s are doing is they are trying to run around 12 

      after all of these new featur e s .  And their task is very 13 

      hard becaus e the featur e , if you just block the thing you 14 

      have lost the featur e .  You are browsi n g the Web like 15 

      it's 1990 again. 16 

                And so what you are trying to do, if you are 17 

      buildin g a privac y - e n h a n c i n g techno l o g y , is put the genie 18 

      back in the bottle , except occasi o n a l l y you want the 19 

      genie becaus e it's cool and it grants you wishes . 20 

                And the techno l o g y needs to know the differ e n c e 21 

      between the good genie and the bad genie.  And I think 22 

      that's fundam e n t a l l y why privac y - e n h a n c i n g techno l o g i e s 23 

      are always losing this arms race and why, perhap s , we 24 

      need to break that circui t someho w .2 5 
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                MS. HARRIN G T O N - M c B R I D E :  All right. 1 

                Sid. 2 

                MR. STAMM:  I wand to add that I believ e that 3 

      it's more than one genie in this bottle .  And I think 4 

      what we should do is not only run around and try and put 5 

      the genie back in the bottle afterw a r d s , but also allow 6 

      people to know about this fire hose of featur e s that is 7 

      the Web, and turn off the ones that they are person a l l y 8 

      worried about. 9 

                So our philos o p h y is that privac y matter s and 10 

      people like to be able to opt out of these things .  And 11 

      so in Firefo x , for exampl e , we have been making it 12 

      central that the user can contro l all the data that goes 13 
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      with Sid that there is a lot of genies .  We have been 1 

      talking so far about privac y - e n h a n c i n g techno l o g i e s that 2 

      really empowe r the consum e r , and those are critic a l .  But 3 

      you know, if we think about concep t s that Anne and others 4 

      have brough t up -- Chris -- around organi z a t i o n a l 5 

      account a b i l i t y , the fact that techno l o g y alone isn't 6 

      going to solve the proble m , that compan i e s are going to 7 

      have to be accoun t a b l e , I think we need to think about 8 

      privacy - e n h a n c i n g techno l o g i e s in how they can be 9 

      employe d or deploy e d inside of organi z a t i o n s that are 10 

      actuall y having to make decisi o n s about these 11 

      technol o g i e s and about the uses of data. 12 

                So I think that it's not just what we can 13 

      provide to the consum e r to empowe r them, to provid e 14 

      control s for them, but how we can use techno l o g y to 15 

      ensure that the commit m e n t s and the polici e s that we put 16 

      in place as an organi z a t i o n and the promis e s that we make 17 

      to our data subjec t s , that there really are 18 

      impleme n t a t i o n mechan i s m s and assura n c e monito r i n g , that 19 

      we are uphold i n g the promis e s that we make.  And as a 20 

      large organi z a t i o n we certai n l y use techno l o g y to help us 21 

      impleme n t those promis e s and ensure that we are uphold i n g 22 

      those promis e s . 23 

                So I think that privac y by design , as 24 

      Commiss i o n e r Harbou r was talkin g about earlie r , comes in25 
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      many forms, not just for the end user, but for 1 

      organiz a t i o n s themse l v e s to help make sure that they do 2 

      what they say. 3 

                MS. HARRIN G T O N - M c B R I D E :  Pam. 4 

                MS. DIXON:  Yes.  There is a couple of though t s 5 

      here.  I think that your point is very intere s t i n g , 6 

      Scott.  I think that there is a really good role for 7 

      privacy - e n h a n c i n g techno l o g i e s in busine s s proces s e s .  8 

      And what comes to mind, of course , is the credit 9 

      reporti n g indust r y and also the pervas i v e scorin g 10 

      industr y , you know, your identi t y score, your fraud 11 

      score, your anonym i t y score.  And there' s algori t h m s that 12 

      could be manage d by certai n techno l o g i e s , and whatno t .  13 

      But also in the offlin e world I think we need to think 14 

      about privac y - e n h a n c i n g techno l o g i e s .  I mean, we have 15 

      been talkin g about the Web a lot. 16 

                So on the Web we have opt-ou t cookie s .  But if 17 

      you are walkin g in a public space your opt out cookie is 18 

      a pair of sungla s s e s , you know.  So this is a -- where do 19 

      the privac y - e n h a n c i n g techno l o g i e s come in for that or 20 

      for commer c i a l data broker s when you end up on the sucker 21 

      list? 22 

                There needs to be some kind of busine s s proces s 23 

      that has a privac y - e n h a n c i n g techno l o g i e s that enforc e s 24 

      consume r prefer e n c e s and fraud polici e s .2 5 
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                MS. HARRIN G T O N - M c B R I D E :  I want to hear from 1 

      Chris and Arvind , but I want to follow up on a note that 2 

      seems to be coming throug h a lot, which is there are a 3 

      lot of genies .  I think we have a lot of things here, a 4 

      lot of genies , a lot of silos, a lot of organi z a t i o n s 5 

      doing the collec t i o n and a lot of means that consum e r s 6 

      may need to know about to enhanc e their privac y - u s i n g 7 

      technol o g y , all of it making a very compli c a t e d 8 

      ecosyst e m . 9 

                Is there any sort of killer app in the pets 10 

      world that could holist i c a l l y change this?  Are there any 11 

      -- could there be such a soluti o n ? 12 

                DR. NARAYA N A N :  The basis on which to 13 

      underst a n d privac y - e n h a n c i n g techno l o g i e s is who is the 14 

      target audien c e .  And the econom i c study of privac y has 15 

      given us some great insigh t s on this.  It divide s 16 

      consume r s into pragma t i s t s and the other five percen t of 17 

      the people who are really concer n e d about privac y . 18 

                If you look at the histor y of privac y - e n h a n c i n g 19 

      technol o g i e s it's been really succes s f u l for that 20 

      five-pe r c e n t minori t y , but not so much for what 21 

      economi s t s call this pragma t i c majori t y .  And good 22 

      example s of both of those would be, I'm again going to 23 

      bring up Tor, that's only a small percen t a g e of the 24 

      people who are in a suffic i e n t l y privac y critic a l2 5 
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      situati o n to go to the extent of instal l i n g and using 1 

      Tor.  And it's done a great job for them. 2 

                If you look at a techno l o g y that's meant to 3 

      help this majori t y , a good exampl e would be Facebo o k ' s 4 

      privacy settin g s .  Now, even when they had, you know, 5 

      fairly sophis t i c a t e d privac y settin g s before and even now 6 

      that they have simpli f i e d it a little bit, in both of 7 

      these instan c e s we find that, you know, the percen t a g e of 8 

      users who are again going to the troubl e of dealin g with 9 

      these settin g s is fairly small. 10 

                And so that segues into the questi o n that you 11 

      asked, which is that is there going to be someth i n g 12 

      that's sort of like a silver bullet that's going to 13 

      tackle this holist i c a l l y .  I'm gettin g the sense that the 14 

      answer is probab l y not, becaus e that would requir e 15 

      somethi n g , you know, that the averag e person can use. 16 

                And in terms of this tradeo f f betwee n usabil i t y 17 

      and enhanc i n g privac y , we have not done so well.  So we 18 

      are always going to contin u e to see really good soluti o n s 19 

      for that five percen t , but for the 95 percen t it's going 20 

      to be troubl e s o m e . 21 

                PROFESS O R HOOFNA G L E :  I think my commen t 22 

      follows yours nicely , Arvind . 23 

                Katie, you starte d this vein of questi o n s by 24 

      invokin g the histor y of this issue.  And I think one of25 



 79

      the things that's worth lookin g at is the 1996 staff 1 

      report, which discus s e s self, which discus s e s PETs in 2 

      detail.  And I doubt any of us could even name the PETs 3 

      that were on the table back then, but they includ e d 4 

      predece s s o r s P3P. 5 

                Cookies were consid e r e d a type of 6 

      privacy - e n h a n c i n g techno l o g y , and a conten t filter i n g was 7 

      conside r e d as one of them.  But the point I wanted to 8 

      raise was that at the '95 worksh o p I think the most 9 

      prescie n t commen t in any of the worksh o p s that have 10 

      happene d was made by Beth Givens . 11 

                She said back in '95, whatev e r you do, create 12 

      benchma r k s ; come up with some standa r d questi o n s , some 13 

      standar d goals, and ask yourse l f every year, are we 14 

      reachin g these goals.  I think with PETs we could agree 15 

      upon some consen s u s standa r d s to see whethe r we are 16 

      moving forwar d or backwa r d s . 17 

                They would be things like:  Are consum e r s aware 18 

      of privac y - e n h a n c i n g techno l o g i e s ?  How much adopti o n are 19 

      there of them?  Arvind mentio n e d the magic five percen t .  20 

      Does it ever leave that five percen t ?  Do the availa b l e 21 

      PETs actual l y addres s the threat landsc a p e , is anothe r 22 

      benchma r k that could be analyz e d . 23 

                Are these PETs usable and can people with a lot 24 

      of incent i v e s , ad networ k s , et cetera , to undo those2 5 
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      technol o g i e s , are they able to circum v e n t PETs?  If we 1 

      started out with some benchm a r k s here we could come back 2 

      to the next roundt a b l e five years from now and we could 3 

      say:  Have we made any progre s s or not? 4 

                MS. HARRIN G T O N - M c B R I D E :  Sid. 5 

                MR. STAMM:  I think you’re exactl y right.  I 6 

      think that one of the good succes s storie s in gettin g 7 

      privacy - e n h a n c e m e n t techno l o g i e s adopte d is cookie s .  And 8 

      people are now really aware of cookie s and a way larger 9 

      proport i o n of people clear their cookie s on a regula r 10 

      basis now. 11 

                And althou g h we might not be able to come up 12 

      with a silver bullet like Arvind was talkin g about, I 13 

      think we can at least come up with, you know, maybe a 14 

      partial l y silver hammer that makes it easier for users to 15 

      address a lot of privac y concer n s in one shot. 16 

                This is one of the approa c h e s we are taking 17 

      with our privac y manage r in Firefo x , is we want to make 18 

      it as easy as possib l e for users to unders t a n d how much 19 

      private data is on their browse r that's being sent out 20 

      and wipe it out if they want.  And we have kind of been 21 

      slowly moving in that direct i o n . 22 

                MS. HARRIN G T O N - M c B R I D E :  Well, I think that 23 

      that's an excell e n t point and, not coinci d e n t a l l y , you 24 

      are here repres e n t i n g a browse r compan y .  Let's examin e2 5 
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      the questi o n . 1 

                If we have, as Arvind has pointe d out, perhap s 2 

      95 percen t of the folks out there who are encoun t e r i n g 3 

      technol o g i e s in an online space and not even to get into 4 

      the offlin e just yet, who are unawar e of what they may 5 

      need to do, or unwill i n g becaus e of time constr a i n t s or 6 

      knowled g e restri c t i o n s to engage with this, what are 7 

      better soluti o n s ? 8 

                And it seems to me that everyb o d y needs a 9 

      browser .  So are browse r s a place where some of this 10 

      should be happen i n g ; should there be -- you know, what's 11 

      going on in the market p l a c e today and can more be done? 12 

                MR. ECKERS L E Y :  Well, I think one of the 13 

      reasons why browse r s are partic u l a r l y import a n t , at least 14 

      if we are talkin g about the Web, which is one import a n t 15 

      domain, there are others , the reason browse r s are 16 

      importa n t is becaus e they wield the incred i b l e power of 17 

      default s . 18 

                If your browse r does someth i n g for you, then 19 

      that's sudden l y there for 95 percen t of people .  Wherea s , 20 

      if it's a thing you need to go and instal l , if it's an 21 

      extensi o n or a plug-i n , a buried settin g , then you are 22 

      talking five percen t at most.  And so that's the one real 23 

      thing we need from browse r s . 24 

                Now, look, there is a struct u r a l concer n , I25 
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      think, which is that of the major browse r manufa c t u r e r s , 1 

      I think maybe there are four of them, three and a half of 2 

      those are funded by advert i s i n g revenu e , realis t i c a l l y .  3 

      So I think -- I mean, of course , the browse r 4 

      manufac t u r e r s will tell us, no, no, that that doesn' t 5 

      change our engine e r i n g decisi o n s . 6 

                But the realit y is, probab l y , it would be 7 

      really hard for them to take very strong privac y 8 

      protect i v e steps becaus e it underm i n e s the busine s s 9 

      models that fund them.  So I think this is a hard 10 

      questio n to answer , but we need to confro n t it and talk 11 

      about it. 12 

                MS. HARRIN G T O N - M c B R I D E :  Okay.  Eric. 
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      each of those, whoeve r we pick here, is what regula t o r y 1 

      overlay will apply to. 2 

                So, for exampl e , you may recall the battle s we 3 

      had in the 1990s over what could be integr a t e d into the 4 

      operati n g system , or what had to live in the browse r .  5 

      Those types of questi o n s actual l y might steer the answer 6 

      to the questi o n that you are asking . 7 

                MS. HARRIN G T O N - M c B R I D E :  Though t s on that, 8 

      Anne? 9 

                MS. TOTH:  I just wanted to point out consum e r 10 

      attitud e s vary a lot and consum e r s are fascin a t i n g 11 

      creatur e s .  You have a small percen t a g e who care 12 

      incredi b l y deeply about person a l privac y and then you 13 

   est 6y,bca m s  
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      this mornin g .  And for that I will turn to Lori. 1 

                MS. GARRIS O N :  I want to pick up on Scott' s 2 

      point about the need for accoun t a b i l i t y , or how 3 

      account a b i l i t y not only helps consum e r s in terms of 4 

      underst a n d i n g where the data flows, but it's also 5 

      importa n t to busine s s e s .  Can you talk a little bit more 6 

      about that, especi a l l y histor i c a l l y ? 7 

                I think you had mentio n e d at one point that ten 8 

      years ago busine s s e s knew who they were dealin g with, 9 

      knew where the inform a t i o n came from, where the 10 

      informa t i o n was going.  There were contra c t s among all 11 

      the partie s .  Everyb o d y had certai n expect a t i o n s .  It was 12 

      relativ e l y easy to audit.  But the world has change d 13 

      pretty dramat i c a l l y . 14 

                And, in fact, you have less contro l and less 15 

      knowled g e , at least from what you had explai n e d from a 16 

      busines s perspe c t i v e about what is actual l y happen i n g in 17 

      this enviro n m e n t . 18 

                MR. TAYLOR :  I think that what I probab l y 19 

      mention e d was that ten years ago or in the early stages 20 

      or even before the Intern e t , inform a t i o n sharin g was very 21 

      differe n t .  Collec t i n g of inform a t i o n , genera l l y , the 22 

      consume r unders t o o d the brand that they were intera c t i n g 23 

      with, and that brand was able to make promis e s . 24 

                They were able to determ i n e whethe r that brand2 5 
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      was reputa b l e to them, and that gave them a lot of 1 

      comfort .  They knew who to go back to if there was a 2 

      problem .  Sharin g of inform a t i o n back then was much 3 

      easier becaus e , you know, you genera l l y had big tapes 4 

      that had inform a t i o n .  And you knew who you were giving 5 

      them to and you were able to easily put contra c t u a l 6 

      agreeme n t s in place so that that third party unders t o o d 7 

      the obliga t i o n s of the primar y brand. 8 

                In a networ k Intern e t world where I think about 9 

      network affili a t e advert i s i n g , which is the lifebl o o d of 10 

      many organi z a t i o n s to be able to advert i s e and target 11 

      informa t i o n , inform a t i o n is flowin g so many differ e n t 12 

      places.  And you may have agreem e n t s and unders t a n d i n g s 13 

      with the next person in the chain of accoun t a b i l i t y , or 14 

      as Commis s i o n e r Harbou r said I think the chain of 15 

      custody . 16 

                But where does that inform a t i o n go beyond that?  17 

      And I think that was my point, of it's becomi n g harder , 18 

      even for a primar y brand who is wantin g to be transp a r e n t 19 

      and explai n exactl y how data flows and what third party' s 20 

      data may go to, it's just becomi n g more and more comple x . 21 

                And I'm not sure that we have revisi t e d how we 22 

      ensure that that chain of accoun t a b i l i t y is actual l y 23 

      achieve d , and how you can ensure that when data flows to 24 

      you that you unders t a n d where that data came from and the25 
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      to come out of a retice n c e risk. 1 

                Whereas , if we were able to deploy techno l o g y  2 

      -- and I think Chris starte d to touch on this, and 3 

      earlier , Arvind was wantin g to talk about it.  If you can 4 

      imagine that -- that we have a framew o r k from regula t i o n 5 

      or indust r y codes of conduc t that help us to unders t a n d , 6 

      let's say, use catego r i e s and the obliga t i o n s and consen t 7 

      that people give around the use of their data. 8 

                If techno l o g y were deploy e d throug h taggin g , as 9 

      Anne said, and that follow e d the data, certai n l y , that is 10 

      going to not only provid e better consum e r protec t i o n , but 11 

      it will ensure that organi z a t i o n s where data flows to us 12 

      or where we flow data out, that it's unders t o o d what 13 

      those obliga t i o n s are. 14 

                And I actual l y think that that will not only 15 

      help to improv e protec t i o n on the part of consum e r s and 16 

      some redres s , but it's also going to help to ensure that 17 

      informa t i o n can be used robust l y , but that organi z a t i o n s 18 

      can demons t r a t e accoun t a b i l i t y and respon s i b i l i t y as they 19 

      use that data. 20 

                MS. HARRIN G T O N - M c B R I D E :  Pam. 21 

                MS. DIXON:  I think one of the issues -- I 22 

      appreci a t e your point, and I think I've though t about 23 

      those a lot -- but one of the real down sides of this -- 24 

      it's kind of like identi t y theft.  Identi t y theft was a25 
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      real boon to the privac y argume n t , but the downsi d e of 1 

      identit y theft is all of a sudden you get all of these 2 

      really invasi v e authen t i c a t i o n techni q u e s . 3 

                And this is the same downsi d e with what you are 4 

      proposi n g .  The taggin g of the data is good, but for 5 

      consume r accoun t a b i l i t y you are really going to have to 6 

      have some kind of authen t i c a t i o n of that consum e r to some 7 

      degree, and in some kind of constr u c t s of how this could 8 

      be deploy e d . 9 

                So I think that if that is a concep t that's 10 

      followe d throug h , we are going to have to be very, very 11 

      careful about how the consum e r and if the consum e r needs 12 

      to be identi f i e d in order to have some accoun t a b i l i t y 13 

      here.  I think if we are lookin g at a world in which all 14 

      the data is tagged and then tied back to the identi t y of 15 

      a consum e r , I think we are lookin g at less privac y rather 16 

      than more and we have got to be really carefu l of that 17 

      authent i c a t i o n issue; yeah. 18 

                MS. GARRIS O N :  Chris, are we lookin g at less 19 

      privacy ?  In fact, are we gettin g to your data proven a n c e 20 

      so that it may be easier for consum e r s to be able to 21 

      access their data and be able to make correc t i o n s at the 22 

      source of the data collec t i o n . 23 

                PROFESS O R HOOFNA G L E :  Some of that -- I think 24 

      some of the legal infras t r u c t u r e is alread y there.  So25 
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      for a long time in the offlin e and increa s i n g l y in the 1 

      online world major list houses have used contra c t to 2 

      promote accoun t a b i l i t y .  And if you get any of those 3 

      contrac t s you'll see that they are -- they often follow 4 

      fair inform a t i o n practi c e s . 5 

                They requir e buyers of data to only use the 6 

      data for certai n purpos e s , to delete it after they have 7 

      used it for their market i n g campai g n s , et cetera .  But 8 

      there is also some kind of secrec y norms that are built 9 

      into them.  So, for instan c e , you'll see that some list 10 

      houses will say, don't tell the consum e r where you got 11 

      this inform a t i o n . 12 

                Or let's say you bought a list of people -- and 13 

      this is a real exampl e -- let's say you bought a list of 14 

      people who have incont i n e n c e proble m s .  You are not 15 

      allowed to tell the consum e r where that list came from or 16 

      the fact that you know about their medica l proble m s , but 17 

      then you can send them some type of market i n g materi a l . 18 

                And when you look at these contra c t s you'll see 19 

      that they even includ e provis i o n s for breach notifi c a t i o n 20 

      from market i n g data that is not subjec t to state 21 

      notific a t i o n law.  So there is a lot of at least paper 22 

      account a b i l i t y there.  I think the proble m comes back to 23 

      incenti v e s . 24 

                Enforci n g one of these contra c t s would shine a25 
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      appropr i a t e inform a t i o n and obliga t i o n s flow with data in 1 

      the future . 2 

                MS. GARRIS O N :  I just want to make an 3 

      announc e m e n t for folks who are using the Webcas t .  If you 4 

      are having proble m s please reload the Webcas t and then it 5 

      should functi o n proper l y .  On the issue of consum e r 6 

      prefere n c e s , becaus e the data, as I unders t a n d it, the 7 

      data taggin g would not only includ e the proven a n c e of the 8 

      data, but would also incorp o r a t e consum e r prefer e n c e s . 9 

                How far down the line, down the chain of 10 

      sharing , what -- should those prefer e n c e s go?  In other 11 

      words, if -- if I deal with Compan y A and I say, I don't 12 

      want you to share my inform a t i o n with your affili a t e or 13 

      with these third partie s , how can that be honore d down 14 

      the chain as the inform a t i o n -- becaus e once it goes out 15 

      the door it goes everyw h e r e .  Can you addres s that, or 16 

      anybody else? 17 

                MR. ECKERS L E Y :  I'd just point back to that 18 

      idea of revivi n g the fair inform a t i o n practi c e of access .  19 

      I mean if it's gone down the chain and there is an 20 

      efficie n t way that the subjec t of that inform a t i o n can 21 

      see that that happen e d , then perhap s we could talk about 22 

      what kind of recour s e they might have.  Until you know 23 

      that it's happen e d it's really hard to imagin e an 24 

      enforce m e n t regime that does anythi n g about it.25 
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                MS. GARRIS O N :  But, techni c a l l y , is it feasib l e 1 

      to have that inform a t i o n in the tag so that it's known 2 

      and could be traced all the way throug h ?  Do you know, 3 

      Peter? or Arvind ? 4 

                MR. ECKERS L E Y :  I mean it's a very genera l 5 

      questio n , but I think if people are prepar e d to do the 6 

      enginee r i n g work then, yes, you can tag data.  In 7 

      practic e it may be more compli c a t e d in partic u l a r 8 

      industr y sector s or in partic u l a r system s but, in 9 

      general , the answer should be presum e d yes, until shown 10 

      otherwi s e . 11 

                MS. GARRIS O N :  Eric, you had a commen t ? 12 

                PROFESS O R GOLDMA N :  Yes.  I'm going to try and 13 

      explain why I don't have an answer to your questi o n , and 14 

      perhaps why maybe we don't.  Perhap s I'm being overly 15 

      cynical about this, but it seems like somewh a t of a lost 16 

      cause to think about trying to establ i s h a truly rigoro u s 17 

      consume r - m a n a g e d experi e n c e about this flow of data 18 

      outside of their purvie w . 19 

                I mean I don't even unders t a n d how to frame 20 

      that discus s i o n in an intell i g e n t way.  It points , in my 21 

      mind, to the need to really think about how the consum e r s 22 

      can contro l their own experi e n c e s when the data comes 23 

      back to them.  In other words, I don't care so much about 24 

      if people are sharin g my email addres s among all of them25 
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      if I never see the email that comes from it. 
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      the bottle , I think is the metaph o r that's been overus e d 1 

      and in the end, ultima t e l y , let's start with some 2 

      premise s . 3 

                You know we talked a little about picky 4 

      default s , that defaul t s , or whatev e r the comput e r system 5 

      is, matter .  But I think the proble m is far more 6 

      pervasi v e than that.  Comput e r s are really comple x 7 

      animals and it's unreal i s t i c to expect that consum e r s 8 

      will unders t a n d how their comput e r works, unders t a n d how 9 

      other people s ' comput e r s work, and then be able to figure 10 

      out how to put that all togeth e r in a way that it 11 

      optimiz e s their experi e n c e s for themse l v e s . 12 
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      discuss i n g here, so much of this seems to me to be 1 

      solvabl e only at the client s ' side, not anythi n g that we 2 

      can do at the other end of the system , with all the 3 

      differe n t people who are trying to slice and dice data to 4 

      try and come up with a better crafte d messag e for some 5 

      other person , or engage in some kind of securi t y threat , 6 

      it's that we need good shield s at the consum e r level. 7 

                And we need to make sure that we have a system 8 

      that enable s those techno l o g y provid e r s to do the things 9 

      that they -- consum e r s want them to do, knowin g the 10 

      consume r s will never fully unders t a n d what they are 11 

      doing, and are okay with that. 12 

                MS. GARRIS O N :  Arvind . 13 

                DR. NARAYA N A N :  I just have a data point to add 14 

      to that.  I was talkin g to a person a l geneti c s compan y 15 

      recentl y and they said that their policy is that each 16 

      time they share their data with a new partne r the 17 

      consume r has to reauth o r i z e that.  And so clearl y they 18 

      felt that it's feasib l e to sort of bother the consum e r to 19 

      do that, and also that techno l o g i c a l l y there is no 20 

      problem in achiev i n g this. 21 

                So I think it boils down to a questi o n of 22 

      incenti v e s .  Geneti c data is viewed by consum e r s as very, 23 

      very sensit i v e inform a t i o n and, theref o r e , this compan y 24 

      felt that the proper thing to do was to have this25 
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      reautho r i z a t i o n mechan i s m .  So I think there is a role 1 

      for very strong contro l s on where data is flowin g . 2 

                We also, as Eric mentio n e d , for some kinds of 3 

      data like my email addres s , I don't want to keep doing 4 

      that every single time.  So we have to look at a spectr u m 5 

      of differ e n t soluti o n s . 6 

                MS. GARRIS O N :  Pam. 7 

                MS. DIXON:  Yes.  You've touche d on an 8 

      importa n t point, which is the role of author i z a t i o n or 9 

      consent being very differ e n t items.  I think one thing 10 

      that usuall y comes up in these kinds of discus s i o n s is, 11 

      oh, well, let's have the consum e r consen t and that will 12 

      really carry the privac y water. 13 

                And I think one of my pet peeves is that we 14 

      have got to be really carefu l about how we build consen t 15 

      into any kind of privac y - e n h a n c i n g techno l o g y system , 16 

      because consum e r s will just click on anythi n g .  And this 17 

      is not ultima t e l y a good privac y protec t i o n for them.  So 18 

      I would just urge cautio n in thinki n g about that. 19 

                MS. GARRIS O N :  Well, I think we have come to 20 

      the end of our discus s i o n .  I want to simply close with 21 

      saying that we have the Chief Privac y Office r of Adobe 22 

      who is attend i n g today, and becaus e we did talk about 23 

      Flash cookie s in the beginn i n g , to announ c e that Adobe 24 

      has filed a commen t which should be up on our Websit e2 5 
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         PANEL 2:  PRIVACY IMPLIC A T I O N S OF SOCIAL NETWOR K I N G 1 

                     AND OTHER PLATFO R M PROVID E R S 2 

                MR. MAGEE:  Good mornin g , everyo n e .  My name is 3 

      Peder Magee, and with me is my Comode r a t o r Michel l e 4 
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      you to the FTC for the invita t i o n to come and addres s all 1 

      of you and share in this conver s a t i o n . 2 

                We at Facebo o k feel that there is extrao r d i n a r y 3 

      value, and I think it's now unassa i l a b l e , to having 4 

      people have the opport u n i t y to connec t with people at any 5 

      moment at any time anywhe r e in the world, as long as they 6 

      have access to the Intern e t . 7 

                There are a myriad of new goods and servic e s 8 

      which have been brough t to bear, not just by Facebo o k , by 9 

      other social networ k s that came before us, others that 10 

      will come after Facebo o k and others that are sort of 11 

      niche player s in this market .  And I think people forget 12 

      that there are, you know, by some counts 20 differ e n t 13 

      social networ k s around the world and Facebo o k is just one 14 

      of them. 15 

                So it's hard to speak to the entire 16 

      marketp l a c e , but on our behalf , we feel that at least 17 

      amongst our users they have found extrao r d i n a r y value to 18 

      being able to contac t people and share experi e n c e s about 19 

      their lives, their though t s , the things they are seeing 20 

      and experi e n c i n g in real time. 21e and share experi e n c e s about 13aboc e 8 4 1 o s T a i   
(     .2732 TDroom a n y ts )Ttany w h e r 2 4 1 5 w e d p e u k u g h t to 
4diff e r e n t 
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                MR. MAGEE:  Erika. 1 

                MS. ROTTEN B E R G :  I echo precis e l y what Tim said 2 

      and thank you very much for the opport u n i t y to speak.  3 

      What I'd say is that since Adam and Eve, people have 4 

      wanted to connec t .  And you go back to the schtet t l e s of 5 

      Europe, and people connec t e d within their schtet t l e . 6 

                You think about the Model T Ford.  And people 7 

      expande d their reach and starte d to connec t with people 8 

      who live a little bit furthe r away.  I used to live in 9 

      Alaska and there are villag e s that were snowed in.  And 10 

      what did people do? 11 

                They used what was called RapNet , which is, you 12 

      know, the old, you know, basica l l y radio show.  And you 13 

      would call in to be able to do commun i c a t i o n s with people 14 

      who lived in villag e s that were shut off becaus e of the 15 
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      online profes s i o n a l identi t y that broadc a s t s to those 1 

      whom that indivi d u a l user makes a consci o u s decisi o n to 2 

      whom it is they want to broadc a s t that to, whethe r it's 3 

      just to their connec t i o n s , whethe r it's their connec t i o n s 4 

      of their connec t i o n s , or whethe r it's to the Linked I n 5 

      communi t y at large. 6 

                We look at, and our missio n statem e n t is, to 7 

      connect the world' s profes s i o n a l s to make them more 8 

      product i v e and succes s f u l .  The number of emails that we 9 
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      to Califo r n i a and bringi n g us sun for the first time in 1 

      two weeks.  So thank you for that. 2 

                I was actual l y really please d to be on this 3 

      panel, althou g h like for the formal , social networ k that 4 

      Google has, which is really most import a n t to people in 5 

      Brazil and India, and probab l y relati v e l y nonexi s t e n t for 6 

      anyone in this room, I was sudden l y , well, what am I 7 

      doing here. 8 

                But the fact of the matter is, the nature of 9 

      social media, which Google does partic i p a t e in, is 10 

      permeat i n g all types of platfo r m s .  And why is that so 11 

      importa n t ?  I think it's about sharin g and collab o r a t i o n 12 

      and really harnes s i n g the promis e of the Intern e t , which 13 

      is reach, and reach at a global level. 14 

                So as just one concre t e exampl e of, like, why 15 

      does that make a differ e n c e , one of the things we did 16 

      last night on YouTub e is we had Presid e n t Obama' s State 17 

      of the Union broadc a s t live throug h Citize n T u b e .  We 18 

      combine d that with Google modera t o r so that users could 19 

      go and ask a questi o n , which Presid e n t Obama will answer 20 

      live in a YouTub e broadc a s t next week. 21 

                The Google modera t o r basica l l y takes in 22 

      questio n s and then users vote about what, was that a good 23 

      questio n , you know, like let's ask that one for sure.  24 

      And what we got as of -- I checke d -- midnig h t last25 
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      night, we had 287,00 0 votes on over 7,000 questi o n s from 1 

      almost 30,000 people . 2 

                The nature of that sort of partic i p a t o r y 3 

      democra c y is someth i n g that we have not seen, other than 4 

      in small town halls in small commun i t i e s , in a long time, 5 

      and we can do this at a nation a l scale.  And I think that 6 

      is the promis e of what social media can bring. 7 

                So those are the things that I think we are 8 

      only starti n g to see the edge of.  Just sort of thinki n g 9 

      through , like, social - n e t w o r k i n g servic e , can we define 10 

      it, I think it's often been define d in closed system s .  11 

      But, as I was saying , I think we are now starti n g to see 12 

      social move into the open Web. 13 

                We are having troubl e defini n g what social 14 

      media means becaus e it is still evolvi n g , and this is a 15 

      great panel to start thinki n g throug h what our 16 

      expecta t i o n s of those medias are. 17 

                MR. MAGEE:  Thanks .  I want to -- since this 18 

      also about other platfo r m s , I want to ask Ian if you 19 

      could talk about some of the benefi t s associ a t e d with 20 

      third-p a r t y applic a t i o n s that ride on top of platfo r m s . 21 

                MR. COSTEL L O :  I think, kind of tying into 22 

      what's been said, that with all this hyper connec t i v i t y 23 

      people also not want to just connec t , but try new things .  24 

      People are really drawn to innova t i o n , and with openin g2 5 
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      up these platfo r m s and creati n g very, very low barrie r s 1 

      to this innova t i o n , it just contin u e s to give people new 2 

      things to try. 3 

                Maybe they'l l downlo a d an iPhone app.  Maybe 4 

      they'll love it or maybe they'l l delete it but, again, 5 

      it's that abilit y to try that's import a n t , and that 6 

      opening up kind of enable s and it drives this kind of 7 

      virtual cycle of more and more people demand i n g more and 8 

      more kind of things to try, which create s kind of the 9 

      room for develo p e r s to move in and do that, and that that 10 

      demand is creati n g , as we have seen with Google , 11 

      Faceboo k , Linked I n , Apple now with the Tablet . 12 

                Just last week I think we are hearin g that the 13 

      Amazon Kindle is openin g up to develo p e r s .  So, again, we 14 

      are seeing a tremen d o u s market moveme n t toward s openin g 15 

      up platfo r m s for third- p a r t y apps, and that's what I 16 

      think is just valida t i n g a lot of the value for 17 

      consume r s . 18 

                MS. ROSENT H A L :  So I think it's clear that 19 

      there are benefi t s to social - n e t w o r k i n g sites and 20 

      platfor m s and applic a t i o n s , but maybe we can talk a 21 

      little bit about the risk of harm to consum e r s that are 22 

      created in this space. 23 

                Things like photo and video sharin g , there is 24 

      lots of sharin g of inform a t i o n online , and it might be25 
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      helpful to consid e r sort of how this space offers from 1 

      the offlin e space and whethe r it differ s from the offlin e 2 

      space.  Lots of person a l data is being upload e d every day 3 

      and great number s of people are able to access that data. 4 

                And so given this what are the harms that we 5 

      are concer n e d about?  Is it simply embarr a s s m e n t or 6 

      chillin g of a consum e r ' s partic i p a t i o n in a benefi c i a l 7 

      network that someth i n g they might benefi t from, yet they 8 

      are not actual l y partic i p a t i n g becaus e they are concer n e d 9 

      about their privac y . 10 

                Lillie, do you have any exampl e s of some of the 11 

      harms or the risks? 12 

                MS. CONEY:  Yes.  First, I wanted to wish 13 

      everyon e a happy and produc t i v e Intern a t i o n a l Privac y 14 

      Day.  I thank the FTC for select i n g this day for these 15 

      series of discus s i o n s .  EPIC routin e l y commun i c a t e s with 16 

      the FTC about matter s that effect consum e r privac y 17 

      rights. 18 

                We do this becaus e of the intere s t of the 19 

      organiz a t i o n in making sure that those harms or those 20 

      negativ e impact s are addres s e d in the way that will be 21 

      most benefi c i a l to them.  We are not the only 22 

      organiz a t i o n that works in this area to bring to the 23 

      attenti o n of agenci e s , to provid e servic e s or benefi t s to 24 

      consume r s .2 5 
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                Joining us in a lot of the work that we do, the 1 

      ACLU, EFF, Consum e r Privac y Rights Cleari n g h o u s e , as well 2 

      as Consum e r Watchd o g , are all vital partne r s in this work 3 

      that we do.  The impact s to consum e r s are varied , but the 4 

      specifi c issues that we look at around social networ k i n g , 5 

      -- there was a report in July of last year of a 6 

      cheerle a d e r who sued her coach. 7 

                The coach reques t e d the cheerl e a d e r ' s logon and 8 

      passwor d for her Facebo o k page which he got, looked at 9 

      the page and then shared conten t with school offici a l s 10 

      who later sancti o n e d the cheerl e a d e r becaus e of the 11 

      content on her page.  This isn't just someth i n g that 12 

      would happen to a young person . 13 

                We have Bozema n , Montan a , that had a job 14 

      applica t i o n that requir e d applic a n t s to provid e their 15 

      logon and passwo r d for social - n e t w o r k i n g sites, and what 16 

      they said was basica l l y for backgr o u n d check purpos e s .  17 

      We have had circum s t a n c e s where the resear c h e r s at 18 

      Carnegi e Sci Lab who looked at social securi t y number s 19 

      and the master death record s and basica l l y proved that 20 

      the inform a t i o n provid e d by social networ k users, the 21 

      basic logon inform a t i o n , name, locati o n of birth, date of 22 

      birth, they could use that inform a t i o n to litera l l y guess 23 

      the last four digits of indivi d u a l s ' social securi t y 24 

      numbers , which are very releva n t for identi t y theft,2 5 
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      which is one of the issues regard i n g how social - 1 

      network i n g servic e s provid e conten t to other users. 2 

                We also have cases where there was a resear c h 3 

      project at MIT that basica l l y stated they could guess the 4 

      sexual orient a t i o n of indivi d u a l s who were linked throug h 5 

      social- n e t w o r k i n g servic e s .  Whethe r this is borne out 6 

      through resear c h or not, the fact that that was someth i n g 7 

      that a resear c h projec t could pursue and then later 8 

      provide some defini t i v e statem e n t s regard i n g opened up 9 

      the possib i l i t i e s of what some of the harms or potent i a l 10 

      harms could be to social networ k users. 11 

                MS. ROSENT H A L :  Thanks , Lillie . 12 

                Chris. 13 

                MR. CONLEY :  Actual l y , I'm going to follow up a 14 

      little bit on that resear c h projec t , becaus e that's what 15 

      I want to talk about.  A few things have change d with 16 

      social networ k s going from the water cooler or the coffee 17 

      shop to the online world.  And the bigges t thing is that 18 

      the inform a t i o n has change d . 19 

                It used to be if you are in a coffee shop, the 20 

      people who know you are there are the other people in the 21 

      coffee shop.  Now it's anyone who can see your profil e .  22 

      That inform a t i o n is perman e n t .  If you spoke to someon e 23 

      online, there is a record of that and there is a 24 

      connect i o n , a list of your friend s that anyone can access2 5 
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      at any time. 1 

                They don't have to see you with people .  They 2 

      can look at it.  It's very easy to take around .  It's 3 

      very easy to share with other people , share with other 4 

      compani e s , to look around .  And it's also very easy to 5 

      aggrega t e and do very intere s t i n g things with, and that's 6 

      where this resear c h projec t comes in. 7 

                The MIT resear c h projec t is called Gaydar , and 8 

      essenti a l l y all it did was look at the social graphs of 9 

      who your friend s were.  It looked at their gender and 10 

      their sexual orient a t i o n and it tried to figir gendcf , a s y to ta3hT
 p . 2 6 7 

      theial orient a t i o n and.ik e l y d to figir gendTy easthp e r s y d waikel y d to figir g
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      the long-t e r m conseq u e n c e s .  They only think about the 1 

      short-t e r m benefi t s .  So are minors at a greate r risk in 2 

      this space?  You know, is this someth i n g that we should 3 

      be concer n e d about?  Do they -- are there other things 4 

      that we should be worrie d about that maybe don't apply to 5 

      adults? 6 

                Lillie? 7 

                MS. CONEY:  Minors , the relati o n s h i p s that 8 

      minors create on social - n e t w o r k i n g sites initia l l y only 9 

      involve d other minors .  The origin a l -- or young people .  10 

      The origin a l focus was online campus commun i c a t i o n s at 11 

      Harvard and it began to grow beyond that. 12 

                The social - n e t w o r k i n g norms or activi t i e s of 13 

      childre n or young people online evolve over time.  If you 14 

      ask a young person -- the questi o n is not about whethe r 15 

      they care about privac y or not.  That's too generi c .  Ask 16 

      them questi o n s about, would you friend your mother ; would 17 

      you friend your father ; would you friend your 18 

      grandpa r e n t s ; would it be okay if they saw the conten t on 19 

      your page or the IM messag e s you were sendin g .  You will 20 

      find out they have -- 21 

                MS. ROSENT H A L :  I don't know what my -- 22 

                MS. CONEY:  -- they have a health y , normal 23 

      sensibi l i t y about privac y .  If you think about that, 24 

      that's the way adults view privac y .  It's contex t u a l . 25 
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      It's based on relati o n s h i p s .  It's based on what's 1 

      importa n t in our lives.  They see the world in the same 2 

      light.  The things that they think are import a n t may be 3 

      differe n t than the things that adults believ e are 4 

      importa n t , but they have a health y sense of privac y that 5 

      should be respec t e d . 6 

                We need to better unders t a n d their role and 7 

      their relati o n s h i p with privac y , but not generi c a l l y 8 

      dismiss them as having no intere s t in privac y . 9 

                MS. ROSENT H A L :  Thanks , Lillie . 10 

                Anyone else?  Oh, Nicole . 11 

                MS. WONG:  I totall y agree with that, and we 12 

      got homewo r k .  The folks on the panel got homewo r k , which 13 

      include d a great articl e by Danah Boyd about, as an 14 

      educato r , how do you deal with kids on social networ k s , 15 

      which I though t was really intere s t i n g . 16 

                And I think what she pointe d out was there is 17 

      only so much you can do in terms of regula t i o n or trying 18 

      to, you know, keep them cabine d in a certai n area, 19 

      because in a lot of cases they know more than their 20 

      parents do about how to get around those firewa l l s or 21 

      whateve r it is you build. 22 

                And so the answer is about educat i o n and 23 

      modelin g well and teachi n g anythi n g -- and here's the 24 

      vulnera b i l i t y I think for kids.  It's about judgme n t ,2 5 
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      right.  Have we taught them to exerci s e the right level 1 

      of judgme n t about their privac y or who they friend or 2 

      don't friend or upload to a partic u l a r servic e . 3 

                And the answer s to those are hard becaus e they 4 

      are about better educat i o n and better parent i n g .  The one 5 

      thing I was just -- my daught e r s have recent l y , they have 6 

      an annual checku p , and every annual checku p the doctor 7 

      will ask them a questi o n like do you know how to cross -- 8 

      what do you do when you cross the street ; what do you do 9 

      if a strang e r comes up to you. 10 

                And this year the questi o n was:  What do you do 11 

      if someon e wants to chat with you.  And that's the thing 12 

      that we have to do for kids, right.  Those are the 13 

      questio n s and the type of modeli n g and parent i n g that we 14 

      have to start at those ages. 15 

                MS. ROSENT H A L :  And is it just the parent s ?  16 

      Should anybod y else be on the hook for educat i n g minors ? 17 

                MS. WONG:  It takes a villag e , that kind of 18 

      thing, and the FTC probab l y has some little bit of it.  I 19 

      do think we all have to get better at it. 20 

                MR. MAGEE:  All right.  So we -- I'm sorry, 21 

      Erika. 22 

                MS. ROTTEN B E R G :  Just a real quick commen t .  I 23 

      don't disagr e e with what's been said, and what I would 24 

      say is that for every benefi t in the world there are some25 
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      down sides or there will be abuses .  And you know people 1 

      pick -- for a future employ e r to reques t a user name and 2 

      passwor d , I mean people should n ' t be exposi n g their user 3 

      names and passwo r d s . 4 

                Now if there is inform a t i o n that's posted and 5 

      it is availa b l e to the public , I would sugges t that it's 6 

      okay for the world to see that becaus e the user is making 7 

      that choice .  But you know, am I going to hand the key to 8 

      my house to my employ e r ?  No.  And so it's where are 9 

      those bounda r i e s .  And, again, there will be abuses and 10 

      abuses should be addres s e d . 11 

                MS. CONEY:  I would add one point and then we 12 

      can move on.  The dynami c betwee n power and the abilit y 13 

      of person s who are vulner a b l e to exerci s e those rights in 14 

      a knowle d g e a b l e way is also buttre s s e d by laws and 15 

      regulat i o n s that protec t them.  And there were -- I mean 16 

      we can go on and on about labor abuses and mistre a t m e n t 17 

      of people . 18 

                If we didn't have OSHA, if we did not have 19 

      labor laws, if we didn't have time manage m e n t laws or 20 

      limitat i o n s on how many hours people could be asked to 21 

      work, those abuses would still be there.  We have got to 22 

      be more aggres s i v e in acknow l e d g i n g the role of 23 

      regulat o r s and legisl a t o r s in protec t i n g people . 24 

                You can't expect the childr e n or their parent s2 5 
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      or for the consum e r to be able to have the same weight 1 

      and voice in the enviro n m e n t where a lot of data 2 

      collect i o n is happen i n g . 3 

                MR. MAGEE:  Chris, quickl y , and we'll move on. 4 

                MR. CONLEY :  Just a follow - u p to Nicole ' s .  I 5 

      agree that a lot of the respon s i b i l i t y for childr e n has 6 

      to come from their parent s .  But when we are talkin g 7 

      about techno l o g i e s that the parent s don't unders t a n d , 8 

      that's not a soluti o n .  We have to make sure that the 9 

      parents , that teache r s , that everyo n e else is also 10 

      educate d about the conseq u e n c e s of these choice s online 11 

      so that they can help their childr e n unders t a n d what they 12 

      mean. 13 

                MR. MAGEE:  That's a good point.  So we have 14 

      talked about some of the benefi t s that we see and some of 15 

      the challe n g e s and risks of potent i a l harm, as well.  16 

      What I'd like to focus on for a little bit is the idea of 17 

      unexpec t e d sharin g , that seems to be where a lot of the 18 

      potenti a l proble m s come from, and talk about the 19 

      dichoto m y betwee n the expect e d and unexpe c t e d sharin g . 20 

                When a consum e r perhap s puts too much out on 21 

      their social - n e t w o r k i n g page, is that a matter of 22 

      misunde r s t a n d i n g how much contro l they have over who gets 23 

      the inform a t i o n ?  And, if so, how do we approa c h that? 24 

                Dennis, you haven' t talked .  How about it?25 



 118

                MR. YU:  So a couple of years ago Facebo o k 1 

      opened up a platfo r m where develo p e r s could create games 2 

      on top of the inform a t i o n that users had, and it wasn't 3 

      just Facebo o k .  It was OpenSo c i a l , and it create d an 4 

      amazing opport u n i t y where you had a fricti o n - f r e e 5 

      environ m e n t that you could have games where, you know, I 6 

      could send a gift to Nicole and she could throw someth i n g 7 

      back at me, and there was a lot of intera c t i o n . 8 

                But the troubl e is that consum e r s weren' t aware 9 

      that that inform a t i o n was being shared with an advert i s e r 10 

      and the applic a t i o n develo p e r and a DAT networ k and 11 

      various other affili a t e s or player s in the game.  And any 12 

      time you have a new means of advert i s i n g there are rules 13 

      that are going to be maybe just a few months behind to 14 

      play catchu p , right. 15 

                There is going to be a few player s that are 16 

      going to try to come in first to abuse the system that 17 

      may try to create a bad versio n of person a l i z a t i o n , 18 

      right.  Good person a l i z a t i o n is, I know who you are.  I 19 

      know what your prefer e n c e s are and I'm going to delive r 20 

      you someth i n g based on what you like to see. 21 

                So if, for exampl e , on your social - n e t w o r k i n g 22 

      profile I did this, just to see, right, I change d my 23 

      prefere n c e to, you know, male seekin g male, and I saw I 24 

      was floode d with a lot of, you know, male seekin g male25 
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      ads.  Or I change d my religi o u s prefer e n c e to say that I 1 

      was Jewish , and I saw all these Jewish ads, right. 2 

                And it's just amazin g where it can be good 3 

      persona l i z a t i o n , but someti m e s the data can be used in 4 

      ways that are uninte n d e d ; and social - n e t w o r k i n g sites, I 5 

      think Facebo o k in partic u l a r , has done a great job in 6 

      clampin g down on when there are these unexpe c t e d 7 

      situati o n s . 8 

                But anytim e you releas e more data that's going 9 

      to create an opport u n i t y for situat i o n s you haven' t 10 

      thought about, becaus e other people are going to be 11 

      playing in the space.  And especi a l l y , back to what 12 

      Lillie and Chris were saying about teenag e r s , they are 13 

      not really aware. 14 

                They're in genera l not as concer n e d about the 15 

      sharing .  So they don't know, necess a r i l y , that their 16 

      data is being shared .  Even though there is a little 17 

      thing saying do you unders t a n d this is a third- p a r t y 18 

      applica t i o n and so forth.  And, to Nicole ' s point, 19 

      definit e l y the educat i o n to make sure that users are 20 

      aware of what's going on with their data, that if they 21 

      are playin g an app and it says, hey, you need to put in 22 

      your cell phone number to be able to get your score, then 23 

      they should know better than that. 24 

                MR. MAGEE:  Well, so what are some ideas for25 
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      I know some of the other servic e s are doing, as well, 1 

      that we should n ' t be in a positi o n of making choice s for 2 

      users. 3 

                We should give them the inform a t i o n that they 4 

      need.  We should help them unders t a n d what the possib l e 5 

      implica t i o n s are and then we should get out of the way.  6 

      I think that's where innova t i o n is import a n t .  We can't 7 

      be in a positi o n of trying to contro l people ' s attitu d e s , 8 

      particu l a r l y when we are talkin g about a free servic e , a 9 

      volunta r y servic e . 10 

                People don't have to social networ k .  They can 11 

      do all sorts of other commun i c a t i o n s .  If you want to 12 

      share pictur e s .  There is a myriad of sites on the Web to 13 

      do.  If you want to commun i c a t e with people , you can pick 14 

      up the phone.  You can send an email.  I mean, there are 15 

      a whole series of techno l o g i e s that people can engage in. 16 

                And I think people forgot that the users are 17 

      smart and they do unders t a n d what's going on.  A good 18 

      example .  We just recent l y went throug h a much ballyh o o e d 19 

      convers i o n for people where we asked every single one of 20 

      our users to stop and think about privac y for the first 21 

      time. 22 

                And there has been a lot writte n about, boy, 23 

      people sure aren't going to unders t a n d what's going to 24 

      happen, and people are really going to be confus e d about2 5 
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      that.  A lot of people specul a t e d and they worrie d aloud 1 

      about it.  I did, frankl y .  I spent a lot of time 2 

      thinkin g about it with the teams that I was workin g with 3 

      within Facebo o k before this happen e d . 4 

                But what happen e d was someth i n g really quite 5 

      remarka b l e .  Facebo o k put in front of our 350 millio n 6 

      active users a moment when we said, please stop and think 7 

      about privac y .  Here's what's actual l y happen i n g with 8 

      your inform a t i o n .  Here's where we think the inform a t i o n 9 

      is import a n t to you, and here's the contro l s that you can 10 

      use to exerci s e as much or as little contro l as you want 11 

      over it. 12 

                And we found someth i n g extrao r d i n a r y .  We had 13 
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      and we are pretty excite d about it. 1 

                MR. MAGEE:  Chris. 2 

                MR. CONLEY :  So Direct o r Vladec k pointe d out 3 

      earlier that one of the most emaile d articl e s in the New 4 

      York Times right now is about settin g your Facebo o k 5 

      setting s .  So I think that shows that at least some 6 

      people think that there is more inform a t i o n that they are 7 

      learnin g as they go along. 8 

                They've just seen the choice s that Facebo o k 9 

      present e d was not enough for them to feel like they had 10 

      the answer s or that their friend s had the answer s , that 11 

      it's very hard to make -- and acknow l e d g i n g -- it's very 12 

      hard to make an intuit i v e user interf a c e here. 13 

                And also I have severa l commen t s at the end, 14 

      but I'll save some of them till we get to applic a t i o n s .  15 

      But what I wanted to talk about is defaul t s .  So when we 16 

      are talkin g about user expect a t i o n s , some of the questi o n 17 

      is about what do you make the defaul t settin g s . 18 

                And the realit y is you can't have a defaul t 19 

      setting that it is everyo n e .  You can talk about what the 20 

      user norms are and what people think, but you can't have, 21 

      this is a defaul t and say you have not shaped 22 

      expecta t i o n s by it, becaus e some people , that's what they 23 

      would choose , and some people , that's what they would 24 

      not.25 
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      at Linked I n take great pains, as I'm sure, my collea g u e s 1 

      do in terms of what is it that we think most of our users 2 

      want.  You are absolu t e l y right. 3 

                One size isn't going to fit all, not for an 4 

      individ u a l and not for the same indivi d u a l over a period 5 

      of time.  And we want to provid e the opport u n i t y in an 6 

      easy, unders t a n d a b l e manner for folks to say, you know, I 7 

      want to provid e or share this piece of data with these 8 

      people, but not for these people , and it's the abilit y to 9 

      do that. 10 

                And, again, we won't necess a r i l y get it right 11 

      for everyo n e all the time, but it's with seriou s 12 

      conside r a t i o n in lookin g at how our users are using the 13 

      site; and, based on user feedba c k , what do most of our 14 

      users want.  How is it that we can use the networ k . 15 

                And someth i n g else.  You know I think Tim said 16 

      we trust our users to make the right decisi o n s .  And I 17 

      agree with that, but what I would also say is that our 18 

      users trust us.  And the market p l a c e will speak.  It 19 

      takes a long time for users to trust an ecosys t e m , and we 20 

      have 55 millio n users. 21 

                If we were to breach that trust, if we were to 22 

      mis-use inform a t i o n , if we were to sudden l y sell user 23 

      data when we tell people that we don't sell user data, we 24 

      can breach that trust in a heartb e a t .  And our intere s t s2 5 
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      are aligne d with our users, becaus e if we breach that 1 

      trust, our ecosys t e m will fall apart. 2 

                MR. MAGEE:  And that's a great point.  I want 3 

      to just -- if we can quickl y hear from the other 4 

      panelis t s with their tents up and then we'll move on. 5 

                Nicole. 6 

                MS. WONG:  So just in terms of the consum e r 7 

      expecta t i o n s , I think what you are hearin g from Erika and 8 

      from Tim is part of the hardes t thing that we try to do 9 

      is to figure out what the expect a t i o n is, becaus e in a 10 

      world where the new medium s are changi n g so quickl y , 11 

      right, like there is a new startu p that will be announ c e d 12 

      next week which will comple t e l y change the way we 13 

      communi c a t e with each other, and then there has got to be 14 

      a new norm that develo p s around it. 15 

                So theory i n g out with that expect a t i o n and then 16 

      coding a UI to meet it is a really , really diffic u l t 17 

      task.  One of the things that we did today in honor of 18 

      Interna t i o n a l Day of Privac y Day was we actual l y just 19 

      announc e d for Google what our privac y princi p l e s are, and 20 

      we are hoping that that really commun i c a t e s to the world 21 

      the things that we do. 22 

                When I and my team sit down with our engine e r s 23 

      here the things we go throug h .  The first one is is there 24 

      value for this produc t for our user, becaus e that's2 5 
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      always got to be the thing that leads.  The second is can 1 

      we build in the best possib l e privac y standa r d s into that 2 

      product , whatev e r that might be, whethe r it's health or 3 

      social or search . 4 

                The third and fourth are the two key ones that 5 

      I usuall y end up talkin g a lot with the engine e r s about, 6 

      which is can you build in a transp a r e n t UI that really 7 

      explain s to the users as they use it they don't have to 8 

      go read a privac y policy , as they are using it they 9 

      intuiti v e l y unders t a n d what's being collec t e d and how 10 

      it's being used. 11 

                And the fourth is creati n g real contro l so that 12 

      you build an interf a c e that gives a user really 13 

      meaning f u l and granul a r contro l s .  In the 2000 era of the 14 

      Web, usuall y your choice was binary , like use or don't 15 

      use.  If you don't like the privac y policy , this is not 16 
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      secure.  I though t it was intere s t i n g , Peder, what you 1 

      were raisin g , which is should you give users kind of like 2 

      the traini n g wheel period of figuri n g out the UI before 3 

      you like set them free with it. 4 

                And I think it's a really intere s t i n g idea.  5 

      Interna l l y as we develo p a produc t we not only use focus 6 

      groups of users, but we actual l y -- we do what we call 7 

      dog-foo d i n g , which is we in the compan y all use a produc t 8 

      before we releas e it so that we get a better sense for 9 

      how users expect a UI to behave or a produc t to behave . 10 

                I think the challe n g e of having the traini n g 11 

      wheel phases , when we actual l y see our users come to us 12 

      they are across a spectr u m .  There are the beginn e r green 13 

      folks and the double black diamon d folks, right, and they 14 

      are all coming at the same time.  So I think that the 15 

      challen g e of that would be to figure out how do you focus 16 

      that UI to the right user. 17 

                MR. MAGEE:  We have got to move on.  Dennis , I 18 

      know you have got your tent up.  I think Michel l e ' s got a 19 

      questio n she's going to direct to you.  So maybe we can - 20 

      - 21 

                MS. ROSENT H A L :  And this goes to consum e r 22 

      expecta t i o n s , but it also moves us into the third- p a r t y 23 

      applica t i o n discus s i o n .  So do consum e r s unders t a n d when 24 

      they are on a social - n e t w o r k i n g site or a platfo r m that25 
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      they -- when they are dealin g with the social - n e t w o r k i n g 1 

      site or the platfo r m , and when they are dealin g with the 2 

      third-p a r t y app? 3 

                MR. YU:  For the most part, consum e r s do 4 

      underst a n d becaus e social - n e t w o r k i n g sites have put a 5 

      notice saying this is an app that was not built by 6 

      Faceboo k or MySpac e , but what they don't unders t a n d is 7 

      what level of data sharin g is there.  And just becaus e 8 

      you have the terms of servic e and the privac y policy , 9 

      they don't unders t a n d that their inform a t i o n , 10 

      informa t i o n ' s in their profil e , inform a t i o n about their 11 

      friends is being shared . 12 

                And so that has caused an opport u n i t y for just 13 

      a few people who want to spoil it for the others to come 14 

      in and abuse that, and there is certai n measur e s that we 15 

      need to think about and how to play this cat-an d - m o u s e 16 

      game on protec t i n g that base of users that otherw i s e 17 

      doesn't know any better . 18 

                I agree with Tim and Nicole that if you trust 19 

      the users, they will be able to figure it out.  There are 
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                So in the same way you have feedba c k mechan i s m s 1 

      in an auctio n site like on eBay, I think you are going to 2 

      see more and more of that inside social networ k s , right, 3 

      because the more data you have, the more nuance d you are 4 

      in terms of, I'm going to turn this on, I'm going to 5 

      expose this to just my friend s or this to just cowork e r s . 6 

                You are going to see a lot more of that and 7 

      users are going to have -- with that kind of contro l 8 

      you'll have less of the curren t proble m , which we like to 9 

      call virtua l blight , right, which is advert i s e r s that are 10 

      going to preten d that they are a brand; hey, I'm 11 

      Southwe s t Airlin e s , I'd like to give you some free 12 

      tickets . 13 

                Well, how do you know if that's really 14 

      Southwe s t Airlin e s or not, right?  So when there are a 15 

      few bad advert i s e r s it can cause other people who are 16 

      legitim a t e advert i s e r s to have a bad experi e n c e becaus e 17 

      users are going to say, you know what, I've been fooled 18 

      by a couple of these ads before ; I don't know if that's 19 

      really who it is.  So it impose s a negati v e extern a l i t y 20 

      on the other guys. 21 

                MS. ROSENT H A L :  Okay.  Lillie , we are going to 22 

      get to you in a second , but maybe you can just frame the 23 

      third-p a r t y app discus s i o n a little bit and talk about 24 

      how these third- p a r t y apps are moneti z e d and sort of how25 
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      the busine s s e s are run.  We know there is a big 1 

      differe n c e betwee n the -- we talked a little bit about 2 

      the barrie r s . 3 

                There are low barrie r s to entry, which is great 4 

      in some ways, but then you someti m e s have a small startu p 5 

      that's not worrie d about reputa t i o n or things that a 6 

      larger compan y might be worrie d about.  So how do you -- 7 

      maybe you could talk about those, the dichot o m y there and 8 

      how these busine s s e s are moneti z e d , and then we can start 9 

      talking about -- we can talk more about the third- p a r t y 10 

      apps. 11 

                MR. YU:  For better or for worse, the 12 

      expecta t i o n is that social - n e t w o r k i n g sites are free and 13 

      because of that whoeve r ' s buildi n g an app, they have to 14 

      make money off of advert i s i n g becaus e they are not going 15 

      to charge a monthl y subscr i p t i o n . 16 

                This is not World of Warcra f t where you are 17 

      chargin g ten bucks a month.  It's a differ e n t kind of 18 

      user.  So whenev e r you have this new land that opens up 19 

      the vultur e s are going to come in first.  And, theref o r e , 20 

      you are going to see a lot of advert i s i n g that may be 21 

      mislead i n g . 22 

                And Facebo o k , MySpac e , it's not so much with 23 

      LinkedI n , but you are going to see these kinds of ads 24 

      that will try to say, you know, give me your cell phone,2 5 
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      install this toolba r or sign up for this partic u l a r 1 

      offer.  We have seen a lot of the advert i s i n g -- this was 2 

      -- not anymor e , but this was a couple years ago just when 3 

      we were all workin g togeth e r to try to figure out what to 4 

      do, a lot of noncom m e r c e relate d items, right, becaus e 5 

      people weren' t on a social networ k site to check out, to 6 

      put in their credit card, right. 7 

                We'd run ads for hey, you know, if you are 8 

      sending virtua l gifts why not send an actual box of 9 

      chocola t e s for Valent i n e ' s Day, and we found that that 10 

      was -- that was not effect i v e , becaus e there was the 11 

      expecta t i o n that things would be free.  And so that 12 

      created a number of small guys. 13 

                These right in the beginn i n g there weren' t big 14 

      compani e s like Zinga, other guys who want to play by the 15 

      rules; you got a lot of teenag e r s .  I rememb e r , there 16 

      were some teenag e r s that were paying 10,- to $20,00 0 a 17 

      day in earnin g s off of their advert i s i n g . 18 

                This is some kid in his dorm room.  He made 19 

      this game just for fun and now he's making 15 grand a day 20 

      off of advert i s i n g ?  He's going to keep doing that and 21 

      yeah, he'll get shut down, right, becaus e there is policy 22 

      enforce m e n t .  There is differ e n t kinds of -- there is a 23 

      whole proces s to catch that. 24 

                But then he's going to turn around and he's25 
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      going to make anothe r app and he's going to make 20 other 1 

      apps that are just like that, and all of his friend s on 2 

      the forums are going to say, wow, you are making how much 3 

      money; how do I get in on this, too, right?  And that's 4 

      normal, right. 5 

                And I believ e Facebo o k -- I don't want to say 6 

      it's all about Facebo o k -- but there is a normal 7 

      progres s i o n of puttin g rules in place to be able to stop 8 

      the bad things these guys are doing. 9 

                MS. ROSENT H A L :  Okay.  So, Tim, how do you deal 10 

      with that? 11 

                MR. SPARAP A N I :  We have got a really aggres s i v e 12 

      policy about handli n g applic a t i o n s , and it's diffic u l t 13 

      because we have an open platfo r m , which is one of the 14 

      advanta g e s of Facebo o k .  You can build an applic a t i o n .  15 

      As you said, there is a very low barrie r to entry and 16 

      people can be off and runnin g and creati n g new goods and 17 

      service s , which are by and large tremen d o u s l y 18 

      advanta g e o u s to the public . 19 
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      do with data they collec t , or whethe r they ought to be 1 

      allowed to collec t inform a t i o n on consum e r s , all of that 2 

      informa t i o n is -- those questi o n s haven' t been really 3 

      resolve d . 4 

                It's not whethe r the size of the entity ; it's 5 

      the activi t y itself that is a proble m .  And as far as 6 

      consume r contro l , even in the exampl e s that have been 7 

      discuss e d on the panel with Facebo o k , the contro l 8 

      message , it's limite d .  It's not really real contro l . 9 

                You have contro l in a lot of physic a l things 10 

      you do in the world, but in the social - n e t w o r k i n g 11 

      environ m e n t s the contro l -- consum e r contro l is being 12 

      defined by the compan i e s .  When networ k settin g s were 13 

      changed and it did affect negati v e l y the privac y rights 14 

      of users, their contro l wasn't presen t or even a part of 15 

      that equati o n . 16 

                So having a level playin g field, defini n g what 17 

      the privac y rights of consum e r s are, I think that's the 18 

      model we should pursue , regard l e s s of the size of the 19 

      entity or if they are applic a t i o n develo p e r s or not. 20 

                MS. ROSENT H A L :  Okay.  We have an audien c e 21 

      questio n and I think it's a good one.  So I'm going to 22 

      share -- sure. 23 

                MR. SPARAP A N I :  This proble m , such as it is, is 24 

      relativ e in scope to the size of the advant a g e s which are25 
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      created by applic a t i o n s .  It's a small proble m , as Dennis 1 

      I think was making clear.  Yet nevert h e l e s s this is where 2 

      our econom y is going.  If you ask people in the valley , 3 

      this is where the energy is. 4 

                It is around applic a t i o n s for a myriad of 5 

      platfor m s , some of which are repres e n t e d up here on the 6 

      stage.  This is going to requir e more than the activi t i e s 7 

      that even a small staffe d compan y like Facebo o k is.  We 8 

      actuall y don't have that many staff.  We are going to 9 

      need help. 10 

                We are going to need the FTC to play a seriou s 11 

      role here, to talk to these third- p a r t y compan i e s and 12 

      take action s when they do things that are not in -- 13 

      comport i n g with users' expect a t i o n s .  The FTC, variou s 14 

      local govern m e n t s , the federa l govern m e n t will have to 15 

      play a role, becaus e only in that way can we have open 16 

      systems , and yet have the advant a g e of applic a t i o n s , 17 

      while dimini s h i n g the likeli h o o d that some applic a t i o n s 18 

      will be inappr o p r i a t e l y acting . 19 

                MS. ROSENT H A L :  Chris, Tim is talkin g about 20 

      user expect a t i o n s with respec t to the data that third- 21 

      party apps are gettin g and using and what they are doing 22 

      with it.  But how can users actual l y compla i n and step 23 

      forward and say, this is a proble m , if they are not 24 

      necessa r i l y aware of what the practi c e s are?  Can you25 
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      talk a little bit about that? 1 

                MR. CONLEY :  I can talk about that in a lot of 2 

      differe n t ways.  I think, in fact, just that specif i c 3 

      questio n s , one of the questi o n s I would have for Tim is, 4 

      you know, Tim, Facebo o k has, Linked I n has a lot of 5 

      platfor m and social networ k s have some kind of auditi n g 6 

      and you know, they actual l y identi f i e d that app.  And 7 

      they send notice s and they cease and desist . 8 

                But how often is it public inform a t i o n about?  9 

      How often do you send a warnin g ?  How often do you 10 

      questio n or audit?  How often do you do this, becaus e 11 

      without that kind of inform a t i o n there is no -- the 12 

      consume r doesn' t have a real idea of what's going on, 13 

      what kind of risk is there in using applic a t i o n s , what 14 

      percent a g e of applic a t i o n s . 15 

                You say it's a small number , but is that 10 16 

      percent , one percen t , .1 percen t , what.  And then it also 17 

      -- for -- from the policy ' s perspe c t i v e withou t some idea 18 

      of how often this is happen i n g , how much effort do we put 19 

      into regula t i n g ?  So very narrow l y , that would be my 20 

      answer to that.  I can talk more about other things , but 21 

      -- 22 

                MS. ROSENT H A L :  Well, yes.  Ian, do you have 23 

      any -- your compan y obvii5 r t do we put 18 h72Sh     o yo -2 -2.267 8 s 1 8 h72Sh     iPhTD
, Iwe put 
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      believe , and also on Facebo o k . 1 

                MR. COSTEL L O :  We are on the iPhone and on 2 

      Faceboo k , and I just want to call out that, yes, while 3 

      there is a small proble m of apps that are not behavi n g as 4 

      they should , there is a large number of apps that are 5 

      using this data that they are gettin g from Facebo o k and 6 

      others as their lifebl o o d . 7 

                And that's kind of what drives the engage m e n t 8 

      there, and I think as long as and very suppor t i v e of 9 

      Faceboo k ' s develo p e r polici e s that we are not storin g 10 

      this PII.  We are using it to engage users, not to share 11 

      with third- p a r t y networ k s and things of that nature .  So, 12 

      again, this proble m I think is limite d in its basis and 13 

      most entiti e s out there are actual l y playin g by the 14 

      rules. 15 

                MS. ROSENT H A L :  Some have discus s e d that maybe 16 

      these platfo r m provid e r s and social - n e t w o r k i n g sites can 17 

      reduce the amount of data that goes to the third- p a r t y 18 

      app.  Do you think that that -- you seemed to touch on 19 

      that a little bit.  Do you think that that would affect 20 

      the innova t i o n among these applic a t i o n s ? 21 

                MR. COSTEL L O :  Yes.  Again, I kind of 22 

      referen c e d that as the lifebl o o d .  One of the exampl e s we 23 

      have, one of our apps is pick your five, where it's 24 

      basical l y pick five things and you can pick five25 
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      anythin g , and I can pick five places that I've lived or 1 

      my five favori t e TV shows or my five favori t e movies and 2 

      share them with my friend s . 3 

                And one thing that we found is that it's very 4 

      valuabl e to have users then see the popula r pick five 5 

      that their friend s have done in order to then do those -- 6 

      well, so we kind of use this data that's shared to us and 7 

      it's not -- again, when you pick five you hit a button 8 

      that says, share with my friend s , so it's nothin g that's 9 

      out of the consum e r s ' expect a t i o n .  But, again, we use 10 

      that data to drive engage m e n t , and I think that limiti n g 11 

      that would also limit the engage m e n t and limit the 12 

      innovat i o n , I think. 13 

                MS. ROSENT H A L :  Okay.  Thank you. 14 

                So, Chris, if there are going to be tons of 15 

      games and apps and all of these things availa b l e on the 16 

      Web, you have talked about the privac y by design concep t 17 

      in the past.  Is that -- how do we bake in privac y to 18 

      these apps to make sure that when inform a t i o n is 19 

      collect e d that it's used for the purpos e that it's 20 

      collect e d for? 21 

                MR. CONLEY :  Well, I'm going to start by 22 

      talking a little bit about the applic a t i o n we wrote.  So 23 

      we look at Facebo o k and not to pick on Facebo o k , just 24 

      because they were the one we were focuse d on at the time,2 5 
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      and I learne d six months ago maybe that how much access 1 

      Faceboo k applic a t i o n s have to inform a t i o n just by 2 

      default , if you run an applic a t i o n . 3 

                It has access to everyt h i n g .  It doesn' t matter 4 

      whether this is pick five tellin g me, you know, what are 5 

      your five favori t e politi c i a n s or whethe r it's which 6 

      Disney prince s s do you most resemb l e .  Applic a t i o n s have 7 

      access to everyt h i n g . 8 

                In fact, when you run an applic a t i o n on 9 

      Faceboo k right now, if you -- excuse me -- if you haven' t 10 

      changed your defaul t settin g s , when your friend runs an 11 

      applica t i o n , that applic a t i o n also has access to most of 12 

      your profil e inform a t i o n , to your politi c a l prefer e n c e s , 13 

      to the groups you have joined , to the pages you are a fan 14 

      of, to your friend s ' lists, to all sorts of inform a t i o n , 15 

      and we found that to be surpri s i n g . 16 

                I think of myself as an educat e d Facebo o k user, 17 

      aware of privac y , and that was someth i n g I wasn't aware 18 

      of.  And we decide d one of the tools we would use to help 19 

      people unders t a n d this is, we would write our own 20 

      applica t i o n , becaus e as I said, you don't have to be a 21 

      profess i o n a l to write an applic a t i o n . 22 

                You can be, or you can be someon e who hasn't 23 

      written a progra m in about seven years and wants to dust 24 

      off some skills and see what he can come up with in a25 



 141

      couple of days.  And so we wrote a little quiz of our own 1 

      that's basica l l y is a quiz about how much do you know 2 

      about how applic a t i o n s access inform a t i o n . 3 

                And if you take the quiz, and probab l y some 4 

      have, some haven' t , you can find out that if you run a 5 

      quiz, whatev e r the questi o n is, the quiz can still see 6 

      ytiotqu e s r r r r r r r r r r r r r r r r r r r r r r d G h l 
 m h r - 2 . t a n still see 
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      brought a printo u t of some of the names of people who 1 

      signed a petiti o n asking for more privac y . 2 

                This print' s a little small for the 50,000 plus 3 

      people who were on our signat u r e .  But going back to the 4 

      questio n , which I think was how do we frame this, one of 5 

      the things we asked for is more contro l over -- more 6 

      transpa r e n c y about what applic a t i o n s see. 7 

                If you have the five best applic a t i o n , it's 8 

      asking for your five best things , why does it need to 9 

      have access to my politi c a l prefer e n c e s ?  Why does it 10 

      need to have access to my friend s ' friend s ' list?  Why 11 

      does it need to have access to any of this? 12 

                Make it very specif i c what it is the 13 

      applica t i o n needs so that I can make an inform e d choice 14 

      about whethe r to share that with the applic a t i o n .  I 15 

      think Tim will probab l y commen t on this, but that's one 16 

      of the propos e d change s . 17 

                The other thing, of course , is making sure that 18 

      I have contro l over my own inform a t i o n .  Even when my 19 

      friend runs an applic a t i o n I should be able to choose 20 

      whether or not that applic a t i o n can see my inform a t i o n , 21 

      and that's one of the concer n s we have right now, is that 22 

      there is no longer , as of Facebo o k ' s recent change s , 23 

      there is no option to opt out of my friend s share 24 

      informa t i o n with applic a t i o n s entire l y .  That was an25 
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      option; now it's not. 1 

                Applica t i o n s can always get inform a t i o n about 2 

      my friend s ' lists and my connec t i o n and things like that.  3 

      And we would like there to be more contro l so that I can 4 

      make inform e d decisi o n s about whethe r or not I share each 5 

      and every bit of inform a t i o n . 6 

                And, again, going back to defaul t s , the 7 

      default s for most of this are, applic a t i o n s can see 8 

      everyth i n g , and I would prefer to rethin k that and say, 9 

      well, maybe we want to have people choose whethe r or not 10 

      they want to partic i p a t e in the applic a t i o n ecosys t e m , as 11 

      opposed to just the social - n e t w o r k i n g ecosys t e m before 12 

      their inform a t i o n is availa b l e to everyt h i n g . 13 

                MR. MAGEE:  Okay.  I'd like to switch gears a 14 

      little bit and talk about what incent i v e s there are for 15 

      protect i n g privac y in this space. 16 

                And I was struck by someth i n g , Erika, that you 17 

      said, that Linked I n would be very concer n e d about the 18 

      possibi l i t y of losing their consum e r s ' trust. 19 

                And I'm wonder i n g to what extent social - 20 

      network i n g sites, other platfo r m s , are compet i n g on 21 

      privacy and whethe r there is a realis t i c chance that, 22 

      say, a consum e r who's devote d a fair amount of time and 23 

      energy into creati n g a profil e and creati n g a list of 24 

      contact s would simply pick up and move to anothe r ,2 5 
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      similar site that perhap s has a little bit of -- a better 1 

      privacy practi c e than the former . 2 

                MS. ROTTEN B E R G :  So I believ e , and I think that 3 

      LinkedI n believ e s , that while we don't necess a r i l y 4 

      overtly compet e on privac y , again, if we were to breach 5 

      the trust that the users have placed in us, and truly 6 

      breache d the trust -- the trust that the users have 7 

      placed in us, people would pick up and go elsewh e r e . 8 

                MySpace , for instan c e , you know, is one of the 9 

      first networ k i n g sites around , and not that they breach e d 10 

      users' trust, but there have been indivi d u a l s or users 11 

      who have decide d to move to anothe r platfo r m .  It is a 12 

      free platfo r m .  People can -- users can wake up today and 13 

      say, you know what, I'm done with Linked I n or I'm done 14 

      with Facebo o k or I'm done with choose your platfo r m , your 15 

      network i n g servic e , and I want to close my accoun t and 16 

      we'll close that accoun t . 17 

                Users could say, I want to, you know, delete my 18 

      data and we will delete data.  I mesT.( 1 2 )8415 0 TD
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      users," and trust is in the DNA of our compan y with 1 

      respect to each produc t releas e or featur e releas e that 2 

      we put out there. 3 

                MR. MAGEE:  Nicole . 4 

                MS. WONG:  I'll just be really clear.  We 5 

      compete on privac y .  We do that in terms of trying to 6 

      develop the best possib l e produc t s that are privac y 7 

      sensiti v e .  We do that becaus e we have an entire team of 8 

      enginee r s specif i c a l l y dedica t e d to privac y , and a cross- 9 

      functio n a l group that meets every week that involv e s 10 

      everyon e from engine e r s to policy people to legal people 11 

      to talk about the bigges t issues in privac y . 12 

                We absolu t e l y compet e in this space.  One of 13 

      the things that happen e d last year which I was so 14 

      thrille d to see becaus e it was an engine e r i n g - d r i v e n 15 

      idea, and in our compan y the engine e r i n g - d r i v e n ideas are 16 

      always ones that work out best, was a group of engine e r s 17 

      who named themse l v e s the Data Libera t i o n Front. 18 

                And what they did is they basica l l y took a page 19 

      from what we had done when we launch e d Gmail in 2004.  20 
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      move all your emails .  You do not have to shuffl e them 1 

      over one by one; all of them easily to the next servic e 2 

      if you decide you don't like us.  Well, our engine e r s 3 

      last year decide d we should do that for every servic e . 4 

                And so they have had a concen t r a t e d effort over 5 

      the last severa l months to take every one of our servic e s 6 

      where a user create s and stores their data and let them 7 

      make it -- move it to a differ e n t servic e or downlo a d it 8 

      to their own comput e r if they want. 9 

                They've now hit 25 differ e n t servic e s .  Every 10 

      one of those servic e s has a featur e for portab i l i t y , and 11 

      what I love about that is two things .  The first and most 12 

      importa n t one, I think, is that what we are trying to do 13 

      is get users to engage with their own inform a t i o n . 14 

                So when you build in that portab i l i t y what you 15 

      are signal i n g to the user is:  This is yours and you can 16 

      take respon s i b i l i t y for it and unders t a n d whethe r you 17 

      want to stay with us or go.  But that level of engage m e n t 18 

      and exerci s i n g the muscle of contro l is someth i n g we 19 

      actuall y have to start to get users to do, becaus e they 20 

      have been living in a world of sort of passiv e Web 21 

      absorpt i o n and that sort of thing for a while. 22 

                And most times users, when they come to a new 23 

      service , don't think about how am I going to end this 24 

      relatio n s h i p if I don't like it in three months or a25 
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      year?  What are my option s at that point?  What our 1 

      enginee r said is, you should be able to end that 2 

      relatio n s h i p .  You should be able to move your data, move 3 

      it freely , like as in it won't cost you any money and it 4 

      shouldn ' t take you a lot of time.  And that was one of 5 

      our priori t i e s . 6 

                The second thing I love about that is that it 7 

      forces us to be better , and this is a little bit toward s 8 

      what Erika was saying about trust, that becaus e our users 9 

      literal l y can go to a compet i t o r with just a click, it 10 

      means that we have to be better with every produc t , every 11 

      day, becaus e they can leave, and that makes us develo p 12 

      better produc t s . 13 

                MR. MAGEE:  I think that's very intere s t i n g , 14 

      this idea of the portab i l i t y , but doesn' t it also raise 15 

      some privac y concer n s ?  For instan c e , if a user picks up 16 

      and moves from one social - n e t w o r k i n g site and is able to 17 

      take all their contac t s and the inform a t i o n about those 18 

      contact s to a differ e n t social - n e t w o r k i n g site, are those 19 

      contact s that have been transp o r t e d over to a new 20 

      platfor m , do they have any say in the matter ?  Perhap s 21 

      they don't want to be associ a t e d with the second 22 

      platfor m .  It may have a differ e n t angle or a differ e n t 23 

      slant? 24 

                MS. WONG:  Yes.  So the contac t s lists I think2 5 
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      are differ e n t and I'd have to go back and look at the 1 

      specifi c featur e for contac t lists.  The emails , right, 2 

      it’s litera l l y , like, take all the email conten t that you 3 

      have and put them in a differ e n t contai n e r and the 4 

      feature s that we are talkin g about are typica l l y like the 5 

      documen t s , the calend a r , in which case these are, you 6 

      know, it's like your home calend a r now, right? 7 

                You have names of people that you are going to 8 

      go see, your doctor ' s appoin t m e n t or dentis t appoin t m e n t .  9 

      You don't give your doctor the option to be taken out 10 

      when you switch calend a r s .  That's just what goes along. 11 

                MR. MAGEE:  Tim, did you want to weigh in?  You 12 

      had your tent up for a moment . 13 

                MR. SPARAP A N I :  I was just going to associ a t e 14 

      myself with the commen t s both by Erika and Nicole .  We 15 

      absolut e l y intend to and do compet e on privac y .  There 16 

      are virtua l l y no barrie r s to entry, to creati n g a new 17 

      social networ k .  You can do it quickl y .  Lots of people 18 

      do.  They'r e numero u s . 19 

                There are dozens of compet i t o r s around the 20 

      world that we have, and there will be more, I am sure.  21 

      So we intend to distin g u i s h oursel v e s throug h privac y , 22 

      and I think you have seen that our model has been one to 23 

      look at the fact that there are not harmon i z e d laws 24 

      between the U.S., Canada , Austra l i a , and Europe , and we25 
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      have tried to say, given the impass e , we are going to do 1 

      somethi n g differ e n t . 2 

                We are going to do privac y by design .  We are 3 

      going to give people new tools.  We are going to innova t e 4 

      in the space and that's how we are going to distin g u i s h 5 

      ourselv e s and that's how we are going to grow our user 6 

      base.  And, in fact, I think our users have learne d to 7 

      trust us and they do contin u e to trust us.  And so we 8 

      absolut e l y compet e on privac y and that's all I wanted to 9 

      add. 10 

                MR. MAGEE:  So it sounds like one of the 11 

      incenti v e s for compet i n g on privac y is this concep t of 12 

      user trust.  But is there a tensio n here betwee n -- Tim, 13 

      you have mentio n e d a few times that Facebo o k ' s a free 14 

      service -- but I assume at some -- you are moneti z i n g in 15 

      some way. 16 

                Is there a tensio n betwee n protec t i n g 17 

      consume r s ' privac y and moneti z i n g from the perspe c t i v e of 18 

      a platfo r m of a third- p a r t y applic a t i o n ? 19 

                MR. SPARAP A N I :  I think it would be imposs i b l e 20 

      to say no.  I mean, of course there is a tensio n .  But I 21 

      think you will see throug h o u t Facebo o k ' s histor y we have 22 

      -- and I'm very proud of this -- we have chosen again and 23 

      again and again a really fantas t i c user experi e n c e over 24 

      giving a profit - m a x i m i z i n g opport u n i t y .2 5 
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                We could spam the heck out of people with ads.  1 

      They could get hit with an ad every time they walk in.  2 

      They could have huge ads.  They could -- ads could follow 3 

      them around .  We don't do that.  More import a n t l y , we are 4 

      a walled garden in the sense that we never, ever, never 5 

      sell data to third partie s . 6 

                So the data that our users give us volunt a r i l y , 7 

      they give it to us in trust and we treat it in trust, and 8 

      it is not ours to give to other people .  So we run ads to 9 

      them.  We think that they are useful to them.  We think 10 

      they enhanc e their lives.  We think they give them 11 

      opportu n i t i e s that they would not otherw i s e have the 12 

      chance to avail themse l v e s of. 13 

                But we never share their data with anyone else.  14 

      So we have made really key decisi o n s which we think our 15 

      users have respec t e d and we think they like. 16 

                MS. ROSENT H A L :  Then it -- so Facebo o k doesn' t 17 

      give the data to advert i s e r s , but are there ways in which 18 

      that data is going to advert i s e r s anyway ? 19 

                MR. YU:  That has been possib l e before where 20 

      because of the nature of the game that you are creati n g , 21 

      the applic a t i o n , the applic a t i o n does need that data to 22 

      be able to have that intera c t i o n .  And there are a few 23 

      bad apples , and there is just a few of them that will 24 

      actuall y sell, and it's comple t e l y agains t the terms of25 
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      service and it has been an issue before . 1 

                But I've seen where Facebo o k has taken action 2 

      to try to shut these other people down, but that's always 3 

      going to be the case anytim e you have a develo p e r with 4 

      access to data, right, becaus e you had a free servic e .  5 

      Other people who may be thinki n g otherw i s e , they are not 6 

      a large brand, they are going to think, well, can I make 7 

      money here or do I want to do what's right in the long 8 

      run for users. 9 

                MS. ROSENT H A L :  Do you have any audien c e 10 

      questio n s ? 11 

                MR. MAGEE:  Yes.  We have a couple of audien c e 12 

      questio n s .  I'm going to paraph r a s e , but there seems to 13 

      be some questi o n about, "Althou g h many social - n e t w o r k i n g 14 

      sites allow users to delete data, in many cases the data 15 

      is not delete d at all, but rather , it's hidden from 16 

      view." 17 

                And there is anothe r one about, "What does it 18 

      mean to delete or libera t e data?"  Perhaps somebo d y could 19 

      weigh in on that? 20 

                MS. WONG:  Well, for us, I mentio n e d the data 21 

      liberat i o n -- libera t i n g means portab i l i t y , the abilit y 22 

      to take the inform a t i o n that you have create d and stored 23 

      on our system and move it to somepl a c e else. 24 

                MR. SPARAP A N I :  If you tell us that you want --25 
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      or I'm sorry.  Let me back up.  If you tell us that you 1 

      want your data delete d , it's gone.  And I can't tell you 2 

      how many times a week we get people who said, I really 3 

      didn't mean to delete it; what I meant was to deacti v a t e 4 

      and can I have it back, and the answer ' s no.  It not 5 

      there anymor e .  It's gone.  And so -- 6 

                MR. MAGEE:  It's not there on the platfo r m .  7 

      But of course , if someon e has dissem i n a t e d this 8 

      informa t i o n and it's been passed on down the line it 9 

      could still be somewh e r e ? 10 

                MR. SPARAP A N I :  There could be bits and pieces 11 

      that might be out there existi n g on other people ' s 12 

      profile s or on their pages, but the actual user create d , 13 

      generat e d data en masse is gone, and it's gone for good. 14 

                MR. MAGEE:  Chris. 15 

                MR. CONLEY :  There is ut oPtocd v i 3 
 B T 
 / F 1
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      are there effort s made to delete all the other record s 1 

      that identi f y this person was a Facebo o k user, or 2 

      Nicefac e user or Linked I n user or whatev e r the case may 3 

      be. 4 

                MS. CONEY:  Furthe r , on the issue of true 5 

      portabi l i t y , especi a l l y when you are talkin g about 6 

      applica t i o n s like Gmail that gave a huge amount of memory 7 

      to users who came online , or the variet y and types of 8 

      informa t i o n that may be a part of Facebo o k page, so that 9 

      in effect you might be in a walled garden . 10 

                Althoug h you can leave, there is no where you - 11 

      - there is no other place in the univer s e you can 12 

      actuall y go and experi e n c e that life or the applic a t i o n s 13 

      that you have.  So that's one issue.  Even if you say 14 

      people can downlo a d this to their deskto p or their 15 

      persona l comput i n g device , that may not really be a 16 

      choice1 1 3drBam N u t d e v a e m C  Allm.8 4 w   pore 1lr273 enoat may not really be a 
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      But there has been a lot of discus s i o n about real world 1 

      relatio n s h i p s and how that may or may not differ from 2 

      online or social - n e t w o r k i n g relati o n s h i p s . 3 

                So I share -- in the real world I share 4 

      informa t i o n with my parent s that I might not share with 5 

      my neighb o r .  I share inform a t i o n with my best friend 6 

      that I might not share with my employ e r .  Nothin g 7 

      persona l , guys.  So the questi o n is, how do I -- in my 8 

      social- n e t w o r k i n g world should I be given the opport u n i t y 9 

      of a user to make -- should there be a differ e n t i a t i o n ? 10 

                Should I have the abilit y to show certai n 11 

      things to some people that I don't show to others , and is 12 

      that availa b l e now on social - n e t w o r k i n g sites?  Do the 13 

      user contro l s reflec t the real world' s comple x i t i e s ? 14 

                Anyone?  Tim -- or Erika. 15 

                MR. SPARAP A N I :  No, please . 16 

                MS. ROTTEN B E R G :  We endeav o r for it to reflec t 17 

      the real world.  We look at, how do our users want to 18 

      engage with our site.  I think that any entity that's 19 

      buildin g a site for users is lookin g at, how can we 20 

      reduce fricti o n and how can we mirror or how can we 21 

      satisfy the needs and the desire s of the user base to 22 

      engage with the site. 23 

                Might you want more granul a r contro l in a 24 

      particu l a r situat i o n ?  Sure.  You may want to do that. 25 
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      Is it someth i n g in the -- I actual l y think that Nicole 1 

      mention e d it.  Some of these tasks are very, very hard to 2 

      design and to implem e n t .  I mean, I've sat throug h 3 

      several meetin g s in the last week about, how can we 4 

      provide additi o n a l granul a r contro l . 5 

                How can we, say, okay, I want to set up, not 6 

      necessa r i l y differ e n t groups , but on a linked in 7 

      situati o n differ e n t catego r i e s of indivi d u a l s .  It's not 8 

      an overni g h t switch , but I would say yes.  I mean, it's 9 

      somethi n g that we spend a tremen d o u s amount of time 10 

      looking at. 11 

                We contin u a l l y try to innova t e and to develo p 12 

      and to releas e produc t and to satisf y -- the users are 13 

      really tellin g us how it is they want to engage on the 14 

      site, and it's someth i n g that we spend a lot of time 15 

      working on. 16 

                MS. ROSENT H A L :  Thanks . 17 

                Chris. 18 

                MR. CONLEY :  Here again is that in the real 19 

      world your contro l s are usuall y when you take an action , 20 

      and that's , you know, that's it.  That's where it is.  21 

      Whereas , on social networ k s and social media those 22 

      control s can be change d later.  Someth i n g that was 23 

      relativ e l y spotti l y dissem i n a t e d by you origin a l l y could 24 

      become public later.2 5 
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                We have a sad story that I have to relate , 1 

      because that's partly my job, about a studen t who called 2 

      us.  And that studen t is gay.  He's from a small town, is 3 

      not out to the people in their town, but they were a 4 

      member of that on campus group that suppor t e d LBGT 5 

      student s and they were a fan of that group' s page on 6 

      Faceboo k . 7 

                One of the change s of the recent Facebo o k 8 

      privacy transi t i o n was to make fan pages public .  So if 9 

      you go to someon e ' s profil e you can see exactl y which 10 

      pages they are a fan of.  That's not inform a t i o n that 11 

      that person intend e d to share when they made the 12 

      decisio n . 13 

                And when they go back and even with really 14 

      clear transi t i o n tools it's hard to think about all of 15 

      the decisi o n s you have made in the past and how you are 16 

      reversi n g them with a decisi o n in the presen t .  It's 17 

      really diffic u l t to fully unders t a n d the conseq u e n c e s to 18 

      privacy of making a whole catego r y of things more public 19 

      than it used to be. 20 

                MS. ROSENT H A L :  Tim, do you want to respon d ? 21 

                MR. SPARAP A N I :  Yes, I need to respon d to 22 

      Chris' commen t s , becaus e it's just actual l y not accura t e 23 

      what Chris said, and I'm forced to respon d .  It's always 24 

      been the case on Facebo o k that if you were a fan of a25 
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      particu l a r organi z a t i o n or cause, you know, believ e me, I 1 

      used to be at the ACLU and people would consid e r that 2 

      sensiti v e and damnin g in some places . 3 

                I'm actual l y quite proud of it, but it's always 4 

      been the case that if you were a fan of a partic u l a r 5 

      organiz a t i o n anyone could go to that fan site and they 6 

      would be able to find your name eventu a l l y .  So we did 7 

      not in fact make that change .  And althou g h the press has 8 

      reporte d to the contra r y , I'm here to tell you it's not 9 

      true. 10 

                I did want to respon d really briefl y to the 11 

      questio n .  We have made two really exciti n g privac y 12 

      innovat i o n s in this space in order to give people what we 13 

      think of as really , truly granul a r contro l .  And I agree 14 

      with Nicole and Erika, this is very diffic u l t stuff to do 15 

      in terms of coding . 16 

                So one thing we did is we gave people the 17 

      ability to create circle s of friend s or family so that 18 

      they could choose genera l l y , if I want to do this kind of 19 

      sharing I will share with this group of people and only 20 

      with this group of people .  The second thing that we did 21 

      is that we -- over the last severa l months we gave people 22 

      actual contro l at the moment they are about to share any 23 

      piece of data, any piece of data, real publis h e r contro l 24 

      over that piece of data to decide exactl y before they25 
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      share who they are going to share with, when and how. 1 

                And that's extrao r d i n a r y and that's an exampl e 2 

      of an innova t i o n in the privac y space that no one had 3 

      done before .  And we are actual l y -- our engine e r s are 4 

      really thrill e d that we have brough t it to the 5 

      marketp l a c e .  We hope other people will emulat e it, 6 

      because it truly does give extrao r d i n a r y granul a r contro l 7 

      for the first time ever really in the digita l age.  And I 8 

      think we are pretty excite d about it. 9 

                MR. CONLEY :  Ten second s . 10 

                MS. ROSENT H A L :  Yes.  Yes. 11 

                MR. CONLEY :  First of all, I do want to 12 

      apologi z e .  Tim is correc t .  It was public in the sense 13 

      that if you went to a group' s -- or a fan page you could 14 

      see the list of member s .  What has change d is that if you 15 

      go to someon e ' s profil e you can automa t i c a l l y see the 16 

      list of pages they are a fan of. 17 

                So while the techni c a l public l y availa b l e 18 

      informa t i o n is still public l y availa b l e , the practi c a l 19 

      effects seem pretty signif i c a n t .  And I also do want to 20 

      say that it's absolu t e l y true that Facebo o k has done 21 

      wonderf u l things with making what you publis h now much 22 

      more granul a r and giving you more and better contro l s .  I 23 

      don't want to entire l y just pick on Facebo o k , so. 24 

                MS. ROSENT H A L :  Erika.2 5 
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                MS. ROTTEN B E R G :  And I want to encour a g e 1 

      everyon e in the audien c e and beyond -- and I have always 2 

      maintai n e d this -- it again goes back to educat i o n , which 3 

      is people should look at their settin g s . 4 

                And Michel l e , yes, you can contro l who has your 5 

      informa t i o n . 6 

                I just want to provid e a couple of situat i o n s .  7 

      You know you can decide how you want to be contac t e d .  I 8 

      mean I get whatev e r mail in my snail mail box, and I get 9 

      lots of things that I probab l y get three percen t of the 10 

      mail I receiv e at home, not in email, but in the physic a l 11 

      space as mail that I actual l y want to -- actual l y , it's 12 

      probabl y less than three percen t -- mail that I actual l y 13 

      want to look at or need to look at. 14 

                On Linked I n you can contro l who contac t s you.  15 

      You can say, I'm willin g to be contac t e d by anyone .  I'm 16 

      willing to be contac t e d by people who are within my 17 

      network .  I'm only willin g to be contac t e d by someon e who 18 

      I'm connec t e d to.  You can decide if you are going to put 19 

      an update status on there. 20 

                Who do you want that to go to?  And you can 21 

      decide that on a granul a r basis.  We recent l y announ c e d a 22 

      Twitter integr a t i o n , and you can choose if you want to 23 

      have a networ k update be tweete d out to all of your 24 

      Twitter connec t i o n s at the moment that you are doing it,25 



 160

      or you can choose no, I don't want that to go out. 1 

                Same thing with profil e update s .  So in many 2 

      ways you may actual l y have greate r contro l in an online 3 

      space, if you are educat e d , than in a privat e space. 4 

                MR. MAGEE:  All right.  That's I think a good 5 

      segue to -- we are going to have to wrap up in the next 6 

      couple of minute s , but we have heard about a lot of 7 

      benefit s , some risks and challe n g e s in the space.  And 8 

      Erika was just talkin g about some differ e n t tools, but 9 

      also the need for educat i o n , inform i n g consum e r s how to 10 

      use them and what it means for their data to be in this 11 

      environ m e n t . 12 

                So my questi o n is:  Is the market workin g here 13 

      or do we need some type of govern m e n t interv e n t i o n to 14 

      establi s h norms in this space? 15 

                This is an open questi o n .  Lillie . 16 

                MS. CONEY:  I'd be happy -- 17 

                MR. MAGEE:  I though t you might weigh in. 18 

                MS. CONEY:  -- I'd be happy to speak on this 19 

      issue.  EPIC has submit t e d a lot of, I guess we could 20 

      call them love letter s , to see about -- 21 

                MS. ROSENT H A L :  And we apprec i a t e that. 22 

                MS. CONEY:  And I know you do.  You know it's 23 

      with deep felt, heartf e l t commit m e n t that we send in 24 

      complai n t s and draw the agency ' s attent i o n litera l l y in25 
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      the best, effect i v e way we know how to identi f y issues 1 

      where consum e r s are being harmed .  This agency is the 2 

      agency.  It's the backst o p for helpin g consum e r s . 3 

                We like the ecolog i c a l approa c h that when there 4 
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      regulat i o n could help is to encour a g e more transp a r e n c y 1 

      around how often is inform a t i o n disclo s e d to third 2 

      parties throug h search warran t s , or court orders , or 3 

      whateve r it might be. 4 

                How often do applic a t i o n audits happen , and how 5 

      many applic a t i o n s are banned ?  You know, this is 6 

      informa t i o n that could be releva n t if you want to compet e 7 

      on privac y , open up a market for privac y .  You can't have 8 

      a real market withou t real inform a t i o n . 9 

                And if that's not coming , if the market itself 10 
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      know.  There are a lot of ways that -- there are 1 

      crowd-s o u r c i n g ways to fix these issues . 2 

                And I think that educat i o n is what's going to 3 

      be able to help people unders t a n d , okay, someon e ' s 4 

      sending me this messag e , or back to what Nicole ' s saying , 5 

      what do you say when strang e r s try to chat with you. 6 

                But I think that's really the soluti o n , as 7 

      opposed to limiti n g the kind of data.  If you limit how 8 

      much data can be there, then you have cut off a lot of 9 

      relatio n s h i p s .  You cut off -- for exampl e , in small 10 

      busines s e s we see that these guys are creati n g profil e s .  11 

      They're doing busine s s online .  It's for the little guy, 12 

      right?  You are trying to reduce the amount of fricti o n .  13 

      If you just come in heavy- h a n d e d l y , I think it's like 14 

      trying to fix a broken washer with a sledge h a m m e r . 15 

                MR. MAGEE:  Okay.  Nobody wants that. 16 

                Nicole. 17 

                MS. WONG:  So you alread y know my positi o n on, 18 

      like, let's educat e the market .  Let me give you one more 19 

      thing, and I can't even take credit for it, becaus e I'm 20 

      going to echo someth i n g that was said at the last 21 

      roundta b l e you held, becaus e Leslie Harris at CDT is very 22 

      smart. 23 

                You have here some of the best player s who have 24 

      told you we compet e on privac y .  But as a regula t o r y2 5 
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      agency you have the abilit y to go and find some of those 1 

      other player s who are not as transp a r e n t who are not 2 
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      there needs to be signif i c a n t fact-g a t h e r i n g . 1 

                I think that having privac y polici e s that are 2 

      clear, intell i g i b l e , provid i n g users a choice is key.  I 3 

      think it's educat i o n of compan i e s .  You are right, and I 4 

      think, Dennis , you talked about small kids -- or colleg e 5 

      kids who are in their dorm develo p i n g applic a t i o n s and 6 

      someone says, you need a privac y policy so they just go 7 

      grab it from somepl a c e else. 8 

                We need to be educat i n g -- I mean people want 9 

      to do the right thing by and large, and it's up to us to 10 

      ensure that that happen s .  And I do believ e that there is 11 

      -- there is self-r e g u l a t i o n that's going on and there is 12 

      some market p l a c e , I guess, polici n g , if you will, that's 13 

      going on. 14 

                MR. MAGEE:  All right.  Well, I want to thank 15 

      all our paneli s t s for a great discus s i o n .  We really 16 

      appreci a t e your partic i p a t i o n .  Thank you. 17 

           (Applau s e . ) 18 

                MS. ROSENT H A L :  A quick announ c e m e n t , quick 19 

      announc e m e n t .  This is obviou s l y your lunch break.  If 20 

      you would like a list of restau r a n t s in the area, there 21 

      is one outsid e on the tables that you walked by when you 22 

Applau s e . ) 
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      1:30 p.m.) 1 

                ASSISTA N T DIRECT O R OLSEN:  All right.  Why 2 

      don't we get starte d ? 3 

                We're very please d to have Danny Weitzn e r join 4 

      us.  Danny serves as the Associ a t e Admin EAdmis o c i g o r for 2.2404 0 TD
(4 )Tj5h
 - 2 . l TD
(4 ).R240 4 0 TD
(4 )Tj5h
 p a 2 s U . S . Commer c e Depart m e n t ' s Nation a l r for 2.2404 0 TD
(6 )Tj
2. 2 4 0 4 -2.273 2 TD
(      Telecom m u n i c a t i o n s and Inigom a t i o n Admin EAdmii o n .  And  for 2.2404 0 TD
(7 )Tj5h
 - 2 . l TD
(4 ).R240 4 0 TDTIA serves as the princi p a l r a d v i s g o r t o the Presid e n t on )Tj
-2 . 2 4 0 4 0 TD
(8 )Tj
2. 2 4 0 4 -2.273 2 TD
(      Telecom m u n i c a t i o n s and Inigom a t i o n 
(4 )T. )Tj
-2 . 2 4 0 4 0 TD
(9 )Tj
2. 2 4 0 4 -2.267 8 TD
(                He also was Cofoun d e r and Deputy Direci s o c o f )Tj
-2 . 8 4 1 5 0 TD
(10 )Tj
2. 8 4 1 5 -2.267 8 TD
(      the Centeo c i g o r D e m o c r a ) T j 5 n d Techno l o g y and Deputy 
(4 )Tj11 

      Direcis o c i g o r t h e Electr o n i c Fronti e o c F o u n d m i i o n .  We're 12 

      igotuna t e to have him here today and look igowar d to his 13 

      remarks . 14 

           (Applau s e . ) 15 

   16 

   17 

   18 

   19 

   20 

   21 

   22 

   23 

   24 

  25 
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                               REMARKS 1 

                ASSOCIA T E ADMINI S T R A T O R WEITZN E R :  Thanks very 2 

      much, Chris. 3 

                And I really want to extend my thanks to the 4 

      entire Commis s i o n for the honor of partic i p a t i n g in this 5 

      effort.  I have to say, just in my own person a l opinio n , 6 

      the FTC is really my favori t e agency of the federa l 7 

      governm e n t .  I guess I should exclud e my own agency .  But 8 

      you are.  And I think those of you who have been around 9 

      these issues for long enough know that the FTC really 10 

      from the very beginn i n g of the intern e t era has had a 11 

      really critic a l leader s h i p role in shapin g a whole 12 

      variety of policy respon s e s to the intern e t .  And I think 13 

      the countr y is better for it and the world is better for 14 

      it becaus e , as all of you know, the steps that we take in 15 

      the U.S. are watche d pretty closel y elsewh e r e . 16 

                I gather that the FTC did some things before 17 

      the intern e t too, but that is kind of before my time.  18 

      But really I think that partic u l a r l y the effort that you 19 

      all have starte d now, the team that Chairm a n Leibow i t z 20 

      and Direct o r Vladec k have assemb l e d here I think really 21 

      bodes well for a seriou s , though t f u l and effect i v e look 22 

      at privac y protec t i o n going forwar d , both in the U.S. and 23 

      around the world. 24 

                So as a member of the Obama Admini s t r a t i o n I'm25 
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      really please d to have the Commis s i o n as a partne r in our 1 

      efforts .  I think since I'm far enough from Washin g t o n 2 

      that I can say as a citize n I'm happy that you are out 3 

      there protec t i n g me indivi d u a l l y . 4 

                I want to talk about the work that we're doing 5 

      at the Commer c e Depart m e n t to addres s privac y questi o n s .  6 

      The frame that we chose to take in lookin g at privac y is 7 

      to try to unders t a n d the nexus betwee n privac y and 8 

      innovat i o n .  And I want to talk a little bit about how 9 

      we're approa c h i n g this initia t i v e , just by giving you 10 

      some of our starti n g premis e s . 11 

                The first premis e that we start with is that we 12 

      think that innova t i o n on the Intern e t has really depend e d 13 

      critica l l y on the innova t i v e use of inform a t i o n , in 14 

      general , and the innova t i v e use of person a l inform a t i o n , 15 

      in partic u l a r .  As the intern e t econom y has grown I think 16 

      that we can all see that regula t o r y flexib i l i t y has been 17 

      critica l . 18 

                There was a carefu l look led by the Commis s i o n 19 

      in the mid-'9 0 s when the intern e t began to become 20 

      popular .  And I think a very carefu l , measur e d approa c h 21 

      to the issues within the purvie w of the Commis s i o n really 22 

      helped to get this econom y going in a very robust way and 23 

      created an enviro n m e n t in which there' s a consid e r a b l e 24 

      amount of consum e r trust.2 5 
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                I think that what we've seen over time is the 1 

      careful develo p m e n t of rules that respon d to real 2 

      circums t a n c e s , very carefu l effort s from the Commis s i o n 3 

      to target enforc e m e n t resour c e s where they matter and can 4 

      have an impact .  And over time I think we can all see 5 

      what's built up is a body of accept e d rules and best 6 

      practic e s .  Some of those come from the privat e sector 7 

      side, some of those come from the Commis s i o n ; and I think 8 

      it's been a very constr u c t i v e proces s going forwar d . 9 

                We're at an intere s t i n g point, though , where I 10 

      think that -- I'll talk about more the sense in which the 11 

      interne t has really become obviou s l y an essent i a l part of 12 

      our societ y .  And so many of the servic e s that starte d in 13 

      the early '90s, many of the social practi c e s that starte d 14 

      in the mid-'9 0 s , I should say, have become kind of 15 

      foundat i o n s in our lives.  And we've got a set of rules 16 

      that I think are kind of solidi f y i n g around those 17 

      practic e s . 18 

                But we should n ' t , at this moment , think that we 19 

      somehow unders t a n d the whole enviro n m e n t , that the 20 

      innovat i o n is slowin g down or stoppi n g , or that we would 21 

      want that to happen .  I think that we have a whole new 22 

      array of innova t i v e new servic e s , whethe r they'r e mobile 23 

      service s , locati o n - b a s e d servic e s , servic e s that take 24 

      advanta g e of tremen d o u s l y - i n c r e a s e d powers of data25 
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      aggrega t i o n and data integr a t i o n that the Web makes 1 

      possibl e .  So we have a whole -- a contin u e d stream of 2 

      innovat i o n . 3 

                And at the Commer c e Depart m e n t , as we start to 4 

      look at this, what we see is that certai n t y and stabil i t y 5 

      in these enviro n m e n t s , along with some flexib i l i t y , is 6 

      sort of the critic a l balanc e that we're trying to strike .  7 

      Clearly indivi d u a l s , when it comes to privac y , need a 8 

      sense of predic t a b i l i t y and certai n t y in order to feel 9 

      comfort a b l e partic i p a t i n g in these new servic e s .  And, 10 

      just as import a n t l y , innova t i v e new compan i e s need to 11 

      have an easy unders t a n d i n g of the rules and the 12 

      expecta t i o n s that they'r e expect e d to comply with. 13 

                I think that what's tremen d o u s l y exciti n g for 14 

      us is that we're really at the point of a kind of a 15 

      converg i n g global rethin k i n g of privac y in both the 16 

      online and offlin e enviro n m e n t s .  The FTC proces s is is 17 

      obvious l y an import a n t sign of that.  As you know in 18 

      Europe, in the OECD contex t , in Asia, we have multip l e 19 

      rethink effort s going on.  And in many ways the impetu s 20 

      for our privac y and innova t i o n effort at the Depart m e n t 21 

      of Commer c e is that we want to, workin g togeth e r with the 22 

      Commiss i o n , be able to prepar e the U.S. to take a 23 

      leaders h i p role in that rethin k i n g proces s .  And I'll 24 

      talk a little bit about how we're going to do that.2 5 
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                But I want to just stress , it was a questi o n 1 

      that Jessic a Rich posed last night that really is 2 

      animati n g us in many ways, the questi o n is:  Can we have 3 

      innovat i o n and privac y protec t i o n at the same time?  Now 4 

      I'm an optimi s t .  I think that we can and we should .  I 5 

      think that gettin g that right is going to requir e a lot 6 

      of care.  It's going to requir e a lot of handho l d i n g 7 

      across bounda r i e s . 8 

                I think that essent i a l to it is the partne r s h i p 9 

      that we're creati n g betwee n the Commer c e Depart m e n t and 10 

      the Federa l Trade Commis s i o n so that we can hopefu l l y cut 11 

      through some of the more diffic u l t issues and make 12 

      progres s .  And the obviou s questi o n is -- which I'm not 13 

      really going to answer -- the obviou s questi o n is:  What 14 

      is that balanc e ?  The only way that I know how to begin 15 

      to answer that questi o n is, to a certai n extent , start 16 

      with histor y . 17 

                As I said, I only know the histor y of policy 18 

      startin g with the intern e t .  Before that, I don't know 19 

      anythin g .  But I think that just the histor y of intern e t 20 

      policym a k i n g is very instru c t i v e for us. 21 

                And I think that in a certai n sense in the year 22 

      2010 we're enteri n g what you could think of as the third 23 

      phase or the third decade of intern e t policy m a k i n g .  The 24 

      first phase was really exciti n g .  A number of people in25 
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      this room were around for that.  And the intern e t was 1 

      this cool new thing.  It was transi t i o n i n g from a kind of 2 

      a playth i n g in the resear c h and educat i o n enviro n m e n t .  3 

      It was happen i n g out in the prover b i a l garage s here in 4 

      this part of the countr y . 5 

                And the attitu d e , the policy attitu d e that the 6 

      United States took to the intern e t was a very simple kind 7 

      of hands- o f f , more-i s - b e t t e r , let-it - a l l - h a p p e n , a 8 

      deregul a t o r y approa c h .  And by all accoun t s that worked 9 

      pretty well.  We had a period of extrao r d i n a r y growth .  10 
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      have 70 percen t of U.S. househ o l d s , just about, are on 1 

      the intern e t .  So it's become clearl y an essent i a l 2 

      resourc e for our countr y , for the world.  But, as I said, 3 

      I think there are real tensio n s that are develo p i n g , 4 

      tension s in the privac y - p o l i c y arena, tensio n s in other 5 

      arenas as well.  The online - c o p y r i g h t - e n f o r c e m e n t arena 6 

      and cyber- s e c u r i t y arena. 7 

                And I see the challe n g e of the third decade of 8 

      interne t policy m a k i n g , what some of my collea g u e s are 9 

      calling intern e t policy 3.0 -- I'm always leery of 10 

      numberi n g things like that -- but in this third decade of 11 

      interne t policy m a k i n g , the challe n g e is to get togeth e r a 12 

      set of polici e s that provid e the certai n t y and stabil i t y 13 

      that we need for what has become an absolu t e l y centra l 14 

      and pivota l infras t r u c t u r e , a set of infras t r u c t u r e s for 15 

      our societ y , but at the same times allow contin u e d 16 

      flexibi l i t y . 17 

                I think it's going to mean that we have to take 18 

      rules, self-r e g u l a t o r y rules, and statut e s and 19 

      regulat i o n s as well much more seriou s l y .  I think we're 20 

      going to have to look at in the privac y area questi o n s 21 

      such as does the patchw o r k of rules that we have 22 

      governi n g inform a t i o n privac y do the job at this point?  23 

      We have a domest i c patchw o r k , we have a global patchw o r k .  24 

      Does this encour a g e innova t i o n or does this impede2 5 
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      innovat i o n ? 1 

                How can we help move forwar d so that we have, 2 

      as I said, that sense of certai n t y and stabil i t y with 3 

      continu e d flexib i l i t y ? 4 

                Does the growin g consum e r unease about tracki n g 5 

      and profil i n g and increa s i n g l y - i n t e n s i v e data collec t i o n 6 

      practic e s , does it help this enviro n m e n t or does it hurt 7 

      this enviro n m e n t ?  How do we addres s that sense of 8 

      uncerta i n t y ?  Where is the right balanc e ? 9 

                We're very excite d to see the discus s i o n that 10 

      the FTC has starte d .  We think that there are some 11 

      critica l questi o n s that are being asked in today' s 12 

      worksho p that were asked in previo u s worksh o p s .  I think 13 

      that, first of all, taking a hard look at the viabil i t y 14 

      of the curren t - n o t i c e and choice framew o r k is a critic a l , 15 

      critica l starti n g point.  And I think the fact that the 16 

      Commiss i o n was prepar e d to -- or least some Commis s i o n 17 

      staff -- were prepar e d to put that on the table was a 18 

      very import a n t step to help us all cut to the chase, as 19 

      it were, and really , really face the hard questi o n s here. 20 

                I think that questi o n s that we see raised on 21 

      panels earlie r today, questi o n s that are floati n g around 22 

      in the privat e sector and in academ i c discus s i o n s about 23 

      enhance d roles for govern i n g usage of data as oppose d to 24 

      or in additi o n to rules govern i n g collec t i o n of data I25 
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      think are very promis i n g direct i o n s that deserv e to be 1 

      explore d . 2 

                I think lookin g hard at the declin i n g 3 

      feasibi l i t y of deiden t i f i c a t i o n , the fact that we live 4 

      necessa r i l y becaus e of statis t i c a l phenom e n a in 5 

      increas i n g l y transp a r e n t enviro n m e n t s online is essent i a l 6 

      to come face to face with.  I think hiding from that, as 7 

      we've someti m e s done in the past, really serves no one. 8 

                I think it's a very import a n t develo p m e n t that 9 

      we see a number of global corpor a t i o n s that do busine s s 10 

      in the U.S. and around the world are workin g to explor e 11 

      what enhanc e d concep t s of accoun t a b i l i t y mean.  The 12 

      critica l questi o n there, aside from the proces s 13 

      questio n s , is obviou s l y the questi o n of accoun t a b l e to 14 

      what, accoun t a b l e to which rules and accoun t a b l e 15 

      ultimat e l y to whom?  But I think this nexus of usage 16 

      rules and accoun t a b i l i t y is a very import a n t direct i o n to 17 

      explore and we'll certai n l y be doing that at the 18 

      Departm e n t of Commer c e . 19 

                So just let me say a little bit about our 20 

      process going forwar d .  I suppos e my main messag e here is 21 

      to say that we really want to hear from all of you.  We 22 

      are just at the beginn i n g of a broad consul t a t i o n proces s 23 

      that will includ e commer c i a l entiti e s , civil societ y , and 24 

      academi c s .  We'll most likely tormen t you with a notice2 5 
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      of inquir y that we hope you'll all respon d to in carefu l 1 

      detail. 2 

                And our goal, coming out of this proces s , 3 

      really is to be prepar e d to shape an admini s t r a t i o n 4 

      policy and strate g y on addres s i n g privac y issues going 5 

      forward . 6 

                As I said, the many differ e n t parts of the 7 

      world are in the proces s of rethin k i n g the direct i o n s on 8 

      privacy protec t i o n .  I think it's import a n t that the U.S. 9 

      has a progre s s i v e approa c h and a leadin g approa c h in that 10 

      process .  I think that the proces s that the FTC has 11 

      started is going to be an absolu t e l y critic a l part of 12 

      motivat i n g the dialog u e .  And we very much look forwar d 13 

      to the partne r s h i p with the Commis s i o n and with others 14 

      going forwar d . 15 

                So I think I ended right on time.  I failed to 16 

      answer Jessic a ' s questi o n , but I promis e that we are 17 

      working on it.  So thanks very much and I look forwar d to 18 

      the rest of the Panel. 19 

           (Applau s e . ) 20 

   21 

   22 

   23 

   24 

  25 



 177

          PANEL 3:  PRIVACY IMPLIC A T I O N S OF CLOUD COMPUT I N G 1 

                MS. RATTE:  So this is the Cloud Comput i n g 2 

      Panel.  My name is Katie Ratte and my Comode r a t o r is 3 

      Laura Berger . 4 

                We have a very broad topic to discus s this 5 

      afterno o n .  The term cloud comput i n g captur e s a vast 6 

      range of busine s s models .  A common theme is access i n g 7 

      softwar e , data storag e , or other produc t s and servic e s 8 

      over the intern e t .  And I unders t a n d that that defini t i o n 9 

      doesn't do much to narrow down what we're talkin g about.  10 

      So I'll try to put some parame t e r s around this partic u l a r 11 

      panel discus s i o n , so we can try to have a focuse d 12 

      convers a t i o n about some of the consum e r issues that are 13 

      raised here. 14 

                In the previo u s panel we talked about one 15 

      flavor of what I'll call the consum e r cloud.  And that's 16 

      where a consum e r is direct l y puttin g their inform a t i o n , 17 

      placing their inform a t i o n with a cloud comput i n g Servic e .  18 

      We talked about some of those issues in the previo u s 19 

      panel.  And so in this panel we'd like to explor e some of 20 

      the consum e r - p r i v a c y issues raised by busine s s or 21 

      enterpr i s e uses of cloud comput i n g .  That is, the 22 

      situati o n where a consum e r gives inform a t i o n to a 23 

      busines s with whom they are intera c t i n g direct l y and then 24 

      that busine s s stores or proces s e s the data with a cloud2 5 
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      provide r . 1 

                We'll examin e some of the consum e r - p r i v a c y 2 

      issues raised there becaus e , as David Vladec k pointe d out 3 

      this mornin g , the cost of storin g ever-i n c r e a s i n g amount s 4 

      of consum e r data just keep gettin g lower and lower.  So 5 

      we want to talk about things like data minimi z a t i o n , data 6 

      retenti o n , transp a r e n c y issues , second a r y uses, and 7 

      consume r - a c c e s s rates.  We also plan to examin e some of 8 

      the consum e r - p r i v a c y issues posed by the cross- b o r d e r 9 

      data flows that are facili t a t e d by this busine s s model. 10 

                I wanted to spend just a couple of minute s 11 

      talking about some things will not go focus on in this 12 

      panel.  One is data securi t y .  Althou g h data securi t y is 13 

      a hugely import a n t issue in this area, it's actual l y been 14 

      getting a lot of -- it's been the topic of a lot of 15 

      public conver s a t i o n .  So we're really trying to shine a 16 

      light on some of the privac y issues that are implic a t e d 17 

      by this busine s s model. 18 

                We also will not be talkin g about govern m e n t 19 

      access to data stored in the cloud.  Again, this is a 20 

      huge issue and it's been raised in writte n commen t s .  But 21 

      it's sort of outsid e the scope of what we can accomp l i s h 22 

      in the next hour and 15 minute s . 23 

                So the ground r u l e s for this Panel are the same 24 

      as for previo u s panels .  Paneli s t s , if you have a25 
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      comment , please raise your table tent on its side.  We 1 

      hope to keep this very lively .  And this is not a shy 2 

      group, so I have no concer n s that people will chime in as 3 

      much as possib l e . 4 

                For audien c e member s who have questi o n s , we 5 

      have commen t cards, so you can write your questi o n on the 6 

      comment card.  It will be brough t up.  And for those of 7 

      you follow i n g on the Webcas t you can email your questi o n s 8 

      to Privac y R o u n d t a b l e @ F T C . g o v 9 

                So now I'd like to introd u c e our very 10 

      disting u i s h e d panel.  To my immedi a t e left: 11 

                Lindsey Finch from Salesf o r c e . c o m ; 12 

                Beth Givens from Privac y Rights Cleari n g h o u s e ; 13 

                Nichole Ozer from the ACLU of Northe r n 14 

      Califor n i a ; 15 

                Harriet Pearso n from IBM.; 16 

                Paul Schwar t z from U.C. Berkel e y ; and 17 

                Scott Shipma n from eBay. 18 

                And there are more detail s on all the paneli s t s 19 

      in your packet s . 20 

                So, to start off, I'd like to start with the 21 

      discuss i o n of what's new about this model.  Becaus e 22 

      really we are talkin g about a form of outsou r c i n g here.  23 

      So let's talk a little bit about how this partic u l a r 24 

      busines s model is differ e n t from other types of outsou r c e2 5 
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      service s that have been happen i n g for years.  And I like 1 

      to start with Harrie t . 2 

                MS. PEARSO N :  Thank you, Katie.  And thank you 3 

      to the ComhrP s s i o n f o r yaveng fthis Trhyyo u 3 
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      limited in its distri b u t i o n . 1 

                Then you fast-f o r w a r d and think about the era 2 

      of the PC and client server , and how that helped to put 3 

      process i n g power on one's desk, not one's pocket , not 4 

      one's car, but on one's desk.  And how that distri b u t e d 5 

      model result e d in a prolif e r a t i o n of server s , many of 6 

      them kind of underu t i l i z e d .  They were only sittin g there 7 

      being called for certai n uses and a lot more of a 8 

      distrib u t e d model.  That led to the growth of new 9 

      compani e s and new indust r i e s , a new ecosys t e m . 10 

                Fast-fo r w a r d again and what Danny Weitzn e r 11 

      talked about, the intern e t and he came into policy in the 12 

      '90s, and so did a lot of -- so did I, at least -- a lot 13 

      of us here.  And I would say that was the start of a 14 

      dialogu e that we are contin u i n g this day.  That's the 15 

      emergen c e of what we now have put a name on.  We put a 16 

      name on it called cloud comput i n g .  But I would submit 17 

      that with the emerge n c e of the Web and the abilit y then w  ie ony ac       '90htha t i fpI would say thutt0 1 5 -ld say te 9abili t y then w 
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      altitud e , you're changi n g locati o n .  And I think we 1 

      started walkin g in that forest in the '90s and the trees 2 
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      you have a busine s s custom e r and cloud comput i n g 1 

      custome r , it's actual l y a much more partic i p a t o r y form of 2 

      outsour c i n g than tradit i o n a l busine s s - p r o c e s s 3 

      outsour c i n g , where an entire functi o n is being handed to 4 

      an outsou r c e d compan y . 5 

                In many of the B2B cloud comput i n g models , 6 

      includi n g my own compan y , the busine s s custom e r actual l y 7 

      control s the proces s i n g of the data in the cloud.  So I 8 

      just would like to put on the table that at least in the 9 

      B2B contex t it's much more partic i p a t o r y with respec t to 10 

      the busine s s custom e r than a tradit i o n a l busine s s - p r o c e s s 11 

      outsour c i n g scenar i o . 12 

                MS. RATTE:  So that will be intere s t i n g to 13 

      discuss that model and how consum e r - p r i v a c y intere s t s 14 

      could be protec t e d in that enviro n m e n t . 15 

                Going to the issue of the ease of collec t i o n 16 

      and the cheap storag e of data, just posing as a genera l 17 

      questio n right now to the panel, and we will get into it 18 

      in more detail :  Are we moving into a situat i o n where we 19 

      are taking away the incent i v e to delete data?  And 20 

      there's no incent i v e to -- it's more expens i v e to get rid 21 

      of data than to keep it, and what impact might that have 22 

      on the consum e r - p r i v a c y intere s t s here? 23 

                Beth, did you want to... 24 

                MS. GIVENS :  Well, we keep track of data25 
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      organiz a t i o n , whethe r it's becaus e of edisco v e r y or its 1 

      data breach or other obliga t i o n s or risks, to try to have 2 

      better data hygien e .  I don't think we can say that we 3 

      are all the way there.  Actual l y , I don't think 4 

      organiz a t i o n s are yet.  But I think that's a trend that 5 

      is counte r v a i l i n g to the notion that storag e is free, 6 

      therefo r e there will be a prolif e r a t i o n .  And it's one to 7 

      watch.  I don't know exactl y how fast it will develo p , 8 

      but I see it happen i n g in the market p l a c e . 9 

                MS. RATTE:  Scott. 10 

                MS. OZER:  Yes.  Just a quick point.  I think 11 

      that the incent i v e s , I mean you're talkin g about is it 12 

      inexpen s i v e to delete , and theref o r e do people keep it, 13 

      but are there incent i v e s to contin u e to use or find more 14 

      uses, moneti z e that data.  And we're seeing that, right?  15 

      There's an emerge n c e of advert i s i n g called behavi o r a l 16 

      targeti n g .  Well, you know, most profes s i o n a l s in 17 

      behavio r a l target i n g spaces would tell you right now that 18 

      'I don't know quite how I can use that data yet, but if 19 

      you let me use it, then I'll find a way to use it and 20 

      provide additi o n a l value. ' 21 

                That argume n t is the same argume n t that we've 22 

      heard in the fraud or the analyt i c a l - f o r e n s i c s spaces 23 

      where a scient i s t in a fraud- r e s e a r c h area will say, 'You 24 

      know I don't know if that data will help me find a bad25 
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      pattern , someon e doing someth i n g illega l .  But I won't 1 

      know unless I have the abilit y to analyz e that data.' 2 

                So there are with the prolif e r a t i o n of data 3 

      there is that incent i v e for certai n types of practi c e s to 4 

      say, 'Yes, more data is always better than less,' to 5 

      counter b a l a n c e , I think, some of Harrie t ' s good points 6 

      with some of the incent i v e s to get rid of data and 7 

      practic e some good hygien e . 8 

                MS. RATTE:  I think now I am going to turn it 9 

      over to my Comode r a t o r so we can delve into some more of 10 

      these consum e r - p r i v a c y intere s t s and how we might go 11 

      about identi f y i n g and protec t i n g them in this contex t . 12 

                MS. BERGER :  And I think we're on an excell e n t 13 

      path to that.  Puttin g aside for just the moment all of 14 

      the data the may be used by fraud analys t s and their 15 

      desire for ever-i n c r e a s i n g amount s of data at times, are 16 

      there tools that cloud provid e r s are using now to help 17 

      encoura g e their compan i e s , to the extent that their 18 

      clients realiz e they may not need all the data that they 19 

      have stored in the cloud, are there tools that are 20 

      helping them realiz e , invent o r y their data better , and 21 

      get rid of data they may not be using regula r l y ? 22 

                MS. FINCH:  Sure.  From a busine s s perspe c t i v e 23 

      it comes down to what our custom e r s demand and what the 24 

      regulat i o n s requir e .  And some tools that are curren t l y2 5 
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                We also found that the type of proces s i n g was 1 

      changin g becaus e it was all networ k e d .  It was networ k e d 2 

      on a global scale.  And then what Harrie t was just saying 3 

      a second ago is there' s really been a change at least at 4 

      the leadin g compan i e s in the type of profes s i o n a l i z a t i o n , 5 

      the type of manage m e n t that was going on.  And so kind of 6 

      the global answer to you would be how 0 a ss6id 7 on 7 

      those good manage m e n t proces s e s ? 8 

                And that actual l y remind s me of someth i n g Marty 9 

      Abrams says, who's a privac y consul t a n t , about if he goes 10 

      to a meetin g of privac y profes s i o n a l s and there are a 11 

      bunch of compan i e s there, he's kind of like Santa Claus, 12 

      althoug h that's not the compar i s o n he uses, becaus e he 13 

      knows who's naught y and who's nice.  And his metaph o r is:  14 

      I could if I had to pick out the compan i e s that are 15 

      really invest i n g in profes s i o n a l - p r i v a c y manage m e n t and 16 

      those that aren't . 17 

                And so the at least kind of like l 7 profes s o r 18 

      answer to your questi o n would be:  Figure out a mixtur e 19 

      of carrot s and sticks so that  ss6kin d of do the Marty 20 

      thing, where  ss6are encour a g i n g the set of compan i e s 21 

      that aren't in the good room to go there, but by doing 22 

      that  ss'll be incent i v i z i n g the compan i e s that are 23 

      investi n g in privac y protec t i o n s to contin u e to do so, 24 

      because compan i e s are not just like black boxes.  There2 5 
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      are people who are fighti n g for budget s and fighti n g to 1 

      be able to convin c e their bosses that really we should be 2 

      making this decisi o n .  So that would be my answer for 3 

      that:  CarBes eneets rLu.r 
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      practic e s are. 1 

                As Harrie t and I mentio n e d earlie r , this is a 2 

      form of a servic e provid e r relati o n s h i p .  And in all 3 

      service provid e r relati o n s h i p s the servic e provid e r does 4 

      not have that direct relati o n s h i p with the end consum e r .  5 

      And that's what's really challe n g i n g about this model and 6 

      all servic e provid e r models .  But that's why I think it's 7 

      so import a n t for the cloud compan i e s and the servic e 8 

      provide r compan i e s to be transp a r e n t not only with their 9 

      custome r s but with the ultima t e consum e r so they know who 10 

      the good and bad guys are. 11 

                MS. BERGER :  Nicki. 12 

                MS. OZER:  In the busine s s contex t it's nothin g 13 

      new that the compan y has been in posses s i o n of the data, 14 

      but posses s i o n hasn't always equale d giving up contro l .  15 

      So for ages consum e r s have stored their things with other 16 

      compani e s .  We have gone to people that have specia l i z e d 17 

      skills to proces s that inform a t i o n .  But just becaus e we 18 

      don't have posses s i o n of the item or the thing or the 19 

      data does not mean that we have given up contro l and that 20 

      we should n ' t have contro l over that inform a t i o n . 21 

                And I think what's made possib l e all of this 22 

      being able to trust compan i e s and indivi d u a l s with our 23 

      informa t i o n is that there has been this trust and there 24 

      has been this abilit y to retain contro l even if you don't2 5 
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      retain posses s i o n .  And when ECPA was passed in 1986 1 

      maintai n i n g this kind of contro l was on the minds of 2 

      Congres s . 3 

                I found this quote from the Senate Judici a r y 4 

      record that said very clearl y :  "For the person or 5 

      busines s whose record s are involv e d , the privac y or 6 

      proprie t a r y intere s t should not change ." 7 

                I think that's a really import a n t issue becaus e 8 

      the core concep t of making sure that just becaus e you 9 

      don't have posses s i o n , just becaus e my inform a t i o n has 10 

      gone to one compan y who then has shared it or has been 11 

      doing servic e s or storin g it with many other compan i e s 12 

      doesn't mean that initia l contro l should n ' t still reside 13 

      with the initia l consum e r . 14 

                I think, as Harrie t said, a lot of this is not 15 

      new, the issues of posses s i o n and contro l , but there are 16 

      some things that are quite new.  You know it's not a 17 

      surpris e to anyone in this room that the effici e n c y of 18 

      copying and access i n g and mining and sharin g data has 19 

      increas e d astron o m i c a l l y in the past 20 years and that 20 

      the busine s s models have also change d .  There is an 21 

      incenti v e for compan i e s to look to access this data, to 22 

      mine this data, to share this data, and I think those are 23 

      importa n t issues we need to think about becaus e the 24 

      informa t i o n is going to one compan y who may then share it25 
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      with anothe r compan y who then might be subcon t r a c t i n g it 1 

      to anothe r compan y .  And the origin a l consum e r likely 2 

      doesn't know who those people are, what they'r e doing 3 

      with it, what inform a t i o n they have, and what standa r d s 4 

      are being used to protec t it.  So you have got sort of 5 

      layer upon layer of remote n e s s from the origin a l 6 

      consume r . 7 

                Some more collec t i o n and access and use is 8 

      possibl e , but what I hope that we're here to discus s is 9 

      there are things that are possib l e but what is 10 

      appropr i a t e and how are we going to strike the right 11 

      balance betwee n innova t i o n and consum e r protec t i o n in 12 

      this area of cloud comput i n g . 13 

                MS. BERGER :  Very good.  That is very helpfu l .  14 

      And I think we do want to hone in on some types of 15 

      mechani s m s that might be helpfu l to assist consum e r s to 16 

      have this type of contro l in this contex t , but, first, 17 

      Harriet , I know you have been waitin g . 18 

                MS. PEARSO N :  And it is actual l y exactl y on 19 

      that point about addres s i n g the key issue, actual l y , that 20 

      the consum e r is intere s t e d in.  And I just make one 21 

      factual point and then a policy point. 22 

                And the factua l point is that a cloud is not a 23 

      cloud is not a cloud.  You have variou s ways to tap into 24 

      virtual i z e d , distri b u t e d comput i n g , and all the other2 5 
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      buzzwor d s , but basica l l y there is this thing going on.  1 

      The Web in the '90s and what we see as consum e r s made it 2 

      possibl e to change how we commun i c a t e with one anothe r 3 

      and the kind of servic e s that are provid e d . 4 

                What is going on right now is someth i n g in the 5 

      infrast r u c t u r e deeper down in the comput i n g layer.  6 

      That's changi n g .  That's becomi n g more dynami c .  And the 7 

      provisi o n i n g of comput i n g power, instea d of being in one 8 

      place and kind of rigid, is now more dynami c .  So as that 9 

      happens you can tap into that capabi l i t y in differ e n t 10 

      ways.  So there' s this concep t of a public cloud which I 11 

      think a salesf o r c e would fall into, where you're tappin g 12 

      in, and other organi z a t i o n s and my own offer public 13 

      clouds, where you basica l l y rent the comput i n g power.  14 

      You have a large organi z a t i o n , an organi z a t i o n that is 15 

      interes t e d in tappin g into that abilit y but concer n e d 16 

      about keepin g the data secure or the sensit i v i t y of the 17 

      workloa d , and they can create a privat e cloud and tap 18 

      into that same comput i n g model.  And then there is a mix. 19 

                So I think it is import a n t to unders t a n d the 20 

      variety of the comput i n g possib i l i t i e s here.  And then 21 

      you can apply the analys i s that says:  Okay, if you are, 22 

      for argume n t ' s sake, a large financ i a l servic e s 23 

      institu t i o n and you are doing a privat e cloud, I do not 24 

      know that the issues are that differ e n t from a consum e r2 5 
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      perspec t i v e becaus e you are still doing the same thing.  1 

      You're just using a differ e n t back end.  If you are a 2 

      large organi z a t i o n or a small compan y and you are tappin g 3 

      into a public cloud, that may raise those issues . 4 

                And then the last policy point I will make is 5 

      that I think we need to look at the policy issues throug h 6 

      the lens of what is the use of the inform a t i o n , what are 7 

      the servic e s being provid e d , becaus e you can have a 8 

      healthc a r e organi z a t i o n tap into cloud comput i n g to 9 

      provide health c a r e servic e s , and you could have a bank do 10 

      the same thing for bankin g , you could have a school do 11 

      the same thing for educat i o n a l purpos e s , and you get into 12 

      this very quickl y , the sector a l issue of what is the use, 13 

      how do we best optimi z e the value and the innova t i o n that 14 

      comes from the uses and the effici e n c i e s in that 15 

      organiz a t i o n and the saving s and the servic e - p r o v i d e d 16 

      quality with the need to meet consum e r expect a t i o n s and 17 

      protect indivi d u a l s .  And I think you quickl y get into 18 

      that analys i s of kind of more of a servic e s or the actual 19 

      use of the model instea d of the model itself . 20 

                MS. BERGER :  Before we become too specia l i z e d 21 

      in our discus s i o n of the differ e n t contex t or types of 22 

      cloud, can we talk about what is the role of transp a r e n c y 23 

      in the cloud?  What about is someth i n g that consum e r s 24 

      should be intere s t e d in knowin g and what about is just25 
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      going to be what anothe r paneli s t called today too much 1 

      informa t i o n about inform a t i o n , or what I like to call 2 

      privacy TMI? 3 

                So does anybod y want to addres s that, what do 4 

      consume r s need to know and why is it import a n t ? 5 

                Scott, do you want to start? 6 

                MR. SHIPMA N :  Sure.  The commen t was raised 7 

      which is what contro l s we provid e for the consum e r and 8 

      now we're talkin g about either the cloud of the cloud of 9 

      the cloud or how remove d is it. 10 

                Sometim e s it's helpfu l to look at exampl e s .  11 

      Paypal is a servic e provid e r not only for consum e r s but 12 

      also for busine s s e s who are lookin g to accept paymen t s 13 

      from their consum e r s .  And as a Luxemb o u r g bank Paypal is 14 

      governe d under bank secrec y .  One of the things that that 15 

      require s is that Paypal has to disclo s e their servic e 16 

      provide r s , the servic e provid e r s that Paypal uses. 17 

                And so in the Paypal privac y policy within 18 

      Europe, becaus e we're not a Luxemb o u r g bank in the United 19 

      States, there is a laundr y list of all of the servic e 20 

      provide r s that Paypal retain s and have to use to proces s 21 

      or furthe r proces s the inform a t i o n .  Now some of those 22 

      are intern a l l y - m a d e compan i e s and many of those are 23 

      externa l third partie s . 24 

                And the questi o n I would ask is:  Okay, by law25 
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      they're requir e d to provid e that list, and we update that 1 

      list ad nausea m .  Right.  I mean imagin e every time we 2 

      enter into a new agreem e n t , we update our privac y policy 3 

      in the append i x and we add anothe r compan y to that list 4 

      and the genera l or antici p a t e d use that that provid e r can 5 

      use the inform a t i o n for. 6 

                What additi o n a l value does that provid e to the 7 

      end consum e r , if any, right? 8 

                MS. BERGER :  Yes. 9 

                MR. SHIPMA N :  I pose that questi o n becaus e , I 10 

      think as Harrie t was saying with her last commen t on 11 

      policy, which is if we were to adopt more of a holist i c , 12 

      use-bas e d approa c h , so that we knew genera l l y the servic e 13 

      provide r s can only use the inform a t i o n to facili t a t e the 14 

      service from which they have been retain e d , then does the 15 

      consume r have a broad -- have we increa s e d their broad 16 

14  as Hb12  as Hb12  as Hb12 9       policy2 1 Harrie t was saying with her lexamp l
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      be good and would give consum e r s opport u n i t i e s that they 1 

      might use? 2 

                Nicki, you've had your card up for a while. 3 

                MS. OZER:  Well, I think there is a limita t i o n 4 

      sometim e s to notice when notice doesn' t actual l y give you 5 

      informa t i o n or give consum e r s inform a t i o n that is helpfu l 6 

      to them in making an inform e d decisi o n .  But we spent 7 

      some time, the Techno l o g y and Civil Libert i e s Team at the 8 

      ACLU of the Northe r n Califo r n i a , in the past couple weeks 9 

      looking to sort of see what kind of inform a t i o n do 10 

      consume r s really know about compan i e s and what kinds of 11 

      other compan i e s they are workin g with in terms of storin g 12 

      data or proces s i n g data.  We didn't have a lot of time, 13 

      but lookin g at some of the top compan i e s it is pretty 14 

      clear that consum e r s don't have very much inform a t i o n 15 

      about who these compan i e s actual l y work with, what kind 16 

      of inform a t i o n these compan i e s are storin g or proces s i n g , 17 

      where these compan i e s are, or what the data practi c e s 18 

      are, or how this inform a t i o n is protec t e d . 19 

                We get really genera l commen t s like:  'We 20 

      provide such inform a t i o n to our subsid i a r i e s , affili a t e d 21 

      compani e s , or other truste d busine s s e s , so don't know who 22 

      these folks are.  We requir e that these partie s agree to 23 

      process such inform a t i o n based on our instru c t i o n s and in 24 

      complia n c e with this policy and any other approp r i a t e2 5 
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      content of data when we may determ i n e it to be necess a r y 1 

      or desira b l e . '  Okay.  Or things like, 'We may access or 2 

      disclos e your person a l inform a t i o n , includ i n g the conten t 3 

      of your commun i c a t i o n s . ' 4 

                Some compan i e s , like Salesf o r c e , gives notice 5 

      to its primar y compan y , which we did not even see in a 6 

      lot of these.  So notice is great, that I should know who 7 

      these compan i e s are and what they'r e doing with it.  But 8 

      there also need to be real standa r d s set in place and 9 

      those need to be commun i c a t e d to the consum e r . 10 

                MS. BERGER :  These are good contra s t i n g 11 

      example s .  You maybe don't want a Luxemb o u r g list of 12 

      service provid e r s , but some of the genera l langua g e , I 13 

      think you had a lot of like sympat h e t i c laught e r , we've 14 

      all seen genera l langua g e like that before .  So where is 15 

      the sweet spot?  What do we need to  11 
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      consume r is that does not necess a r i l y get you there.  And 1 

      I think there is a real issue with the TMI. 2 

                And, to give you an exampl e , so when I did the 3 

      white paper for Richar d Purcel l , we had six leadin g North 4 

      America n global compan i e s , they were anonym o u s .  We 5 

      gathere d inform a t i o n for the case studie s .  And they told 6 

      me a lot about how they manage global data flows, 7 

      dynamic a l l y rootin g by algori t h m .  And after a while even 8 

      though I was the expert it was like:  Guys, like stop.  I 9 

      can't take it in anymor e , and I have to do the report and 10 

      I suppos e d l y know about this kind of stuff.  And there 11 

      were more detail s and more detail s . 12 

                And so the realit y is the basic consum e r , 13 

      whether you are imagin i n g your mother or whoeve r it is, 14 

      they will beg you to stop sharin g the inform a t i o n , which 15 

      doesn't mean that the FTC should n ' t have a sense of what 16 

      the right B2B contra c t is. 17 

                The other thing is someth i n g that Nicole said 18 

      that is very import a n t that I think should be a go, she 19 

      used the word "respon s i b i l i t y ."  And so if you want to 20 

      move the compan i e s into the Marty Abrams good-g u y room, 21 

      you have got to figure out how to make them respon s i b l e .  22 

      And I think a big thing that comes with that is 23 

      liabili t y . 24 

                The final thing, Fred Cate has a great2 5 
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      present a t i o n that he gives about flows and notice and 1 

      choice.  And my only regret is that it is not availa b l e 2 

      right now on YouTub e becaus e I think for the week it 3 

      would be the most-w a t c h e d YouTub e , ahead of the Stupid 4 

      Pet Tricks or whatev e r people are watchi n g on YouTub e 5 

      now. 6 

                And Fred is really very, very convin c i n g about 7 

      the proble m s kind of curren t l y of notice and choice .  So 8 

      I think it is import a n t then if we want to protec t 9 

      consume r s at the end of the day, to figure out how do we 10 

      do that. 11 

                MS. BERGER :  So now is our chance .  I think my 12 

      panel is gettin g -- you're gettin g way ahead of us here.  13 

      You are talkin g about the mechan i s m s for delive r i n g the 14 

      notice, you might have consum e r s lookin g at the B2B 15 

      contrac t s , but what do we know that we really want to 16 

      inform consum e r s about?  I want to stick with that first. 17 

                What is action a b l e for consum e r s ?  I know one 18 

      thing people raise a lot is the potent i a l for second a r y 19 

      use, that inform a t i o n stored in the cloud might be 20 

      subject to a second a r y use. 21 

                First of all, let's commen t on that scenar i o .  22 

      And then, second , if that is the case or to the extent 23 

      that it is, how would you let consum e r s know about it or 24 

      give them an opport u n i t y to take an action ?2 5 
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                Lindsey . 1 

                MS. FINCH:  The issue of second a r y use I think 2 

      is an intere s t i n g one becaus e it's not always clear 3 

      exactly what is a second a r y use.  So we think of the 4 

      primary use as being the use that is disclo s e d to 5 

      consume r s when their inform a t i o n is collec t e d .  That 6 

      notice that is given.  That is how their inform a t i o n is 7 

      going to be used, but someti m e s that is extrem e l y 8 

      overbro a d . 9 

                But for the moment I will assume that second a r y 10 

      use is a use of the inform a t i o n that a consum e r would not 11 

      necessa r i l y expect when they hand that inform a t i o n over 12 

      to the initia l collec t o r and user of that inform a t i o n .  13 

      In the cloud it really varies contra c t to contra c t , 14 

      provide r to provid e r , and to really look and see.  To the 15 

      extent a compan y is acting as a servic e provid e r or, to 16 

      use the Europe a n terms, the data proces s o r rather than 17 

      the data contro l l e r , then that entity should only be 18 

      using the data as instru c t e d by the data contro l l e r or 19 

      their custom e r compan y . 20 

                And I would be lookin g for terms in a contra c t 21 

      that say the data is only going to be used for those 22 

      purpose s .  So you really need to look at how the 23 

      informa t i o n not only is going to be used but when the 24 

      informa t i o n can be access e d , when the inform a t i o n can be25 
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      disclos e d .  So those would be some standa r d terms that I 1 

      would be lookin g for in a B2B contra c t with a cloud 2 

      provide r , becaus e it really depend s on the model right 3 

      now, but I think there is room for self-r e g u l a t i o n here 4 

      and possib l e enforc e m e n t if there is going to be uses of 5 

      informa t i o n that goes beyond what that contra c t is 6 

      between the cloud comput i n g provid e r and their custom e r , 7 

      and then going back to that origin a l notice that the 8 

      busines s custom e r has given to consum e r s . 9 

                MS. BERGER :  And I want to get Beth's views too 10 

      on what consum e r s need to know about the use of their 11 

      data in the cloud or the handli n g of it in the cloud. 12 

                Thank you, Lindse y . 13 

                MS. GIVENS :  Oh, yes, and then speak to a 14 

      seconda r y use as well? 15 

                MS. BERGER :  Yes. 16 

                MS. GIVENS :  Well, to lead off from what Nicole 17 

      said about fuzzy terms, and I guess I could even say 18 

      cloudy terms, but the diffic u l t y of figuri n g out what is 19 

      going on in a privac y statem e n t or a policy statem e n t , 20 

      there are many consum e r s who actual l y need to know the 21 

      details of what is happen i n g to their data as Compan y X 22 

      hands it off to Compan y Y.  In extrem e cases there are 23 

      stalkin g and domest i c violen c e victim s who will certai n l y 24 

      want their addres s to be protec t e d .  They should also25 
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      know that in a cloud enviro n m e n t there are lower legal 1 

      standar d s for search and seizur e .  So there are issues 2 

      like that I think it would be good for consum e r s , 3 

      especia l l y those with partic u l a r needs, to know about. 4 

                So Compan y X contra c t i n g with Compan y Y, I 5 

      think Compan y X should tell the consum e r and give them 6 

      enough inform a t i o n about their dealin g s with these third 7 

      parties that they could make inform e d decisi o n s , that it 8 

      would be good to know things about the compan y ' s 9 

      stabili t y , for exampl e ; access provis i o n s , deleti o n 10 

      provisi o n s , how do you get your data out; custom e r 11 

      service points of servic e , how do you 111111 1 1 1 1 1 1 1 1 1 0 ; cn;-nd a r d s for semo  
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      health inform a t i o n .  Some of this, this is vast amount s 1 

      of inform a t i o n , some of it very sensit i v e to who we are. 2 

                And I do not want to overst a t e how much notice 3 

      people should get and, I think as our Modera t o r s know, 4 

      that I certai n l y think that notice is limite d , notice is 5 

      not protec t i o n , but I think it would be good for folks to 6 

      know what kind of inform a t i o n is going where and, with 7 

      that, what kind of standa r d s there are for the protec t i o n 8 

      of that inform a t i o n , becaus e I may not want to do 9 

      busines s with somebo d y and give them my health 10 

      informa t i o n if they are then subcon t r a c t i n g with a 11 

      company that is then going to be disclo s i n g that 12 

      informa t i o n under very lax standa r d s .  So I think these 13 

      pieces of notice have to go togeth e r about who the 14 

      compani e s are, what kind of inform a t i o n it is, what 15 

      standar d s there are, and of course those standa r d s need 16 

      to be a whole lot strong e r than they are right now.  But 17 

      it all goes togeth e r as a packag e and I think those 18 

      pieces are very import a n t togeth e r . 19 

                MS. BERGER :  Okay.  This is good and I want to 20 

      hear also from you, Harrie t , and then we can maybe look 21 

      at some of the mechan i s m s throug h which you might delive r 22 

      this inform a t i o n to consum e r s and how that might be 23 

      accompl i s h e d .  Harrie t . 24 

                MS. PEARSO N :  Let me try to take us back a25 
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      in an organi z a t i o n , we have an HR depart m e n t .  The HR 1 

      departm e n t has a lot of inform a t i o n about us.  The HR 2 

      departm e n t is probab l y outsou r c i n g and contra c t i n g with 3 

      one or two compan i e s .  And, in turn, that set of 4 

      compani e s is outsou r c i n g to probab l y anothe r set of 5 

      compani e s .  And they all have inform a t i o n about you that 6 

      relates to the provis i o n i n g of health benefi t s , 7 

      disabil i t y , matern i t y leave, adopti o n assist a n c e , 8 

      whateve r the set of benefi t s or HR proces s e s that you get 9 

      from your organi z a t i o n , chance s are, are probab l y no less 10 

      than half a dozen to two dozen compan i e s have inform a t i o n 11 

      necessa r y for the provis i o n i n g of those servic e s .  That 12 

      is happen i n g indepe n d e n t of whethe r a privat e or a public 13 

      cloud is being used. 14 

                And the questi o n is as we evolve to more 15 

      dynamic provis i o n i n g of comput i n g power, whethe r the 16 

      underly i n g issues we have been asking oursel v e s for 17 

      decades now and we are going to contin u e to ask 18 

      ourselv e s , which is 'I need to know, I should know,' but 19 

      the questi o n is:  Well, so what should HR do?  Should HR 20 

      then keep a runnin g track to Scott' s point of all the 21 

      provide r s and then update it, make sure you know?  That 22 

      doesn't seem practi c a l or workab l e or even that valuab l e .  23 

      And then it's this balanc e . 24 

                And that balanc e , I submit , can be struck at25 
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      some place and level probab l y but also needs to be kept 1 

      in mind the type of activi t y , that the health c a r e 2 

      situati o n is differ e n t from other situat i o n s .  And we 3 

      already have a rich histor y and enacte d law in this 4 

      country that inform s the policy decisi o n s that we and the 5 

      Commiss i o n and others would take. 6 

                MS. BERGER :  Okay.  Scott, did you want to 7 

      comment on this? 8 

                MR. SHIPMA N :  Well, you wanted to focus on 9 

      mechani s m s , and so I was ready to get there if you wanted 10 

      to get there. 11 

                MS. BERGER :  Yes.  Please . 12 

                MR. SHIPMA N :  It is a bit of a transi t i o n even 13 

      from what Harrie t said with the list.  And there is an 14 

      expecta t i o n I think that we might be off on, which is 15 

      that an indivi d u a l whose data is being proces s e d , whethe r 16 

      a consum e r or an employ e e , they want to know all of this.  17 

      And I would posit that they do not want to know any of 18 

      it. 19 

                Right now I think Beth raised some good points 20 

      about certai n l y if you have sensit i v e person a l issues , if 21 

      there is an expect a t i o n the inform a t i o n could be used in 22 

      a harmfu l way, well, then certai n l y that is someth i n g you 23 

      would want to know, except most likely if they are going 24 

      to use it in a harmfu l way they are a bad actor and they25 
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      are not going to tell you anyway . 1 

                So rather than focus on all of this notice and 2 

      disclos u r e that we have focuse d on for ten years, I would 3 

      argue that maybe we should look at some norms or some 4 

      standar d s , use-ba s e d norms or standa r d s a little bit 5 

      relatin g back to the point I was making earlie r , which is 6 

      to say there is a defaul t presum p t i o n of how inform a t i o n 7 

      can be used.  If you're a servic e provid e r there is a 8 

      default presum p t i o n as to the types of typica l uses that 9 

      are consid e r e d typica l , primar y . 10 

                And if there are additi o n a l uses that aren't 11 

      typical or primar y , that then there are additi o n a l 12 

      notific a t i o n steps, there are additi o n a l transp a r e n c y or 13 

      choices that need to be impose d depend i n g on the type of 14 

      data. 15 

                Now a lot of this work is being done and has 16 

      been done over the last three or four years with the 17 

      Busines s Forum for Consum e r Privac y that Marty Abrams and 18 

      team have been pushin g forwar d .  And that is what is 19 

      referre d to as the use-ba s e d approa c h .  Becaus e , again, 20 

      if I am a consum e r , do I really want to know all of the 21 

      service provid e r s that Paypal uses and then do I want to 22 

      have a right to be able to ask for the busine s s - t o - 23 

      busines s servic e provid e r agreem e n t to check the 24 

      encrypt i o n level and the standa r d s just to feel good?2 5 
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                And, on the flipsi d e , in many cases while 1 

      Paypal is a larger organi z a t i o n , so many of the small 2 

      busines s e s of the world do not have any negoti a t i n g power 3 

      against , to Harrie t ' s exampl e , any of the HR or large 4 

      organiz a t i o n s that actual l y are the servic e provid e r s , 5 

      right, -- 6 

                MS. BERGER :  So okay -- okay. 7 

                MR. SHIPMA N :  -- so you can't negoti a t e .  So 8 

      you are stuck with whatev e r policy the big servic e 9 

      provide r is going to provid e to you, but you are the one 10 

      that looks bad becaus e you have to provid e the notice to 11 

      the consum e r . 12 

                MS. BERGER :  So in terms of establ i s h i n g these 13 

      positiv e norms for the delive r y of these servic e s , 14 

      Lindsey , I know you can talk about the negoti a t i o n of 15 

      these contra c t s , and hopefu l l y some others can talk 16 

      about, well, what should be them.  If that is going to be 17 
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                Imagine if you were to be overwh e l m e d with all 1 

      the inform a t i o n of all the servic e provid e r s they use, to 2 

      build on the points made by other paneli s t s .  What I 3 

      would want as a consum e r is to put that compan y that I 4 

      directl y do busine s s on on the hook for any servic e 5 

      provide r relati o n s h i p that they have down the chain. 6 

                So what I would argue for is I think there 7 

      needs to be an open discus s i o n about what these use 8 

      standar d s are, pullin g on the exampl e s that Harrie t and 9 

      Scott raised .  But the servic e provid e r s then need to be 10 

      account a b l e for assuri n g that those standa r d s are upheld .  11 

      But it's that initia l compan y that the consum e r has the 12 

      relatio n s h i p with that needs to be on the hook for that.  13 

      Because just thinki n g of the number of financ i a l 14 

      institu t i o n s that I do busine s s with, I can't imagin e 15 

      having to ensure that all of their contra c t s are upheld 16 

      and upheld . 17 

                So what I would argue for here is, yes, we do 18 

      need to defini t e l y have a conver s a t i o n about what 19 

      appropr i a t e uses are, but that it's that origin a l compan y 20 

      that needs to make sure that those flow throug h in the 21 

      contrac t s with their servic e provid e r s . 22 

                MS. BERGER :  And before I take the follow - u p on 23 

      that, we have a audien c e questi o n who -- people may not 24 

      be quite ready to move on from the idea of inform i n g2 5 
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      consume r s .  And the questi o n is:  Is it more import a n t 1 

      for cloud comput i n g to provid e notice about disclo s u r e s , 2 

      who they share with, or what they share or where the data 3 

      are stored ? 4 

                What are the most -- I guess it is not coming 5 

      across that we have satisf a c t o r i l y covere d that topic. 6 

                Yes. 7 

                MS. RATTE:  Yes.  The way the questi o n is 8 

      posited , do you want to give notice about the types of 9 

      things Scott was talkin g about:  The servic e provid e r s 10 

      that you use, who you share it with.  Or should the 11 

      disclos u r e be more along the lines of what due dilige n c e 12 

      is applie d and what you do to monito r that your 13 

      procedu r e s are being follow e d ? 14 

                MS. OZER:  I would say notice puts the burden 15 

      on the consum e r for self-p r o t e c t i o n .  It is not 16 

      protect i o n .  It puts the burden on us to protec t 17 

      ourselv e s .  And these are very comple x issues that we 18 

      don't necess a r i l y unders t a n d .  We alread y realiz e most 19 

      people either don't read or don't unders t a n d the privac y 20 

      policy.  So I do not say that -- you know notice has 21 

      great limita t i o n s to it.  I do not think that it is the 22 

      solutio n to this, but I think the soluti o n is for there 23 

      to be good protec t i o n s on use, retent i o n , deleti o n , and 24 

      on disclo s u r e , so that there are strong standa r d s across2 5 
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      the board. 1 

                I think that often in the public - i n t e r e s t 2 

      communi t y when we do not have these strong e r standa r d s , 3 

      when regula t o r y action has not been taken by the FTC or 4 

      actions by other places , notice at least can create some 5 

      of the knowle d g e to push this change .  So I think that is 6 

      why someti m e s we talk about notice becaus e when there is 7 

      no notice there is no transp a r e n c y .  And then no one 8 

      underst a n d s what's happen i n g and then there isn't the 9 

      kind of energy and abilit y to create change , becaus e 10 

      people will say, 'Well, what's the proble m ?  How do you 11 

      know there is a proble m ?  Why should there be a fix for 12 

      this when you don't even know there is a proble m ? ' 13 

                So I think the burden should n ' t be on the 14 

      consume r .  The burden should be on having the right 15 

      standar d s .  And I cannot agree more with Lindse y on the 16 

      fact that that needs to go throug h the chain and, as the 17 

      Commiss i o n e r noted this mornin g , there has to be that 18 

      custody of contro l throug h o u t the entire chain of cloud 19 

      computi n g . 20 

                So we are hopefu l l y going to get to this more 21 

      at the end in terms of more soluti o n s , but I think use, 22 

      retenti o n , deleti o n , and disclo s u r e are all import a n t 23 

      pieces that we need to  think of in terms of standa r d s 24 

      and better protec t i o n s for consum e r s .2 5 
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                MS. BERGER :  Consum e r intere s t to protec t , 1 
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      seen is someth i n g called deskto p virtua l i z a t i o n , which 1 

      sounds pretty gorpy, but it just has to do with lots and 2 

      lots of deskto p comput e r s .  And you get the abilit y to 3 

      save lots of money by virtua l i z i n g or servin g out that 4 

      computi n g power instea d of having comput i n g power at 5 

      every desk. 6 

                Efficie n c i e s are there.  You do it usuall y 7 

      within an organi z a t i o n .  And there is person a l data, 8 

      persona l inform a t i o n involv e d in that, but not -- not to 9 

      the point where it would say, okay, what is the consum e r 10 

      effect of that.  So I just throw that out as an exampl e . 11 

                Another one is what is known also as server 12 

      consoli d a t i o n which goes back to that other era of 13 

      computi n g .  We had lots and lots of server s .  And they'r e 14 

      underus e d and they'r e turnin g and they'r e using up 15 

      energy.  And what people have been findin g is that they 16 

      can save a lot of money and a lot of CO  by consol i d a t i n g 17 

                                             2 
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      operati o n s is the one that has the relati o n s h i p with end- 1 

      consume r s .  Then you get back to the same issues we've 2 

      been wrestl i n g with. 3 

                MS. BERGER :  I want to focus a little bit on 4 

      advanci n g the same discus s i o n .  Do consum e r s even know 5 

      what the data is at this point?  If it's all being 6 

      process e d and aggreg a t e d in the cloud and manage d in ways 7 

      that they may not precis e l y antici p a t e , do they even know 8 

      what the data is?  Do they need some form of access to 9 

      the data to know what's even in the cloud? 10 

                Paul, did you want to speak to that? 11 

                PROFESS O R SCHWAR T Z :  Well, I am still kind of 12 

      struggl i n g with the notion the consum e r , and again the 13 

      fact that there is a reason why we want to have 14 

      informa t i o n out there, and to the extent that you have 15 

      some consum e r s who care about it, it may that one in a 16 

      hundred will carry that task, but in a way the real task 17 

      is what are we trying to accomp l i s h ? 18 

                So kind of cuttin g apart from the consum e r , 19 

      that for me is the big questi o n , and I think what we want 20 

      to do is move to a sense of reason a b l e practi c e s are for 21 

      the cloud and then try to move indust r y over time, the 22 

      same way we do in tort for dealin g with a whole variet y 23 

      of indust r i a l accide n t s , so how do we get to reason a b l e 24 

      practic e s so that indust r y moves there and so that it25 
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      evolves , so then in ten years -- and I have an answer . 1 

                MS. BERGER :  Nicki has sugges t e d that one of 2 

      the ways we evolve our norms for what reason a b l e 3 

      practic e s are is by learni n g consum e r s ' reacti o n s when 4 

      they are inform e d of the practi c e s .  So how do we get 5 

      there?  How do we get to that spot? 6 

                PROFESS O R SCHWAR T Z :  Well, okay, and I also 7 

      have a proble m with that in that I can unders t a n d if it's 8 

      1920, that we have a reason a b l e expect a t i o n involv i n g all 9 

      kinds of things .  The diffic u l t y in terms of the 10 

      consume r ' s reason a b l e expect a t i o n is that there is so 11 

      little time for that to form and the sense of a commun i t y 12 

      is so differ e n t today.  So how do you develo p an inform e d 13 

      kind of commun i t y expect a t i o n about Paypal , about 14 

      Faceboo k , about Salesf o r c e if a second ago it didn't 15 

      exist and now it is millio n s and millio n s of people on 16 

      Faceboo k ? 17 

                So again I would say this is the thing:  Can we 18 

      decide, howeve r that happen s , what the reason a b l e 19 

      practic e s are that we want to have over time?  Then I 20 

      think it is going to be a mixtur e of mandat o r y guidel i n e s 21 

      from govern m e n t , negoti a t e d guidel i n e s , whethe r COPA is a 22 

      good exampl e or not, maybe some naming and shamin g by 23 

      governm e n t of compan i e s that fall short.  And then I 24 

      think a big factor here is adequa t e liabil i t y , becaus e2 5 
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      there are all kinds of things in life we should be doing, 1 

      maybe like being a little more carefu l in sortin g plasti c 2 

      bottles and lookin g at the bottom , whethe r it is a 5 or 6 3 

      and going back to what the regula t i o n s are in our 4 

      communi t y , which we may not do.  But if there is 5 

      liabili t y , we care about it. 6 

                So then the big questi o n in terms of liabil i t y 7 

      is thinki n g about privat e rights of action s , thinki n g 8 

      about class action s to lead it back to the consum e r 9 

      because it is going to be maybe one consum e r in 2000 that 10 

      actuall y cares about it.  And if you can't then bundle 11 

      those consum e r s togeth e r or if those consum e r s are only 12 

      going to get a nickel at the end of the day, you are not 13 

      going to move people to reason a b l e practi c e s . 14 

                MS. BERGER :  And so we heard a lot earlie r in 15 

      the day about how what I think someon e said, transp a r e n c y 16 

      being a powerf u l light to shine on the dark void of data 17 

      collect i o n , so there seems to be some discus s i o n today or 18 

      some thinki n g today that incent i v e s are create d by 19 

      transpa r e n c y and not just by the threat of liabil i t y .  20 

      And there was also a lot of emphas i s this mornin g on the 21 

      idea of consum e r s having access to their own data when 22 

      they are direct l y intera c t i n g with a compan y . 23 

                So let's not forget that a hold at a cloud 24 

      company is only holdin g the data on behalf of anothe r2 5 
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      happene d .  But I agree that there are a lot of 1 

      limitat i o n s to the abilit y for consum e r s to absorb this 2 

      type of inform a t i o n and then to engage in self- 3 

      protect i o n , becaus e there are limita t i o n s to that.  4 

      That's not really the positi o n that we want consum e r s to 5 

      have to be in. 6 

                MS. BERGER :  I think we have talked about this 7 

      a little bit alread y , but does the cloud provid e an 8 

      opportu n i t y ?  The cloud servic e and the sophis t i c a t e d 9 

      analyti c a l tools that are often presen t in the cloud, 10 

      does that provid e an opport u n i t y for consum e r s to learn 11 

      more about how the compan i e s they do busine s s with are 12 

      handlin g and collec t i n g their data? 13 

                Lindsey , can you talk to that? 14 

                MS. FINCH:  So, just to step back for a minute , 15 

      you know at Salesf o r c e ' s contra c t s we say, and this is 16 

      just in our standa r d agreem e n t , that we are not going to 17 

      access custom e r data, that is, inform a t i o n that our 18 

      busines s custom e r s submit into our servic e except under 19 

      very limite d circum s t a n c e s .  So it would actual l y be a 20 

      violati o n of our contra c t to provid e direct access to a 21 

      consume r inform a t i o n that one of our custom e r s has stored 22 

      about them. 23 

                But that being said, throug h our member s h i p 24 

      with Safe Harbor , if we were to receiv e a compla i n t from25 
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      an indivi d u a l , we would have to work with the busine s s 1 

      custome r to resolv e that disput e . 2 

                But I do think that, just to kind of, again, 3 

      back up to some of the discus s i o n s we were having earlie r 4 

      about the massiv e amount of inform a t i o n that is being 5 

      kept right now and that is not being delete d becaus e the 6 

      cost of storag e is cheape r than the cost of deleti o n , 7 

      organiz a t i o n s and even indivi d u a l s are being overwh e l m e d 8 

      with data.  Data clutte r , I mean it is overwh e l m i n g .  And 9 

      tools are being develo p e d to help us deal with that. 10 

                To give a couple exampl e s .  So Facebo o k , I have 11 

      a couple hundre d friend s on Facebo o k , probab l y a hundre d 12 

      that are very active poster s .  Facebo o k provid e s me 13 

      mechani s m s to sort of filter throug h the noise.  I can 14 

      look and see these are the status update s I want, so it 15 

      gives me a means of dealin g with that inform a t i o n . 16 

                Another exampl e , there is a compan y called 17 

      Xobni, it's "inbox" spelle d backwa r d s , that helps you to 18 

      deal with the email clutte r that you get so that it can 19 

      priorit i z e and help you ration a l i z e the email you get. 20 

                I think what the cloud can do in this space is 21 

      to help to provid e tools to help compan i e s better 22 

      underst a n d their inform a t i o n so that, in turn, they can 23 

      provide better inform a t i o n back to their consum e r s .  So 24 

      it's a rather indire c t answer to your questi o n s , but I25 
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      think the cloud comput i n g techno l o g y can certai n l y help 1 

      their busine s s custom e r s get there to better serve 2 

      consume r s . 3 

                MS. BERGER :  And so in terms of those 4 

      analyti c a l tools provid i n g an exampl e for a way to help 5 

      consume r s , you also mentio n e d the disput e resolu t i o n -- 6 

                MS. FINCH:  Yes. 7 

                MS. BERGER :  -- for the safe harbor .  And I 8 

      think that is a great segue to the topic that Katie is 9 

      now going to lead us throug h in terms of data 10 

      cross-b o r d e r transf e r s . 11 

                MS. RATTE:  Yes.  And before we turn back to 12 

      the intern a t i o n a l dimens i o n of this comput i n g model, 13 

      steppin g away from callin g it a busine s s model, see if 14 

      Paul and Scott have commen t s on the last discus s i o n 15 

      first.  We'll start with Scott. 16 

                MR. SHIPMA N :  Sure.  Specif i c exampl e s , you 17 

      know we heard on the previo u s panel that privac y , there 18 

      was robust compet i t i o n and that it was a market 19 

      differe n t i a t o r for a number of compan i e s .  I think that 20 

      is also true in this space. 21 

                When you are lookin g at -- again, to take a 22 

      specifi c exampl e , you can have mom-an d - p o p busine s s e s 23 

      process i n g credit cards, accept i n g paymen t s , trying to 24 

      become PCI compli a n t , and dealin g with all of the25 
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      collect i o n of sensit i v e inform a t i o n in a very poor or 1 

      low-tec h way, or you can use an online - p a y m e n t servic e 2 

      provide r , one that I happen to work with, that does all 3 

      of that for that mom and pop.  And so it does a number of 4 

      things. 5 

                It takes the data out of the hands of a less- 6 

      sophist i c a t e d operat o r .  It enable s financ i a l and 7 

      regulat o r y compli a n c e , focuse d on one area of expert i s e .  8 

      Now some would argue that it also create s a securi t y 9 

      vulnera b i l i t y by having data all in one locati o n rather 10 

      than a distri b u t e d model.  But it's an exampl e of where 11 

      if you were to take that and, say:  Yes, and let's add a 12 

      use policy , let's add retent i o n polici e s , let's lead as a 13 

      service provid e r becaus e it will be a market 14 

      differe n t i a t o r for us.  Busine s s e s will want to use our 15 

      company becaus e we make their privac y compli a n c e easy, 16 

      right? 17 

                So it is the same step that Nicole was saying 18 

      at Google where they are consta n t l y innova t i n g and using 19 

      privacy as a compet i t i o n piece direct l y with the 20 

      consume r .  But in a B2B world it's the exact same story. 21 

                MS. RATTE:  Paul. 22 

                PROFESS O R SCHWAR T Z :  Yes.  I want to make two 23 

      quick points .  To follow up on someth i n g that Beth said 24 

      before that I though t was incred i b l y valuab l e was raisin g2 5 
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      that you have these kinds of passwo r d s , you have this 1 

      kind of encryp t i o n . 2 

                Then the same thing with contro l s , which I 3 

      think allowi n g people to contro l inform a t i o n is very 4 

      importa n t , but all of a sudden you can have someon e 5 

      changin g someon e ' s medica l record or changi n g who that 6 

      record can be shared with.  So it is a kind of the 7 

      departm e n t of be carefu l what you wish for, althou g h I 8 

      think it is a very import a n t point. 9 

                MS. RATTE:  Right.  I think the authen t i c a t i o n 10 

      point is critic a l when we are talkin g about things like 11 

      access becaus e of the other danger s that you raise. 12 

                I want to go back for a second to someth i n g 13 

      that Lindse y brough t up which is disput e resolu t i o n , 14 

      particu l a r l y when you're talkin g about in a cross- b o r d e r 15 

      context .  In fact we got a questi o n from the audien c e 16 

      that sort of speaks to this issue.  "What legal recour s e 17 

      does a consum e r have if their data is compro m i s e d in the 18 

      cloud, partic u l a r l y if the data are stored in anothe r 19 

      country ?" 20 

                So I wonder if some of the busine s s folks on 21 

      the panel could sort of speak to how you handle this 22 

      issue and how we ensure that that sort of jurisd i c t i o n a l 23 

      risk doesn' t just land on the consum e r .  Scott. 24 

                MR. SHIPMA N :  Well, you know the first questi o n2 5 



 228

      is where is the consum e r , right?  I mean if the consum e r 1 

      is in the EU and they are dealin g with an EU compan y , 2 

      well, they absolu t e l y have a right of recour s e . 3 

                In fact if they are consum e r s in the EU and 4 

      they are dealin g with a U.S. compan y and the U.S. compan y 5 

      has any locati o n in the EU, they have a right of 6 

      recours e . 7 

                Now is that class action , is that no proof of 8 

      harm?  No, but they have the abilit y to have the proble m 9 

      remedie d , right, and that is throug h the data protec t i o n 10 

      agencie s and the differ e n t countr y - b y - c o u n t r y approa c h e s 11 

      that they have under the direct i v e there that are, at 12 

      some level or anothe r , harmon i z e d . 13 

                From a U.S. perspe c t i v e , I think the closes t 14 

      level of recour s e that we have attain e d to date would be 15 

      in probab l y a few sector a l areas, like securi t y breach .  16 

      But with securi t y breach the indivi d u a l has the abilit y 17 

      to receiv e notice and then obviou s l y could pursue 18 

      recours e with the compan y that they'r e doing busine s s .  19 

      But in fact if you look at the litiga t i o n record , there 20 

      is not a single case yet where someon e has succes s f u l l y 21 

      sued for identi t y theft from a securi t y breach .  It is 22 

      rumored that there are a number of settle m e n t s that are 23 

      not public , but there is not a single case out there that 24 

      I am aware of where they have actual l y been succes s f u l .2 5 
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                And so that either points to either a lack of 1 

      harm, but that is not entire l y the case becaus e we do 2 

      know, in fact, it does take hours if not months to remedy 3 

      an actual true identi t y theft.  So there is some harm 4 

      there, it just has not been succes s f u l yet. 5 

                MS. RATTE:  Do you think there are other 6 

      consume r - p r i v a c y intere s t s , partic u l a r l y things like 7 

      access?  We were talkin g about if a consum e r is trying to 8 

      get access to data that may be held in anothe r 9 

      jurisdi c t i o n , are there rules that should be in place 10 

      here in the U.S. to ensure those types of protec t i o n s for 11 

      consume r s ?  I am talkin g about in additi o n to the 12 

      securit y - b r e a c h contex t that you are talkin g about. 13 

                MR. SHIPMA N :  Sure.  I mean I can speak, it is 14 

      a little bit back to the previo u s panel, it is more in 15 

      the direct - c o n s u m e r - t o - b u s i n e s s model.  In a consum e r - t o - 16 

      service - p r o v i d e r model I think that is a much toughe r 17 

      questio n . 18 

                As Lindse y said, the primar y condui t for access 19 

      or for any type of rights , grieva n c e , or questi o n s should 20 

      be with the entity that the consum e r or the data subjec t 21 

      has a relati o n s h i p with.  But in the busine s s - t o - c o n s u m e r 22 

      model I think one of the approa c h e s that we are seeing 23 

      emerge and certai n l y an approa c h that eBay has just been 24 

      approve d on is the bindin g - c o r p o r a t e rules approa c h that25 
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      Europe has adopte d . 1 

                Take it out of the concep t of Europe for a 2 

      second and just say it is an opport u n i t y that allows a 3 

      company to say, "these are the standa r d s that we are 4 

      going to follow , irresp e c t i v e of largel y what law 5 

      exists."  And so for a compan y like eBay that means that 6 

      we do provid e access .  And now certai n l y we are a new age 7 

      company , so access is not incred i b l y diffic u l t .  For most 8 

      compani e s it is a show-s t o p p e r .  They simply couldn ' t 9 

      provide the level of access that we can provid e becaus e 10 

      our inform a t i o n has been collec t e d digita l l y .  So I mean 11 

      that is an exampl e , I guess. 12 

                MS. RATTE:  Yes, that is very helpfu l . 13 

                Lindsey , do you have someth i n g to add there? 14 

                MS. FINCH:  Yes.  I think echoin g what Scott 15 

      said about bindin g - c o r p o r a t e rules, you know with the 16 

      safe harbor , I know a lot of multin a t i o n a l compan i e s that 17 

      self-ce r t i f y to the safe harbor framew o r k do not limit 18 

      those commit m e n t s to Europe a n indivi d u a l s .  So I know my 19 

      company and a lot of other compan i e s that are repres e n t e d 20 

      in this room that adhere to the safe harbor make that 21 

      their global policy .  They incorp o r a t e that in their 22 

      privacy statem e n t whethe r it is with respec t to Europe a n 23 

      individ u a l s , U.S. indivi d u a l s , indivi d u a l s in India, 24 

      Japan, you name the countr y .  So that is sort of a not-25 
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      quite-s o - b i n d i n g - c o r p o r a t e - r u l e - l i k e way of doing things , 1 

      but it is an analog o u s approa c h where you are taking 2 

      binding - c o r p o r a t e rules being based mostly on Europe a n 3 

      law, you are taking the same concep t with the safe harbor 4 

      and applyi n g it global l y . 5 

                MS. RATTE:  Right.  Harrie t , do you have 6 

      somethi n g ? 7 

                MS. PEARSO N :  To add to that, just a concre t e 8-2.27 3 2 TD
(      somethi n g ? )44404 0 TD
(5 )Tjuue l l l l . w r y . 
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      consume r , and then what goes on behind that is kind of 1 

      not really -- there is recour s e direct l y to that, to the 2 

      entity. 3 

                So I think this is anothe r one of these where 4 

      the scale of the use and the scale of the intern a t i o n a l 5 

      transfe r s may be causin g us -- and approp r i a t e l y so, by 6 

      the way -- to revisi t and say now let's really think 7 

      about this becaus e more, more people will be involv e d in 8 

      it, not maybe larger organi z a t i o n s that have the 9 

      wherewi t h a l , but maybe more.  So we have got to think 10 

      through that.  And so there are probab l y mechan i s m s to do 11 

      that. 12 
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      line. 1 

                MS. FINCH:  Well, I would just say that I know 2 

      it is off the top of what we are suppos e d to be talkin g 3 

      of in this panel, but with respec t to securi t y I think 4 

      there can be a lot of standa r d i z a t i o n .  I think there are 5 

      interna t i o n a l standa r d s out there that can be follow e d 6 

      because a lot of the things we have been talkin g about, 7 

      not all of them, but a lot of them can be remedi e d 8 

      through good securi t y . 9 

                So I would propos e things like self-r e g u l a t i o n 10 

      and workin g toward s standa r d s like ISO 27001. 11 

                MS. RATTE:  Great.  Thank you. 12 

                Beth.  And, Beth, you have alread y shared with 13 

      us a number of good substa n t i v e things there, so. 14 

                MS. GIVENS :  Well, just in genera l I am a 15 

      believe r in the fair inform a t i o n princi p l e s , but I have 16 

      my likes, those that I think are better than others , I 17 

      think the Canadi a n set is my favori t e , follow e d by OECD 18 

      in terms of being robust . 19 

                I am hearte n e d to hear that the Federa l Trade 20 

      Commiss i o n , I guess, is revisi t i n g the whole issue of 21 

      privacy princi p l e s .  And I am glad to hear that becaus e I 22 

      do think there are some good models out there, but 23 

      notice, choice , access , and securi t y , that's not enough . 24 

                MS. RATTE:  Nicki.2 5 



 235

                MS. OZER:  Well, we said a lot in here.  (Holds 1 

      up public a t i o n . )  I still encour a g e anyone to get a copy 2 

      of it if you have not alread y .  And in our FTC commen t s 3 

      as well. 4 

                But I think just one really import a n t area is 5 

      the standa r d s for disclo s u r e to third partie s .  I think 6 

      that whethe r it be in the enterp r i s e contex t or in the 7 

      more consum e r contex t , it is very import a n t for consum e r s 8 

      to be able to trust that their inform a t i o n is safe and 9 

      that there needs to be higher standa r d s for disclo s u r e .  10 

      Sensiti v e inform a t i o n should not be disclo s e d withou t 11 

      judicia l oversi g h t .  I think that is an area that public 12 

      interes t groups and busine s s e s and govern m e n t should 13 

      hopeful l y all be able to work togeth e r on.  I know that TD
(13 )Tj
2. 8 4 1 5 - FD
(13 ),(      interes t groups and busar nj woTj
- e )Tj arrusa m m h a t y.  And 12 
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      governm e n t a l and indust r y activi t y on the uses that we 1 

      think are partic u l a r l y pernic i o u s , harmfu l , or just 2 

      wrong, and trying to addres s those I think would may be a 3 

      good frame to try to approa c h priori t i z i n g . 4 

                PROFESS O R SCHWAR T Z :  I would say there is a 5 

      continu u m here and one end you have comman d and contro l , 6 

      which might not be suitab l e anymor e , where the govern m e n t 7 

      just kind of microm a n a g e s every algori t h m , and then on 8 

      the other end of the contin u u m is there is self- 9 

      regulat i o n of the kind we've seen maybe a decade ago 10 

      where it means indust r y is kind of going to do what they 11 

      want and call it self-r e g u l a t i o n .  So I think in betwee n 12 

      that -- 13 

           (Laught e r . ) 14 

                PROFESS O R SCHWAR T Z :  -- and in betwee n it is 15 

      where the action should happen today.  And so I think 16 

      there is going to be room for negoti a t i o n of regula t i o n s , 17 

      but I think there is a need ultima t e l y for the FTC and 18 

      other sector s of the govern m e n t to have a sense of what 19 

      should be done, and a normat i v e standa r d that they then 20 

      allow indust r y room around so they can figure out the 21 

      most effici e n t , cost-e f f e c t i v e , and reason a b l e way to do 22 

      that. 23 

                MS. RATTE:  Scott. 24 

                MR. SHIPMA N :  Well, I have said it before and25 
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      actuall y said it in 2006, we have had guidep o s t s .  This 1 

      is gettin g more and more compli c a t e d .  We have got more 2 

      and more data, moving faster .  And I think that while 3 

      many are oppose d to actual federa l regula t i o n , I think 4 

      that it will provid e clarit y that will help busine s s , not 5 

      hurt it. 6 

                Now of course the devil is always in the 7 

      details and people become immedi a t e l y skitti s h when you 8 

      say we need actual laws rather than self-r e g u l a t i o n .  But 9 

      there are a number of compan i e s out there that have come 10 

      to that realiz a t i o n and are workin g on that use-an d - 11 

      account a b i l i t y model that I think has come a long way 12 

      since '06, certai n l y it will take probab l y equall y as 13 

      long for it to ever happen , if not longer , but... 14 

                MS. RATTE:  All right.  With that note it's 15 

      time for a 15-min u t e break.  Please join me in thanki n g 16 

      this very distin g u i s h e d panel. 17 

           (Applau s e .  Recess taken from 3:02 p.m. to 3:18 18 

      p.m.) 19 

   20 

   21 

   22 

   23 

   24 

  25 
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      and play music and store photog r a p h s and video.  We can 1 

      take pictur e s .  We can play games.  We can work on the 2 



 240

      mention e d carrie r this mornin g , "You have zero privac y . . .  1 

      Get over it" sound almost quaint . 2 

                In additi o n , questi o n s have arisen about how 3 

      effecti v e l y the existi n g privac y framew o r k s , partic u l a r l y 4 

      the notice - a n d - c h o i c e model, map onto the smalle r screen s 5 

      of mobile device s . 6 

                All of this warran t s seriou s public debate .  7 

      That is why we are deligh t e d to welcom e our terrif i c set 8 

      of paneli s t s here today.  With us we have, in order: 9 

                Michael Altsch u l , with us today from CTIA-T h e 10 

      Wireles s Associ a t i o n ; 11 

                Kevin Bankst o n , to his left, Senior Staff 12 

      Attorne y at the Electr o n i c Fronti e r Founda t i o n ; 13 

                Darren Bowie, Legal Direct o r of North Americ a 14 

      for Nokia; 15 

                Alissa Cooper , Chief Comput e r Scient i s t for the 16 

      Center for Democr a c y and Techno l o g y ; 17 

                Amina Fazlul l a h , Counse l for U.S. PIRG; 18 

                Brian Knapp, Chief Privac y Office r and Genera l 19 

      Counsel for Loopt; and 20 

                Kristin e van Dillen , Direct o r , Indust r y 21 

      Initiat i v e s and Partne r s h i p s for the Mobile Market i n g 22 

      Associa t i o n . 23 

                So we have a terrif i c and very-a c c o m p l i s h e d 24 

      panel today, expert s in their field who can help us to25 
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      delve into some of the thorny issues in this space.  We 1 

      will use the same ground r u l e s for this discus s i o n as we 2 

      have for previo u s ones today, so this will be a modera t e d 3 

      discuss i o n . 4 

                We will call on you paneli s t s in turn.  You 5 

      should also feel free to contri b u t e to the debate at any 6 

      time, ideall y by holdin g up your table tent or settin g it 7 

      on end so that we know that you're intere s t e d in pitchi n g 8 

      in.  We do have a lot to cover in an hour and 15 minute s , 9 

      and many, many issues and subiss u e s that we want to drill 10 

      down into. 11 

                We do welcom e questi o n s from the audien c e .  I 12 

      know that there may be some frustr a t i o n .  We've heard a 13 

      little bit of feedba c k on the Privac y Roundt a b l e email 14 

      address .  The people are frustr a t e d that not all the 15 

      questio n s are being escala t e d .  I can assure you that 16 

      they are being kept, that the staff will be lookin g at 17 

      those and will be consid e r i n g them seriou s l y .  There 18 

      simply is not enough time in every instan c e for us, 19 

      frankly , to even get to all the questi o n s that we have 20 

      been workin g on for the last eight weeks.  So we will do 21 

      our very best.  Do not be discou r a g e d .  Submit them to 22 

      the privac y r o u n d t a b l e @ f t c . g o v addres s . 23 

                If you have questi o n s in the audien c e , somebo d y 24 

      will be going around at about the halfwa y mark and a few25 
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      have in cellph o n e s .  So you have got camera s and you have 1 

      got video camera s and you have got speedo m e t e r s , 2 

      acceler o m e t e r s , and et cetera .  So I think when we start 3 

      looking at all of the differ e n t inputs the mobile phone 4 

      has, you can start consid e r i n g that not only do you know 5 

      where you are, you know how fast you are going and which 6 

      directi o n you are facing , so that is kind of intere s t i n g . 7 

                Another thing in the mobile arena is the role 8 

      of the carrie r s .  And this gets a little bit intere s t i n g 9 

      in that in additi o n to being kind of the primar y functi o n 10 

      of the custom e r servic e provid e r , they are also the 11 

      biller.  So they are provid i n g the billin g functi o n .  12 

      And, at this point, they are still the primar y custom e r - 13 

      facing brand.  So all of the situat i o n s that occur on the 14 

      phone, even the applic a t i o n s that are being downlo a d e d , 15 

      the consum e r s are really lookin g at the carrie r when 16 

      anythin g goes wrong; or if any inform a t i o n gets out about 17 

      them, the carrie r is percei v e d to be respon s i b l e on that 18 

      area. 19 

11 
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      of their mobile phone intera c t i n g , they can be 1 

      interru p t e d . 2 

                So those are the primar y differ e n c e s . 3 

                MS. HARRIN G T O N - M C B R I D E :  Okay.  Other though t s ? 4 

                Darren. 5 

                MR. BOWIE:  One though t that is useful to make, 6 

      Katie, is that there are number of differ e n t mobile - 7 

      operati n g system s .  And this is a differ e n c e from the 8 

      online space, where there are not as many.  So, for 9 

      example , Nokia uses a Symbia n operat i n g system .  There is 10 

      a Micros o f t operat i n g system , Androi d , Apple, et cetera .  11 

      While these provid e a lot of choice s and opport u n i t i e s 12 

      for consum e r s .  Techni c a l l y it can make it challe n g i n g to 13 

      come up with one unifie d approa c h to techni c a l soluti o n s 14 

      to privac y , for exampl e .  So that's just a fact that the 15 

      current differ e n t mobile operat i n g system s play a role 16 

      here as well. 17 

                MS. HARRIN G T O N - M C B R I D E :  Anothe r way that that 18 

      fragmen t a t i o n issue plays out in this space. 19 

                Michael . 20 

                MR. ALTSCH U L :  Well, when we are talkin g about 21 

      the fragme n t a t i o n , and earlie r panels talked about the 22 

      evoluti o n of comput i n g and the intern e t , which has 23 

      certain l y evolve d but evolve d more slowly , the wirele s s 24 

      innovat i o n is contin u i n g really at a breath t a k i n g pace. 25 
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      It seems almost weekly there are new announ c e m e n t s in the 1 

      paper follow e d by the produc t being introd u c e d in stores 2 

      by the end of that week or certai n l y next week. 3 

                So consum e r expect a t i o n s are driven by the 4 

      capabil i t i e s of all these new device s and networ k 5 

      feature s and applic a t i o n s , which contin u e to accele r a t e . 6 

                MS. HARRIN G T O N - M C B R I D E :  Are cellph o n e s or 7 

      mobile device s genera l l y more unique l y identi f i a b l e than 8 

      someone ' s laptop or deskto p comput e r ? 9 

                Michael ? 10 

                MR. ALTSCH U L :  I'll take a crack at it. 11 

                MS. HARRIN G T O N - M C B R I D E :  Sigh of relief amongs t 12 

      the rest of us.  Thank you. 13 

                MR. ALTSCH U L :  The answer s are both yes and no.  14 

      Every wirele s s device is going to have a unique 15 

      identif i e r or a phone number or an electr o n i c serial 16 

      number that regist e r s with the networ k .  That is not a 17 

      persona l - i d e n t i f y i n g inform a t i o n .  And, for those of you 18 

      who are school e d in the Commun i c a t i o n s Act, a teleph o n e 19 

      number is not even consid e r e d to be part of CPNI under 20 

      the Commun i c a t i o n s Act, but it does identi f y the device . 21 

                If you think about your own device or those in 22 

      your family , the servic e provid e r , for the majori t y of 23 

      devices , does not know who the user is.  It's either a 24 

      phone that comes from a family plan where the accoun t2 5 
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      relatio n s h i p will be with the mother or the father , then 1 

      there will be additi o n a l phones for childr e n and other 2 

      members of an extend e d family .  In that case, in the case 3 

      of four or five device s under one family plan, the 4 

      carrier is not going to be able to identi f y the phone 5 

      number and device with a partic u l a r user. 6 

                Similar l y , those of us who get phones from our 7 

      employe r on an enterp r i s e basis, my carrie r has no idea 8 

      that my partic u l a r phone is assign e d to me.  They know 9 

      it's assign e d to CTIA. 10 

                So the code is a bit broken even though the 11 

      device has a unique identi f i e r . 12 

                MS. HARRIN G T O N - M C B R I D E :  Alissa . 13 

                MS. COOPER :  We have alread y had the two 14 

      somewha t contra s t i n g notion s about how identi f i a b l e the 15 

      device might be becaus e , as Kristi n e pointe d out, that 16 

      mobile device s even when they are not attach e d to a name 17 

      are quite person a l .  I think if we think about the 18 

      service that Peter Eckers l e y mentio n e d this mornin g that 19 

      EFF launch e d yester d a y , the Panopt o c l i c k , where you can 20 

      use your browse r and go and throug h the servic e find out 21 

      how identi f i a b l e your browse r is, I would be surpri s e d if 22 

      the same sort of logic doesn' t apply to your phone.  And 23 

      that by using your phone or your mobile device just for a 24 

      short amount of time, the patter n of behavi o r and the25 
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      data that gets result i n g l y stored on the device becaus e 1 

      you're the only one using it become s actual l y highly 2 

      unique to you.  It just seems logica l that if you are the 3 

      one who is always using the phone, then that finger p r i n t 4 

      of the phone really starts to become someth i n g that is 5 

      unique and can identi f y you. 6 

                MS. HARRIN G T O N - M C B R I D E :  I think that is a 7 

      great beginn i n g .  I wanted to just sort of set the stage, 8 

      just sort of set some of the distin g u i s h i n g factor s out. 9 

                And, with that, I think what we would like to 10 

      do for the balanc e of the panel is to work from a 11 

      hypothe t i c a l and Naomi will begin with that.  And then we 12 

      will ask you all some questi o n s about that and try to get 13 

      at some of the thorni e r issues relati n g to locati o n and 14 

      device size. 15 

                MS. LEFKOV I T Z :  Right.  So we did not think we 16 

      could really come to a law school and not come out with a 17 

      hypo, so it would be partic u l a r l y disapp o i n t i n g to the 18 

      law studen t s in the audien c e . 19 

                So today we have a little bit of a story about 20 

      Agnus.  Agnus is drivin g to a job interv i e w .  She is on 21 

      the verge of being late.  She uses her mobile to check on 22 

      the traffi c and sees that the way she was planni n g to go 23 

      has traffi c delays .  So she takes anothe r route and makes 24 

      it to the interv i e w on time.2 5 
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                It is mid mornin g by the time the interv i e w is 1 

      done.  And just as she is thinki n g that she deserv e s a 2 

      latte, the coupon servic e she signed up for sends Agnus a 3 

      coupon for a nearby coffee shop. 4 

                After her coffee she wander s around the 5 

      downtow n area window - s h o p p i n g .  She comes across an 6 

      interes t i n g street perfor m e r and she uses her mobile to 7 

      snap pictur e , which is automa t i c a l l y geotag g e d showin g 8 

      the latitu d e and longit u d e where it was taken, and 9 

      uploads it to her social - n e t w o r k i n g page for her friend s 10 

      to see. 11 

                It so happen s , though , that in the backgr o u n d 12 

      of her pictur e is a man and a woman kissin g .  And, as it 13 

      turns out, this man happen s to be the husban d of a friend 14 

      of a friend , whom that friend believ e d was on a busine s s 15 

      trip.  So, in fact, all is reveal e d when the wife 16 

      browsin g a social - n e t w o r k i n g site later that day notice s 17 

      the photo while visiti n g her friend ' s page. 18 

                But back to Agnus.  It is now close to lunch 19 

      time.  And last night Agnus had made some big plans to 20 

      meet up with friend s .  So she checks her friend - l o c a t o r 21 

      service to see who's around .  She also opts to broadc a s t 22 

      her hunger and her locati o n to her Twitte r accoun t . 23 

                Gigglin g slight l y , she reads a ping from 24 

      someone who has a profil e on her dating servic e that25 
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      noticed she was nearby .  But then the servic e also sends 1 

      her an ad for a nearby bar.  And, ugh, she thinks , I may 2 

      be joThce d she was nearby .  But thenne a r b y bar.  
2.D
( 1 )Tj
2. 2 4 0 4 -2.267 t m



 250



 251

                The 14-yea r - o l d one is 47 USC 222 from the 1 

      Telecom Act of '96.  And this classi f i e s wirele s s - 2 

      locatio n inform a t i o n about your cellph o n e use as custom e r 3 

      proprie t a r y networ k inform a t i o n , CPNI.  And so there is 4 

      actuall y a bar on your teleco m carrie r disclo s i n g that 5 

      informa t i o n withou t your consen t except in emerge n c y 6 

      circums t a n c e s . 7 

                But a few caveat s :  It does not apply to 8 

      aggrega t e inform a t i o n from which identi f y i n g featur e s 9 

      have been remove d .  And, most import a n t l y for our 10 

      purpose s today, it only restri c t s teleco m m u n i c a t i o n s 11 

      carrier s .  It does not restri c t any of these other 12 

      entitie s that we are talkin g about. 13 

                For broade r restri c t i o n s you need to look to a 14 

      law that was writte n when the primar y focus of networ k i n g 15 

      and comput i n g was dialin g into your BBS, and that's the 16 

      Electro n i c Commun i c a t i o n s Privac y Act of 1986, which has 17 

      been amende d a few times in a few ways in a few ways, but 18 

      primari l y has the same struct u r e it had 24 years ago.  19 

      And that law restri c t s volunt a r y disclo s u r e s by a couple 20 

      of differ e n t types of entiti e s :  Remote - c o m p u t i n g 21 

      service s and electr o n i c - c o m m u n i c a t i o n servic e provid e r s . 22 

                I will not belabo r the point by readin g the 23 

      definit i o n s , but suffic e to say it is pretty clear your 24 

      ISP and your phone compan y are electr o n i c - c o m m u n i c a t i o n2 5 
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      service provid e r s .  Moving beyond that, it is actual l y 1 

      quite unclea r what entiti e s are covere d by this law, and 2 

      which is an ECS and which is an RCS, becaus e there are 3 

      differi n g rules for both and so it matter s . 4 

                But this law not only regula t e s volunt a r y 5 

      disclos u r e s by the compan i e s but also when the govern m e n t 6 

      can mandat e disclo s u r e s from these compan i e s , which is 7 

      obvious l y our focus as civil libert a r i a n s as you might 8 

      note from the "Come back with a warran t" sticke r on my 9 

      compute r , but focusi n g on volunt a r y disclo s u r e s , whethe r 10 

      or not a compan y needs your consen t to disclo s e someth i n g 11 

      depends on whethe r the inform a t i o n is commun i c a t i o n s 12 

      content or noncon t e n t inform a t i o n about your use of the 13 

      communi c a t i o n servic e . 14 

                So in the typica l scenar i o , that is the 15 

      locatio n inform a t i o n that your phone compan y has, 16 

      reflect i n g your use of their phone or intern e t servic e , 17 

      that is noncon t e n t inform a t i o n and the compan y can 18 

      disclos e it withou t your consen t .  I think there are a 19 

      few cases where your locati o n inform a t i o n is indeed 20 

      content , such as friend - f i n d i n g servic e s like Loopt where 21 

      you are sendin g your locati o n to other users of the 22 

      service .  And we are glad that Loopt and Google ' s 23 

      Latitud e have taken that positi o n , which we agree with.  24 

      But in many if not most cases the locati o n inform a t i o n is25 
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      going to be consid e r e d noncon t e n t at least by the carrie r 1 

      or the servic e provid e r such that it could be disclo s e d 2 

      without even your knowle d g e or consen t . 3 

                And so the curren t statut o r y regime s are really 4 

      quite underp r e p a r e d in dealin g with this prolif e r a t i o n of 5 

      service s that have your data.  You know not only is it 6 

      weakly protec t i n g the data even to the extent the law 7 

      applies at all, in many cases the law won't apply at all 8 

      because the servic e doesn' t qualif y as an electr o n i c - 9 

      communi c a t i o n servic e provid e r or a remote - c o m p u t i n g 10 

      service . 11 

                So if you are lookin g to the federa l statut e s 12 

      to help you, it is not lookin g very good. 13 

                MS. LEFKOV I T Z :  Darren , do you want to speak? 14 

                MR. BOWIE:  So in additi o n to the statut e s that 15 

      Kevin mentio n e d , I would point out a statut e that now is 16 

      nearly a hundre d years old, and that's the Federa l Trade 17 

      Commiss i o n Act.  And we should certai n l y point out that 18 

      that statut e has a very import a n t role to play in this 19 

      hypothe t i c a l , in additi o n to all of the state decept i v e - 20 

      practic e s statut e s modele d on the FTC Act. 21 

                So a number of the partie s in this hypoth e t i c a l 22 

      are subjec t to FTC jurisd i c t i o n .  So all of the third- 23 

      party applic a t i o n provid e r s here, the dating servic e , the 24 

      coffee- s h o p coupon servic e , all of those are subjec t to25 
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      the FTC Act.  And they have a duty, of course , to 1 

      disclos e all the materi a l terms and condit i o n s of their 2 

      service , includ i n g are they receiv i n g and using GPS 3 

      informa t i o n , how are they using that inform a t i o n , are 4 

      they going to be sharin g that with advert i s i n g networ k s , 5 

      with advert i s e r s .  And I think about this issue about the 6 

      ad for the bar that the person receiv e d . 7 

                So it is import a n t to realiz e the import a n t 8 

      role and the flexib i l i t y of the FTC Act when we look at 9 

      this hypoth e t i c a l , in additi o n to the statut e s that Kevin 10 

      mention e d . 11 

                MS. LEFKOV I T Z :  Alissa . 12 

                MS. COOPER :  Just to go back for one second to 13 

      the CPNI rules, we have talked a bit today about the Fair 14 

      Informa t i o n Practi c e s .  I just wanted to reenfo r c e the 15 

      point that not only do the CPNI rules only apply to the 16 

      carrier s , but whethe r you think the FIPs are broken or 17 

      you think we have not done enough to addres s all of the 18 

      FIPs, the CPNI rules don't come close to addres s i n g the 19 

      full set of Fair Inform a t i o n Practi c e s .  They are really 20 

      only about disclo s u r e and sort of nomina l l y about 21 

      consent .  So there is nothin g in there about securi t y or 22 

      access or minimi z a t i o n or any of the other Fair 23 

      Informa t i o n Practi c e s . 24 

                MR. BANKST O N :  I will add a clarif y i n g note25 
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      buildin g on that.  The ECPA -- Stored Commun i c a t i o n s Act 1 

      portion of the ECPA and the CPNI rules do not restri c t 2 

      use or retent i o n in any way.  It is all about disclo s u r e , 3 

      so. 4 

                MS. COOPER :  One other note on the 5 

      hypothe t i c a l .  I think we tend to think with the 6 

      prolife r a t i o n of smartp h o n e s and all the app stores that 7 

      are out there, we think a lot about these cool new apps 8 

      that everyo n e has on their mobile phones and, in 9 

      particu l a r , locati o n - b a s e d apps.  I just wanted to draw 10 

      people' s attent i o n to the fact that it is not only apps 11 

      develop e d for specif i c platfo r m s that can gain access to 12 

      the mobile device and to things like locati o n 13 

      informa t i o n , but it is also Websit e s . 14 

                Last summer there was actual l y a draft standa r d 15 

      put forwar d that would standa r d i z e the way that Websit e s 16 

      can ask Web browse r s for your locati o n inform a t i o n .  And 17 

      all of the major mobile browse r platfo r m s have 18 

      impleme n t e d it. 19 

                And what this means is that, as oppose d to the 20 

      scenari o that we have been used to and that Darren 21 

      mention e d at the top about having to develo p applic a t i o n s 22 

      differe n t l y for each kind of platfo r m , what the Web did 23 

      for deskto p comput i n g it also has the potent i a l to do for 24 

      mobile comput i n g .  And what that means is that we have25 
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      the potent i a l to see many, many, many more Websit e s that 1 

      can gain access to the mobile , gain access to locati o n 2 

      informa t i o n much more easily becaus e they can be 3 

      develop e d just one time for the Web. 4 

                So some of those apps that Agnus may have used 5 

      in the hypoth e t i c a l , they do not necess a r i l y need to be 6 

      purpose - b u i l t for one device .  They could be built one 7 

      time for the Web and used on any device . 8 

                MR. BOWIE:  One other though t too, we are 9 

      talking about the laws that apply, but of course there 10 

      are signif i c a n t self-r e g u l a t o r y initia t i v e s that apply as 11 

      well.  So, for exampl e , and Mike can certai n l y speak to 12 

      this, CTIA has issued locati o n - b a s e d servic e s guidel i n e s .  13 

      To the extent the actors and provid e r s in this 14 

      hypothe t i c a l are member s of CTIA, they are bound by those 15 

      guideli n e s .  Also the MMA has guidel i n e s that would apply 16 

      as well. 17 

                So I think it is import a n t to consid e r those 18 

      guideli n e s .  We can talk about how effect i v e they are, 19 

      but they are releva n t to the situat i o n . 20 

                MR. ALTSCH U L :  That is actual l y why I had 21 

      raised my tent.  I think there has been for some time a 22 

      recogni t i o n that the statut e s do not reach where the 23 

      technol o g y and the applic a t i o n s are today.  And a little 24 

      history might be helpfu l .2 5 
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                The CPNI rules were passed as part of the '96 1 

      Telecom Act, but there was no refere n c e to locati o n as 2 

      proprie t a r y inform a t i o n until 1999 when an amendm e n t 3 

      sponsor e d by Congre s s m a n Markey was passed .  And that was 4 

      because the FCC in about this timefr a m e had mandat e d that 5 

      wireles s carrie r s provid e locati o n inform a t i o n in 6 

      connect i o n with 911 calls. 7 

                As a result of wirele s s networ k s gainin g the 8 

      capabil i t y to actual l y identi f y a user's locati o n on a 9 

      much more granul a r basis than was possib l e before , 10 

      Congres s amende d the statut e with carrie r s and the kind 11 

      of techno l o g y that was being contem p l a t e d more than ten 12 

      years ago in mind. 13 

                As we alread y discus s e d on this panel, 14 

      increas i n g l y the carrie r is not going to be involv e d with 15 

      either determ i n i n g the user's locati o n or even in 16 

      transmi t t i n g it to the applic a t i o n .  Most of us or many 17 

      of us who now have smartp h o n e s , I starte d to say "many," 18 

      it is not going to be long before it is a majori t y of 19 

      users, wifi is built in to the device s as an altern a t e 20 

      transmi s s i o n path.  Depend i n g on the operat i n g system , 21 

      the phone will defaul t to the wifi networ k before the 22 

      wireles s carrie r ' s networ k , at which point the user will 23 

      never know which air interf a c e is being used, but the 24 

      locatio n inform a t i o n and instru c t i o n s to the applic a t i o n2 5 
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      will be sent withou t ever touchi n g the carrie r ' s networ k . 1 

                Two years ago when CTIA starte d its best 2 

      practic e s for locati o n - b a s e d servic e s , based on the Fair 3 

      Informa t i o n Practi c e s of the Federa l Trade Commis s i o n , we 4 

      had assume d that carrie r s would be centra l to the 5 

      determi n a t i o n and transm i s s i o n of the user's locati o n .  6 

      We have just gone back and are in the proces s of revisi n g 7 

      the scope of our guidel i n e s and best practi c e s to 8 

      recogni z e the fact that in two years the world has 9 

      changed and increa s i n g l y device s and applic a t i o n s are not 10 

      just agnost i c to the networ k but oftent i m e s indepe n d e n t 11 

      of them. 12 

                MS. LEFKOV I T Z :  A quick last word. 13 

                MS. van DILLEN :  Yes.  Darren also mentio n e d 14 

      the Mobile Market i n g Associ a t i o n Global Code of Conduc t 15 

      and I just wanted to highli g h t the pieces of that which 16 

      include the notice and the choice and consen t , 17 

      customi z a t i o n and constr a i n t , securi t y and then 18 

      enforce m e n t and accoun t a b i l i t y .  And those are the 19 

      expecta t i o n s that the Mobile Market i n g Associ a t i o n has 20 

      for mobile market e r s . 21 

                MS. HARRIN G T O N - M C B R I D E :  So obviou s l y this is a 22 

      very comple x ecosys t e m , to use an overus e d word yet 23 

      again.  And there are a lot of factor s at play.  I think 24 

      one of the things that we really wanted to hone in here25 
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      on is elucid a t e for us some of the underl y i n g concer n s 1 

      about access to locati o n a l data.  Becaus e , obviou s l y I'm 2 

      with Kevin, I would be at the water cooler doing my Yoga 3 

      breathi n g if this were my exam time.  It's a very 4 

      complic a t e d hypoth e t i c a l , there are a lot of people in 5 

      play, there would be a lot of analys i s that needs to be 6 

      done, and obviou s l y we only have 40 minute s or so 7 

      remaini n g , so let's talk about at a high level.  What are 8 

      some of the locati o n - p r i v a c y concer n s and then how do 9 

      they play out differ e n t l y depend i n g on who is obtain i n g 10 

      that locati o n inform a t i o n and how respon s i b l e those 11 

      parties are? 12 

                So who would like to tackle that one? 13 

                Amina. 14 

                MS. FAZLUL L A H :  I am going to talk about some 15 

      of the harms, but I guess briefl y I think when you 16 

      realize that people know your locati o n , I think there are 17 

      a few things that can start to come up.  If an employ e r , 18 

      so if an employ e r is resour c e tracki n g , like using a 19 

      mobile phone to know where their bus driver s are, where 20 

      their crossi n g guards are, where other employ e e s are, if 21 

      they don't give the employ e e the abilit y to have some 22 

      kind of privac y contro l , then they now have inform a t i o n 23 

      on what the employ e e is doing even on break, perhap s even 24 

      after hours.  So there can be employ m e n t issues relate d2 5 
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      to that, employ e e - p r i v a c y issues relate d to that. 1 

                I think that especi a l l y with health c a r e there 2 

      is also some issues .  If inform a t i o n about kind of where 3 

      you are spendi n g a lot of your time, if you are going to 4 

      -- it can be identi f i e d that you are spendi n g a lot of 5 

      time in a hospit a l , a doctor ' s office , or some other 6 

      locatio n that can give people an idea of what your 7 

      healthc a r e situat i o n is like, that can have some kind of 8 

      effect down the road in terms of access to insura n c e , or 9 

      just depend i n g on how that inform a t i o n is distri b u t e d , 10 

      how granul a r it is, what is said about it, who else is 11 

      having it, that all can affect your opport u n i t i e s for 12 

      service s down the road.  I mean that is just pickin g one 13 

      particu l a r piece of inform a t i o n . 14 

                Then there is also sort of identi f y i n g people 15 

      that maybe you don't want to know anymor e .  So worryi n g 16 

      about domest i c violen c e issues and whethe r or not 17 

      somebod y will now have access to your locati o n , say, 18 

      through social networ k i n g , throug h friend s of friend s .  19 

      Kind of going back to the hypoth e t i c a l , there are some 20 

      issues relate d to that where you can clearl y see if 21 
      partiib u t e d , 
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      need to think about it a little bit specif i c a l l y .  I mean 1 

      for a minute there I freake d out becaus e I realiz e d 2 

      everybo d y here knows where I am and they know my 3 

      locatio n .  Kevin' s here and I knew he would protec t me, 4 

      but I think there are a few situat i o n s where it matter s , 5 

      right. 6 

                So domest i c violen c e and safety I think is 7 

      somethi n g -- it is sort of anothe r path, and we have done 8 

      a lot of work in that area.  I think it is a little 9 

      outside the scope of this discus s i o n , but I think with 10 

      regard to employ e r s having access , govern m e n t having 11 

      access over long period s of locati o n - h i s t o r y inform a t i o n , 12 

      I think that is a sensit i v e situat i o n .  We are involv e d 13 

      in the ECPA reform that both CTD and the EFF are 14 

      partici p a t i n g in and pushin g really hard. 15 

                We are concer n e d about passin g comple x -- you 16 

      know this is a comple x situat i o n , so to pass more 17 

      complex , outdat e d laws to replac e curren t , comple x , 18 
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                MS. HARRIN G T O N - M C B R I D E :  About a year is our 1 

      typical retent i o n period . 2 

                MR. KNAPP:  Okay.  Is that on your Websit e ? 3 

                MS. HARRIN G T O N - M C B R I D E :  I got to tell you, we 4 

      are doing this throug h Berkel e y , so you have to check 5 

      their terms of servic e . 6 

                MR. KNAPP:  Okay. 7 

                MS. HARRIN G T O N - M C B R I D E :  But I wonder if you 8 

      would feel differ e n t l y -- 9 

           (Laught e r . ) 10 

                MR. KNAPP:  So you guys are a third party in 11 

      this?  Oh, this is -- is that okay? 12 

                MS. HARRIN G T O N - M C B R I D E :  So your point is well 13 

      taken, that you are here and everyb o d y knows you are 14 

      here, but would you feel differ e n t l y if Kevin were to 15 

      follow you around for a year and then public i z e your 16 

      whereab o u t s ?  So how about retent i o n of data?  That is 17 

      somethi n g your compan y has dealt with in a partic u l a r 18 

      way.  Can you tell us how you have done that? 19 

                MR. KNAPP:  Sure.  So we tend to look to the 20 

      user, right, so we try to get out of a legali s t i c sort of 21 

      framewo r k and mindse t with this stuff and say, okay, what 22 

      do we need to drive our busine s s and what does the user 23 

      want us to do, sort of, on their behalf .  And we think 24 

      those are the import a n t areas to look at it.25 
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                So we do think locati o n is the kind of thing 1 

      that is less sensit i v e on a one-of f basis and more 2 

      sensiti v e over time.  So we had to provid e our basic 3 

      friend- f i n d i n g servic e need to have a locati o n fixed at a 4 

      given period of time, right, to show where you are, based 5 

      on your settin g s and what you have opted into, et cetera . 6 

                But otherw i s e to provid e that basic friend - 7 

      finding servic e need, we do not need to keep that 8 
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      service . 1 

                And it is intere s t i n g becaus e there is a bit of 2 

      a tensio n , and we talked a little bit about safety .  In 3 

      Amina's exampl e s there is a tensio n betwee n law 4 

      enforce m e n t and what someti m e s the govern m e n t asks you to 5 

      do with regard to retent i o n and what the privac y side of 6 

      it is.  And so we also -- and again thank you to the EFF 7 

      and CDT has sort of helped us figure out some strong 8 

      policie s around that with regard to not only our 9 

      retenti o n but what the legal requir e m e n t is for access to 10 

      that inform a t i o n . 11 

                And we have taken a positi o n I think that 12 

      reflect s where we all want to ar isnnd w
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      plannin g clinic , go to that cancer specia l i s t , attend 1 

      that secret union meetin g , attend that contro v e r s i a l 2 

      politic a l or religi o u s gather i n g with some freedo m and 3 

      anonymi t y . 4 

                Now there are record s that can reveal those 5 

      things.  And, to a great extent , the collec t i o n of that 6 

      informa t i o n and the handli n g of that inform a t i o n is 7 

      unknown to the person carryi n g the phone or other mobile 8 

      device. 9 

                And I also think it is import a n t to note that 10 

      just as we were talkin g about in the social - n e t w o r k s 11 

      panel, there are front- e n d and back-e n d issues .  There 12 

      are the back-e n d issues of who is collec t i n g what and how 13 

      long are they keepin g it and what are they using it for, 14 

      but there are also the front- e n d issues of how are you 15 

      managin g the sharin g of that inform a t i o n with your 16 

      friends and are you inadve r t e n t l y disclo s i n g more about 17 

      your locati o n to your friend s than you actual l y intend .  18 

      Are you going to accide n t a l l y allow your employ e r to find 19 

      out that you went to that secret union meetin g or your 20 

      wife to find out that you went to that iffy bookst o r e . 21 

                And so there are severa l levels here and it is 22 

      not simila r to the social - n e t w o r k i n g issue. 23 

                MS. HARRIN G T O N - M C B R I D E :  Alissa . 24 

                MS. COOPER :  One other proper t y of locati o n2 5 
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      informa t i o n which I think makes it specia l that has not 1 

      been mentio n e d yet, and I usuall y use myself for this 2 

      example but I will use Brian since he is the privac y 3 

      fundame n t a l i s t on the panel. 4 

                There is only one person who spends his daytim e 5 

      hours at Loopt and his nightt i m e hours at Brian' s house, 6 

      assumin g that your wife does not work at Loopt and your 7 

      dog does not have a cellph o n e , and that is Brian. 8 

           (Laught e r . ) 9 

                MS. COOPER :  And that is Brian, he is the only 10 

      person.  And so it does not take very many days of 11 

      collect i n g that locati o n inform a t i o n from Brian' s device 12 

      to figure out that it is him, not knowin g anythi n g else 13 

      really other than having a phone book, basica l l y . 14 

                I think that -- it's someth i n g that is specia l 15 

      about locati o n .  It is the reason why some compan i e s that 16 

      collect locati o n inform a t i o n have done things , like cut 17 

      off the two ends of every trip that they collec t so that 18 

      if you are using naviga t i o n direct i o n s , Google , for 19 

      example , does this with their traffi c data, they will 20 

      snip off the ends of each trip becaus e -- and kind of 21 

      randomi z e it -- becaus e those two ends can be used to 22 

      identif y you.  It is anothe r reason why retent i o n is so 23 

      importa n t , becaus e if you retain that patter n over just a 24 

      small number of days, you can start to identi f y someon e .2 5 
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                So it is not the case that it needs to be 1 

      married to an identi t y .  In and of itself , the behavi o r a l 2 

      movemen t s tied with locati o n can identi f y a person . 3 

                MR. KNAPP:  I am going to jump right in.  So I 4 

      think that's right, but I think just to use those two 5 

      example s , gazill i o n s of people know where I work and a 6 

      lot of people know where I live to, especi a l l y a lot of 7 

      direct- m a r k e t e r s have my locati o n , have my home addres s .  8 

      All my neighb o r s , a number of folks who have been over 9 

      for dinner partie s .  And so those two locati o n s are not a 10 

      secret for me at least and I have not made an effort to 11 

      keep them privat e from folks. 12 

                So to the extent that Alissa is talkin g about 13 

      using those locati o n s to then identi f y me as a person , 14 

      reverse - e n g i n e e r and use some other -- tie that to other 15 

      informa t i o n and things I am doing on my mobile device , I 16 



 270

      particu l a r locati o n s and, yes, I am usuall y at home at 1 

      night and I am usuall y at Loopt during the day, are just 2 

      not a big secret , right?  And that is my point around 3 

      being really specif i c about when locati o n become s 4 

      sensiti v e and in what contex t and vis-a- v i s what kind of 5 

      parties . 6 

                MR. ALTSCH U L :  To follow up around the dialog u e 7 

      between Brian and Alissa , certai n l y some, probab l y the 8 

      overwhe l m i n g majori t y of locati o n inform a t i o n is not 9 

      going to be troubl i n g to the user, but there will always 10 

      be a catego r y of inform a t i o n which the user would not 11 

      want shared .  And that gets us back to the notice and 12 

      consent and the contro l princi p l e s that are centra l to 13 

      all of the privac y discus s i o n s . 14 

                And going back to our now-fo r g o t t e n law school 15 

      hypothe t i c a l , each of the differ e n t applic a t i o n s 16 

      indicat e s how the user has had to opt in to a partic u l a r 17 

      applica t i o n , whethe r it is realti m e traffi c and GPS 18 

      navigat i o n or upload i n g to a social networ k and postin g 19 

      on Twitte r a photog r a p h , a lot of settin g s have to be 20 

      enabled by the user, not just the click throug h for the 21 

      scrolli n g of the consen t s but the phones need to be 22 

      provisi o n s , softwa r e needs to be downlo a d e d , there are 23 

      choices as to how the inform a t i o n is to be displa y e d , 24 

      what kind of inform a t i o n you get back.  And it is sort of25 
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      common- s e n s i c a l that the more the user has to intera c t 1 

      with the applic a t i o n , the better unders t a n d i n g and better 2 

      control the user is going to have of that inform a t i o n . 3 

                Just as an aside, my favori t e part of the 4 

      hypothe t i c a l , of course I think we all recogn i z e , was the 5 

      photogr a p h y on the street being upload e d .  This is a plot 6 

      from an opera, actual l y .  It would be a very, very good 7 

      plot for maybe the first new opera of the twenty - f i r s t 8 

      century . 9 

                MS. LEFKOV I T Z :  Well, that is a really good 10 

      segue on the issue of notice , so we are all very 11 

      interes t e d in what kind of experi m e n t a t i o n is going on in 12 

      this space with respec t to notice .  Is there any resear c h 13 

      or feedba c k on how consum e r s are viewin g this? 14 

                Brian, do you want to... 15 

                MR. KNAPP:  I think the top Web and mobile 16 

      compani e s out there are some of the best around in terms 17 

      of handli n g this stuff.  So I think Apple, for exampl e , 18 

      the locati o n - b a s e d applic a t i o n s , it is hardco d e d into the 19 

      OS to provid e a quick, transl u c e n t notice to let them 20 

      know that an applic a t i o n has access e d the locati o n API in 21 

      the iPhone . 22 

                So it is inform a t i v e , but it also does not 23 

      create a lot of fricti o n betwee n the user and the 24 

      applica t i o n that the user does not want.  I think other2 5 
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      OEMs and manufa c t u r e r s are doing that as well, so I think 1 

      Google and Androi d are doing a nice job in that regard 2 

      and Rim with BlackB e r r i e s as well. 3 

                I do think the mobile enviro n m e n t need to be 4 

      particu l a r l y in tuned to the size of your notice s , if you 5 

      want to come across to the user and have them unders t a n d 6 

      sort of what they are partic i p a t i n g in.  And, again, I 7 

      think that is why it is best to look at it from sort of a 8 

      custome r - s e r v i c e and produc t - d e v e l o p m e n t and a privac y - 9 

      by-desi g n perspe c t i v e versus sort of trying to check some 10 

      legal box. 11 

                We do not believ e opt in is some sort of 12 

      magical silver bullet and we get concer n e d when people 13 

      throw it around that way, but we do believ e that users 14 

      should have a sense of what an applic a t i o n is going to do 15 

      when they open it and to the extent notice is 16 

      appropr i a t e . 17 

                I do think that there is an expect a t i o n and 18 

      there is going to be an expect a t i o n by users that these 19 

      smartph o n e s can locate themse l v e s .  Often it is put, 20 

      especia l l y someti m e s in survey s and such, where they will 21 

      ask, 'Well, you know if such-a n d - s u c h was tracki n g you 22 

      all the time, how would you feel abtj
- 2 t t thw1.z 0 I bet 23 

      if you asked it a differ e n t way and said to the user, 'Do 24 

      you expect your $400 smartp h o n e to be able to locate2 5 
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      E911 servic e withou t them having to do anythi n g like 1 

      special , I think people would sort of break down in two 2 

      differe n t packs. 3 

                I think if you wanted to have maybe some 4 

      securit y measur e s so if your phone is stolen that you can 5 

      identif y it or if you are doing some kind of produc t 6 

      locatio n , if you have like a car that's stolen , you want 7 

      to identi f y it, this is a little off the map, but again 8 

      people would take that differ e n t l y . 9 

                So I think it breaks down to use:  How is it 10 

      being used and who is using it.  And so that is when 11 

      locatio n a l inform a t i o n actual l y -- that is when notice 12 

      and consen t start to really come in becaus e they are just 13 

      expecta t i o n s from your servic e provid e r , what you expect 14 

      them to be able to do and why they would need to know 15 

      that inform a t i o n .  And then there are expect a t i o n s from 16 

      the other commer c i a l applic a t i o n s that you are using and 17 

      why they would need that inform a t i o n and who they are 18 

      sharing it with and what it is being used for. 19 

                MS. COOPER :  I think notice in the form of the 20 

      screen that pops up to ask you if it is okay to share 21 

      your locati o n in this instan c e is one aspect of 22 

      transpa r e n c y and involv i n g the user in the 23 

      decisio n m a k i n g , but it is really only one small aspect . 24 

                And I agree with what Brian said, that many of25 
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      the platfo r m provid e r s have done a good job with the 1 

      upfront consen t .  So when you go to a locati o n - e n a b l e d 2 

      Website , when you use a locati o n - b a s e d applic a t i o n it 3 

      will ask you if this is really what you want.  But it 4 

      does not stop there and many of the platfo r m s seem to 5 

      think that it does. 6 

                So if you want to see a list of all the 7 

      applica t i o n s that you have given your locati o n to, if you 8 

      want to be able to create a white list or a black list so 9 

      that you don't have to go throug h the opt-in proces s 10 

      every time or so that some sites or some applic a t i o n s can 11 

      just never have access to your locati o n , if you want to 12 

      get a remind e r every now and again of which sites or 13 

      which servic e s you have given your locati o n to, I know 14 

      that is a featur e that Loopt includ e s but it is not a 15 

      feature that every platfo r m and every applic a t i o n 16 
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      can assume that there are some situat i o n s where our 1 

      consume r seems to be surpri s e d and not have expect e d when 2 

      her inform a t i o n has been shared . 3 

                I think, again, we have to come back to what 4 

      does a reason a b l e consum e r expect about how their 5 

      informa t i o n is going to be used.  I think they do expect 6 

      that inform a t i o n will be shared with their carrie r for 7 

      certain techni c a l - r e l a t e d reason s , but here she did not 8 

      seem to expect that she would be gettin g an ad from a 9 

      bar.  So I think it is useful to look at what disclo s u r e 10 

      was made to her and how that should have been made. 11 

                So privac y settin g s are very import a n t and I 12 

      absolut e l y agree there is a lot of work to be done in 13 

      this area to bake privac y settin g s into the device and 14 

      through platfo r m s .  But, as we do that, we have to focus 15 

      on where is the harm to the consum e r and what are their 16 

      expecta t i o n s , and this hypo is an exampl e of that. 17 

                MR. BANKST O N :  Yes.  My iPhone is saying Google 18 

      Maps wants my locati o n .  That is one type of notice , but 19 

      it is not notice at all in terms of how long Google 20 

      stores that data, whethe r and what steps it takes to 21 

      deident i f y it, et cetera , et cetera .  Someth i n g that 22 

      Google has not made public . 23 

                And you know we had people like Facebo o k and 24 

      Google coming up and saying , we are the good guys and we25 
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      are here to talk to you about what we do and be upfron t .  1 

      And even they, we do not really know exactl y what they 2 

      do. 3 

                You bring it closer to home and people do not 4 

      even know what record s their carrie r s are storin g .  Again 5 

      I like to think I am an expert in this area, I have seen 6 

      a handfu l of exempl a r s of what types of cell site record s 7 

      compani e s keep, but I do not know what the standa r d 8 

      practic e is, how long they keep it, whethe r they 9 

      deident i f y it. 10 

                So I think there is a real seriou s proble m in 11 

      terms of consum e r knowle d g e or regula t o r knowle d g e about 12 

      exactly what is being collec t e d by whom and what they are 13 

      doing with it.  We do not have all the answer s we really 14 

      need to those questi o n s .  In fact, not only is about 15 

      notice about use or disclo s u r e or use, also disclo s u r e 16 

      about capabi l i t i e s . 17 

                For exampl e , even if you do not use any GPS- 18 

      based locati o n - b a s e d servic e s your carrie r can still 19 

      obtain your GPS locati o n , as was most recent l y 20 

      establi s h e d when Sprint announ c e d at a survei l l a n c e 21 

      confere n c e , descri b e d the interf a c e they have set up for 22 

      law enforc e m e n t to go and obtain your GPS locati o n 23 

      without your knowle d g e . 24 

                So I do not believ e notice and consen t is a25 
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      silver bullet .  I also think, though , howeve r , that 1 

      notice is incred i b l y import a n t and people are not gettin g 2 

      notifie d enough of what is going on. 3 

                MS. HARRIN G T O N - M C B R I D E :  Notice -- oh, Amina. 4 

                MS. FAZLUL L A H :  I just wanted to add one more 5 

      point, is that with notice comes contro l .  So I think 6 

      what is maybe a positi v e benefi t to market e r s or 7 

      applica t i o n s provid e r s , when you send them an ad for a 8 

      bar that they do not want, if they are able to say, hey, 9 

      you got it wrong and here is what is right, becaus e they 10 

      actuall y want to get the right stuff, you provid e a 11 

      platfor m where the consum e r can now trust you and have a 12 

      relatio n s h i p with you and correc t things when you get it 13 

      wrong becaus e they actual l y want to get stuff that's 14 

      right.  I think that would be really hopefu l for the 15 

      industr y and it would grow contro l for consum e r s and they 16 

      would actual l y be able to unders t a n d , actual l y 17 

      partici p a t e in the proces s of giving their inform a t i o n 18 

      and gettin g someth i n g back for it. 19 

                MS. HARRIN G T O N - M C B R I D E :  Okay.  Kristi n e , -- I 20 

      would love to have -- 21 

                MR. ALTSCH U L :  If I could follow up, since 22 

      Sprint is not here to defend their honor, I think we have 23 

      all agreed that the scope of what access law enforc e m e n t 24 

      has or civil subpoe n a s have to this inform a t i o n is beyond2 5 
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      our scope, but in the exampl e Kevin gave it actual l y was 1 

      an exampl e of law enforc e m e n t pursua n t to a warran t -- 2 

                MR. BANKST O N :  I didn't say it was pursua n t to 3 

      a warran t . 4 

                MR. ALTSCH U L :  Well, law enforc e m e n t gained the 5 

      -- every time you receiv e a warran t -- 6 

                MR. BANKST O N :  For legal proces s . 7 

                MR. ALTSCH U L :  For legal proces s .  Every time 8 

      you receiv e one, just as -- let me -- have it on the back 9 

      of it -- the servic e provid e r is prohib i t e d from 10 

      providi n g notice -- 11 

                MR. BANKST O N :  Well, that -- 12 

                MR. ALTSCH U L :  -- so that I just want to -- I 13 

      know you did not intend to be mislea d i n g , but for those 14 

      in the audien c e who are not famili a r with the partic u l a r 15 

      context of Sprint ' s statem e n t at a confer e n c e on this, 16 

      they should know that in that partic u l a r exampl e Sprint , 17 

      pursuan t to the proces s they receiv e d from the 18 

      governm e n t , could not give notice to the custom e r . 19 

                MR. BANKST O N :  To clarif y what I was 20 

      critici z i n g , I was critic i z i n g the fact that consum e r s do 21 

      not unders t a n d that their GPS can be remote l y turned on 22 

      and access e d by the carrie r , not that the govern m e n t can 23 

      use legal proces s to secret l y do so.  It was a fact about 24 

      people not unders t a n d i n g the techni c a l capabi l i t i e s that25 
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      exist, so. 1 

                MS. HARRIN G T O N - M C B R I D E :  Okay.  So, Kristi n e , I 2 

      would like to talk to you a little bit about advert i s i n g 3 

      in the mobile space.  Obviou s l y locati o n by some accoun t s 4 

      from market e r s is the holy grail.  It is the thing that 5 

      everybo d y wants.  Becaus e if you know where people are, 6 

      you have some contex t , you have their inform a t i o n about 7 

      what they are close to, and you can probab l y very readil y 8 

      monetiz e an advert i s i n g struct u r e . 9 

                So I want to get to that becaus e we only have 10 

      about 15 minute s left, so tell us a little bit about your 11 

      perspec t i v e on the things that we have talked about about 12 

      notice that may impact advert i s i n g .  So, for exampl e , a 13 

      consume r may opt in to a servic e and know full well that 14 

      they are using it for their own purpos e s to, for exampl e , 15 

      find out where their friend s are in a given space or to 16 

      get direct i o n s to someth i n g . 17 

                To what extent are consum e r s aware that 18 

      adverti s i n g is part of that busine s s model and then to 19 

      what extent do they have contro l , as Amina sugges t e d , 20 

      over what advert i s i n g they see? 21 

                MS. van DILLEN :  Right.  Well, we see that 22 

      locatio n - b a s e d advert i s e d is many more times valuab l e 23 

      than regula r advert i s i n g , so that is many multip l i e r s .  24 

      And our recomm e n d a t i o n is is that you give custom e r s2 5 
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      conside r a t i o n for when they provid e you with inform a t i o n 1 

      as an advert i s e r , which means that if a custom e r is 2 

      providi n g their locati o n to get inform a t i o n about what is 3 

      around their locati o n , they would reason a b l y expect that 4 

      that locati o n is then being shared to provid e advert i s i n g 5 

      back. 6 

                We find that consum e r s are famili a r with that 7 

      behavio r online , they expect that advert i s i n g is going to 8 

      supplem e n t the data that they are receiv i n g for free, and 9 

      so I think it is very import a n t to note that it is that 10 

      conside r a t i o n , it is:  I am a consum e r , I'm supply i n g you 11 

      with my person a l inform a t i o n becaus e in turn you are 12 

      giving me inform a t i o n that I am lookin g for for free. 13 

                MS. HARRIN G T O N - M c B R I D E :  Sounds like it may be 14 

      akin to the online model. 15 

                Ms. van DILLEN :  Yes, and we find that the 16 

      consume r s are comfor t a b l e with that, that that's what 17 

      they expect . 18 

                MS. HARRIN G T O N - M c B R I D E :  And so does that 19 

      expecta t i o n -- to what extent do you think then, for 20 

      example , consum e r s would unders t a n d behavi o r a l 21 

      adverti s i n g in the mobile contex t ?  And to what extent is 22 

      behavio r a l advert i s i n g combin i n g , for exampl e , that 23 

      locatio n a l piece into a broade r profil e of a consum e r and 24 

      their intere s t s and habits , how is that data being2 5 
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      I mean how does a user know how to manage their privac y ?  1 

      Do they have to go into their device settin g s , their OS 2 

      setting s , their carrie r - p r i v a c y polici e s , their 3 

      applica t i o n ? 4 

                Ms. van DILLEN :  I do not think it is that 5 

      complex right now.  I think in a lot of cases it is 6 

      setting up an applic a t i o n and it is select i n g the 7 

      differe n t types of brands you want to be engagi n g with.  8 

      I think becaus e that provid e s a value for the consum e r 9 

      and for the brand, that that's one of the first settin g 10 

      feature s the consum e r comes across when they select that 11 

      applica t i o n .  The way I have seen it set up on the banner 12 

      ads, it is a menu icon on the side and it is someth i n g 13 

      that the consum e r clicks for more inform a t i o n , and there 14 

      are a list of things and they can opt out in that way. 15 

                And then for text messag i n g there is always an 16 

      option to stop text messag i n g .  And we are very clear 17 

      about the guidel i n e s for doing that, making sure the 18 

      consume r unders t a n d s that they can always press stop to 19 

      stop text messag i n g alerts . 20 

                MS. HARRIN G T O N - M c B R I D E :  What role does 21 

      governm e n t regula t i o n have to play in this space going 22 

      forward ?  We have got about ten minute s left, so let's 23 

      think about the self-r e g u l a t o r y standa r d s to some extent 24 

      are in place.  I know Mobile Market i n g Associ a t i o n is25 
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      still lookin g at finali z i n g locati o n - b a s e d servic e 1 

      regulat i o n s . 2 

                Michael has told us that CTIA is revisi n g and 3 

      trying to take accoun t of some of the rapid change s that 4 

      have taken place. 5 

                So what are the standa r d s that should be set, 6 

      whether they are set by a govern m e n t agency , a self- 7 

      regulat o r y body, what should be the baseli n e code of 8 

      conduct for behavi n g respon s i b l y in this area? 9 

                MR. BOWIE:  So I can start with that, and there 10 

      are some import a n t self-r e g u l a t o r y initia t i v e s alread y in 11 

      place, and we have discus s e d those.  I think there needs 12 

      to be furthe r work done on refini n g some of those 13 

      initiat i v e s to the unique issues involv e d in the mobile 14 

      ecosyst e m . 15 

                So there has been a lot of discus s i o n about 16 

      behavio r a l advert i s i n g .  Are there specif i c aspect s of 17 

      mobile behavi o r a l advert i s i n g that need to be addres s e d , 18 

      certain differ e n t types of disclo s u r e s or other ways to 19 

      do that.  So that is work that should contin u e . 20 

                When we get into the questi o n of govern m e n t 21 

      regulat i o n in this area, I think before we get to that 22 

      there are two things that the Commis s i o n , to take an 23 

      example , could do now before we consid e r whethe r 24 

      additio n a l regula t i o n is necess a r y .2 5 
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                One, I think there is a very import a n t role in 1 

      consume r and busine s s educat i o n , and the Commis s i o n has 2 

      done an outsta n d i n g job in other areas.  In the last 3 

      decade, the Commis s i o n produc e d a very import a n t 4 

      educati o n piece called Dot Com Disclo s u r e s , on how to 5 

      make disclo s u r e s in the online enviro n m e n t .  I still have 6 

      my very old dog-ea r e d copy that I actual l y still use. 7 

                I think someth i n g target e d to mobile 8 

      disclos u r e s and with exampl e s and when a just-i n - t i m e 9 

      notice might be approp r i a t e , I think that would be very 10 

      importa n t and someth i n g the Commis s i o n could do now while 11 

      we think about these big questi o n s about regula t i o n s . 12 

                Also I think there is a role for increa s e d 13 

      enforce m e n t in this area, so the Commis s i o n has done an 14 

      outstan d i n g job in privac y enforc e m e n t , I think some 15 

      enforce m e n t target e d in the mobile space also would be 16 

      useful to send a messag e that this is an import a n t area 17 

      that's a priori t y .  I think it is fair to assume that 18 

      there are bad actors involv e d here who are using 19 

      informa t i o n withou t proper disclo s u r e and consen t , in 20 

      nefario u s ways.  So some increa s e d enforc e m e n t by the 21 

      Commiss i o n also would be import a n t . 22 

                And the state should also be engage d .  I wanted 23 

      to make that point as well, the state AGs should be 24 

      involve d in these discus s i o n s .  They are going to become2 5 
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      involve d in enforc e m e n t , so it is import a n t to includ e 1 

      them as well. 2 

                When we move to the questi o n of regula t i o n , I 3 

      do think this is an area, becaus e there is so much 4 

      innovat i o n , there is so much change , as Mike pointe d out, 5 

      the mobile world really has change d almost comple t e l y 6 

      within the past couple of years, to me it would be 7 

      difficu l t at this stage to come up with regula t i o n s , 8 

      given all the change s , and the opport u n i t i e s I just 9 

      identif i e d to take action in this area alread y under 10 

      Section 5 and existi n g law. 11 

                MS. COOPER :  So I am really glad that Darren 12 

      brought up enforc e m e n t becaus e otherw i s e our panel would 13 

      have been the only one to not sugges t that our friend s at 14 

      the FTC engage in more enforc e m e n t , and I think he is 15 

      absolut e l y right that this is an area that is ripe for 16 

      further invest i g a t i o n .  And I think there are bad actors 17 

      out there that within the FTC's -- even under the harm's - 18 

      based standa r d that has sort of domina t e d the paradi g m of 19 

      late, I think you could find instan c e s where unfair and 20 

      decepti v e practi c e s are going on. 21 

                But to point out some of the exampl e s that 22 

      Amina and Kevin brough t up, I think if you think more 23 

      broadly about the dignit y - b a s e d standa r d s that Direct o r 24 

      Vladeck has spoken about in recent months , I think there2 5 
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      is an even broade r base and potent i a l for furthe r 1 

      enforce m e n t . 2 

                One other aspect of some existi n g FTC author i t y 3 

      links in tightl y with the self-r e g u l a t o r y progra m s that 4 

      already exist.  And I kind of wonder about how those 5 

      program s are enforc e d and what the kind of accoun t a b i l i t y 6 

      and compli a n c e mechan i s m s there are to back up those 7 

      self-re g u l a t o r y progra m s , becaus e withou t that kind of 8 

      teeth, it is not really clear whethe r -- if no compan i e s 9 

      are gettin g kicked out of the self-r e g u l a t o r y progra m or 10 

      if there is actual l y no compli a n c e measur e s that are 11 

      brought to bear, then it is unclea r whethe r the self- 12 

      regulat i o n is really actual l y workin g . 13 

                I think as far as furthe r regula t i o n and 14 

      legisla t i o n goes, obviou s l y CDT is highly in favor of 15 

      baselin e federa l privac y legisl a t i o n and we think that 16 

      locatio n inform a t i o n could be part of that framew o r k 17 

      where we think about sensit i v e kinds of inform a t i o n .  I 18 

      think locati o n inform a t i o n and perhap s other mobile - 19 

      device data could be incorp o r a t e d into that kind of 20 

      framewo r k . 21 

                And, as we've spoken about earlie r , ECPA and 22 

      ECPA reform is anothe r area where new legisl a t i o n is 23 

      absolut e l y warran t e d to level the standa r d and make sure 24 

      that when we do get reques t s from the govern m e n t for25 
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      locatio n inform a t i o n , that the probab l e - c a u s e warran t is 1 

      the standa r d that is in use. 2 

                MS. HARRIN G T O N - M c B R I D E :  Amina. 3 

                MS. FAZLUL L A H :  I think I don't want to sound 4 

      like I am just saying ditto, but I think that are three 5 

      ways that we can -- if we can streng t h e n user contro l , if 6 

      we can streng t h e n sort of rules around requir i n g 7 

      transpa r e n c y when someon e starts to engage with a compan y 8 

      that is going to ask for this inform a t i o n , and then of 9 

      course compli a n c e and enforc e m e n t . 10 

                So I think what is diffic u l t is that while 11 

      self-re g u l a t i o n is probab l y the first place where you are 
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      problem s online and in the mobile space. 1 

                MS. HARRIN G T O N - M c B R I D E :  Michae l , would you 2 

      like the last word on this part? 3 

                MR. ALTSCH U L :  I don't know if I will get the 4 

      last word, but I would like it.  One thing that we all 5 

      need to do a better job at, and the -- see, alread y 6 

      (referr i n g to Mr. Bankst o n ' s table tent) -- and the 7 

      Commiss i o n needs to be congra t u l a t e d for these dialog u e s , 8 

      is educat i o n .  It is part of the Fair Inform a t i o n 9 

      Practic e s and it is someth i n g that I know in our 10 

      associa t i o n we have recogn i z e d the need that we all need 11 

      to do a better job of educat i n g consum e r s , partic u l a r l y 12 

      with techno l o g y and applic a t i o n s that are evolvi n g and 13 

      changin g so quickl y beyond what expect a t i o n s of even last 14 

      year would have been. 15 

                Secondl y , I am in the camp that the Federa l 16 

      Trade Commis s i o n Act does provid e enforc e m e n t author i t y .  17 

      And if the Commis s i o n ' s guidel i n e s -- for exampl e the 18 

      behavio r a l advert i s i n g guidel i n e s were incred i b l y 19 

      welcome d by our indust r y , an awful lot of activi t y had 20 

      been held back waitin g for some guidel i n e s , sort of rules 21 

      of the road that would allow variou s ventur e s to procee d .  22 

      So more of those.  They can be revise d , they can be less 23 

      formal than statut e s . 24 

                And if there is to be an updati n g of statut e s ,2 5 
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      obvious l y Congre s s is always aware of the fact that they 1 

      try to future proof their rules.  Unfort u n a t e l y they'r e 2 

      rarely succes s f u l in an indust r y that's as dynami c as our 3 

      industr y and the comput e r indust r y .  So there is always a 4 

      risk when Congre s s is in sessio n . 5 

                The one thing that we would not endors e is a 6 

      system of 50 differ e n t state sets of privac y rules, 7 

      particu l a r l y for a mobile techno l o g y and Web-ba s e d 8 

      technol o g y .  It become s a patchw o r k quilt for educat i n g 9 

      consume r s , it become s a nightm a r e for not just carrie r s 10 

      but for custom e r s who operat e in a lot of jurisd i c t i o n s .  11 

      The best exampl e of course is those of us who live in the 12 

      Washing t o n , D.C. market where there are three 13 

      jurisdi c t i o n s , all one bridge across -- there is one 14 

      bridge that is in three differ e n t jurisd i c t i o n s .  But 15 

      with that, if there is to be rewrit i n g and privac y laws, 16 

      it should be at the federa l level with future proofi n g in 17 

      mind. 18 

                MS. HARRIN G T O N - M c B R I D E :  Thank you. 19 

                MS. LEFKOV I T Z :  Okay.  Hang on, Kevin, I have a 20 

      questio n for you.  So what are some -- are there any 21 

      other ways to mitiga t e privac y risks in mobile comput i n g ? 22 

                MR. BANKST O N :  That is what I was going to talk 23 

      about.  I do not want to ditto or take issue with 24 

      anythin g said on the regula t o r y scheme -- regula t o r y2 5 
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      there can be compet i t i v e or other politi c a l or other 1 

      benefit s for compan i e s to look into these kinds of 2 

      approac h e s . 3 

                So if you want to look at that paper just 4 

      Google for EFF on locati o n a l privac y , or Bing or Ixquic k 5 

      or whatev e r search engine you prefer . 6 

                MS. COOPER :  I would just add that we also 7 

      should not lose sight of all the privac y protec t i o n s that 8 

      exist for other forms of data.  They also work for this 9 

      kind of data as well.  And if you think about in a 10 

      securit y contex t there are some Web browse r s that 11 

      communi c a t e with locati o n servic e s , the servic e that 12 

      actuall y locate s the device .  Firefo x is one of them that 13 

      communi c a t e s with its locati o n provid e r over an encryp t e d 14 

      channel .  There are some that do not. 15 

                We have known for a long time that encryp t i n g 16 

      the commun i c a t i o n s channe l is one way to preven t 17 

      eavesdr o p p i n g and help protec t privac y .  And yet it is 18 

      kind of a baseli n e protec t i o n that hasn't really become 19 

      ubiquit o u s in the market p l a c e .  So I think there are new 20 

      techniq u e s that can be very useful .  There are also very 21 

      old techni q u e s that would also help out. 22 

                MS. HARRIN G T O N - M c B R I D E :  Brian -- oh, hang on a 23 

      minute.  I am going to ask Brian a quick questi o n here 24 

      because , Brian, you are the guy in the busine s s here, so25 
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      let's talk to you for a minute about these potent i a l 1 

      technol o g i c a l soluti o n s , crypto g r a p h y , someth i n g that you 2 

      think would be workab l e in a busine s s contex t , is it 3 

      scalabl e ? 4 

                MR. KNAPP:  I think there are some questi o n s 5 

      about that.  I mean I think it sounds great.  So, first 6 

      of all, just to step back for a second , I do not know 7 

      that some of this stuff is not alread y in place.  So on 8 

      the iPhone an applic a t i o n can know only your UDID, which 9 

      is not tied to you.  And you can hit their locati o n , the 10 

      API, to get a locati o n fix.  Combin e that with the UDID, 11 

      and you have exactl y nothin g in terms of who the person 12 

      is, and you can provid e a very robust locati o n servic e . 13 

                BlackBe r r i e s has a simila r approa c h , actual l y .  14 

      I mean there is a device I.D., but if you kt if you kt if yo6f14 
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      coincid e n c e that most of us are taking privac y and data 1 

      securit y pretty seriou s l y . 2 

                So we are lookin g to implem e n t a strong data- 3 

      securit y measur e balanc e d with what is practi c a l .  I mean 4 

      the way the Kevin put it, that it would cost the provid e r 5 

      a little bit more to do x, y, and z, well, what he is 6 

      really saying is it is going to cost the user more.  And 7 

      so to the extent users are lookin g for advanc e d 8 

      technol o g i e s to keep them privat e , then of course they 9 

      are welcom e to pay for that kind of stuff.  But it is not 10 

      necessa r i l y our experi e n c e that users are willin g to pay 11 

      a lot more to go out of their way when some of these 12 

      technol o g i e s are alread y in place. 13 

                MS. HARRIN G T O N - M c B R I D E :  Amina. 14 

                MS. FAZLUL L A H :  I guess I just wanted to add 15 

      that at least on the mobile platfo r m there is not -- when 16 

      you go in the online world and using your comput e r , there 17 

      is a lot of stuff that users can do to check who has been 18 

      followi n g them or, to some extent , to look at cookie s or 19 

      look at other things .  And on your phone it is very 20 

      difficu l t to be able to do that, even though you are 21 

      startin g to go online or you are being behavi o r a l l y 22 

      targete d or tracke d for ads. 23 

                And so since you do not -- again this is going 24 

      back to user contro l , but actual l y I am more talkin g to25 
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      the compan i e s that are sittin g up here, it is anothe r way 1 

      again to build trust with your custom e r .  If you actual l y 2 

      build in -- if Motoro l a has a device or if Sprint decide s 3 

      to allow consum e r s to be able to access this inform a t i o n 4 

      and clear it out or contro l it, then you will have a lot 5 

      more awaren e s s and unders t a n d i n g and smarte r consum e r s 6 

      who are going to be just happie r consum e r s genera l l y .  7 

      And it is anothe r easy way of genera t i n g trust and 8 
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                   PANEL 5:  TECHNOL O G Y AND POLICY 1 

                MS. RICH:  So welcom e to Panel 5, Techno l o g y 2 

      and Policy .  I am Jessic a Rich.  My Comode r a t o r s are 3 

      Katie Ratté and Naomi Lefkov i t z , who I think I just hit, 4 

      who I think are going to let me do most of the talkin g 5 

      and rest on their laurel s from earlie r in the day. 6 

                Our topic for this panel is Techno l o g y and 7 

      Policy.  We are going to build on other panels and take 8 

      it the next step, which what are the implic a t i o n s of the 9 

      issues we have discus s e d for policy and for policy m a k e r s . 10 

                So I have a great panel to help me discus s 11 

      these issues : 12 

                Ellen Blackl e r , right here, is Execut i v e 13 

      Directo r of Public Policy at AT&T; 14 

                Fred Cate is Profes s o r of Law and the Direct o r 15 

      of the Center for Applie d Cybers e c u r i t y Resear c h at 16 

      Indiana Univer s i t y ; 17 

                Peter Cullen is Trustw o r t h y Comput i n g and Chief 18 

      Privacy Strate g i s t at Micros o f t ; 19 

                David Hoffma n is Direct o r of Securi t y Policy 20 

      and Global Privac y Office r at Intel; 21 

                Joanne McNabb is Chief of the Califo r n i a Office 22 

      of Privac y Protec t i o n ; 23 

                Hana Pechac k o v a -- I got that right, didn't I 24 

      -- is Policy Office r at the Europe a n Commis s i o n ,2 5 
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      Directo r a t e - G e n e r a l Justic e , Freedo m , and Securi t y in the 1 

      Data Protec t i o n Unit; and 2 

                Lee Tien is the Senior Staff Attorn e y with the 3 

      Electro n i c Fronti e r Founda t i o n . 4 

                So we basica l l y have four questi o n s we want to 5 

      conside r in this panel: 6 

                First,  has the market done a good job of 7 

      offerin g privac y and enhanc i n g techno l o g i c a l tools to 8 

      consume r s , and why or why not. 9 

                Second, how are compan i e s using techno l o g y to 10 

      protect privac y ?  Are these effort s adequa t e ? 11 

                Third, what can and should regula t o r s do to 12 

      increas e the uptake of privac y - e n h a n c i n g techno l o g i e s ? 13 

                And, finall y , althou g h we will entert a i n other 14 

      topics if people are intere s t e d , how have regula t i o n s to 15 

      date affect e d the uptake of the techno l o g i e s and is 16 

      regulat i o n a good way to encour a g e the develo p m e n t and 17 

      use of privac y - e n h a n c i n g techno l o g i e s or not, and are 18 

      there better ways? 19 

                So why don't we start with the first.  Has 20 

      there been adequa t e uptake of privac y - e n h a n c i n g 21 

      technol o g i e s in the market ?  And I would like Fred and 22 

      Lee to maybe discus s this at first, and then other people 23 

      can join in. 24 

                PROFESS O R CATE:  Thank you very much, Jessic a . 25 
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      And thank you again for the opport u n i t y to be on this 1 

      panel. 2 

                I think the answer , to be honest , is it 3 

      depends .  And so then it matter s on what it depend s on.  4 

      So it depend s on first what techno l o g i e s we are talkin g 5 

      about.  And I think one of the useful discus s i o n s we have 6 

      had throug h o u t the day is what do we mean by privac y - 7 

      enhanci n g techno l o g i e s . 8 

                If we us the broad defini t i o n , the way I think 9 

      a number of the panels earlie r have done, so that we are 10 

      includi n g things like spam filter s , auditi n g softwa r e , 11 

      monitor i n g softwa r e , and so forth, then I think we would 12 

      say, yes, we have seen a fair amount of pushin g privac y 13 

      into produc t s and consum e r s and, partic u l a r l y , busine s s 14 

      custome r s willin g to pay for those.  So look at the 15 

      additio n s to operat i n g system s , to browse r s and so forth, 16 

      we see a fair amount of privac y - s p e c i f i c or privac y - 17 

      respons i v e techno l o g i e s . 18 

                If we define privac y - e n h a n c i n g techno l o g i e s as 19 

      I think they are more often define d in certai n l y the 20 

      scholar l y litera t u r e to mean things that consum e r s buy 21 

      that enhanc e their privac y , then I think the answer would 22 

      be no.  We have seen a lot of effort s to do that, P3P 23 

      being probab l y the earlie s t and bigges t .  And what we 24 

      have seen is remark a b l y low uptake by consum e r s and a25 
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      real unwill i n g n e s s , if you will, to put our money where 1 

      our mouths are when it comes time to buy privac y - 2 

      enhanci n g techno l o g y as a separa t e standa l o n e produc t . 3 

                MR. TIEN:  Yes.  I agree with Fred on that and 4 

      I want to sort of talk about some of the reason s why 5 

      consume r s really have not embrac e d it.  And I think 6 

      probabl y the most import a n t is a questi o n of existe n c e .  7 

      Does a privac y - e n h a n c i n g techno l o g y even exist for a 8 

      given threat . 9 

                One exampl e that has come up during the day is, 10 

      for instan c e , the questi o n of, say, certai n kinds of 11 

      superco o k i e s like Flash cookie s .  For quite a long time 12 

      there was simply no availa b l e kind of plug-i n for most 13 

      browser s that could even be used for it. 14 

                Aside from existe n c e , then consum e r s actual l y 15 

      have to percei v e a threat of some sort and have knowle d g e 16 

      about it even to seek out the use of a privac y - e n h a n c i n g 17 

      technol o g y .  On the tech side, many users do not know 18 

      anythin g about these threat s .  And we actual l y had an 19 

      example in the mobile panel just now about how, well, 20 

      what do consum e r s know about whethe r or not their GPS can 21 

      be pinged or not. 22 

                On the legal side many users falsel y assume , 23 

      accordi n g to recent resear c h , that their data is legall y 24 

      protect e d by the existe n c e of a privac y policy anyway . 25 
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      So, again, you might think, well, if you think the law 1 

      protect s you, then do you need to get this tool in order 2 

      to actual l y protec t your privac y . 3 

                And then a third reason really is the 4 

      inconve n i e n c e .  If you are not gettin g your privac y - 5 

      enhanci n g techno l o g y as part of your browse r and on by 6 

      default , you may have to as a consum e r go throug h 7 

      install a t i o n steps and then actual l y endure inconv e n i e n c e 8 

      when you are using the Web becaus e , as we discus s e d in 9 

      the first panel, many of the tracki n g tools that are 10 

      threate n i n g privac y are actual l y part of the way the Web 11 

      works.  And so when you don't use Javasc r i p t or don't use 12 

      other kinds of tools, then you are also possib l y not 13 

      going to be able to use Websit e s that requir e them. 14 

                MS. RICH:  Lee, you said that tools just aren't 15 

      produce d so consum e r s can acquir e them.  But it is sort 16 

      of a viciou s circle .  That implie s there is no demand for 17 

      them.  But do you have anothe r explan a t i o n for why the 18 

      product s are not out there availa b l e on the market ? 19 

                MR. TIEN:  Well, I mean I think there are a 20 

      number of reason s .  First of all, you need to -- you know 21 

      produci n g softwa r e , produc i n g a tool costs resour c e s .  So 22 

      what is your busine s s model for produc i n g that?  We have 23 

      seen a lot of tools that are produc e d , say, by I guess I 24 

      would call them altrui s t i c progra m m e r s or folks who25 
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      decide that they want to build this sort of tool in order 1 

      to, say, promot e anonym o u s browsi n g .  You know EFF helped 2 

      support a tool called Tor which is an anonym o u s browsi n g 3 

      tool.  It actual l y had been origin a l l y subsid i z e d by the 4 

      federal govern m e n t as part of the Office of Naval 5 

      Researc h .  And becaus e it got some kinds of nonmar k e t 6 

      support , it actual l y still exists out there and is fairly 7 

      widely used among privac y - e n h a n c i n g techno l o g i e s . 8 

                But I do not think that it really makes sense 9 

      to think about how the market is going to produc e those 10 

      indepen d e n t l y of larger equipm e n t manufa c t u r e r s , whethe r 11 

      it is the browse r s or OSes or whatev e r .  These small 12 

      shops, it is not clear how they are going to get paid.  13 

      They are not going to be relyin g on an advert i s i n g model 14 

      the way a lot of other ent
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      And now you see, 'We do that on our networ k becaus e that 1 

      is what our custom e r s expect . '  But you do not have one 2 

      way people are viewin g these privac y threat s , so what you 3 

      have got is a bunch of fragme n t e d demand .  And I think 4 

      that is anothe r factor . 5 

                And really I also wanted to unders c o r e this 6 

      transpa r e n c y issue, becaus e we spent a lot of time 7 

      talking about transp a r e n c y as a soluti o n .  I think it is 8 

      importa n t to recogn i z e kind of the expone n t i a l benefi t of 9 

      that, becaus e throug h transp a r e n c y people then unders t a n d 10 

      if they think it is a threat , they feel threat e n e d , they 11 

      start demand i n g more.  And that is this virtuo u s cycle. 12 

                MS. RICH:  Peter. 13 

                MR. CULLEN :  So this is the right proces s , my 14 

      tent is up; is that right? 15 

                MS. RICH:  Oh, yes, you are follow i n g the 16 

      rules. 17 

                MR. CULLEN :  Good. 18 

                MS. RICH:  You are follow i n g the rules. 19 

                MR. CULLEN :  I liked Fred's parsin g of the 20 

      definit i o n .  And I think it is a really import a n t 21 

      questio n , becaus e if you think about the, I'll call it, 22 

      the true discip l i n a r y defini t i o n of PETs from, I'll call 23 

      it, a Europe a n perspe c t i v e , it does get into this 24 

      enhanci n g mode, which I think Lee touche d on a lot.  But25 
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      what I also heard from Lee was a discus s i o n about or 1 

      questio n s about the effect i v e n e s s of this. 2 

                I'm not sure that the metric of market adopti o n 3 

      is necess a r i l y the right one and I think there was a 4 

      comment made earlie r that the fact that these tools are 5 

      availab l e actual l y promot e trust.  And that is a 6 

      differe n t thing than saying that they are only effect i v e 7 

      if people have taken them up. 8 

                And I would argue that even the opt-ou t method 9 

      is, by Fred's defini t i o n , some form of privac y enhanc i n g .  10 

      The fact that very few people take advant a g e of the opt- 11 

      out is not a metric to say that the market has failed , it 12 

      is a questi o n to say that I think that consum e r s value 13 

      the availa b i l i t y of these sorts of privac y enhanc e m e n t s 14 

      that do not necess a r i l y feel that they have to take 15 

      advanta g e of it. 16 

                MS. RICH:  Hana. 17 

                MS. PECHAC K O V A :  I would like to share our 18 

      experie n c e from the Europe a n Commis s i o n point of view.  19 

      We have launch e d a study on econom i c benefi t s of privac y - 20 

      enhanci n g techno l o g i e s .  We are somewh e r e in the middle .  21 

      We have the first interi m -- the second - i n t e r i m report , 22 

      and there were quite intere s t i n g lines why that did not 23 

      really take up yet and what are the major proble m s . 24 

                It is not about threat s only, it is more about2 5 
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      informa t i o n sharin g , about inform a t i o n failur e s .  Becaus e 1 

      compani e s , they tend to withho l d the data, not to really 2 

      inform the public about breach e s of laws, about the data 3 

      leakage s unless they really have to, unless it is a legal 4 

      obligat i o n .  So that is why we are lookin g at the 5 

      possibi l i t i e s to introd u c e into our law the obliga t o r y 6 

      notific a t i o n of a data breach .  Becaus e if you really see 7 

      clearly that there were cases, and there are cases, it is 8 

      happeni n g every day, that there are cases, then there are 9 

      some leakag e of data, of course you would have a very, 10 

      very good busine s s case for deploy i n g privac y - e n h a n c i n g 11 

      technol o g i e s , for really taking it seriou s l y and lookin g 12 

      at that.  It is not only about threat s , but you really 13 

      have to see that there are proble m s in practi c e in 14 

      everyda y life.  So this for me is one of the reason s and 15 

      it has also been confir m e d by our resear c h e r s . 16 

                MS. RICH:  So it is transp a r e n c y not just on 17 

      the consum e r side but on the busine s s side? 18 

                MS. PECHAC K O V A :  Exactl y , yes. 19 

                MS. RICH:  Lee? 20 

                MR. TIEN:  Yes.  I just wanted to add a couple 21 

      of meta points .  I mean one is that I don't think 22 

      privacy - e n h a n c i n g techno l o g i e s in sort of a market - 23 

      adoptio n area is really going to be a partic u l a r l y 24 

      powerfu l answer to consum e r s ' privac y proble m s . It is not25 
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      this inform a t i o n , but really to make a larger enforc e m e n t 1 

      feedbac k loop actual l y work. 2 

                MS. RICH:  Thank you. 3 

                Fred. 4 

                PROFESS O R CATE:  I would certai n l y echo that 5 

      point and, frankl y , would also go back to an earlie r 6 

      point that Lee made, and then Hana's commen t made me 7 

      think maybe was worth coming back to accent u a t e , and that 8 

      is one of the reason s we may not see market take-u p of 9 

      sort of tradit i o n a l privac y - e n h a n c i n g techno l o g i e s is 10 

      because there really are not techno l o g i c a l soluti o n s to a 11 

      lot of the privac y issues .  That it is a mismat c h , if you 12 

      will. 13 

                And Hana's exampl e of securi t y breach e s made me 14 

      think of this entire l y .  I cannot imagin e why securi t y 15 

      breache s would motiva t e more consum e r take-u p of privac y - 16 

      enhanci n g techno l o g i e s given that securi t y breach e s 17 

      involve compan i e s that typica l l y lawful l y have the 18 

      informa t i o n , need to have it, or have it for a reason .  19 

      There is nothin g I can do.  I can buy all the privac y - 20 

      enhanci n g techno l o g y I want, put P3P on, set all my 21 

      browser settin g s .  Nothin g is going to help me in that 22 

      situati o n . 23 

                So the tradit i o n a l view of privac y - e n h a n c i n g 24 

      technol o g i e s would say they are just useles s in terms of25 
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      the types of situat i o n s that I think today has helped 1 

      kind of hone that people really worry about.  We have a 2 

      good exampl e here.  I mean we have had a notice of 3 

      securit y breach e s of course in Califo r n i a for four years 4 

      now -- well, how long has it actual l y been in effect , has 5 

      it been seven? 6 

                MS. McNABB :  Seven. 7 

                PROFESS O R CATE:  Seven.  So we have the expert 8 

      here. 9 

                Yet we do not see Califo r n i a runnin g out to buy 10 

      privacy - e n h a n c i n g techno l o g i e s .  There has been no 11 

      tremend o u s P3P upsurg e here.  Not becaus e -- that 12 

      wouldn' t be a ration a l respon s e to that.  And so I doubt 13 

      if we are going to see privac y - e n h a n c i n g techno l o g i e s 14 

      picked out as an irrati o n a l respon s e to these types of 15 

      threats . 16 

                MS. RICH:  Well, what you are talkin g about, 17 

      though, is a good remind e r that, and Hana's remark s too, 18 

      that privac y - e n h a n c i n g techno l o g i e s are also very 19 

      importa n t on the busine s s side, if you think of them more 20 

      broadly .  And I think -- David has his tent up and he is 21 

      also well situat e d to answ2 TD
gk9 P a s h o w are busine s s e s 22 

      doing using techno l o g y to protec t data and how are they 23 

      ensurin g that it gk9use d at the earlie s t opport u n i t y so 24 

      that it gk9not superi m p o s e d on existi n g system s so that25 
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      do. 1 

                MS. RICH:  Well, so beside s encryp t i o n what are 2 

      you doing to protec t data? 3 

                MR. HOFFMA N :  Well, that is an intere s t i n g 4 

      questio n .  For us a large amount of the data that we 5 

      have, right, is the data we are storin g on our backen d 6 

      servers in our enterp r i s e system s .  So this then 'What 7 

      are we doing to protec t data' gets into a large 8 

      discuss i o n about what are we doing for cybers e c u r i t y .  It 9 

      is not just about protec t i n g person a l data but it is 10 

      about protec t i n g our intell e c t u a l proper t y and the data 11 

      that we use to run our busine s s . 12 

                I think there is a tremen d o u s amount of 13 

      investm e n t going on across the board for compan i e s there 14 

      and a tremen d o u s amount of invest m e n t of trying to 15 

      interse c t develo p m e n t life cycles -- I know we are going 16 

      to talk about this a little bit later -- but to do that 17 

      earlier and earlie r so you are not boltin g on things 18 

      later.  And I know that has gone down to the vendor s , 19 

      that the vendor s who make this enterp r i s e softwa r e , for 20 

      example , are baking that in. 21 

                It happen s at the hardwa r e level for the things 22 

      that we produc e and I think softwa r e vendor s would say, 23 

      could talk about the tremen d o u s invest m e n t s that they are 24 

      putting in and protec t i n g that data.2 5 
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                MS. RICH:  Well, I do want to talk about baking 1 

      it in at the earlie s t opport u n i t y .  Peter, are you 2 

      prepare d to talk about that? 3 

                MR. CULLEN :  Yes, I can. 4 

                I just want to make sure, Lee, do you want to 5 

      continu e on this point? 6 

                MR. TIEN:  I wanted to throw in one quick 7 

      point.  And, again, it is like the point about notice of 8 

      securit y breach e s and what Fred was saying , at EFF we are 9 

      always recomm e n d i n g to folks if you don't have the data 10 

      you can't be forced to give it to the govern m e n t and you 11 

      can't leak it or anythi n g like that.  And having the 12 

      opposit e of data retent i o n , data deleti o n as a policy , as 13 

      a practi c e is someth i n g that, you know, really doesn' t 14 

      require any fancy new tools.  It is just someth i n g that 15 

      people could do, would be very cheap, and would mitiga t e 16 

      a lot of privac y proble m s .  And we need to think of 17 

      incenti v e s , more incent i v e s for doing that. 18 

                MR. CULLEN :  So I think there is ample eviden c e 19 

      over the past decade , to even 15 years, to sugges t that, 20 

      well, there is a market in the custom e r ' s face for what I 21 

      will call true privac y - e n h a n c i n g techno l o g i e s .  It is a 22 

      relativ e l y small one.  Wherea s what has happen e d over the 23 

      past four to five years, partic u l a r l y in the busine s s 24 

      case, is a much greate r demand for privac y or data25 
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      protect i o n type techno l o g i e s or inform a t i o n a l govern a n c e 1 

      type techno l o g i e s and soluti o n s .  So certai n l y as a 2 

      provide r of those sorts of things , we are seeing a great 3 

      demand for that.e i n g a great 
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      company does busine s s .  Our previo u s model that I am 1 

      talking about even sort of six or seven years ago of 2 

      perhaps relyin g on lawyer s to review produc t s as they 3 

      were going out the door really just did not prove to be 4 

      very tenabl e . 5 

                So this way of design i n g into the proces s 6 

      allows for, I'll call it, the stated object i v e s to be 7 

      met. 8 

                I think the other kind of maybe splitt i n g back 9 

      into the privac y enhanc i n g for the commun i t y was simply 10 

      to make those standa r d s public l y availa b l e and to start 11 

      to build them into other lifecy c l e type transp a r e n c y 12 

      communi c a t i o n things , making them availa b l e for other 13 

      softwar e develo p e r s , the way that we have though t about 14 

      it.  So this really is a comple t e but very prescr i p t i v e 15 

      cycle, at least from Micros o f t ' s perspe c t i v e . 16 

                MS. RICH:  What are the incent i v e s for 17 

      compani e s to have more privac y - e n h a n c i n g produc t s ?  I 18 

      think in many ways we are also talkin g about defaul t s , -- 19 

                MR. CULLEN :  So -- 20 

                MS. RICH:  -- which was the subjec t of a lot of 21 

      discuss i o n earlie r . 22 

                MR. CULLEN :  Yes.  So I think there is -- 23 

                MS. RICH:  And what are the disinc e n t i v e s too? 24 

                MR. CULLEN :  Yes.25 
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                MS. RICH:  I want to get at both. 1 

                MR. CULLEN :  So Micros o f t is perhap s differ e n t 2 

      from other compan i e s in the sense that, like all 3 

      compani e s , there is an expect a t i o n that we have robust 4 

      protect i o n around and approp r i a t e use of inform a t i o n , but 5 

      I think that where the differ e n c e is that consum e r s and 6 

      busines s e s expect us to provid e them with techno l o g y that 7 

      helps them protec t their inform a t i o n .  So I think there 8 

      is a differ e n t motiva t i o n from Micros o f t ' s standp o i n t . 9 

                I think the fact that we do not have -- you 10 

      think of kind of an operat i n g system , there really is not 11 

      a direct relati o n s h i p with a consum e r .  There is an 12 

      arm's-l e n g t h relati o n s h i p .  It means that the trust 13 

      percept i o n , the trust relati o n s h i p is much more diffic u l t 14 

      to obtain .  So from our standp o i n t the onus is to be that 15 

      much more trustw o r t h y in there. 16 

                I think the other advant a g e that kind of we 17 

      have found from our experi e n c e of buildi n g it into the 18 

      develop m e n t lifecy c l e is it actual l y genera t e s privac y - 19 

      enhanci n g capabi l i t i e s .  And I will use an exampl e of a 20 

      review on the phishi n g filter . 21 

                And the model was, wow, in order to provid e 22 

      dynamic protec t i o n from phishi n g , we need to collec t IP 23 

      address e s from users simply becaus e the market of 24 

      phishin g is just so dynami c that is the only way to do25 
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      that you know. 1 

                And so what was intere s t i n g about what they did 2 

      was they, throug h this guidan c e docume n t , sent a messag e 3 

      saying:  Get better at this or there is going to be some 4 

      substan t i a l disinc e n t i v e s for not having better tools 5 

      here. 6 

                What I think is partic u l a r l y intere s t i n g about 7 

      that is the effect that that has had throug h o u t indust r y .  8 

      So the banks then went to the folks who provid e the 9 

      authent i c a t i o n servic e s for them and said, 'We're hearin g 10 

      this; we need better tools for doing it.'  Those 11 

      compani e s then ended up coming to us for hardwa r e , other 12 

      softwar e compan i e s saying , 'We need better privac y - 13 

      enhanci n g techno l o g i e s . '  And now what we are findin g as 14 

      a result of that, that we have got projec t s pretty far 15 

      along coming out of our labs at this point to provid e 16 

      some very good hardwa r e - b a s e d , and I know there is also 17 

      softwar e - b a s e d , furthe r method s of authen t i c a t i o n . 18 

                So I think that is an excell e n t exampl e where 19 

      you have got the trust on the one side workin g as an 20 

      incenti v e , but then select e d disinc e n t i v e s that come from 21 

      regulat o r y agenci e s or quasi- r e g u l a t o r y agenci e s to 22 

      create even the specte r of the disinc e n t i v e , which pushes 23 

      things along. 24 

                MS. RICH:  Okay.  Well, Joanne , you have got25 
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      your tent up.  Do you want to -- are you going to addres s 1 

      the incent i v e s and disinc e n t i v e s ?  Sort of. 2 

                MS. McNABB :  I think so.  Yes.  Yes. 3 

                Just buildi n g on what David said, his 4 

      mention i n g the authen t i c a t i o n regula t i o n ultima t e l y , but 5 

      first just raisin g the issue.  In a way that same 6 

      approac h is what the breach - n o t i f i c a t i o n laws, it is the 7 

      way they have operat e d .  It did not say you have to use 8 

      these things to protec t inform a t i o n .  It said -- it 9 

      created , it reveal e d a price, the price of having bad 10 

      securit y , bad privac y practi c e s , and it shifte d the 11 

      burden of paying that price from the victim s , whose 12 

      informa t i o n , as Fred said, they could not have done 13 

      anythin g to protec t , onto the party that could do 14 

      somethi n g . 15 

                I think one of the reason s that the market , one 16 

      of the factor s in why the market has not kicked up more 17 

      PETs, is that that sort of -- the actual costs have been 18 

      hidden, the costs to consum e r s have been hidden in many 19 

      cases. 20 

                MS. RICH:  Hana. 21 

                MS. PECHAC K O V A :  I would like to briefl y talk 22 

      about incent i v e s , but about the role of the regula t o r s , 23 

      because it is up to us, the regula t o r s , to show that they 24 

      are not --25 
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                MS. RICH:  We are defini t e l y going to get to 1 

      the role of the regula t o r s , but I just wanted to sort of 2 

      finish up with more the busine s s e s ' own incent i v e s , even 3 

      outside of regula t i o n .  Everyo n e is dying to talk about 4 

      regulat i o n , which is very intere s t i n g .  He's bursti n g out 5 

      of the crowd, even the compan i e s .  But... 6 

                MR. CULLEN :  Let me take an I-agre e - w i t h - 7 

      Joanne- a n d - I - d i s a g r e e - w i t h - D a v i d scenar i o .  I can 8 

      disagre e with David, but I do not disagr e e -- 9 
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      ability to read mag stripe read cards, ' and they said, 1 

      'Well, no, becaus e consum e r s do not have the keyboa r d s 2 

      and the cost of rebuil d i n g our infras t r u c t u r e is just 3 

      really prohib i t i v e for us to do that.  And, beside s , 4 

      right now in an online transa c t i o n , the cost of the fraud 5 

      is actual l y born by the bank, not by us.' 6 

                So we go to the bank and say, 'Well, why don't 7 

      we do this,' and they say, 'Oh, well, actual l y , no.  If 8 

      we do that, it actual l y makes it a card presen t and that 9 

      actuall y might move the liabil i t y really , really to us, 10 

      so there is no real motiva t i o n for us.' 11 

                When we go to the regula t o r and say, 'Boy, you 12 

      have got this indust r y and guidan c e about two-fa c t o r 13 

      authent i c a t i o n , why don't you use this as an exampl e .  It 14 

      would have such a dramat i c impact on this,' they say, 15 

      'No, no, no, we can't interf e r e in the market . ' 16 

                MR. HOFFMA N :  So I actual l y don't think you are 17 

      disagre e i n g with me.  I think we agree, which is there is 18 

      a role for the regula t o r s to play to encour a g e the things 19 

      that are fundam e n t a l l y broken and that that plays a great 20 

      role within the market . 21 

                MR. CULLEN :  I am reliev e d becaus e I do not 22 

      like to disagr e e with you.  That is good. 23 

                MS. RICH:  Okay.  Well, we got to go to the 24 

      regulat i o n becaus e that is what everyo n e wants to talk25 
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      about.  I know these guys have things to add on that, so 1 

      why don't we talk about what is the role of the 2 

      regulat o r s in encour a g i n g the uptake of these 3 

      technol o g i e s both on the busine s s side and to offer to 4 

      consume r s .  So, Hana, I know that you have spent a lot of 5 

      time thinki n g about this.  You have done a lot of work 6 

      with the Europe a n Commis s i o n to promot e privac y - e n h a n c i n g 7 

      technol o g y and privac y by design , so can you talk a bit 8 

      about that? 9 

                MS. PECHAC K O V A :  Yes.  Sure.  The Europe a n 10 

      Commiss i o n did a lot of work in this field.  We did a lot 11 

      of resear c h .  We invest e d lots of millio n s of euros into 12 

      the resear c h .  We did it togeth e r with our collea g u e s 13 

      from Direct Region a l Inform a t i o n Societ y and Media.  The 14 

      researc h in this field starte d , if I'm not mistak e n , back 15 

      in 2002.  It was under the Sixth Framew o r k Resear c h 16 

      Program m e .  They were intere s t i n g studie s and intere s t i n g 17 

      researc h , like PRIME or FELIS (phone t i c ) .  Now we are 18 

      running the Sevent h Framew o r k Progra m m e , and again a lot 19 

      of millio n s of euros are invest e d .  But it is not only 20 

      the resear c h of the Europe a n Commis s i o n , it is usual 21 

      there are public conten d e r s and we are workin g togeth e r 22 

      with indust r y on how to get it right.  But we are also 23 

      launchi n g some other studie s to look at the polici e s , 24 

      what we can do to bring the privac y - e n h a n c i n g2 5 
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      technol o g i e s into policy and how to regula t e , whethe r we 1 

      should introd u c e it into new laws or not. 2 

                It took us some time to create in Europe to 3 

      build our democr a t i c values , it took severa l genera t i o n s , 4 

      but now with the new techno l o g i e s of course you have to 5 

      foster those values and bring them to the digita l era, to 6 

      the digita l age, but how to do that. 7 

                So we are curren t l y lookin g at the future of 8 

      privacy , the future of protec t i o n of person a l data in the 9 

      EU.  In the last year, in July 2009, we have launch e d and 10 

      brought online public consul t a t i o n .  And the EU receiv e d 11 

      very good feedba c k .  We receiv e d more than 160 replie s 12 

      from indivi d u a l s but also from associ a t i o n s and from 13 

      compani e s .  So one of the lines were that we have new 14 

      technol o g i e s that are challe n g i n g our values , but we 15 

      could also use some of those techno l o g i e s to help us, 16 

      because you cannot addres s everyt h i n g only in the law.  17 

      So the techno l o g y could be kind of a comple m e n t a r y mean 18 

      to help us to get it right. 19 

                So we have to be innova t i v e and we are lookin g 20 

      at what to do becaus e we do not want to step back of 21 

      course from our values , but we have to make our legal 22 

      regime more workab l e and more adjust a b l e to the curren t 23 

      situati o n .  So ideall y we would introd u c e new princi p l e s 24 

      which would be, for exampl e , the princi p l e of privac y by25 
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      design, which is one step ahead of the privac y - e n h a n c i n g 1 

      technol o g y .  So we would absolu t e l y suppor t that.  That 2 

      then would be privac y - e n h a n c i n g techno l o g i e s but in a 3 

      broad sense of course , becaus e when you have privac y - 4 

      enhanci n g techno l o g y you have kind of two phases of that. 5 

                The first one is before you implem e n t you think 6 

      really twice.  And then when you alread y implem e n t the 7 

      technol o g y and then after that you embed some enhanc i n g 8 

      tools into that.  So we also wanted to suppor t e d this by 9 

      the study on the econom i c benefi t , becaus e it's our role, 10 

      the role of regula t o r s to give incent i v e s , that we just 11 

      talked about.  And we want to show of course -- you 12 

      mention e d trust.  Trust is of course the backbo n e of the 13 

      informa t i o n societ y .  And the data are circul a t i n g by 14 

      busines s every second around the globe, so this is very 15 

      importa n t for us.  It's not only about trust, we have to 16 

      show that there are econom i c benefi t s .  And if there are 17 

      economi c benefi t s , we would make not only compan i e s but 18 

      also public sector to use it becaus e we are lookin g not 19 

      only at the privat e indivi d u a l s or at the privat e 20 

      company , but they are also lookin g at the govern m e n t 21 

      level. 22 

                It is also very import a n t that the govern m e n t , 23 

      the public sector implem e n t s the privac y - e n h a n c i n g 24 

      technol o g i e s becaus e the trust in there would really give25 
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      uptake of all the econom i c applic a t i o n s , it would help to 1 

      save money again for the public sector .  And if you show 2 

      the incent i v e s it will be of course ideal situat i o n . 3 

                And then on other princi p l e would be the 4 

      princip l e of accoun t a b i l i t y , but we can take long hours 5 

      about accoun t a b i l i t y . 6 

                MS. RICH:  Thanks . 7 

                Joanne, Califo r n i a ' s been in the forefr o n t of 8 

      privacy and securi t y regula t i o n .  Has there been a focus 9 

      on encour a g i n g privac y - e n h a n c i n g techno l o g i e s either in 10 

      your state or others that you know of?0 4 



 324

      consume r s , it was usuall y at legisl a t o r meetin g s , for 1 

      example , who were coming to hear about identi t y theft.  2 

      So these were privac y fundam e n t a l i s t s or privac y - 3 

      activat e d people .  And we would ask them questi o n s and 4 

      have a raffle and give away a shredd e r at the end.  And, 5 

      oh, they were thrill e d . 6 

                Well, after about two years everyb o d y alread y 7 

      had a shredd e r .  So I mean the consum e r uptake defini t e l y 8 

      occurre d .  And there is a whole indust r y that is not 9 

      called the shredd i n g indust r y , it is the inform a t i o n - 10 

      destruc t i o n indust r y that goes from shredd i n g papers to 11 

      crunchi n g up and recycl i n g comput e r s and beyond , and does 12 

      a lot of educat i o n on the laws that requir e you to do 13 

      that. 14 

                MS. RICH:  And you suppor t e d those laws. 15 

                MS. McNABB :  Yes, indeed . 16 

                MS. RICH:  So, Ellen, to what extent has your 17 

      company and others like you been influe n c e d to adopt 18 

      privacy - e n h a n c i n g techno l o g i e s becaus e of regula t i o n , or 19 

      not? 20 

                MS. BLACKL E R :  I was going to talk about the 21 

      kind of conund r u m we have got here is that it is hard, it 22 

      is a really compli c a t e d ecosys t e m , it moves veryl, rh3kly ,2 2 

      t 22 

      t 22 
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      kind of to throw up your hands.  But I think that we have 1 

      seen some succes s .  You guys put a pretty big spotli g h t 2 

      on behavi o r a l target i n g over the recent past and put out 3 

      the self-r e g u l a t o r y guidel i n e s . 4 

                And I think not to overst a t e any of that, but 5 

      the indust r y kind of hopped to.  And I think we have seen 6 

      over the last couple weeks with the Nation a l Privac y Day 7 

      and the worksh o p s these announ c e m e n t s about things that 8 

      maybe are not going to solve the proble m but took 9 

      coopera t i o n across a range of folks in the ecosys t e m that 10 

      would not have had happen e d absent the spotli g h t you 11 

      shined on it.  You know, the icons that will now be used 12 

      in advert i s i n g that will start to get at the techno l o g y .  13 

      I think the introd u c t i o n of the profil e manage r s by some 14 

      of the big ad networ k compan i e s .  You know all of that is 15 

      because of the spotli g h t that the regula t o r s shined on 16 

      it, which then made, I think, consum e r s wonder what was 17 

      happeni n g .  And the combin a t i o n does result in a focus on 18 

      privacy . 19 

                Now we at AT&T are not in the ad networ k 20 

      busines s really so much, so we do not do too much of 21 

      that.  But where we did enter the busine s s we made sure 22 

      that we had a profil e manage r and we had separa t e notice 23 

      and we had these kind of what we call table stakes to get 24 

      into the busine s s becaus e you guys said these are table2 5 
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      stakes, get into the busine s s . 1 

                So I think that is an import a n t way to balanc e , 2 

      to weave throug h the need to not be prescr i p t i v e but also 3 

      have someth i n g .  The privac y by design I think is anothe r 4 

      emergin g issue that is going to be hard for a compan y in 5 

      the near future to not have an answer to what is your 6 

      interna l proces s for making sure privac y is consid e r e d .  7 
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      on -- to encour a g e privac y - e n h a n c i n g techno l o g i e s , are 1 

      there things that people can do right, govern m e n t can do 2 

      right or the things that govern m e n t can do wrong? 
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      saying, 'I can't code reason a b l e . '  And then they'r e 1 

      jumping -- there would genera l l y be two or three lawyer 2 

      jokes thrown in as they swore under their breath . 3 

                But then the reply that I got good at giving 4 

      after a while, after I though t about it, was to say, 'All 5 

      right, do you really want the lawyer s design i n g the 6 

      product ?  Is that what you're really ' -- and the answer 7 

      was really no, but the engine e r s were actual l y pretty 8 

      good at solvin g proble m s if you give them the proble m 9 

      that you want them to solve and you provid e them with 10 

      some freedo m to figure out how to do that.  And I think 11 

      that's been the direct i o n where we have seen regula t i o n 12 

      that has moved in the right way.  It is regula t i o n that 13 

      has said:  Here is a proble m and this is unacce p t a b l e .  14 
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                MR. HOFFMA N :  -- know other people have 1 

      comment s , I think undern e a t h that then you have 2 

      relatio n s h i p s betwee n the regula t o r s and indust r y and 3 

      academi c s and NGOs about how do you provid e guidan c e 4 

      underne a t h that so that David Hoffma n ' s not talkin g to 5 

      the engine e r s and trying to make up all on his own what 6 

      he thinks reason a b l e is.  But that is not necess a r i l y 7 

      part of the regula t i o n .  We talk about that as a sort of 8 

      triangl e of trust with those entiti e s coming togeth e r to 9 

      figure out some of those proble m s . 10 

                MS. RICH:  And consum e r . 11 

                MR. HOFFMA N :  Indeed . 12 

                MS. RICH:  Lee, do you want to addres s this 13 

      issue? 14 

                MR. TIEN:  Yes.  I just wanted to jump in and 15 

      sort of -- while we have been talkin g about govern m e n t ' s 16 

      role here as sort of a regula t o r that is attemp t i n g to 17 

      protect privac y , we just cannot forget that there are a 18 

      lot of roles the govern m e n t ends up playin g that are 19 

      actuall y pretty harmfu l to privac y .  The U.S. govern m e n t 20 

      has just histor i c a l l y discou r a g e d encryp t i o n techno l o g y 21 

      deploym e n t in the United States for a long time. 22 

                We have seen that there are techno l o g i e s that 23 

      are being deploy e d by local govern m e n t s , state 24 

      governm e n t s , as well as the federa l govern m e n t , such as25 



 330

      RFID, that are almost design e d to expose inform a t i o n 1 

      about where people are.  Right now in Califo r n i a we are 2 

      looking at the expans i o n of the Fastra k RFID-b a s e d toll 3 

      transpo n d e r system which is not only insecu r e but relies 4 

      essenti a l l y on a system that is going to be tracki n g 5 

      people' s locati o n at least as they are crossi n g toll 6 

      bridges and any other points where sensor s are. 7 

                And what is ironic about this is that we know 8 

      that in the EU people are lookin g at very intere s t i n g 9 

      private tollin g method s .  We know that commer c i a l l y 10 

      availab l e there are crypto - b a s e d system s where you can do 11 

      this kind of automa t i c tollin g with comple t e anonym i t y .  12 

      But trying to get, say, a state agency like CalTra n s to 13 

      even sort of notice this or to get this sort of truly, I 14 

      think, design e d - i n privac y into these system s is not an 15 

      incredi b l y easy thing. 16 

                The third exampl e I will use here is, again, 17 

      data retent i o n , right.  I mean we have all recogn i z e d 18 

      that deleti n g data protec t s privac y .  And yet again the 19 

      federal govern m e n t is actual l y -- very often law 20 

      enforce m e n t will tell carrie r s in the teleco m m u n i c a t i o n s 21 

      world, 'Hand over data.  Keep data.'  It is not clear 22 

      whether or not it is actual l y even useful for law 23 

      enforce m e n t for data to be kept for six months or two 24 

      years, or whatev e r .2 5 
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                We hear that after 30 days probab l y is really 1 

      most in the utilit y of it, and yet if the govern m e n t is 2 
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      have taken -- becaus e the lawyer s have been told to worry 1 

      about Social Securi t y number s , and so the lawyer s have 2 

      transla t e d that throug h into busine s s proces s e s when the 3 

      real messag e if we were going to send a regula t o r y 4 

      message , should be:  Worry about the manage m e n t of 5 

      sensiti v e data, whethe r that's person a l or other types of 6 

      sensiti v e data so that you can all sorts of disinc e n t i v e s 7 

      that are necess a r i l y bad.  Maybe "disinc e n t i v e" is the 8 

      wrong word.  But they'r e just tangen t i a l , they are taking 9 

      us away from the core focus. 10 

                I think a second point is we need, and I 11 

      underst a n d this is the whole point of these worksh o p s , so 12 

      I am just statin g the obviou s and I want credit for 13 

      stating the obviou s , we need a little more clarit y on 14 

      what are the object i v e s . 15 

                In other words, nobody wants the govern m e n t 16 

      promoti n g a specif i c techno l o g y and I'm sure the 17 

      governm e n t doesn' t want to do that either .  It will be 18 

      out of date by the time -- but what we need are very 19 

      clear object i v e s .  And so securi t y , and I think this 20 

      point has been made clearl y , but again it is worth 21 

      echoing :  That is clearl y an object i v e I think we all 22 

      agree on.  And, theref o r e , some notion of accoun t a b i l i t y , 23 

      of liabil i t y , if you have data and you do not secure it 24 

      so that it is used in ways that cause some form of harm,2 5 
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      Nobody wanted to pay for those. 1 

                So I don't think we necess a r i l y want the 2 

      governm e n t saying , 'That was a mistak e .  The market 3 

      should have worked .  We are now going to make you or 4 

      incenti v i z e you to go buy this techno l o g y . ' 5 

                On the other hand, there is a lot the 6 

      governm e n t can do to make techno l o g y work better .  And I 7 

      have though t about this all day while we have been 8 

      talking about anonym i z a t i o n and deiden t i f i c a t i o n , and so 9 

      forth.  In most areas of law outsid e of this sort of 10 

      privacy area, deiden t i f i c a t i o n is parall e l e d with very 11 

      strong laws. 12 

                So, for exampl e , FDA resear c h .  If I do 13 

      researc h I have an identi f i e r for every resear c h subjec t .  14 

      And if I inappr o p r i a t e l y link those -- it's easy.  I can 15 

      just go get it  and compar e them.  It's not that it's 16 

      technol o g i c a l l y hard, it's that it's a felony to do so, 17 

      and that law is enforc e d rigoro u s l y .  So that's a law 18 

      that backs up a techno l o g i c a l proces s , anonym i z a t i o n or 19 

      deident i f i c a t i o n .  And I think that is quite a useful way 20 

      to think of law. 21 

                The last thing I would say and then I will just 22 

      go home and you will be done with me, is to think about 23 

      the roles other than regula t i o n .  And I think Lee was 24 

      really making this point.  The one, I'm of course the25 



 335

      academi c on this panel, I always think of as fund 1 

      researc h .  I unders t a n d the FTC is not likely to go out 2 

      and establ i s h a multib i l l i o n dollar fund for resear c h on 3 

      privacy - e n h a n c i n g techno l o g i e s , but we do have a proble m 4 

      in that a lot of the resear c h that the govern m e n t does 5 

      fund, largel y throug h the NSF in privac y , is not focuse d 6 

      on anythi n g applic a b l e . 7 

                You could take it all and add it togeth e r and 8 

      say this will never make one bit of differ e n c e in terms 9 

      of enhanc i n g privac y .  It is fascin a t i n g resear c h .  And I 10 

      live off that money.  I am not encour a g i n g us to get rid 11 

      of it.  But nobody -- I mean those projec t s are not 12 

      reviewe d on the basis of will these make a differ e n c e , 13 

      they are review e d on the basis of will they advanc e the 14 

      state of knowle d g e . 15 

                But anothe r role the govern m e n t can play, and 16 

      again I think Lee was gettin g at this, is by using 17 

      privacy - e n h a n c i n g techno l o g i e s , so that if the govern m e n t 18 

      said we are going to go in the market for certai n types 19 

      of privac y - e n h a n c i n g techno l o g i e s , that would be probab l y 20 

      the greate s t incent i v e the govern m e n t could create , 21 

      rather than saying , 'We're going to regula t e for it' or 22 

      'We're going to fund the develo p m e n t of it.' 23 

                Thank you. 24 

                MS. RICH:  Well, I do want to commen t , though ,2 5 
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      that just -- I mean we have talked earlie r about why 1 

      there hasn't been an uptake of privac y - e n h a n c i n g 2 

      technol o g i e s on the consum e r side.  There defini t e l y 3 

      appears to be on the busine s s side in that you are using 4 

      technol o g y to protec t data. 5 

                But you could get -- I am sure somebo d y could 6 

      give you an argume n t that its failur e in the market p l a c e 7 

      does not mean there is no demand for it, that this could 8 

      be an area of market failur e , that you had to mandat e -- 9 

      the law had to mandat e seatbe l t s -- see, now maybe I will 10 

      get you all exerci s e d .  But does anybod y want to give him 11 

      that argume n t ? 12 

                Hana. 13 

                MS. PECHAC K O V A :  It's a kind of circle becaus e 14 

      of course the consum e r s , they will not start using the 15 

      privacy - e n h a n c i n g techno l o g i e s or buying them or puttin g 16 

      them on their comput e r s unless they would hear from us, 17 

      from 6 us, 17       fr8m 6 us,       fr9m on their comput e r s unless ththem or puttin g        22m on their comput e r s unless thaddr - 2 . 8 4 1 5 s c o u l s u e s h i m W T j 
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      we have to find incent i v e s , I would say, more for 1 

      compani e s , why to deploy and use them in their busine s s 2 

      process e s .  I think this is very import a n t .  But it's 3 

      kind of really a circle , so we have to start somewh e r e . 4 

                MS. RICH:  Joanne . 5 

                MS. McNABB :  Well, I think as Lee said a while 6 

      ago, one of the reason s he believ e s the market has failed 7 

      to produc e a wonder f u l array of PETs for consum e r s is 8 

      that they are -- what has been produc e d and why there has 9 

      not been a big uptake , what has been produc e d is not 10 

      conveni e n t l y availa b l e .  Well, isn't built into the 11 

      browser s , et cetera . 12 

                Well, wouldn ' t it be one of the factor s here in 13 

      the market p l a c e that the busine s s models of much online 14 

      busines s is to increa s e the collec t i o n of person a l 15 

      informa t i o n , that there is a disinc e n t i v e to facili t a t e 16 

      people being able to do more things withou t provid i n g 17 

      persona l inform a t i o n , which is a kind of privac y - 18 

      enhanci n g techno l o g y that is differ e n t from protec t the 19 

      informa t i o n once you've alread y got it from people .  It 20 

      is antith e t i c a l to the busine s s model. 21 

                MS. RICH:  Peter. 22 

                MR. CULLEN :  I though t you weren' t going to 23 

      pick on me, becaus e my tent was up and you are worrie d 24 

      about me misbeh a v i n g .2 5 
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                MS. RICH:  I am altern a t i n g betwee n differ i n g 1 

      viewpoi n t s . 2 

                MR. CULLEN :  Oh, okay.  So I think your market 3 

      questio n is a really intere s t i n g one, and let me pick on 4 

      two of your exampl e s , just to illust r a t e this. 5 

                You used or raised the specte r of seatbe l t s .  6 

      So it has been a law in certai n l y most states if not -- 7 

                MS. LEFKOV I T Z :  The initia l point was consum e r s 8 

      would not pay extra for seatbe l t s , right, so the 9 

      governm e n t -- and so car manufa c t u r e r s said, 'Well, we're 10 

      not going to put them in becaus e consum e r s won't pay 11 

      extra,' now govern m e n t had to regula t e , so -- 12 

                MR. CULLEN :  But it is an exampl e of -- 13 

                MS. LEFKOV I T Z :  -- it's all bundle d the price. 14 

                MR. CULLEN :  It's an exampl e of where you have 15 

      a law that says you have to wear it.  There' s been, for 16 

      20 years or so, there' s been an incred i b l e amount of 17 

      educati o n . 18 

                The downsi d e of not wearin g a seatbe l t is 19 

      pretty real:  You die.  Yet still only today 80 percen t 20 

      of Americ a n s wear seatbe l t s . 21 

                Antivir u s .  There are huge busine s s models .  I 22 

      mean there' s huge compan i e s that make busine s s out of 23 

      this.  It comes as part of your PC as a free servic e .  24 

      Still today 30 percen t of consum e r s are only runnin g2 5 
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      active antivi r u s .  So I think we have got it recogn i z e d 1 

      this is a multif a c e t e d proble m . 2 

                But I want to get back to the techno l o g y - p o l i c y 3 

      reasona b l e n e s s questi o n becaus e I think this is where 4 

      part of the proble m exists .  To Fred's point, techno l o g y 5 

      policy will inhere n t l y fail, for lots of reason s .  One is 6 

      that it's compli c a t e d .  Two, that the techno l o g y 7 

      solutio n s are often outdat e d , and they'r e really fixing a 8 

      very small proble m .  I think this gets back to even -- as 9 

      I was reflec t i n g upon the conver s a t i o n throug h o u t the 10 

      day, we are doing this deja vu all-ov e r - a g a i n model where 11 

      we find an issue, whethe r it be social networ k i n g today, 12 

      whether it be Flash cookie s tomorr o w , whethe r it be RFID 13 

      yesterd a y , and we contin u e to have this debate about what 14 

      technol o g y soluti o n s might be availa b l e or what 15 

      regulat i o n is needed . 16 

                We are not having this conver s a t i o n under the 17 

      banner of a framew o r k , and let me use data-b r e a c h 18 

      notific a t i o n to illust r a t e this.  Many people would argue 19 

      this is a succes s f u l piece of legisl a t i o n , but it's akin 20 

      to thinki n g about what do we do with the horse once it's 21 

      left the barn.  Nobody has actual l y though t about what 22 

      are the standa r d s that help secure the barn.  And when I 23 

      say standa r d s that help secure the barn, it strike s me 24 

      that one of proble m s we have is that we need to vacill a t e2 5 
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      between this prescr i p t i v e versus descri p t i v e manner .  And 1 

      I think this is to Fred's point. 2 

                The BT guidan c e has actual l y been a pretty good 3 

      example of a descri p t i v e motiva t o r that helped the 4 

      industr y come togeth e r and think of actual soluti o n s to 5 

      this.  When you get prescr i p t i v e , it become s proble m a t i c .  6 

      But I think to say stop at the reason a b l e n e s s standa r d , 7 

      that's just not good enough becaus e that leaves just too 8 

      much open.  So be more descri p t i v e , I think, is the 9 

      potenti a l soluti o n to this, but within a framew o r k . 10 

                MS. RICH:  So if reason a b l e n e s s is too high  11 

      and -- 12 

                MR. CULLEN :  No, reason a b l e n e s s is too vague. 13 

                MS. RICH:  Too vague.  And then a very specif i c 14 

      standar d around a partic u l a r techno l o g y is no good, is 15 

      somethi n g -- what if you mandat e d privac y risks 16 

      assessm e n t s , is that coming in at the right level?  What 17 

      if you had a standa r d like data minimi z a t i o n , could 18 

      technol o g y -- would that spur techno l o g i c a l soluti o n s to 19 

      make sure you are not keepin g or collec t i n g too much data 20 

      and keepin g it?  I mean at what level are we talkin g 21 

      about? 22 

                MR. CULLEN :  Let's -- let's actual l y -- 23 

                MS. RICH:  Maybe Lee.  Maybe -- yeah. 24 

                MR. TIEN:  I guess, I mean, I love the concep t2 5 
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      of privac y - e n h a n c i n g techno l o g i e s , but what I care about 1 

      is enhanc i n g privac y .  And I don't care whethe r it's with 2 

      technol o g y or regula t i o n or with some other kind of 3 

      regime. 4 

                And I think one of the reason s why we dance 5 

      around the standa r d is becaus e it's a very hard thing to 6 

      actuall y sort of work out, what would be optima l .  And 7 

      that is the sort of thing that privac y advoca t e s will 8 

      fight -- will all be fighti n g about it.  And it would 9 

      take time to work out. 10 

                But I think that what's -- I guess I don't have 11 

      a whole lot of stomac h for the idea of sort of having our 12 

      privacy be on in that kind of a proces s when I think that 13 

      what we need to think about is liabil i t y rules and 14 

      enforce m e n t . 15 

                You know we spent a lot of money -- or a lot of 16 

      time thinki n g about what the rights , say, of privac y and 17 

      securit y rules were for health inform a t i o n in HIPPA.  And 18 

      they might be very good, I don't know.  But what I do 19 

      know is that for quite a few years and HHS receiv e d tens 20 

      of thousa n d s of compla i n t s of HIPPA privac y violat i o n s , 21 

      and I think acted on two. 22 

                It does not really matter what standa r d s or 23 

      rules we come up with if we do not actual l y have a 24 

      genuine commit m e n t of resour c e s and politi c a l 25 
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      institu t i o n a l will to enforc e those standa r d s , and I 1 

      think that's going to -- that's going to have to includ e 2 

      in our system actual civil liabil i t y throug h privat e 3 

      rights of action .  You know Paul brough t that up and I 4 

      think that that's a part of your ingred i e n t . 5 

                I mean in my view one of the most effect i v e 6 

      privacy laws of all time, althou g h that may not be so 7 

      true anymor e , had been the Wire Tap Act.  The Wire Tap 8 

      Act was a law that made very clear that the act of 9 

      interce p t i n g electr o n i c or wired commun i c a t i o n s was 10 

      unlawfu l .  You did not have to prove harm, you just had 11 

      to show this bad behavi o r occurr e d .  It has -- you know 12 

      Congres s author i z e d -- civil suits, person s aggrie v e d for 13 

      that.  And normal l y , and it is also backed by the Justic e 14 

      Departm e n t , which actual l y crimin a l l y prosec u t e s some of 15 

      these things .  And that's -- I think our own litiga t i o n 16 

      aside, the histor y of the Wire Tap Act as a privac y 17 

      protect o r I think is actual l y not that bad becaus e it 18 

      sets a clear rule and it has clear compli a n c e 19 

      possibi l i t i e s . 20 

                The only thing that I would add is I think that 21 

      in this era where we do need to make sure that the kinds 22 

      of privat e rights of action we create defini t e l y includ e 23 

      mass tort type action s , class- a c t i o n type vehicl e s , 24 

      because otherw i s e you are not going to be able to really 25 
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      -- I would much rather rely on the effici e n c y of some 1 

      sort of a privat e class litiga t i o n than of the politi c a l 2 

      whims of whethe r or not a state attorn e y ' s genera l , et 3 

      cetera, et cetera , get involv e d . 4 

                MS. RICH:  Ellen, what do you think 5 

      policym a k e r s should do to encour a g e privac y - e n h a n c i n g 6 

      technol o g i e s ?  In the broad sense. 7 

                MS. BLACKL E R :  I wanted to go back to what 8 

      someone over here said about object i v e s , that if we had a 9 

      clear object i v e you can kind of work throug h with the 10 

      people who build produc t , how to mean it, and kind of 11 

      balance this need for creati v i t y . 12 

                I think maybe some of what's happen i n g is the 13 

      objecti v e s have shifte d and they haven' t been well 14 

      articul a t e d .  So we -- the FTC is talkin g about notice 15 

      doesn't seem right anymor e .  And so what is the new 16 

      objecti v e ?  I think we have been circli n g around this 17 

      idea of transp a r e n c y .  People have talked about that 18 

      today as differ e n t than disclo s u r e .  Tellin g me what 19 

      you're going to do in a privac y policy is not 20 

      particu l a r l y transp a r e n t , but having a custom e r see 21 

      what's happen i n g when it's happen i n g .  And if you said to 22 

      the engine e r s , 'Find a way for consum e r s to see that,' 23 

      maybe you would get some answer s that we can't come up 24 

24 
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      with today. 1 

                And I guess I would add to that list of 2 

      objecti v e s this usabil i t y notion becaus e I think that's 3 

      where some of the techno l o g i e s have not -- it goes to the 4 

      adoptio n issued to me.  Some of these are not hard 5 

      technol o g i c a l answer s .  What's hard is making them usable 6 

      to custom e r s .  And if we put some focus on that, we might 7 

      also see some innova t i o n . 8 

                MS. RICH:  Let me stay with you then in that 9 

      you -- your indust r y took a hit on packet inspec t i o n , 10 

      being the gatewa y -- being a gatewa y to consum e r s and so 11 

      much inform a t i o n .  Is there a specia l role that you and 12 

      others like your compan y can play in provid i n g these 13 

      protect i o n s throug h techno l o g y , becaus e of the gatewa y 14 

      rule that you play. 15 

                MS. BLACKL E R :  Well, we try not to use that 16 

      gateway word.  But since you have said it, I think we 17 

      have looked closel y at the market opport u n i t y here.  And 18 

      one of the things that has come clear to us actual l y is 19 

      that there’ s -- for some reason s I mentio n e d earlie r .  20 

      There is actual l y not really so much that a networ k 21 

      provide r can do that fixes the soluti o n , becaus e there 22 

      are so many ways the consum e r s can get at these produc t s . 23 

                And I think someon e mentio n e d earlie r -- or I 24 

      guess it was Alissa who said earlie r you have an apps25 
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      store, for instan c e , and maybe the applic a t i o n s on the 1 

      apps store have been vetted and live up to some standa r d .  2 

      The consum e r can go to the Intern e t and have this exact 3 

      same kind of capabi l i t i e s happen with a whole differ e n t 4 

      set of protec t i o n s . 5 

                So it's really not as simple as findin g kind of 6 

      this silver bullet in the networ k , partic u l a r l y when you 7 

      keep in mind the consum e r s don't all want one thing.  So 8 

      where we've kind of starte d to coales c e is around is 9 

      really this indivi d u a l - c o n t r o l notion .  And the 10 

      opportu n i t y for us as a gatewa y provid e r , really exists 11 

      for other gatewa y provid e r s .  And it is really your trust 12 

      relatio n s h i p with the custom e r becaus e they'r e paying 13 

      you, they have high expect a t i o n s of you, you're settin g 14 

      up servic e for them, and so that's an opport u n i t y to 15 

      educate them and maybe get their privac y prefer e n c e s that 16 

      you can then, on their behalf , help them work throug h 17 

      their Intern e t experi e n c e .  But that is probab l y the same 18 

      for any a device owner, for a platfo r m owner; anyone with 19 

      that kind of direct custom e r relati o n s h i p , I think, has 20 

      the opport u n i t y . 21 

                And it kind of goes back to what David said 22 

      when we talked earlie r about compet i n g on privac y .  I 23 

      think it is actual l y a lot more comple x for the custom e r .  24 

      And you're compet i n g on trust, not really privac y .  And I25 
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      think the custom e r s have a sense that privac y is part of 1 

      their trust relati o n s h i p , but it's really only one part. 2 
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      these partic u l a r areas and then you go back and you 1 

      evaluat e again to see if your system s are workin g , et 2 

      cetera.  So it is more specif i c than reason a b l e n e s s . 3 

                At least in the data-s e c u r i t y area, has that 4 

      model actual l y spurre d greate r use of techno l o g y to 5 

      protect data? 6 

                MR. HOFFMA N :  Well, I would want to change your 7 

      questio n .  I think what I want to say is has it create d 8 

      more use of techno l o g y or has it increa s e d better use of 9 

      technol o g y throug h the use of better busine s s proces s .  10 

      From what we see, we go out and interv i e w all of our 11 

      custome r s ' custom e r s , the chief inform a t i o n office r s of 12 

      the major compan y is out there, and the answer is clearl y 13 

      yes. 14 

                If you went back ten years and you asked what 15 

      the proces s e s were around inform a t i o n securi t y and you 16 

      looked at what they are now in these compan i e s , it's 17 

      lightye a r s ahead.  And I think the FTC played a big role 18 

      there. 19 

                MR. CULLEN :  So just -- 20 

                MS. RICH:  That's a good way to be ending this 21 

      panel. 22 

           (Laught e r . ) 23 

                MS. RICH:  Well, Fred has his card up a long 24 

      time.  Can I go to him?25 
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                MR. CULLEN :  Can I just close with -- just with 1 

      one thing? 2 

                MS. RICH:  Oh, but you've conspi r e d to go?  3 

      Okay. 4 

                MR. CULLEN :  Yes.  I mean David just kind of 5 

      articul a t e d what I'll call this tripod .  In the busine s s 6 

      sense it's people proces s and techno l o g y .  I know you 7 

      have asked the questi o n a lot of times about techno l o g y , 8 

      but I think it is really import a n t to say that techno l o g y 9 

      is just one part of a soluti o n . 10 

                If you think about it from the consum e r angle, 11 

      it's a combin a t i o n of techno l o g y , educat i o n , and some 12 

      form of regula t i o n or govern m e n t policy . 13 

                MS. RICH:  Fred. 14 

                PROFESS O R CATE:  I am just a little concer n e d 15 

      that we not end by having totall y abando n e d the side of 16 

      consume r privac y - e n h a n c i n g techno l o g i e s becaus e I think 17 

      we need to be clear about the failin g so that we have a 18 

      better unders t a n d i n g of if there is a role what that role 19 

      might be. 20 

                I don't think anybod y can prove there has not 21 

      been a market failur e here.  But if you look at the 22 

      availab l e eviden c e what we know is that not merely are 23 

      consume r s not buying this stuff, they'r e not using it 24 

      when it's given to them, so it doesn' t look like a market2 5 
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      failure . 1 

                In other words, when my browse r says, 'Don't go 2 

      to this Websit e , we think it's danger o u s , and it turns 3 

      the bar red at the top,' and we know becaus e the 4 

      researc h e r s are in this room who do that resear c h that 5 

      people click right throug h those, we're not talkin g about 6 

      the govern m e n t mandat i n g the techno l o g y , the govern m e n t 7 

      would have to mandat e that I follow the techno l o g y or it 8 

      would have to say Micros o f t now has to ship Explor e r that 9 

      shuts down when I don't do what it says to do.  It just 10 

      seems like we really have a seriou s proble m here on the 11 

      consume r side of privac y - e n h a n c i n g techno l o g i e s . 12 

                So if they are going to play a role, and it's 13 

      particu l a r l y not all togeth e r to clear to me that they 14 

      are except as bundle d , it's going to be a really tough 15 

      road to hoe to get them in place, since we know that even 16 

      when they'r e there we can't get people to use them.  And 17 

      I am not talkin g about compli c a t e d places like my 18 

      firewal l where I don't know what it means when it asks 19 

      will I accept this commun i c a t i o n on port 45, you know I 20 

      know what it means when it says, 'We think this is a fake 21 

      Website . ' 22 

                The other sort of piece of this I guess I would 23 

      just reflec t on, I rarely , in fact I virtua l l y never 24 

      disagre e with Lee, but I would not at least as a starti n g2 5 
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      place look for mass tort litiga t i o n as a good place to 1 

      start here trying to create incent i v e s .  Not becaus e I 2 

      don't think it can play any role at all, but becaus e I 3 

      think there are a lot of better places . 4 

                And you know it was frankl y right here at Boalt 5 

      Hall a year ago that we had the breach confer e n c e .  And 6 

      at that time I think it was 165 class action litiga t i o n s 7 

      on breach notice s , not one of which had there been any 8 

      damages found in.  I have no idea whethe r there was harm 9 

      or not, I'm not arguin g that one way or the other.  What 10 

      we know is that there have been hundre d s of millio n of 11 

      dollars of attorn e y s ' fees spent, if there had been harm, 12 

      no indivi d u a l had been compen s a t e d .  And as much as I 13 

      love attorn e y s , and I really do and I think they'r e 14 

      fabulou s , and I'm sorry that people have critic i z e d them 15 

      on this and other panels , but -- 16 

           (Laught e r . ) 17 

                PROFESS O R CATE:  -- I think it is a better 18 

      place for the Commis s i o n and frankl y other regula t o r s to 19 

      think about settin g forth clear standa r d s , leadin g 20 

      process e s that lead to cleare r standa r d s , identi f y i n g 21 

      objecti v e s rather than starti n g with let's let courts try 22 

      to figure out on their own in kind of the mass tort 23 

      litigat i o n settin g . 24 

                MS. RICH:  Well, I really don't want to end on25 



 352

      a court point, Lee, do you -- 1 

                MR. TIEN:  Well, I wanted to point out that I 2 

      was not -- I did not mean to imply that that would be 3 

      like the only thing.  What I meant to say is that, and 4 

      maybe even did say, was that this was simply one 5 

      particu l a r -- one thing that should not be automa t i c a l l y 6 

      exclude d from the pallet of tools.  And becaus e what we 7 

      have had over the last severa l years has been quite a few 8 

      instanc e s of seeing that we just don't get enforc e m e n t 9 

      from a whole variet y of places where you might expect 10 

      enforce m e n t or you might expect to try to get liabil i t y . 11 

                If we really do agree that this is a proble m , 12 

      then we should try to practi c e sort of a multip l e 13 

      redunda n c y strate g y in terms of how we are going to get 14 

      to the optimu m level of precau t i o n in societ y rather than 15 

      attempt i n g to sort of hit the bullse y e right now, which 16 

      can take five, ten years, and then you are not sure you 17 

      are going to get there anyway .  I think there is 18 

      somethi n g to be said for a little bit of organi z e d chaos 19 

      in this area. 20 

                MS. RICH:  Well, I actual l y want to end on -- I 21 

      have to end, but I want to end on the people , proces s e s , 22 

      and techno l o g y point becaus e that's a refrai n that we use 23 

      at the Commis s i o n all the time too.  And it's a good way 24 

      to end this second roundt a b l e becaus e this roundt a b l e is25 
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      about techno l o g y , but it's really part of the larger 1 

      whole of people , proces s , and techno l o g y in privac y . 2 

                So thanks to the panel.  And we're going to 3 

      have Chris Olsen come up for some brief closin g remark s .  4 

      Thank you very much. 5 

           (Applau s e . ) 6 
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                           CLOSING REMARK S 1 

                ASSISTA N T DIRECT O R OLSEN:  Thank you to the 2 

      last panel.  I am going to make you all sit here for at 3 

      least a few more minute s .  I will be brief. 4 

                Before I provid e a few remark s I must thank 5 

      everyon e who worked so hard to put this event togeth e r .  6 

      Of course it would not take place withou t the assist a n c e 7 

      of Chris Hoofna g l e , Robert Barr, David Grady, and Louise 8 

      Lee at Berkel e y , as well as the Berkel e y law studen t 9 

      Cy43.9o a E n n 
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                We also heard about emergi n g develo p m e n t s like 1 

      digital signag e .  We explor e d in more detail a topic 2 

      raised at our first roundt a b l e , whethe r person a l data may 3 

      truly be anonym i z e d , and we examin e d the develo p m e n t of 4 

      privacy - e n h a n c i n g techno l o g i e s and their role in 5 

      protect i n g consum e r privac y .  This led to a length y 6 

      discuss i o n of genies and bottle s .  Who would have 7 

      thought . 8 

                One point that came out of this panel is that 9 

      technol o g y alone may not be suffic i e n t to protec t 10 

      consume r privac y intere s t s and that they have to be -- 11 

      they may need to be supple m e n t e d by policy soluti o n s . 12 

                Our social - n e t w o r k i n g panel starte d with the 13 

      discuss i o n of the many benefi t s of social - n e t w o r k i n g 14 

      service s .  It featur e d a health y debate about consum e r 15 

      excepti o n s and the extent to which extens i v e sharin g of 16 

      persona l inform a t i o n is well unders t o o d by consum e r s .  17 

      Some said clearl y yes, some said clearl y no. 18 

                We spent a great deal of time examin i n g third- 19 

      party applic a t i o n issues .  We heard the commen t "data is 20 

      the lifebl o o d of applic a t i o n s ."  We looked at the issue 21 

      of who bears respon s i b i l i t y for the privac y and securi t y 22 

      practic e s of third- p a r t y apps.  Is it the platfo r m , is it 23 

      governm e n t regula t o r s . 24 

                Finally , we examin e d the portab i l i t y issue and25 
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      whether consum e r s can easily transp o r t their online lives 1 

      to anothe r site.  If portab i l i t y is diffic u l t , does that 2 

      give platfo r m s a freer hand to change the rules of their 3 

      service withou t losing custom e r s ? 4 

                Our cloud comput i n g paneli s t s focuse d on 5 

      enterpr i s e uses of cloud and examin e d the privac y issues 6 

      raised by the fallin g costs of data storag e and the ease 7 

      with which it may be mainta i n e d over time.  Again we 8 

      heard a quote simila r to one we heard on the social - 9 

      network i n g panel:  "More data is always better than less, 10 

      and we'll figure out what to do with it." 11 

                We also debate d the wisdom of greate r 12 

      transpa r e n c y for busine s s practi c e s in the cloud and 13 

      noted the jurisd i c t i o n a l comple x i t i e s that we have to 14 

      keep in mind as we move forwar d . 15 

                Mobile comput i n g focuse d us on two signif i c a n t 16 

      issues:  The extent to which locati o n - b a s e d servic e s were 17 

      prolife r a t i n g really in an explos i v e way, but perhap s in 18 

      an enviro n m e n t withou t consis t e n t l y - a p p l i e d rules or 19 

      standar d s .  And the degree to which transp a r e n c y of 20 

      informa t i o n - s h a r i n g practi c e s is happen i n g succes s f u l l y 21 

      on mobile device s . 22 

                There was some agreem e n t that some consis t e n t 23 

      princip l e should apply here but perhap s not consen s u s on 24 

      what those princi p l e s should be.25 
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                And, finall y , our last panel explor e d the 1 

      interse c t i o n betwee n techno l o g y and policy and Fred's 2 

      love affair and hate affair with lawyer s .  Buildi n g on 3 

      the discus s i o n in the first panel, our last group of 4 

      experts discus s e d ways in which our policy framew o r k may 5 

      create incent i v e s to protec t privac y intere s t s and to 6 

      build privac y protec t i o n s into new produc t s and servic e s 7 

      at the outset . 8 

                We heard from our intern a t i o n a l collea g u e about 9 

      progres s that the EU has made on this front and I am sure 10 

      there are lesson s for us there. 11 

                That brings us to an end for the day.  Our 12 

      examina t i o n of rapidl y - d e v e l o p i n g techno l o g i e s like 13 

      social networ k i n g and cloud and mobile comput i n g may call 14 

      to mind at least for some what histor i a n Lewis Mumfor d 15 

      said about techno l o g y years ago, "Wester n societ y has 16 

      accepte d as unques t i o n a b l e a techno l o g i c a l impera t i v e , 17 

      not merely the duty to foster invent i o n and consta n t l y to 18 

      create techno l o g i c a l novelt i e s but equall y the duty to 19 

      surrend e r to these novelt i e s uncond i t i o n a l l y , just 20 

      because they are offere d withou t respec t to their human 21 

      consequ e n c e s ." 22 

                Our expert paneli s t s deserv e our gratit u d e for 23 

      helping us examin e these techno l o g i c a l issues and their 24 

      human conseq u e n c e s .  We look forwar d to equall y robust2 5 
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      and engagi n g discus s i o n s at our third and final 1 

      roundta b l e in Washin g t o n on March 17th.  We hope to see 2 

      you all there and we thank you again for coming . 3 

           (Applau s e . ) 4 

           (The Roundt a b l e was adjour n e d at 6:06 p.m.) 5 
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