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PROCEEDI NGS
OPENI NG REMARKS:

CHAI RVAN MURI'S: Good norning, and wel cone to
Get Noticed. Today's workshop is cosponsored by the
ei ght federal agencies responsible for inplenenting and
enforcing the G amm Leach-Bliley Act. In addition to
t he Federal Trade Conmmi ssion, the agencies are, here we
go, the Ofice of the Conptroller of the Currency, the
Federal Reserve Board, the Federal Deposit |nsurance
Corporation, the Ofice of Thrift Supervision, the
National Credit Union Admi nistration, the Commodity
Fut ures Tradi ng Comm ssion, and the Securities and
Exchange Conmi ssi on.

On behalf of all of these agencies, | want to
express ny appreciation for your interest and
participation in today's program Mre than 600 people
regi stered, a record nunber for this type of workshop.
Many who were unable to attend today have requested the
transcript and materials, as well as the CD- ROM bei ng
prepared fromtoday's proceedings.

Your presence today, and the interest
denonstrated as we devel oped this program reflects the
wi despread desire to inprove the effectiveness of the
privacy notices mandated under GLB
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By effective notice, | nmean by providing
policies that are easy to find, easy to read, and easy
to conprehend. As you all probably know too well, the
regul ations inplenmenting G.B require that financial
institutions provide clear, conspicuous, and accurate
notice of their privacy policies and practices to their
custoners.

The regul ati ons specify the general content, but
don't mandate any particular |anguage. This flexibility
was actually intended to allow different financial
institutions to draft notices particular to their
practi ces.

Thi s past year, consunmers were flooded with
financial privacy notices. Mst people would agree that
t he experience has been m xed. The good news is that we
have seen many cl ear, understandabl e notices, sone of
which will be showcased today. The bad news is that we
have seen sonme that are dreadful. Notices that are
witten in | anguage unintelligible to consuners.

| ndeed, | once remarked that in sonme respects,
this is a statute that only | awers could | ove, of
course until they found out that it applied to them

(Laughter.)

CHAI RVAN MURI'S:  What we've learned in this
process is that providing effective financial notice is
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a challenging task. Information sharing processes can
be complex and difficult to describe in sinple |anguage.
Al so, the act itself creates conplex distinctions
regardi ng what information should be included in the
notice, when choice is required, and when information
sharing is permtted.

It is not surprising that describing these
conpl ex practices has |led sone financial institutions to
seek nore gui dance about the content and form of these
noti ces fromthe agencies and fromindustry | eaders.

We, therefore, thought it would be helpful to
have this workshop, to discuss how to provide effective
financial privacy notices. W also hope to |earn about
the cost of providing notices, and the effect of the
noti ces on consuner behavi or.

The FTC has found that public workshops, |ike
this one, can be extrenely useful to educate and i nform
the public and the private sector about inportant
i ssues. W can encourage creative and innovative
t hi nking to address those issues.

Today's program gi ves us an opportunity to hear
froma nunber of experts and | eaders in financial
privacy and consuner education. Follow ng each of our
four panel discussions, nenbers of the audience will be
invited to ask questions.
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Qur first panel features financial institutions
t hat have spent considerable tinme and resources
devel opi ng privacy notices designed to conmuni cate
effectively with their custoners.

I n our second panel, several new surveys
regardi ng consuners' attitudes and experiences with
notices wll be discussed. A nunber of interesting
guestions are addressed in the surveys, such as whet her
consuners read privacy notices, and why and how privacy
concerns have affected consuners' online behavior.
Representatives of consunmer and privacy groups will also
di scuss what they believe consunmers want and need to
know about their financial institutions' information
practi ces.

Qur norning session will conclude with sone
remar ks on the challenges of providing effective notice
by ny col | eague, FTC Comm ssi oner Mdzell e Thonmson. |
al so note that another colleague, Conm ssioner O son
Swindle, is here, I"'msure Orson, |ike the rest of us,
is hoping to learn fromtoday's workshop.

After lunch, we wll bring together
comuni cation experts to help us |l earn nore about
effective comuni cation with consuners.

Qur fourth and final panel wll include
representatives of industry, consumer groups and state
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anbi ti ous agenda toget her.

Thank you, again, for your participation today.
| trust it will be a productive and beneficial workshop
for us all.

(Appl ause.)

M5. BROF: |'mback, and | just want to fill in
sonme details after that very hel pful overview fromthe
Chairman. As he said, to make this day as informative
as possible, we want to hear fromyou in the audi ence as
wel | as those people here on stage, and we have reserved
about 15 mnutes at the end of each panel for a question
and answer period. And you'll see preprinted question
cards in your folders, they look Ilike this. There's
four of them and if you need nore, there's sone in a
box outsi de where you picked up your folders.

At set intervals during each panel, prior to the
guestion and answer period, agency staff will be
cruising the aisles, picking up question cards, starting
about a half hour into each panel. So, if you have
guestions at that point, start passing themdown to the
end of the row closest to you and I will ask the |ucky
people sitting at the ends of each rowto just hold onto
t hose cards until a staff person picks them up

Along with the question cards, in your folder,
you'll also find a CD-ROM which contains the Power
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8
Poi nt presentations that will be delivered today, along
with other public comments that we have recei ved about
t he workshop so far. You will also find hard copies of
some materials for the panel presentations in your
folders. And we didn't include entire Power Points in
there, saving sonme trees, but that's all in the CDs, and
the only thing in terns of hard copies in your folders
are sonme excerpts of presentations that involve a |ot of
text, to help you follow al ong.

As far as the CDs go, we wll be releasing a new
one after the workshop, and that version will include
all the presentations and public comments that we have
received, as well as the transcript. And since the
comment deadline isn't until January 4th, the new CD
won't be available until some tine after that date. So,
remenber that date, too, for your purposes, January 4th
if you want to comment on the workshop.

I nformati on on how to order a CD is avail able at
the website, where you registered. |'msure you' re al
famliar with ww.ftc.gov/gl bworkshop. And nost
inmportantly, we will send you the CD for free. You wll
al so be able to downl oad the docunments on the CD
separately via the website. Al the presentations you
see today should be posted by the end of the week,

t hanks to our fantastic staff here.
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PANEL 1

M5. FRIEND: Good norning, everyone. Welcone to
t he financial privacy workshop, and a particul ar wel cone
and thank you to the panelists and nmenbers of the
audi ence who cane fromout of town to join us today in
Washi ngton. My nane is Any Friend, and |I'm an Assi st ant
Chi ef Counsel at the Ofice of the Conptroller of the
Currency, and | amjoined by ny co-noderator, Stephanie
Martin, who is in the mddle of the panel, who is an
Assi stant General Counsel of the Federal Reserve Board.

| think it's clear fromthe level of interest in
t hi s workshop that conplying with the new privacy
provi sions has proved very chal | engi ng, probably nore
chal  enging than either the regulators or the regul ated
could have anticipated. The first panel will begin what
t he agencies hope will be a constructive dial ogue today,
and into the future, about how financial institutions
can clearly and sinply describe consunmer privacy rights,
and yet still satisfy conplex |egal requirenents for
provi di ng these noti ces.

Qur first panel of representatives fromthe
financial services industry wll discuss the challenges
that they faced in devising their privacy notices. Each
one of these panelists has worked extensively on
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Aut onobi | e Deal ers Associ ation

Then we have Stephanie Martin with the Federal
Reserve Board.

Next to Stephanie -- well, I'"mnext to
St ephani e, and then there's Ell en Koplow, who is Senior
Vi ce President and General Counsel of Anmeritrade Hol di ng
Cor por ati on.

And we have Julie Johnson, who is the Chief
Privacy Oficer for Bank One.

Next to Julie is Richard Harvey, who is Vice
President and the Chief Conpliance and Privacy Oficer
for Chevy Chase Bank.

And | ast but not |east, we have sitting next
to ne nowis Steve Durkee, who is the Privacy
| rpl enentation O ficer for Ctigroup.

|"ve asked each of the panelists to preface
their remarks with a very brief description of their
financial institutions and the nunber of initial privacy
notices that they were required to deliver by July 1,
whi ch was the mandatory conpliance date for the
regul ati ons.

| think this information should give you sone
sense of the conpani es represented before you, and the
extent of their obligations under the privacy
regul ati ons.
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" mgoing to begin by posing a question to Steve
and then sit down while he's answering and join the
ot her panelists. So, Steve Durkee, Ctigroup has
of fered sone formof a privacy notice to its custoners
since the 1970s, and has also allowed its custoners to
opt out of marketing solicitations since the eighties.

" mwondering if you can tal k about how this experience
with self regulation affected Citi's approach to
complying with the new | egal requirenents for notice and
opt - out .

MR. DURKEE: Ckay, thank you, Any.

Can everybody hear? | guess so.

Citigroup offers banking, insurance and security
products through G tibank, Sol ononSm t hBar ney,

Travel er's Insurance, Prinmerica, G tiFinancial, Diners
Club and other conmpanies. In 2001, we sent out over 125
mllion notices to existing custoners and changed
hundreds of processes to enable us to deliver the
notices to new custoners. How many of you renenber
before G.B? Seens like a long tinme ago.

Before GLB, our privacy notices were sonmewhat
different. They were geared toward buil ding trust,
answering questions that custonmers really wanted us to
talk to. For exanple, in the eighties, we, |ike many
others, faced a challenge. While many custoners
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5
appreci ated the special offers we could give them sone
didn't want them

Qur chall enge was how to continue to offer those
itens and give people a way out. This resulted in
of fering privacy choices in our annual mailings to our
card nenbers. These al |l owed custoners to opt out, not
only fromthird party marketing, but also fromour own
mar ket i ng.

So, this was quite different, but it fit with
what we wanted to do at that tine. Another inportant
guestion canme up when Citicorp and Travel ers G oup
nmerged in 1998. One of the things that our custoners
really wanted us to say was whether or not we shared
medi cal information. Qur answer was clearly no, we
don't, we don't intend to. Period.

We sent out that nessage with other inportant
information in our privacy prom se for consuners, which
we deliver globally, actually to alnpost 100 mllion
custonmers around the world. W have done that now for
three years.

Those experiences were very inportant to how we
approached G.B. But, as Chairman Miris said, GBis a
little bit different than nost other regulations and
notices. It conbines self regulation, and by that |
mean it gives conpanies a choice, it doesn't tell us
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what to do, it tells us what decisions we have to nake.
And then we have to tell our custonmers what our

deci sions were. And hopefully the marketplace wll
shake out and we will find out, nunber one, how to
conmuni cate, and nunber two, what our custoners really
want .

The first thing we had to do was nmake a
decision, were we going to share or were we not going to
share. The only credible thing that our custonmers said
we could say was that we share. W have a reputation
for cross marketing, that's what they canme to us for.
We had quite a few things that we could offer that we
didn't want to give up and our custoners didn't want us
to give up. So, we had a clear decision nade, and we
t hought we could conmunicate it. W could tell our
custonmers that we would share their information unless
t hey opted out.

Wy did we think we had that trust from our
custoners? W depend upon |ong-term stable
rel ati onshi ps. These custonmers were not there for the
short-term and neither were we. We, |ike you, have
very limted sharing and tightly control that sharing.
W do it for very specific purposes. W, |ike nost of
you, are intensely concerned with the security of our
custoners.
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Wien we tal ked to our custoners, they appeared
to know and accept that we would protect them CQur
prior experience also made us confortable giving very
clear privacy choices to our custoners. Even our many
conpani es who do not share custoner information -- we
have quite a few of those -- agreed that they would give
those choices to their custoners, just so they woul d be
able to preserve options that may be very inportant in
t he future.

We did send those notices out and we got a
pretty good reaction. As an aside, in earlier
di scussions with Any, | said | would tal k about our
experience with opt-outs. W've, again, been getting
opt-outs for nore than ten years, and while an initial
reaction mght be |ow, these accunul ate over tine.

So, for our conpanies that have fairly
aggressive marketing, over sone period of time, it
stabilizes around a third of the customers opting out
fromtel emarketing. So, you don't tal k about what
happens at one tinme, you tal k about over tinme. That
figure of about one third is pretty much what Al an
Westin and ot her surveys would say woul d be the size of
the group that really weighs privacy val ues over al nost
anything else. So, we think that nunber may be a good
stabl e area.
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I n conpani es where we don't share, where we
of fered an opt-out, even after three years opt outs were
inthe lowsingle digits. And holding at that |evel
There's, | think, nore a fear by customers of |o0sing
sonet hing, than cutting out an already |imted anount of
mar keting in those areas.

So, we thought we woul d get a rational reaction
fromour custonmers based upon what was inportant to
them and again, that's what we saw.

Third, we thought that what we had said before
in our privacy prom se was still going to be inportant,
so we included our Citigroup privacy prom se in our new
notice for consuners. That worked well.

Fourth, our experience nmade us appreciate the
very, very hard work of our agencies, both at the
federal and the state level, in having consistent
regul ations, doing their best to come up with succinct
di scl osures that consuners coul d understand, and we
real ly have not gotten negative feedback from our
custonmers. In fact, custoners saw that the new notice
as a regulatory requirenents and accepted it as such, as
long as we also clearly said what we would do with their
i nformation.

One of the questions | get asked nost is, why
did they pick on the banking industry, and insurance,
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and securities? Don't we have good practices? One of
the things we've also | earned fromour early
experiences, this stuff takes tine. |In general, people
| ook at the best to cone up with good exanples, and our
industry, | think, is extrenely good at both sharing,
controlling sharing, and expl aining conplex things to
our custoners. So, therefore, it's not unusual in that
context to think that we are going first.

There are a |l ot of experinments that are going
on, you'll hear about today -- short notices, addressing
what's inportant to your custoners, listening to
custoners. Again, this takes tine. As | said, that was
our main | esson. Before G.B we had years to work this
stuff out, in controlled environments, now we're under a
very condensed tine table.

Even so, you have to nmake a decision after
testing notices with your custoners, changing processes
and operations, then going back and auditing, whether
what you thought you put in place was actually what you
did put in place. So, as we go forward, we're | ooking
at the feasibility of providing short notices in
particular. W're trying to get an early start on this
so that we have time to get sonething neaningful in
place within a relatively decent tinme frane.

Thank you.
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M5. FRIEND: Thank you, Steve.

This is on behalf of the GLB agencies, 'l
t hank you for the plug for our consistent regulations.
Now | 'mgoing to turn to Robin Warren of Bank of
America, and | wanted to talk to Robin about the
consuner focus groups that they used to test their
privacy notice. Specifically, Robin, I'mwondering if
you can tal k about the inpact of these focus groups on
your notice and whether you thought involving consuners
in the process while you were drafting ultimtely ended
up in a nore effective notice.

M5. WARREN: Thanks, Any.

Let nme give you a little bit of background.
Bank of Anerica had a privacy policy in place for
several years prior to G amm Leach-Bliley and we felt
i ke we had a good story to tell, but this was an
unpr ecedent ed conmuni cation that was going to be with
all of our consuner custoners. W sent out about 45
mllion notices to our existing custonmers during 2001,
and that doesn't count the new custoners that received
notices this year.

So, it touched every custoner. W have about 20
subsi diari es that have consunmer custoner rel ationships,
and the kinds of products and services they have range
from of course, banking services, credit card,
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11
i nsurance, securities brokerage relationships, real
estate and nortgage, auto and other specialized
financing subsidiaries. And we were going to have this
apply to every custonmer in every |location of every
subsi diary of Bank of Anmerica. So, it was inportant for
us to make this a positive point of contact with all of
our custoners.

The conplexity of Granm Leach-Bliley, the |aw
and the regul ations, was a challenge. Even though we
wer e not changi ng the substance of our policy in any way
as a result of Gamm Leach-Bliley, we had to figure out
how we were going to fit our Cinderella' s foot into an
unforgiving G.B gl ass sli pper.

This was a | earning process for us, we knew it
woul d be for our custoners, for the entire industry, and
we didn't know how our custoners were going to respond,
not only to our policy, but we knew they would be
receiving notices froma lot of other institutions.

They woul d be reading about it in the nmedia, and hearing
about it in the nedia, and we knew that they would be
getting our notice in that context.

We didn't want our key nmessages to get lost in
the detail. These were that we don't share or sel
information, custoner information, with outside third
party marketers, that we do give our custoners choices
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12
when it cones to receiving direct marketing from us,
t hat we honor those choices across our entire conpany,
and that we do share information anong our affiliates in
order to deliver the kinds of services our custoners
expect, in the way they expect to deal with us.

We knew early on that we wanted to solicit
f eedback from our customers, so we began by preparing
our notices and trying to get theminto a near final
draft that we would then show to groups of custoners to
get their feedback. And we decided it would be a
mar keting style brochure, that it would | ook very nuch
gl ossy, full color, with cover art on it, regular
mar keting size type, lots of headings to break up the
nmessages into digestible pieces, and an introductory
par agraph that highlights our key points that we wanted
to make sure, again, would not get buried in the
nmessages.

W al so, wherever possible, avoided the use of
jargon, and that was a big risk, as our |awers told us,
because it neant that we didn't use a |lot of the sanple
| anguage fromthe regul ation, because we didn't want to
use jargon that we thought would be offputting to our
custoners.

Once we had it, as | said, nearly final, we took
it to focus groups of custoners, and we did it in a
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13
nunber of geographic |ocations across the country to
make sure that if there were geographic differences, we
woul d understand that as well. What we found out was
that they really did |like the section headings, that
t hey found that very helpful. They also |iked the
i ntroductory remarks, they found once they read through
the policy that the introductory paragraphs that we had
really did focus themon what were the key points to
t hem

They felt that the sequencing of information in
our policy was |ogical and easy to follow. But they did
tell us that sone of the terns we use, even though we
t hought we had taken all of the jargon out of it, sone
of the terns were still confusing to them and they
identified those to us and hel ped us figure out better
ways to say themthat woul d be nore understandabl e by
CONSUNEr S.

We al so found, nmuch to our surprise, that they
tended to read between the lines, and they tended to get
t hings out of the policy and out of the notice that
weren't there. And, so, it was very helpful to
under stand what those were. And while we had a | ot of
exanples in our notice to begin with, after the focus
groups with the custonmers, we |earned that we needed to
add even nore exanples of what we neant, because w thout
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t hose exanpl es, they drew very surprising concl usions
about what they thought we neant.

So, we added nore exanples after the focus
groups with our custonmers. W learned to be very
straightforward. They said they wanted the cover to say
that this is our privacy policy for consuners, and they

told us where they thought sonme concepts wo38oi upri sardey
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di stribution in January of 2002.
M5. FRIEND: Thank you, Robin.

15

I|"mglad to hear you call the regulations a

gl ass slipper rather than the ugly duckling.

' m goi ng

to turn now to Stacy Suggs with Bank |ndependent. In

contrast to the two panelists we have just heard from

who it sounds |ike have delivered over 160 mllion

notices, you represent a small institution.

Your bank,

therefore, may have had a different approach to

conplying with the privacy regulations. [|'mwondering

if you can tal k about what were the particu

chal | enges you faced as a community bank in

ar

comuni cating to your consunmers through these noti ces.

M5. SUGGS: Thank you, Any.

First of all, to give you an overvi ew of our

bank, Bank I ndependent is |ocated in Sheffield, A abama

it's approximately 120 mles northwest of B

rm ngham

and it's been a fam |y owned and operated conmerci al

bank for over 50 years.

We have 11 branch locations within the Col bert

and Lauderdal e MSA and our total asset size

is

approximately 350 mllion. And this year we nmail ed

approxi mately 34,000 privacy notices to al
cust oners.
So, to answer Any's question and to
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today what we're here for, the challenges that we faced
in devel opi ng our privacy notice, ny initial concern was
that our customers in the general public m ght not be
able to easily understand sone of the content of the
privacy notice. And sone of the challenges we faced
i ncl uded maki ng sure that our notice would be accurate,
that it would be easy to understand for our customners,
and how to enphasi ze our opt-out, because we did choose
to share information. And also training our enployees
and other factors that we considered during the process.

So, the process we went through, in order to
neet these chall enges when we began wor ki ng on privacy,
included first of all a commttee, simlar to the way we
handl ed Y2K. And we found that the work we had done on
Y2K was very hel pful and useful with privacy, because we
had done a | ot of studies and research on our
information systens. So, it sort of laid the
groundwork, if you wll, for privacy. It was very
hel pful. W forned a privacy commttee and it
represented each senior officer at our bank, including
mar ket i ng, data processing, branch and credit
adm ni stration, accounting, auditing operations, our
| egal counsel, and conpli ance.

We had every area of the bank involved wth our
privacy program | was then appointed as the bank's
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privacy officer, and | chaired the conmttee. W
studied the regulation and we utilized various
resources, including the Arerican Bankers Association's
privacy tool kit to begin devel oping our notice, and
that was very helpful. It took the nodel |anguage, but
| think, made it into a nore easy-to-read and understand
noti ce that would be beneficial to our custoners.

We then fornulated a tinme |ine to devel op our
privacy policy, our procedures, our notice and ot her
rel ated tasks that were involved in our privacy program

To tal k about the challenges, the first
chal | enge was ensuring that our notice was accurate, of
course. Qur privacy conmttee was very helpful in this
area, since all of the banks were involved. AlSso,
conducting a thorough information self assessnent was
very productive in making sure we knew the flow of our
information, and in nmaking the decisions that we needed
to devel op our noti ce.

Anot her factor that was a chal | enge was
devel oping a notice that would be easy to understand.
As with any new regul ation, our goal is always to try
and sinplify as nuch as possible, especially when it's
going out to the custonmer. And with the requirenents of
t he new privacy notice, we wanted to make sure that our
custoners and the general public would easily understand

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

18
t he contents.

So, in devel oping our notice, length was a
factor. Qur goal was to make it as short as possible,
but to include all the required and pertinent
information in the regulation. Uniformty was anot her
factor. W decided to devel op one privacy notice that
woul d not only include our general information, but also
I nt er net banki ng information.

We just began offering Internet banking to our
custoners this year, so we thought that it would be a
good idea and | ess confusing to our custoners for them
to see one privacy notice on our website and one privacy
notice in the mil. Al the information that they would
need would be right there.

The | ayout was anot her consideration that we
took into account, as far as paragraph format, using a
normal font size, bold facing where appropriate,
especially for the opt-out.

And once we had a rough draft conpleted, |
subm tted our privacy notice to various acquai ntances
and coworkers to get their feedback on the content. |
think this was very helpful in testing the readability
of our notice and maki ng any changes where appropri ate.

Anot her chal | enge was structure of the opt-out.
Once we decided we wanted to share information in the
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future, for exanple, nane, address and tel ephone nunber,
we had to determ ne how we wanted to structure the
opt-out. We |ooked at it froma custoner's perspective
in regards to how the opt-out would be applied. For
exanpl e, opt out on all accounts now and in the future,
rat her than per account.

We al so took other factors into consideration.
We decided to include information about our do-not-cal
list for tel emarketing purposes in our notice, as well
as the Children's Online Privacy Protection Act.

Anot her chal | enge was training our enployees.
Ext ensi ve training was conducted for all our enpl oyees
on our privacy policy procedures in our notice. This
was an inportant aspect so that they would understand
the privacy requirenents and be able to easily explain
the information in our notice to our custonmers and
answer antici pated questi ons.

Al t hough many chal | enges were associated with
devel opi ng our privacy notice, | believe we took the
necessary steps in order to deliver an accurate notice
t hat our custoners woul d understand. W understand that
privacy is inmportant and we continually strive for ways
to inmprove the content of our notice and all other areas
of our privacy program

Thank you.
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M5. FRIEND: Thank you, Stacy.

|"mgoing to turn now to Paul Metrey, who
represents another small busi ness perspective. Paul is
in adifferent position fromthe other panelists because
he is not wwth a financial institution, but he is wth a
trade group that represents a nunber of small businesses
who | think were surprised to find that they would be
considered a financial institution under the regul ation,
and that's autonobile deal ers.

Can you tal k about what your association did to
advi se your nenbers that they were covered by the new
privacy provisions and what their obligations were?

Al so, if you could discuss the tenplate that your
associ ation provided nenbers to use for their own
noti ces.

MR. METREY: Certainly. Just to describe our
menber shi p, we represent over 19,000 new autonobil e and
truck deal ers, about 18,000 are new autonobil e deal ers
and about a thousand are new truck deal ers, roughly.

And it was quite a learning curve for everyone.
Typically these are small retail businesses. They
typically have much smaller assets than many of the
financial institutions that are governed by the
regul ation, and they're not used to requirenents that
apply to financial institutions.
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When many in the community first heard that
there would be a financial privacy regulation, they were
thinking that it would apply to banks and ot hers, but
not to thenselves. So, as Any was nentioning, that
certainly was a big effort to try to convince people
that, |ook, there are sone types of business
transactions you are engaging in that this will apply
to, and you need to be prepared to provide privacy
noti ces and adhere to the other requirenments of, in our
case, the FTC final rule.

Now, of course, it was also a challenge, because
as | indicated, they are all retailers. Mch of what
they do is nonfinancial in nature. |[If you take, for
exanpl e, an autonobil e deal ership, the work that they do
to service an autonobile or to sell parts, or certainly
transactions with other businesses in a whol esal e
context, really do not give rise to the requirenents.

So, when soneone tal ks about a custoner, it does
not automatically junp out that it's going to be
sonmething that gives rise to these requirenents. They
certainly have financial custoners where they are

arranging for credit and extending credit; however, many

uirtsk credit; however, ner,aiibile 20 ople aruTl 23 oryuep7






© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

23
about 19,000 nenbers and they are as diverse as they
are, it's very difficult to get into any |evel of
specificity with that.

So, we were really largely wed to the sanple
cl auses that were provided in this case, again, by the
FTC, the clauses that were authorized to be used if they
were applicable, and that really assisted us in trying
to put together a standard notice. So, that really is
what we were able to provide them There were a couple
of different tenplates, depending on whether or not they
owed a custoner the right to opt out or not, but that
general ly was the approach.

Even with that, there were certainly a | ot of
guestions that canme up, such as, to whomdo we have to
give the notice, when do we have to give it, and sonme of
the other particulars that you woul d expect with this
type of requirenent. We tried to work closely with the
FTC staff in trying to address those concerns and
gueries, and that's still an ongoi ng process, of course,
as people continually try to inprove the process.

Thank you.

M5. FRIEND: Thank you, Paul .

|"mgoing to turn next to Ellen Koplow for the
perspective froma securities firm |'mwondering if
you could tal k about the process that your conmpany used
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to develop its notice, and then particularly focus on
the Internet notice that you have and whet her you think
that delivering a notice over the Internet may offer
sonme opportunities for nore effective comunication than
a paper noti ce.

M5. KOPLOW  Thank you.

Aneritrade Hol ding Corporation is a pioneer in
the online trading brokerage industry, with a 26-year
history of providing clients a self-directed approach to
i nvestment services. Through its private client and
institutional client divisions, Areritrade provides tier
| evel s of brokerage products and services tailored to
nmeet the varying investing, trading and execution needs
of self-directed individual investors, financial
institutions and corporations.

As currently structured, there are eight
separate broker dealers that fall under the hol ding
conpany unbrella, seven of which we owned at the tine
when we were first conmplying with Reg SP and t hrough
whi ch the delivery of privacy notices were at issue. By
June of 2001, Aneritrade had delivered over a mllion
and a half notices to its clients.

Any asked me to address how having a business
that operates primarily through the Internet affected
conpliance with the delivery requirenents of Reg S -P-
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ny understanding is that we were contacted regarding
participation in this panel, in part, because of the
manner in which our privacy policy is structured.

When you access the policy online, the first
page has an introduction, and then we list all the
different informative provisions as topics from which
the client can choose, and link directly to view the
rel evant provision.

For exanple, we're required to discl ose what
information we collect, when we collect the information,
et cetera. FEach of these topics is phrased in question
formfor ease of use and access by the client. So,
included is the question, what information do we
collect, fromwhich you can link directly to the answer.

Anot her exanple is that we have a question, can
| opt out of sharing nmy personal information with non-
affiliated third parties, which then Iinks the client
directly to the opt-out provisions.

So, if a client doesn't care about how we use,
collect or share information, and only wants to opt out
of the sharing, the client can effectively skip over the
terms of the policy that he or she deens to be
irrelevant, and go directly and easily to the opt-out
provi si ons.

Now, | can't take credit for this idea.
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Aneritrade had a privacy policy on the website prior to
G amm Leach-Bliley as a matter of good Internet and
financial service practice, which I would periodically
update as the | aw devel oped, or as our use changed.

Wien Reg S-P was promnul gated, the project was
el evated on the priority lists, and I was able to enli st
t he hel p of our business executives. It was the
busi ness that had the forethought to treat this not as a
| egal docunent, as was ny inclination as general
counsel, but as another neans to reach out to our
clients in a style that fits with our business and our
brand, direct and easy to follow

After | was satisfied that the policy net al
the I egal and regul atory standards, we sent it over to
the marketing departnent, who ultinmately cane back with
this structure. W had the typical tug and pull of what
needed to be said and how. As Robin referred to, the
jargon was sonething | was confortable using, but nmade
their hair stand on end.

But what resulted, | believe, is a conpliant
docunent that provides the information the client wants
in a manner that is pleasing and easy to read. Once we
had a final docunent to work from in January of 2001
we put together a cross functional teamof |egal, audit,
mar keti ng and technol ogy, to devise the nethods by which
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we woul d inplenent the delivery requirenents. The
initial notice is required to go to all current
custoners, and under section 248.9 of Reg S -P- in a
manner that each customer can reasonably be expected to
recei ve actual notice in witing, or if the consuner
agrees, electronically.

The regul ation goes on to explain that a
reasonabl e expectation of actual notice for the consuner
who conducts transactions electronically can be to post
the notice on the electronic site and require the
consuner to acknow edge recei pt of the notice.

Al t hough our policy was on the website, we could
not guarantee that current custoners woul d access the
policy, nor did the system have a vehicle at that tine
by which we could nonitor who received the policy or
requi re acknow edgnent of receipt. Therefore, we felt
in order to reasonably expect that the privacy notice
woul d be received by our existing custoners, we sent the
witten policies to all existing custoners in our
guarterly statenents.

However, we were able to inplenment the
el ectronic delivery of initial notices for new clients
t hrough our online application process. Wth the
passage of the Electronic Signature Law in the sumrer of
2000, we incorporated the application process into an
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online form Additionally, since we are a regul ated
conpany, we were already required to maintain certain
books and records of inportant information and
docunent ati on, and keep records of certain client
conmuni cat i ons.

So, between the E-sign verification process, and
t he SEC books and records requirenents, we already had
the systens and technology in place to create a line
itemin the application for the privacy policy, create a
direct link fromthat line itemin the application to
the privacy policy, create a vehicle that indicated the
person read the policy -- received and read the policy
in ternms that they understood -- and record the client's
response, along with a version of the privacy policy
that was in effect when they accepted it.

W were able to incorporate a simlar procedure
for our opt-out provisions. W do have one subsidiary,
Freetrade.com that only interacts with clients online,
and had the systemto deliver and record receipt of the
privacy policy to its clients by sending it via enail
The terns and conditions of Freetrade require the client
to communi cate only through el ectronic neans.

We expected the requirenents to deliver annual
notices to be easier to inplenent, as all clients accept
posting a revised policy statenent electronically as
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actual notice, and Reg S-P allows us a reasonabl e
expectation that a custonmer will receive actual notice
of the annual privacy notice if the custoner uses the
website to access financial products and services
el ectronically, and agrees to receive the notices at the
website, and we post them continuously in a clear and
conspi cuous nmanner.

Thank you, and | |l ook forward to participating
in our question and answers.

M5. FRIEND: Thank you, Ellen

| have a question. Do you allow your consuners
to opt out online?

M5. KOPLOW  Yes.

M5. FRIEND: And it may be too early, but have
you noticed any difference in the rates between Internet
opt-outs versus opt-out through your witten notices?

M5. KOPLOW  No.

M5. FRIEND: Not yet. Thank you

|"mgoing to turn to Richard Harvey next, with
Chevy Chase Bank, and, Richard, Id Iike you to talk
about the particular techniques or strategies that Chevy
Chase Bank used to make its notice effective. | know
that you have a question and answer format, and that in
sonme ways you' ve gone beyond the strict |egal
requi renents for your notice and opt-out. So, please
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di scuss these itens .

MR. HARVEY: Certainly.

Wel |, Chevy Chase Bank is a |locally owned and
operated financial institution with an asset size of
roughly $18 billion. Wth respect to our notice
process, many of the things that you' ve already heard in
terms of sonme of the good practices are the sane things
t hat we deci ded upon

One of the things that we decided early on is
that we really wanted our notices to be a comunication
pi ece. W saw the issuance of notices as an opportunity
to talk to our custoners. And, so, we wanted to nake
sure that as we devel oped that piece, it would be
sonet hing that woul d be readabl e, and not only readabl e,
but it would be sonething that would catch our the
attention of our custoners.

We regularly send out a newsletter, and we've
had good conmmuni cati on back from our custoners that they
tend to read those newsletters. So, we saw this as an
opportunity to dedicate an entire newsletter to just
privacy.

We | ooked at privacy as a trust issue, and so
what we first did, in ternms of determ ning what we were
going to say to our custoners, is to make sure that they
understood that their reason for selecting Chevy Chase
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was certainly partly because of the trust that they had
inus. And what we wanted to say to themis that you
can continue to trust us as it relates to your privacy.

Qur notice -- this is a copy of what we sent
out -- we sent out 1.8 mllion notices. But we wanted
to make it short, just lIike you ve heard others say. W
figured that customers did not want to spend a whol e | ot
of time, and they didn't have a whole lot of tinme to
dedi cate to reading conplex notices. W wanted to nake
it as short as possible, but we were in that sane
guandary that we had to nmake sure that it conplied with
all the regulator requirenents for the notices.

And, so, as we decided to devel op the noti ces,
we drew in those individual s throughout our organization
t hat woul d provide us with assistance. They knew their
custoners. W have representatives fromevery business
line of the organization, we devel oped a task force, and
that privacy task force actually net at |east once a
week in the devel opnment process.

We tal ked about what kind of sharing we did
t hroughout the conpany, and that was an extensive
process, just the inventory of what kind of sharing we
were going to do. And we took a position that we were
going to have a notice that said to our custoners, that
as it relates to your privacy, if you took a | ook at our
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notice and you conpared it to other financial
institutions' notices, that you should see a difference.
We really wanted themto be able to do that.

And the difference was that we were staking out
a position on privacy. W were saying to our custoners
that we will not share your information with an outside

third party that woul d see78ot 2
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came up with, and we took questions and answers from
them We then devel oped a Q%A, and we nade that Q%A
part of our privacy notice. W called our privacy
notice a privacy pledge, because we wanted to say to our
custonmers, this is something that we' ve al ways been
keenly aware of and we know that you're concerned with
this and you can understand that we're concerned with
what you're concerned wth.

So, we made a pledge to our custonmers, and it
tended to work really well. If you go through our
pl edge, we al so thought it was inportant to tell our
custonmers how we use their information, and how
financial institutions responsibly use custoner
information. We talked to them about protecting their
privacy. W knew that they were keenly concerned about
their personal information being stolen. W told them
things that they should do to protect their information.

We al so provided themwith a listing of ways
that they could opt out of other direct mailings, and
ways that they can contact the credit bureaus. And we
think that in the end, that we canme up with a very good
piece wwth the hel p and support of a | ot of good people,
and we relied on the ABA tool kit, and we relied on
outside consultants, to an extent, to really help us.
And we think we came up with sonething that was really
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wel | done and wel | received by our custoners.

M5. FRIEND: Thank you, Richard.

Just a quick question, when you and | were
tal king, you said that even though you don't have a
third party opt-out, that sone consunmers try to opt out
of third party sharing anyway. Wat was your response
when that happened?

MR. HARVEY: \Wen that happened, what we did,
frankly, was we allowed themto go on our suppression
list, so that they wouldn't receive any kind of
solicitations fromus or any of our joint marketing
part ners.

M5. FRIEND: Thank you

|"mgoing to turn now to Pauline Scalvino with
The Vanguard G oup. Your privacy notice nmakes clear and
enphasi zes the fact that you do not sell custoner
information to third parties. |'mwondering if you can
tal k about why this particular disclosure was inportant
to Vanguard, whether it represents any change in your
i nformation sharing practices as a result of
G amm Leach-Blil ey and how have your custoners reacted
to your notice?

M5. SCALVING Sure. The Vanguard Goup is an
i nvest nent managenent conpany, primarily we're a nutual
fund conpany, we're the second |argest nutual fund
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conpany in the world. W offer over 100 nutual funds
and have approximately $540 billion in assets under
managenent. We al so have a nunber of affiliated
i nvest ment managenent businesses as well. W have a
broker dealer, registered investnent adviser, as well as
two trust conpanies, one a national trust conpany, and
one a state chartered trust conpany.

So, we do offer a wide variety of investnent
managenent services to our clients. To conply with the
law by July 1st, we sent out over five mllion privacy
noti ces, and since that date, have sent out privacy
notices in response to every request for information and
have nmade the privacy notice avail able on our website.

As Any nentioned, what we wanted to start out
the privacy notice with was the disclosure that we don't
sell custoner information, but we went even beyond that.
Vanguard's position has al ways been that the reason that
we have been successful is because we've earned the
trust of our clients.

As ot her people have nmentioned, trust is really
t he foundation of our business. Trust that we'll stick
to the investnent philosophy that we disclose in our
prospectuses, trust that you can believe in the
integrity of our investnent managenent, trust that we'll
provide you with the best service and the | owest cost
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possi bl e.

So, we viewed privacy as just one other aspect
of our custoners' trust in us. And we had always had a
privacy policy, and had al ways nmade it avail abl e,
al though it was not provided to everyone, you had to ask
for it. And it really wasn't very specific.

At a very general level, it indicated that we
didn't sell information, but it didn't go into a | ot of
detail or provide exanples as to what we did with
custoner information.

Whien Gramm Leach-Blil ey cane al ong, and then Reg
S -P- as well as the other regulations that applied to
some of our affiliates, we obviously had to nmake a
decision as to what the new di scl osure would | ook |ike.
And as has been nentioned by other panelists, we really
wanted to provide a notice that was clear and
under st andable to our clients.

We had been one of the first conpanies in the
nmutual fund industry to adopt the plain English
prospectus. W had for years a series of materials
called the plain tal ks series, which discussed bear
mar kets and various sorts of nutual funds, and we
t hought that the privacy policy should be consistent and
our notice should be consistent with all of our other
fornms of communication to our client base.
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We formed a team as has been nentioned before,
and got all of the relevant people in a room
to assess our use of custoner information, just to
make sure that we weren't m ssing anything, and al so
to put the notice together. And when we put the
notice together, initially, you know, the |egal
departnent provided to the marketing fol ks the gui dance
on what had to be included, and we provided the sanple
| anguage, and we left it to the marketing people to cone
up with a brochure that they thought woul d be acceptable
to our clients and very consistent wth the Vanguard
nmessage.

And we also canme up with a trifold brochure,
using regular sized print, bullet points, headings. And
when it was initially prepared, it really had a fair
amount of flexibility init. Recognizing that the
regul ations allowed you to disclose to clients that some
time in the future you mght do certain things with
their information.

Qur policies have never been such that we woul d
be required to give an opt-out, and there is no opt-out
provided to clients. CQur use of information does
include providing clients with information about other
Vanguard products and services. Qur clients have never
objected to that. |In fact, if anything, we're usually
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criticized because we don't let themknow that we offer
certain services. A lot of our clients don't know we
have a brokerage operation.

We did not believe that providing an opt-out was
necessary, that we needed to go that extra step, because
it was not legally required. But we did try to build in
sonme flexibility initially in the notice to allow for
t hi ngs such as joint marketing, which is permssible
under one of the exceptions.

We then presented our notice to our senior
managenent team and they may have been nore difficult
than a | ot of the focus groups. Because they really
| ooked at the notice as a custoner woul d, and they cane
back to us and, in fact, said that they weren't
confortable with taking such an approach that woul d give
us a lot of flexibility. They wanted to be very clear
about what we do with custoner information -- we don't
use it for joint marketing, and they don't intend to use
it for joint marketing.

We certainly provide it to third parties, in
order to provide services to our clients. W provide it
to third parties who are going to performservices for
us. In dealing with clients, but we don't even all ow
partners in the brokerage business, for exanple, to
market directly to our custoners. They're limted in
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what they can do, and the |limt is to provide whatever
service we've contracted with themto provide, and
that's al ways been our policy.

And, so, senior managenent cane back and
actually required us to take a nmuch | ess flexible
approach in our notice. And the result was that we
really laid out exactly what we do with custoner
i nformation by providing exanpl es.

Any asked about what the reaction of our clients
have been, and we really have not heard very nmuch at

all. Winn e y( ivch I h reftngTd )1d very nuch at
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reports.

We have heard very little back fromthe people
who initially tried to opt out asking to be on the
do-not-solicit list. There's been a mninmal reaction.

Thank you.

M5. FRIEND: Thank you, Pauline.

Last, but certainly not least, is Julie Johnson

fromBank One. Bank One is a large integrated financial
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national credit card business. Not only that, we issue
credit cards for 500 other institutions. M friend
Richard here is an exanple. |If you have a Chevy Chase
card, it says Chevy Chase on the front, but it's a
FirstUSA card, and | own that custoner relationship.

We thought it would be difficult, given the
conpl exity of our company, and a very di saggregated
systens environnent, to effectively manage what ever
policy we adopted. It had too many noving parts, and as
everybody on this panel has said today, privacy is al
about trust, it's about neeting custoner expectations,
it's about acting in the custoner's best interest.

Wth that, we felt it was unfair to ask
custoners to nmanage their privacy on a product or
affiliate basis at Bank One because we are horribly
conplicated, and we probably would get it wong.

So, we did it, we took a custoner centric
approach, and that was a huge issue for us. W have
never done anything in a custoner centric way before.

At the tinme that we started this initiative, we didn't
even know how many custonmers we had. We didn't know
whet her we had one custoner with five rel ationships or
five different custoners. And it was a huge, huge
effort to pull that all together.

We started out by building a matching engine
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to each custoner, each custonmer got only one mailing.
It included the privacy policy, but also a letter. A
| etter saying why you're getting this mailing so that
Ri chard's custoners, credit card custoners, ny credit
card custoners, would know, why are they getting this
thing from Bank One, and also telling themthat ny
policies mght be different than his. |It's inportant to
read what | have to say. W thought that was crucial

The letter was very brief, it said, in bold,
boom boom boom this is why you' re getting it, you've
got two choices to make, these are what those choices
are, this is the nunber you have to call. | think it
was, in fact, a formof a short notice.

We did a | ot of custoner research. The
custonmers that read the letter said, well, you know, |
don't think I really have to read this whol e thing,
because | nean it kind of says it right here. And
essentially it did. But the other thing the letter
provided to the custoners was consuner information, just
i ke Robin and Steve, | think, both did. W provided
peopl e the opportunity to understand about opting out of
mar keting, how to contact their credit bureaus. W also
gave a lot of information for customers on identity
theft, including howto get in touch wth the Federal
Trade Conmi ssion and their prograns, and their
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resour ces.

People told us that they would keep this with
their inportant papers, because it offered information
that was of value to them And | don't think that they
wer e tal king about our disclosures.

So, we thought it was a success. W had never
done anything like this before. W didn't have a system
like CGti did. W had about two mllion people who
figured it out -- and who expressed their preferences
and called in. We woul d take opt-outs from anypl ace,
but we did encourage people to use a toll-free nunber.

It took an enornous anmpunt of training, it took an

enor nous anount of systens nodification. 1t took us
every nonent that we had. It took us three nonths to
actually mail all of these out, and |I think we consider
it awn-win, and | think our custoners do, too.

M5. FRIEND: Thanks, Julie. Sounds |ike you
need a vacati on.

MS. JOHNSON: | do.

M5. FRIEND: |1'mgoing to turn this over to
St ephani e now to continue the discussion with our
panel i sts.

M5. MARTIN. Okay, for the next 15 m nutes or
so, it's our general discussion tine, and |I'mjust going
to throw out sone questions, and any panelist can feel
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free to junp right in, and we hope we'll generate a | ot
of back and forth di scussion.

The first question we have is: How can you
determ ne whet her your privacy notices are effective?
What ki nds of indicators should you | ook at to see
whet her or not you' ve done a good job in nmaking your
notice clear? Do you | ook at opt-out rates, do you | ook
at the nunmbers of questions or conplaints that you' ve
gotten? How do you do that?

Anyone can junp right in.

MR. DURKEE: |'Il junp in.

M5. MARTIN:  Steve?

MR. DURKEE: | think we do not concentrate on
opt-outs. Again, we've got quite a diverse range, and |
think it reflected custonmers' particular association
wi th those businesses. | think what we would use is the
surprise factor. |If after we send out our notices, if
custoners are surprised at what they get, either that we
don't send them sonet hi ng because they opted out and
really shouldn't have, or because we send t hem sonet hi ng
and they really wanted to opt out but didn't get around
toit, that would be our neasure.

So far, the feedback we're getting is al nost --
it's very quiet. There's no negative remarks. So, we
think that that's a first good indicator
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M5. MARTIN  Yes?

M5. WARREN: St ephani e.

| think for us, our focus groups did convince us
that our policies and that our notices would be clearly
understood after going through that process. They also
showed us and infornmed us how to -- sonme steps that we
could take to make sure or to increase the chances that

our custoners would read them
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t hat nunber, when we tal ked to our associates in our
call centers, they said they got very, very few privacy
guesti ons.

So, we gathered fromthat that even the people
who were calling in to that nunber, weren't calling in
about privacy, it was just a conveni ent nunber and they
were using that nunber to call in with other questions.

The chal | enge about that was that it made it
very difficult for us to keep our own associ ates
trai ned, because we had given them a whol e series of
qguestions and answers and what to anticipate from
custoners. And because custoners -- they tell us over
and over again -- haven't been asking about this, it's
been hard to keep themon their toes about what to do on
those rare occasi ons when they do get a question.

M5. MARTIN: Does anyone else want to junp in on
this one?

MS. SCALVING | wll.

We had a simlar experience in terns of
questions. W had done a trenendous anount of training,
as we were preparing to mail out the initial notice, in
anticipation of the fact that people would have
guestions, and we sent the initial notice with our first

guarter statenments. And typically, after any statenen