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Panel 2: Building Security into Modern Mobile
Platforms

Panelists will explore how the various mobile platforms have designed security

into their systems to help respond to and mitigate the threats discussed in Panel 1.
Panelists will discuss the various security features that mobile platforms have integrated
into their operating systems, debate the effectiveness of these security features

in hardening their systems against mobile threats, and explore potential security
enhancements. Panelists will also discuss the role that app stores can play in reducing
the risk of malware, including the benefits and limitations of app review processes and
techniques, the challenges posed by multi-app-store environments, and how mobile
platforms can respond in the event of a malware outbreak.
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Panel 3: Extending Security Throughout the Mobile

Ecosystem

This panel will look beyond the mobile platforms to the rest of the mobile ecosystem,
examining the role that other mobile service providers play in providing security.
Panelists will discuss the concrete steps companies have taken to reduce the risk

of introducing security vulnerabilities onto mobile devices, as well as technologies
available to enhance mobile security. Panelists will also examine what incentives
these providers have to improve security. Finally, panelists will address whether the
software on mobile devices should be updated to mitigate security vulnerabilities in the
same way and on the same kind of schedule as desktop computers.
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3:15 Panel 4: Solutions for Consumers to Protect
Themselves from Mobile Threats

Panelists will discuss consumers’ current behavior with respect to their mobile security
and what consumers can and should be doing to protect themselves from mobile
threats. Panelists will also discuss new consumer-friendly authentication, tracking, and
wiping technologies as well as anti-virus solutions that might help keep consumers safe

on their mobile devices.
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