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PROCEEDINGS
INTRODUCTION AND WELCOMING REMARKS

MS. MAYER: My name is Julie Mayer. 1I1°m with
the Federal Trade Commission here iIn Seattle, and we
want to welcome you here to our event, Pay on the Go:
Consumers and Contactless Payment, which is being
co-hosted by Professor Bill Covington®s Clinic on
Technology and Public Policy at the University of
Washington School of Law.

So we"re at this lovely facility that we are
able to use today, and without further ado, 1°d like to
introduce Professor Covington to welcome you all again
to this event.

MR. COVINGTON: Thank you, Julie, and welcome
to the University of Washington Law School.

Very briefly, the Technology,aw ScOSn5to welcome you h7 TI
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wallet in front of a reader or tapping a reader is a
concept that just sounds wonderful to consumers. It"s
quicker, iIt"s easier. Moreover, It might provide
opportunities for better recordkeeping as far as
consumers understand 1t. 1t might provide
opportunities -- i1t just simply has some amazing
opportunities or benefits.

But the concern is the consumers possibly are
being asked to make tradeoffs, and that"s part of what
we"re here to talk about today. What kind of tradeoffs,
iT any, are consumers being asked to make? Are they
being asked to make tradeoffs regarding privacy or
security, and do they understand what those tradeoffs
are? Do they understand that the technology 1is
different than the kind of technology they might be --
might have used in the past that involve magnetic
strips, for example? Do they understand how this new
technology works or do they, iIn fact, even need to
understand the intricacies of what RFID is or how radio
frequency works.

That"s the part of what we analyze today as
well; the technology and the tradeoffs and what
consumers understand what they®re being told.

We"re also going to be talking about just some

of the ways i1n which that technology is being used now
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and some of the ways in which it will be used iIn the
future.

The FTC has been studying this issue for a
number of years now. We held a conference in
Washington, D.C. in 2004 that looked at RFID generally,
and then a year later we published a report from that
conference.

We followed that up with a really amazing
undertaking called Tech-Ade. 1In 2006, i1t looked at a
variety of technologies and how they were being
implemented and used and their effects on the consumer
marketplace.

And one of the topics we looked at in Tech-Ade
was also RFID, and we also touched on contactless
payment.

And through all this what we"ve seen, even in
the last four years, iIs that the products have changed.
They have morphed. They have developed. Some of the
things that we talked about in 2004 haven®t happened,
and, yet, other things have happened. Some of the
concerns we had in 2004, you know, they haven®"t appeared
yet. We haven®"t seen them. And, yet, in other ways,
things that we didn"t anticipate happening, happened.

So what we"ve been dealing with, even iIn the

past four years, is this rapidly changing and morphing
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technology. And one of the things that we"re hoping to
hear about more today is try to get a sense of where the
direction is, what directions these technologies are
going in, because that"s important to us at the FTC. It
helps us get a better sense of what we need to
anticipate as a regulatory agency, as a consumer
protection agency and, frankly, as a consumer education
agency. A lot of our iInterest is simply in
communicating, educating consumers about their rights
and responsibilities.

So we collaborate with law enforcement
agencies and with consumer education agencies and with
private industry and with NGOs in the United States, but
also with similar organizations around the globe.

And as you"ll hear later today, we"re going to
be -- this is part of a longer-term process, this
particular workshop, town hall i1s part of a longer-term
process in which we"ll be looking at and talking with
our colleagues throughout the world about how they"re
dealing with contactless payment.

So, In fact, today we"re going to hear from
some folks who have already dealt with the use of
contactless payment, smart cards, whatever you want to
call them, iIn other countries. And that information

today, 1 think, will be useful to all of us. It gives
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10
us a sense of how consumers will be using technology,
and will also help us understand what might happen here,
and it will also give us a sense of what some of the
international challenges are, some of the cross border
challenges are for us as we deal with these issues.

So our goal for the day, finally, is to hear
from experts, to get a sense of the direction these
things are going In, to get a sense of what consumers
are being asked to do, to get a sense of what consumers
are looking for, and to get a sense of how organizations
and entities like the FTC, like private NGOs -- or NGOs,
I guess that"s redundant, NGOs, to get a sense of how
entities such as other federal regulatory entities and
even state and local agencies should respond to these
amazing technological developments. You get a sense of
whether they"re -- you know, what our role is in this
area.

And 1 look forward to hearing what 1 expect
will be some really amazing comments and input and
insights Into this process.

And with that, 1 think we"re probably ready to
start our first panel. And 1 understand our first panel
is an Introduction to Contactless Payments and will be
moderated by Katie Harrington-McBride, and there she is

right there. Katie. Thank you.
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11
INTRODUCTION TO CONTACTLESS PAYMENT:
WHAT IT 1S AND HOW IT IS USED

MS. HARRINGTON-MCBRIDE: Good morning,
everyone. Thank you very much for being here this
morning. | think in spite of the delightful weather,
there were some -- the vagaries of travel got the better
of some of you, including the gentleman to my immediate
right, and we"re very grateful for those of you who
endured long travel delays and who came great distances,
for making those sacrifices to be here.

We"re looking forward to, as Chuck said, a
really informative day, a day in which FTC staff can
learn a lot, and those of us in the room can share ideas
and information about the state of the art and what, if
anything, needs to be done to make sure that consumers
are protected in this world where technology iIs changing
fast.

One of the goals for our panel -- in fact, the

primary goal i1s make sure that we"re all on the same
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12
We"re going to get some slides on the board. We"re
going to make sure that everybody has a sense of the
scope of development in the technology, what contactless
payment is, what it means, how it works functionally,
and where it fits in the larger scheme. We"re going to
have some contacts provided as well.

So that"s our goal and, perhaps, again, less
so than In subsequent panels, we"re going to -- we"re
not going to have as much Q and A maybe. Although, feel
free, 1T you do have questions, to raise your hand and
we"ll try to get somebody out to get you a microphone.
Our goal is if we do have questions, i1t will be at the
end of the two presentations, at the end of each of
them. And then we may reserve a little bit of time at
the end of both to have a little bit of discussion as
well. So we"ll see how that goes.

And with that, 1°d like to introduce the two
panelists who are going to be talking with you this
morning. I1"m delighted to have with us two experts,
Randy Vanderhoof, to my immediate right, is the
Executive Director of the Smart Card Alliance. Randy is
here to represent his organization and tell us a little
bit about the background of contactless, where i1t"s been
and where 1t"s going.

And then to Randy®"s right, we have Dan
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13
Littman, who is an economist at the Federal Reserve Bank
of Cleveland in their Payments Research Group. Dan is
going to provide us the bigger picture, the even bigger
picture on where contactless fits into the payment
system generally.

So with that, 1 will turn 1t over to Randy,
who 1s going to make a presentation. And after his, we
can ask him some questions.

MR. VANDERHOOF: Thank you very much, Katie.

So 1 really appreciate the opportunity here
that the FTC has done to try to bring all of the
interest about payments evolution together. My role
here as the Executive Director of the Smart Card
Alliance, which an industry association, focused on
raising the awareness and the adoption and the usage of
this technology is really to impart some of the
information that"s available to you as a public
resource, both to industry, as well as to consumers and
to merchants on how this technology i1s evolving and how
it"s changing, and what are the reasons for this
technology even being here and being talked about iIn the
first place.

Our organization is made up of over 180 member
groups. They represent all of the industry,

participants in the payments field, as well as in the
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identity and the security field. So we have a rich
community of knowledgeable people who understand the
technology, who understand the markets and who
understand the end users, which are either the
consumers, the retailers, the businesses, even our
Federal Government in terms of how they apply this
technology in their day-to-day lives.

To try to put a context together of why we"re
here or what we"re talking about, this slide kind of
just represents in an informal way the transition that
the payments industry has experienced over time in terms
of both technology advances and testing new applications
or approaches to payments.

So when the first card payment -- first card
product came out some 30 years ago, It was a revolution.
It took time for people to understand it and trust it,
to build an infrastructure around 1t. And today, we
know, as consumers, we can®"t imagine our lives without
it

Wwell, over time, we"ve seen different changes
being made to the payments infrastructure. We"ve
introduced other technologies than the plastic or
magstripe. One ever the really breakthroughs was the
Exxon Mobile Speedpass RF-enabled fob as a means to

deliver a payment system as the first real model in the

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



© 0 N o o A~ W N PP

I
N B O

15
United States of having an alternative delivery system
to execute a credit or debit transaction.

We went through a period of experimentation
with contact chip technology modeling after some of the
advances that have happened outside the U.S., iIn Europe
and Asia and other places. And then we saw that in the
United States market, based on the rich infrastructure
we have for an online, real-time payment processing
network, we didn"t have to reinvent the wheel and go
back to a very strict, secure, intelligent payment card
and device infrastructure, but rather leverage the rails

that have already been set with the online payment
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the point of sale iIn gathering that credit card
information. Then i1t"s identified by either its
branding of MasterCard, Visa, American Express,
Discover, Capital, and then routed out through the
network to the issuer who issued that individual®s card.
It"s then authenticated, sent back to the merchant
terminal with an authentication and the transaction 1is
completed. All this happens in milliseconds.

The left side of the diagram just shows the
delivery system for that information, and we"re looking
at, in the contactless world, not only the traditional
card format, but other form factors such as key fob or
keychain devices, watches, and even mobile phones in the
future.

So having this freedom to change the form
factor and the delivery factor iIs opening up what we
call the new contactless way to pay. It"s appealed to a
segment of the market where speedy convenience at the
merchant level i1s something that"s valued and there~s
strong business drivers to have.

And, typically, those merchants have primarily
depended or used cash or checks for payment rather than
people pulling out their credit card. So the fast food
or convenience stores, the stadiums, vending machines,

movie theaters, taxi cabs, what they all have in common
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17
is traditionally these have been heavily cash-oriented
merchant chains that are now, because of the speedy
convenience factor, are starting to open and to start to
use cards as a means of payment as well.

This 1s of both benefit to the consumers, who
carry less cash with them and are often limited to the
decisions they make at the point of sale by how much
physical cash they have on them, and also i1t"s a benefit
to the issuers of the bank cards because they get people
to start using their cards more frequently, which is
what they want to try to consolidate around their
customer base.

So the Smart Card Alliance really represents
the stakeholders of the merchants, the card suppliers,
the banks, the manufacturers and such, but we really
don"t represent the consumer. So we wanted to
understand what the consumers® attitudes are to all of
this technology, and we commissioned a study. In fact,
we commissioned two studies in the last two years to try
to get the consumers®™ ideas about what this technology
means to them.

The last study we completed was in April of
2008, and we were able to compare that data with the
data we generated our initial study in 2006 to see what

kind of attitudes have changed. 1 think some impressive
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18
information came out of that report.

9 percent of the population are contactless
payments users now, which iIs a significant increase of
where we were two years ago. People are more
knowledgeable now of what contactless payment is. So
they“re beginning to understand it and make decisions
about whether it"s right for them or not, but at least
they"re now knowledgeable enough to make an informed
decision.

Also, people that have actually used the
technology really like the technology, and this is also
something that"s really important because people who are
constantly inundated with new iInnovation don"t
necessarily like the changes that industry puts forth to
them, but we"re seeing a rapid acceptance and adoption
of the technology once people have actually tried 1t and
used it iIn their day-to-day life.

Safety and security is always one of the top
things that you ask consumers about in dealing with
anything that has to do with payments. And contactless
payments has certainly raised the awareness about what
does i1t mean for payment security.

So we asked a lot of questions about -- both
from users of this technology and even people that

haven™t used it yet what their perceptions were about
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the safety of contactless payment.

68 percent of them said they thought that this
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that"s totally comfortable and feeling safe and secure
about payments, but this technology doesn"t raise any
significant higher barriers to that concern than any of
the other existing products that are on the market.

The reason why contactless has been the
fastest adoption of a new payment form factor and
process in the experience of the payments industry is
because other attempts to introduce advanced payment
technologies have usually been driven by benefits to the
financial industry iIn terms of making them more secure,
but the penalty was that merchants had to iInvest more in
the payment infrastructure and didn"t share in the
benefit of the reduced fraud significantly or that
consumers really weren®"t getting anything more from
their payment product than they had before, but may have
had to change the way in which the product was used or
how long 1t took them to make a transaction.

So what made contactless work was that it
really appealed to the three stakeholders with tangible
benefits to the issuing banks, to the merchants, and to
the consumers.

And without going through all of the bullets
there, the highlight for a consumer i1s, I just want to
be able to trust my payment product. | want it to be

fast and easy and simple. And if you can make my life
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simpler or get me through the lines faster and also
allow me to do that transaction and feel safe, then I™m
certainly going to be attracted to that.

From the issuer®s standpoint, they had
something new to present to their customer. So Issuers
are In a very competitive market. Everybody has
multiple card products. They"re all fighting for that
top position, and they“"re looking for ways to innovate
to be able to offer something more than what somebody
else has to offer. And this technology has offered them
an opportunity to market a new concept, and also to add
additional benefits, and more importantly, to be able to
get people to start using their products more and more
in their day-to-day lives.

And the retailers, which are the ones that
have to invest in the infrastructure to accept
contactless payments, rather than trying to drive this
through the entire retail chain, what the brands did and
the issuers did, which 1 thought was very bright, 1is
they looked at the target market which would achieve the
highest benefit, which was the convenience stores, the
fast food locations, et cetera, because they were going
to be the folks that would prove whether or not this new
payment platform was really to going to catch on in the

consumer market.
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So when we reached out to the consumer -- to
the convenience stores, the fast food chains, the movie
theaters and such, what they found was that, yeah, not
only did this move people through their lines faster,
but 1t also created a better shopping experience for
their consumers and, therefore, the consumers started to
populate those stores more frequently. They started to
use the card in more creative ways and add additional
purchases. All of this was a way where retailers could
get more traffic through their lines and be able to
target some more benefits to their consumers.

Because we have this form factor independence
not only at the device level, the card or the key fob or
whatever i1t is that you®re carrying, but specifically at
the point of sale, at the terminal, the image that you
have of the contactless payment terminal is there®s a
little target device there on the screen, and you hold
your payment device to that device, and i1t reads the
information, processing the transaction.

The significance of that is that that"s a
sealed carrier, unlike the magnetic stripe wedge which
has an open slot that has to be kept clean and available
for people to read the information off the magnetic
stripe.

Because this is simply a closed payment
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There was a pilot with the Ohio Turnpike to
use this as a means of payment on the highway. They
couldn®™t accept credit cards at a machine on the highway
because, again, the outdoor infrastructure and place and
the risks associated with the swipe not being able to be
read, the slowness of the transaction, having to sign It
and things. But now having this contactless card or key
fob device, they can achieve their speed of transaction
and reliability of transactions, and 1t opens up another
means of convenience of payment that motorists didn"t
have available to them before this technology came on
board.

The top one there, the New York City Transit
Pilot, one of my favorite effects of what contactless

payment brings to bear, and that is if you®"ve been in
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security associated with cash. If I lose my wallet or
iT I lose the cash out of my pocket, you can"t identify
it. So the advantage is i1t"s anonymous. The
disadvantage is that there®"s no way to tie It to the
individual .

Well, in terms of magstripe cards and debit
cards and credit cards and contactless payment, there"s

all going to be different ways In which consumers are
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keyboard, and now we"re doing this airwave
communication.

You need to know that all radio frequency
technology is not the same, that there are secure radio
frequency technologies. There are insecure, in terms of
a spectrum of capabilities. Transit cards are different
than bank cards, are different than tags that are on our
computers and our office furniture. So we must
understand the context of the radio frequency technology
as 1t"s applied in this application for contactless
payments to make clear decisions about that.

This technology was chosen because i1t has a
very narrow read range. It says ten centimeters, which
iIs about four inches. The actual read range of that is
between one and two inches iIn terms of how the terminals
or the readers are programmed to read the tags.

The reason for that is that they wanted this
technology to be a deliberate read of somebody having to
hold 1t or press it very close to where they want that
information to be passed. So it"s not something that"s
radiating a beacon around you of all of your account
information. It"s something that"s very tuned to a
specific interchange between a reader device and a card.

Even 1T somebody would introduce a reader

device that"s more powerful with a greater read range,
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the amount of range that is iIncreased by that
significantly deteriorates the information that is
transferred between the card and the reader.

And then the more important aspect of It is
whatever that information is that"s being read off the
tag, what can someone do with that information? And
that"s where we have to look at in terms of the card
number and the value that®"s on that card is a unique
number for one transaction only.

IT somebody were able to read that information
and then try to replay it or reuse it again in other
payment transaction, the system would reject it.

There®s no personal data on the card. Your address and
your Social Security number and all of that that some
people speculated is not part of the payment platform.

And there really are some very sound
principles behind security and privacy issues around
contactless payment, and I"m sure the people that are
going to be following today®"s panel will cover those in
more detail.

So in the limited time 1 had, I wanted to kind
of give you that framework of the discussion for today
and highlight for you that there®s many, many more
resources for you.

IT you™re a reader and want to understand a
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lot about what®"s happening in contactless payment, |
encourage you to go to the Smart Card Alliance website,
www.smartcardalliance.org, and there"s a wealth of
information that is available to understand how this
technology works and how it applies In the iIndustry.

And I™m going to hold my questions because 1
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traditional payment vehicles.

Payment instruments all go through a life
cycle. They"re born. A lot of them In any innovation
space In any industrial segment, they don"t survive
infancy basically, but some of them go on to adolescence
and become mature technologies.

When you look at the payments based today iIn
the U.S. and actually in most developed countries, the
mature vehicles are cash, checks, automated clearing
house or whatever name they might go by. And over their
infancy, you have a lot of internet-type vehicles or

instruments, some of which won"t survive, or if they do
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contactless i1s something that grew out of cards and
which grew out of other payment technologies, and so
it"s not something that just is in its own silo. It
sits on top of all the other payment technologies that
exist.

And, you know, even contactless is relatively
new, certainly in the context of those other payment
instruments that 1 showed, i1t really derived some
strength from being old in terms of where the technology
came from.

So some of i1t came from the development of
Identification Friend or Foe technology for aircraft
during World War Il1. Obviously, some of it came from
the origin of credit cards or travel entertainment cards

in the early "50s and other technologies. So it gets a

during ennn t, fain fooderdruggthord so

10
11
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at least present iIn every market. And over the next 10
years, 1t will. In the next 10 or 15 years, it may do
through a mobile form factor as opposed through FOBs or
the other form factors that are available.

And, as | said, contactless builds on what
existed before. Randy has talked about this a little
bit. 1t involves most fundamentally the few centimeters
between the card and the point of sale device. And
after that, it"s riding on the infrastructure of the
card system.

So the risks are out there in the card system,
whether you®re talking about TJ Maxx losing information
or getting information compromised or Hannaford Brothers
Supermarkets, those things are shared between the card
system and contactless. And whether there were any
contactless -- | assume there were no contactless
transactions iIn those two cases and most other cases
because most of the card transactions are traditional.

Why does the Fed care about this? Sometimes |1
wonder too. So, you know, the Fed, don®"t we run the
declining part of the payment system? We do. But it"s
still a huge part of the payment system. Still there"s
about 30 percent -- we process about 30 percent of the
checks, and checks still represent 30 percent of all the

payments that are not made in cash, but declining.
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about that a little bit, in terms of the speed of buying
hamburgers at McDonalds or whatever or buying gasoline.

In terms of access, you know, from one
perspective, the contactless doesn"t improve access
because i1t"s really just a substitution between a
traditional debit transaction and a contactless debit
transaction, especially if you"re thinking about beyond
mass transit.

But i1t does create some opportunities for more
access by people who are unbanked or underbanked. And
probably we"re seeing this more in the countries like iIn
South Korea or iIn Hong Kong or in Singapore where people

are using cards like Oyster or Octopus to make
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here to try to learn more about what other people think
about risks iIn this area.

So these were the areas -- the topics |
covered, and 1 think we have time for questions or
hopefully we have a little time questions.

MS. HARRINGTON-MCBRIDE: 1 think we have about
a minute and-a-half for questions. So if you can talk
fast, we"ll answer quickly too.

Does anybody have any questions in the
audience? It°"s because we didn"t provide coffee, isn"t
it? Yes, Eileen.

MS. HARRINGTON: I was iInterested iIn your
comment about security. Early on, you said most
important -- that the most important innovation
happening iIn the payment space right now is Check 21 ACH
demand draft, that whole area of remote access checks.
Do you think that, for consumers, contactless payment 1is
more secure -- 1s safer for them than those remote check
sorts of payment options?

MR. LITTMAN: 1 guess I wouldn®t weigh them on
a scale like that. The one thing I would say is that
people are not aware of the risk aspects of the dominant
payment vehicles. Just like on anything, we focus on
the new types of vehicles, whether i1t"s Obo-Pay or

contactless payments or PayPal. We focus on those
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because they“re new and novel, but we don®"t focus on all
the risks -- characteristics of check clearing.

You know, checks -- before Check 21, the
average check was handled, you know, 15 times between
the time you paid it at a retailer and i1t arrived back
at your bank and 1t was put into an envelope and mailed
to you. The opportunities for fraud in check -- and in
addition, in those days, people sometimes had their
Social Security numbers on their checks and certainly
their phone numbers -- are much greater than people
realize.

Now, how that balances with cards, 1 guess I

wouldn®t be willing to say, except that all these
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CONSUMER UNDERSTANDING AND ACCEPTANCE

OF CONTACTLESS PAYMENT TECHNOLOGY

MR. HARWOOD: So this is the next panel in our
program today, and it"s entitled, Consumer Understanding
and Acceptance of Contactless Payment Technology.

And as with the previous panel, our plan is to
have each individual provide their -- each panel provide
their presentation, and then we"ll take questions at the
end of the presentations. 1 may intervene with one or
two questions, but for the most part, we"ll wait until
the end to take all questions.

In terms of the order we"re going to go in,
we"re going to go in the order they"re actually seated
at the table. That was good planning. And we"re going
to start with Jodi Golinsky and then move on down the
panel .

And Jodi i1s with MasterCard. She is the Vice
President and Regulatory and Public Policy Counsel for
MasterCard. She joined i1t in May 2003. You can find
more details about Jodi®s impressive resume in the bios
section of the materials in your folder, as you can also
find out about our other impressive panelists by looking
in the bios section. So with that, let Jodi lead the
way -

MS. GOLINSKY: 1 also want to thank Julie
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Mayer and everyone from the FTC for organizing this
conference. 1 applaud you for bringing us all together
to talk about this issue, which is important to
consumers and, of course, is important to MasterCard as
well.

I didn"t realize that | was going to have to
follow Dan with all those very funny cartoons and
graphics, which leaves me feeling a little insecure, but
111 do my best. |1 do have a video, so maybe that will
help keep me at a level playing field.

What I"m going to try to touch on today are
just three major things and give brief comments on all
of them.

And first what 1"m going to talk about is just
what MasterCard®s contactless technology is, and what
consumers know about 1t and sort of the acceptance of
that. And our version of contactless technology is
called PayPass. So 1"m going to give you some
background on that, and also what we believe, through
our own benchmark studies, is the acceptance that
consumers have for that technology.

And 1 am also going to then touch on the two
issues that seems that most consumers bring up or
consumer groups, which is the points about security and

privacy, just to reiterate some of the points that were
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already made on the last panel about what the security
features are on these cards and sort of how they work.

I really like the image that Dan gave you
about the evolutionary piece of this. 1 think there are
a lot of misconceptions about contactless and what it is
and what i1t i1s not. So, hopefully, through my
discussion about what MasterCard has done with PayPass,
you will see that there are a lot of things that PayPass
is and there are a lot things that PayPass is not.

And one quick thing that I"m just going to
mention, just since this is an open forum, and I don"t
usually do this in this context, but just to give you a
better sense about what MasterCard is, MasterCard is a
brand. And what we do as a company is we license our
mark and our brand to customers who are financial
institutions who then use our brand to issue cards or
sign up merchants to take our cards.

And 1 just mention that because iIt"s an
important thing to note that we work very closely on the
PayPass product and technology, but we are not the ones
who actually offer that technology out to consumers --
that"s done through our customers who are issuers who
will make that technology available to you.

And 1 mention that only because certain

questions you might have about what®"s done or what
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locations.

So you can see that this is something that is
taking off, and 1 think that"s sort of the theme of
today. This is a technology that®s really on the move,
and 1t"s starting to rise. And what do consumers think
about i1t?

One of the things that 1 think Is important to
Jjust mention is what PayPass or what our technology 1is
not. And this is based on a lot of the things that 1
read, comments that were posted in some papers that you
read about this.

This technology, at least with respect to
payment cards, is not a tracking device. [It"s not used
for inventory control. There"s nothing about this
transaction that would make i1t different in terms of
tracking you or your personal use of a card any
differently than 1t you used your credit card.

So while there are some fears, | think, about
it being some kind of an internal GPS device following
you wherever you go, it"s no different than using your
credit card or debit card or prepaid card in any way
than you normally would.

What does MasterCard do to give consumers a
little bit more information about these cards? And 1

was talking to Jennifer earlier today about her studies,
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and she did some studies a year ago and 1 know she®s
going to start doing some additional ones. 1 think what
we"re seeing as we see a greater take-up of this
technology and iInterest in this kind of payment is that
we are reaching out more to consumers, us and our
issuers, to make that they understand what it is.

MasterCard has a whole website devoted to

PayPass. |If you go to MasterCard.com and click in
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a security feature. It"s a feature that gives you piece
of mind that it for some reason there iIs anything
fraudulent going on with your card or unauthorized
purchases, you have the luxury of zero liability on all
your PayPass enabled cards.

What MasterCard has also done iIs some studying
and some benchmarking, and I can®"t actually provide the
entire study because i1t"s proprietary, but I will tell
you some of the results, and we"re obviously undergoing
additional study.

But in 2007, we did a benchmark study on
consumer satisfaction to try to learn how consumers were
reacting to PayPass in the early years of the product
introduction. And our study consisted of eight issuers
and telephone interviews, 15 minutes, and 400 interviews
were conducted for each issuer asking a variety of
questions about PayPass cards. And these were
individuals who actually had PayPass cards in their
possession.

And without going through all the results, one
of the key results i1s that 90 percent of the respondents
said that they were very satisfied or somewhat satisfied
with the card. And 87 percent said that PayPass met or
exceeded their expectations.

So what we"re seeing iIs that consumers really
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In a lot of the research papers 1 read and
comments posted, there was concern about the privacy
piece that your name somehow is getting out there.
Somebody could, if they were able to get a reader, could
read personal information about you. That"s not the
case because MasterCard now mandates that the cardholder
name cannot be embedded in the chip.

Also, the way these transactions are valued --
and I"m not a technologist, but I do understand this in
my layman terms, and 1711 explain it to you in those
layman terms is we have something called Dynamic Card
Authentication for these transactions. It"s called
Dynamic CDC3. And so what happens whenever you do swipe
or touch your PayPass to the reader is that a value is
generated for each transaction, and that value i1s unique
and cannot be replicated. There"s a key that"s part of
the chip, as well as a three-digit number that is an
unknown, unpredictable number that goes for every
transaction. So the chance of replay fraud is extremely
low, 1T not impossible, because each transaction has a
unique value.

And MasterCard used to have that as a best
practice, but we have now mandated that all PayPass
enabled cards have Dynamic CVC3 in them.

I was going to say some more, but 1 know that
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my time is up. So I will pass to Jennifer, and I™m
happy to take questions at the end.

MR. HARWOOD: Jodi, just one quick question.
You talked about replay fraud. Can you explain what
that means?

MS. GOLINSKY: Sure. The replay fraud, the
concern iIs that somebody -- at the same time that you
are doing your radio frequency, you"re tapping your
card, that somebody else is reading into that and
reading the same values, and then would take that same
information and then try to do another transaction at
that same time or in another location.

Each transaction now has this unique code, and
it"s combined with the CVC code, this 3-digit number and
something else called an application transaction
counter. So that even 1T somebody were to read that
from some other distance, they"re not going to be able
to replay that transaction.

MR. HARWOOD: Thank you for clarification.

Our next speaker i1s Jennifer King. Jennifer is with the
Samuelson Law, Technology and Public Policy Clinic at UC
Berkeley School of Law, and, again, you®ll find
Jennifer®s more complete bio in our materials.

Jennifer is going to talk about a study she"s

currently engaged in that is directly on point with the
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with their every-day environment.

And so we wanted to find out how people
actually think about RFID, if they actually understand
how 1t even works, and how they actually expect to it
work, because we think that there are potential security
and privacy implications to how people either understand
or misunderstand how the technology actually functions.

And so we looked at objects iIn two primary
domains. We looked at consumer commercial uses of RFID
that was focused on credit cards, and then we looked at
what 1 call the public domain, and that"s the ePassport
and public transit cards. And for Randy®s benefit, 1711
mention that we are looking at contactless smart card
technology here and not the type of RFID that you"re
thinking about in the supply chain where you®re seeing
tags on boxes. These are, obviously, far more
sophisticated than kind of basic RFID.

And so we investigated something we call
mental models, which 1711 explain more in a minute. And
we are looking at how people understood radio frequency
in general and how they understood RFID specifically.
And so these findings are, again, preliminary because we
started with a very small sample, nine subjects. We put
it out there at this point because we wanted to get

feedback on how we designed it to see what we wanted to
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do for the next round of testing.

And so we focused on trying to find three
novice users; people who had no concept of what RFID
was, three intermediates; people who had heard of the
concept but couldn®t necessarily articulate what it was
and how 1t worked, and three experts; people who really
did actually understand what it i1s and how it worked,
and so, again, with the transit cards, credit cards and
the ePassport.

And my focus was really to try to study real
world objects that people already had in their hands
rather than, you know, prototypes or something that
wasn"t In wide use at this point.

And so just very briefly, in exploring mental
models, what you®"re trying to do is look at how experts
design the system and how your end users understand how
that system works. And you"re trying to reconcile the
two things so that you understand where the flaws are as
an expert in your models so that you can build something
that your users actually can comprehend and understand
and use iIn the real world.

And so the way we tried to test this is that
we tried to get users®™ mental models of how RF
technology worked in general, and specifically how they

understand -- how they understood how the RFID enabled
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object that we were testing worked specifically.

And so what we started off by doing is giving
our subjects a very short survey, which is in the
appendix of my study, just to get a baseline measure of
their attitudes toward the technology and how they
understood i1t. And we included questions about other RF
enabled objects such as key FOBs for opening car doors
or badges for getting into buildings, trying to get a
triangulation if they understood how these things worked
or, you know, what their best guess was.

And after we took the survey, we basically
conducted a one-hour interview. We talked through the
survey results with people and we asked them more
specific questions about whatever object it was that we
had recruited them for.

And in that hour, we generally gave the users
documentation that we got from either -- iIn the case of
credit cards, from either the credit card websites, for
example, or other marketing materials we found with the
e-Passport. We included the brochure that actually was
mailed with the e-Passport when you receive it, to walk
through those official documents to see iIf they gave
people a better understanding, again, of what technology
was included in this object and how i1t worked.

So we looked at -- we talked to a handful of
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the people we talked to were very uncomfortable, and 1
think that"s largely because, at that point, most of the
people we talked to who had the credit cards either
hadn®"t really used them yet or they were so new, they
just didn"t have any real experience with them in the
world. And so for them, at that point, it was still a
big unknown quantity.

And the e-Passport, the majority of them were
definitely uncomfortable or uncertain with the idea that
it had RF technology in it. They didn"t see why, for
example. And so I may go through these just point by
point.

With transit cards, what we looked at in the
Bay Area is the Bay Area Rapid Transit System. They
have been piloting a contactless transit card now for
about -- 1 think about two years.

And so the structure of that interaction, the
idea that you can just walk through the turnstile, have
it read the card, they get some kind of visual feedback
or a beep that i1t"s actually been read, the fact they
don®"t have to wait in line, that all really made sense
to people with regards to transit. It had really
obvious benefits and efficiencies for people who didn"t
have to wait in line. They didn"t have to deal with

paper tickets. And just like the D.C. Metro where it
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A few people had already experienced the new
change, which I think it"s either under 15 or under $10
or maybe it"s under $25 transactions where you no longer
necessarily have to sign. Most of them were very
concerned about the fact that they didn"t have to sign
anymore. It didn"t cognitively make sense to them, even
though 1 don"t think those signatures in general really
mean anything. My colleagues in the credit card
industry can probably clarify that, but I think it"s
kind of a false sense of security iIs my understanding.
But for our users, it really did mean something.

And they"re more comfortable with just the
idea of something like a transit card where you"re using
it for a single purpose rather than this kind of general
use card which you could use everywhere at this point.
They just really didn"t conceptually understand why they
would want to do that.

And then, fTinally, the Passport. This was
the one where, in particular, people really didn"t feel
like they had any benefits. Obviously, this is not a
payment system, so not as relevant for our discussion
today. But just, in general, people didn"t see that
they had any personal benefit from the fact that RF
technology was included in the Passport. They really

thought 1t was only going to benefit the government, and
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they especially didn®"t see why it needed to be remotely
readable. It just didn"t make sense to them.

And theilr concerns about security were highest
on this because they knew that personal identifiable
information was included on the Passport. And so they
said things like, the stakes really seemed higher.

And for a couple of our respondents, they were
naturalized citizens, and they felt like the Passport
was the only thing that really showed that they were
American. And so iIn that sense, they just thought it
was a lot more of an important thing that the security
of the Passport remained high. And they really
articulate a lack of faith that the government, iIn doing
so, i1s really looking out after their best iInterests.

And the Passport was the one thing iIn
particular that when people actually looked through the
official documentation, they were generally left more
confused than they were before they even read it. They
felt like they just didn"t have any sense, after they
read the pamphlet that came with the Passport, about
what 1t was, why they did this, what the risks could
be -- potentially be. They ended up generally, like I
said, more confused than when they started.

And so the commonalities that we found across

all these three objects was this notion of convenience
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doing this is 1Tt we thought the issuers had more
benefits with using this than the actual users.

Just very briefly, just notice and consent
issues. None of the people that we talked to were
really made aware from theilr issuers that the credit
cards they received contained an RFID chip, Passports,
what have you. The only exception, that was the BART
card because you to actively solicit to get the BART
card. And those who were aware of it were generally
made aware by the media or by their friends, but not
necessarily from the issuer themselves.

And although this was a year ago, so the
educational materials will obviously probably change by
the time you look at them again, most people -- at least
a year ago, nobody was really explicitly talking about
the fact that these cards contained RFID. And so most
people didn®t have any understanding of what it was or
what the risks were after actually looking at the
official documentation.

111 go ahead and stop i1t there.

MR. HARWOOD: Jennifer, 1 have one quick
question for you, and iIt"s stated in your summary of
your written materials. You talk about the fact that
depending on the type of form factor that"s being used,

that changes the level of consumer understanding. Did I
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I would expect integrating payment into phones
IS going to be very similar. | mean, you®ll have people
who will just -- there"s a good study done by Nokia
actually where they were testing out Nokia NFC phones.
And they had a poster they put up with either a 2D bar
code or an RFID tag on it, and they basically walked
around, I think, Helsinki asking people to figure out
what to do with the phone and the poster.

And what they found is that people who were
using the 2D bar code, i1t really made sense. This is
actually something we confirmed as well, is that people
understood the optical scan portion of the technology.
So that the 2D bar codes, the people went, oh, well, 1
think I use the phone. | take a picture of the bar
code, and they figured out how to interact with it.

With the RFID, they just kind of looked at the
phone and pointed 1t and took pictures, and most people
didn"t realize they could just tap it on the tag and
have it work.

16
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is the Director of Financial Services for the Consumer
Federation of America, an NGO or a non-profit
association with more than 300 consumer groups around
the United States.

MS. FOX: Thank you. Good morning. It"s good
to be here with you in Seattle.

IT you had to have a slide for me, which 1
didn"t provide, it would be Dan®s last slide with a, you
know, befuddled looking person and all of the math iIn
the background. [I"m not your technology one.

But 1 do want to talk to you a bit about
mobile payment devices from a consumer financial and
consumer protection standpoint so that those issues get
included In our conversation today.

And a lot of my work involves working on
financial service products that are used by
cash-strapped families, low-income consumers, folks who
may be outside the mainstream of banking.

And 1°d like for you to just bear in mind that
some of the selling points for the contactless payments
and the convenience of just tapping a card or tapping
your phone to make a payment is -- this i1s likely to
encourage consumers who have trouble making ends meet to
spend more money than they would have if they pulled

cash out of their pocket. That"s one of the selling
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points; that it increases the size of an individual
purchase, that you®"re not constrained by how much you
have on you.

And so one of the things to keep In mind is
does this help consumers manage their scarce resources
or does i1t just make i1t easier for you to go broke
faster.

Another question also comes to mind i1s who"s
going to pay for all of this? The iInvestment iIn
deploying all the point of sale readers and having all
of the players involved -- one of Randy®"s slides, there
could be nine different players involved In a
contactless payment arrangement. All of that costs
money. And as our Federal Reserve points out, the
payment system cost is not an inconsiderable amount of
money. So where does the buck stop on that? And of
course my view Is the consumer always ends up paying.

So in this situation there are two ways that
this is going to get paid for, either larger
transactions, more frequent transactions and fees that
get assessed at every step of the way or in the currency
of consumer personal Information.

IT you™re paying with cash, there"s just not a
trail of where you spent your money and how much you

spent. Once you get people into using plastic or their
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cell phone or whatever the next whiz-bang application is
going to be for contactless payment, now you create a
record and a paper trail -- not a paper, an electronic
trail of where money was spent, how much was spent.

And so as one of the slides pointed out,
targeted marketing becomes in loyalty programs, becomes
a benefit to merchants. Well, that can be considered a
cost to the customer as well.

A lot of attention is being applied to the
privacy and security issues that go with contactless
payment, and just a few points from our point of view
about that. |1 understand that a lot of the contactless
payment now is running on the regular systems we have
for credit and debit, but this i1s going to move to cell
phones.

And the information that"s stored on your cell
phone with your passwords and a lot of personal
information -- people use their PDAs almost as their
computer in their pocket. All of that information is
going to be available, and the protections that go with
the security aspects of contactless payment are going to
be extremely important. This adds location information.
Not only how much did she spend and where did she spend
it, where is she at the time that that transaction 1is

taking place?
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This can be used for profiling. It can be
used for proximity marketing. There was the movie where
the guy walks through the store, and the ads come up and
say, Jennifer, | see you have on a --

MS. KING: Minority Report.

MS. FOX: Oh, yeah. And, you know, iIs that
going to happen? We"ll see.

Another aspect of privacy that we"ve all taken
for granted for the decades ago when the OECD
annunciated them is the Fair Information Practices that
ought to go with consumer information.

But, you know, where did consumer choice come
in here? Did all of the millions of cards that have
been circulated with the speaker doohickey on i1t, did
consumers ask for that? Did they have a choice? Were
they able to say, | want a credit card, but I don"t want
a chip on 1t? What kind of notice or consent was
involved? And can you have a card that allows you to
tap 1t but not be tracked on your purchases? So there
are questions.

And 1n looking at the commercials that we saw
where the elephant goes to the store and uses the sick
guy"s card to buy cough syrup for him.

MS. GOLINSKY: 1t"s his own card, actually.

MS. FOX: Was that the elephant®s card or was
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that sick guy®s card?

MS. GOLINSKY: He"s going to get his sick
friend some medicine, but 1t was his card.

MS. FOX: Inquiring minds want to know.

One of the issues | would bring up with you --
because you"re going to hear a lot about security and
privacy as the day goes on, but I want to focus on the
payment card protections that | think are responsible
for the consumer confidence, and 1t"s okay to wave your
credit card around or the debit card that draws money
out of your checking account because we have a framework
of federal consumer protections that make consumers
comfortable i1n handing, you know, some clerk their card
or using i1t In a contactless setting.

So for credit cards, you"re protected by the
Truth in Lending Act and Fair Credit Billing Act. You
know that you have, at most, a $50 liability limit for
unauthorized use. You know that there are dispute
rights. You know you can charge back a transaction. If
the thing didn"t come that you paid for, then you can
dispute the bill. You aren®t out any money while iIt"s
been investigated. Consumers are comfortable using
credit cards because the Federal Consumer Protection Law
provides some real protections.

There are protections that go with using a
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debit card that pulls money out of an account iIn your
name at the bank. They"re not as good as the
protections for credit cards, but there are rules there.

But as we"ve been told this morning, you can
use contactless payment with stored value cards. Those
are gift cards, payroll cards, general spend debit
cards, the kind of cards that are being sold to unbanked
consumers to load their paycheck on it at Wal-Mart or at
check cashing outlets or other non-bank financial
service providers. And these cards can hold
considerable family resources.

We do not have a Federal Stored Value Consumer
Protection Act. And depending on how the cards are set
up, consumers may not be protected by a federal provided
liability limit. There are no clear dispute procedures
or time limits. There are no charge back rights.
There®s no right of free credit iIf money is taken off
your card that you didn"t authorize because the machine
hiccupped and processed it twice. You can"t call up and
say, put the money back while you investigate it.

You®re out the money.

So the deployment of contactless payment and
the new forms of 1t that are going to come shine a
bright spotlight on the fact that we need to have

uniformed, consistent, high-level protections for all
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protections against an unauthorized use, there"s a
dispute process, you can charge back an unsatisfactory
transaction.

I mean, think about i1t. Today, the most
affluent consumers who have credit cards have
charge-back rights. Poor people, who can®t afford to
waste a penny, who use store value cards, don"t. It
makes no sense.

MR. HARWOOD: Jean --

MS. FOX: I"m through. Thank you very much.

MR. HARWOOD: You have another ten seconds or
so, but that"s fine.

MS. FOX: Well, then let me say one more --

MR. HARWOOD: You can have ten seconds.

MS. FOX: The card companies are happy to
advertise their zero liability limit, but if you look at
the footnotes with the asterisks, those are much more
limited than you might believe.

So Visa®s zero liability limit applies it you
use the Visa system, not if you take yourself down to
the ATM, right?

And MasterCard®s zero liability doesn™t apply
iT you"ve had more than two unauthorized transactions in
a year. So somebody, you know, has skimmed your numbers

and has been putting charges on your card or taking
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money off your card. If that"s happen more than twice,
does the liability limit apply?

So although we always encourage industry to do
the right thing and to have good standards and best
practices, nothing beats enforceable federal law. Thank
you.

MR. HARWOOD: Thank you. And 1 actually have
a question. Let me just ask it -- actually ask, Jodi,
iT you would like to respond to the elephant or
something else?

MS. GOLINSKY: No, I said my peace on the
elephant.

MR. HARWOOD: Let me just ask you, Jean, real
quickly, when we talked during the early days of the
Internet, we used to talk about the problem of old wine
in new bottles. We used to see old problems appearing
in a new media environment. Is that essentially what
we"re looking at here or do you see this as being --
because you"re talking about the same sorts of
protection issues that you would -- that you see
already. 1 mean, is it something different when you"re
talking about debit cards or the same thing.

MS. FOX: No, this is different. And take the
example of the Scandinavian countries, where they®re now

making payday loans using somebody else®s cell phone.
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in Seattle and San Francisco to sort of have a little
vacation together, and I"m glad he came to watch me do
the show. He"s a little nervous about all the lawyers
in the room. 1 told him that he should also be nervous
by the economists. They"re also a threat to the common
man .

So let me just do a couple things. On the
slide presentation, you®ve heard a lot of this stuff
already and I"m going to jump to i1t pretty quickly. 1
want to do some stuff on the business and what it"s all
about. And then the material that we heard about, the
communications from Jennifer, 1 think, is really very,
very important.

I want to share with you what we communicate
with our issuing banks for their use with the people who
actually get the contactless cards, what we try to tell
them about the privacy and security issues, and then,
you know, go into some of the details that were raised
by some of the commentators so far.

So you can see up there the way this thing is
supposed to work. You®"ve got a step where you take the
card, you wave in front of the reader. 1t does the job
that 1t"s supposed to do.

The key thing that consumers have to know

about this -- and this is why 1"m pretty interested in
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some of the things that Jennifer has found out about
what consumers are thinking, even though the sample size
is small. The key thing they have to learn is how to
hold the card. Really, do I point that thing? What do
I do with this thing? And so one of the key messages we
have to get to people is how you hold the card in order
to make i1t work.

As you can tell there, i1t does -- the reader,
when 1t receives the information from the card and
processes i1t, it does beep or flash or sometimes both so
the cardholder knows that the information has been
received and the transaction has been processed. So
that"s what 1t looks like.

Our business stuff -- just like Jodi was
pointing out, this iIs a business that"s growing. We
have a momentum. 21 of our issuers have the contactless
programs. We"ve got a national marketing plan.

Some of our numbers -- partially In response
to Jean Ann"s point about people going broke using their
contactless card, three-quarters of our transactions are

under $25. The places where people use these cards tend
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1 So those are the points that make it valuable
2 for the merchant to use the program, and it"s for that
3 reason that we"re seeing top merchant acceptance in the
4 United States growing pretty dramatically. Here are the
5 companies that we"re working with and that have been
6 picking up the contactless card at the point of sale.
1ited Statlbe ishe It"s not jJ66b th(United Statly.J j66asce 1e)Tj-11.1 O TD7¢
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partly just to inform them how to use the card.

There®s special encryption processes. Jodi
made reference to some of them. We"ll talk about them a
little bit more. And, of course, there®s the zero
liability. So we reassure the customers at the point
that they get the card that there are security features
in place that would protect them.

I was on the zero liability. 1 can"t help
it —- 1 mean, 1 think sometimes you just don"t know what
to say. But, you know, when we offered zero liability
for all the transactions on our network, then the
criticism comes back, but you don*t offer protections
for the transactions that are not on your network. How
could we? So we do zero liability in the context of
transactions for which we are responsible.

On a more general point, by the way, about
consumer protections being embodied in law and being
generalized to include all of the payment mechanisms, we
agree. We have no difficulty in equalizing the consumer

protections across the board and expanding them to all5.7 -2 TD(proc
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together to put in place something that protects all
consumers across the board. All right. That"s our
consumer communications.

Charge-back rules. The relevant feature here
is that there doesn™"t need to be a signature, and the
customer isn"t required to receive a receipt unless he
wants i1t. The signature, just to respond to the point
that was made earlier, that"s a protection really for
merchant. The merchant has to prove that the
transaction took place. And the signature is not to
protect the cardholder, but to protect the merchant.

It"s an interesting fact and maybe something
that we should do something with that some other people
in the study thought that the security that was provided
by the signature was protecting them and, therefore,
it"s a useful piece of Information to take back to our
people in terms of understanding what people think about
the security measures that take place at the point of
sale. So those are our charge-back rules.

Risk assessment. There"s a little bit time
here, 1 think, to pause and give you a little context
here. We do risk assessment all the time. It"s one of
our major things that we do In our business, and we do
this for a very good regulatory reason and a very good

business reason.
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The regulatory reason -- 1 think, Jean Ann
made reference to this -- iIs that for reasons that were
good and sufficient to the United States Congress back
in the "70s, essentially a public policy decision was
made to put the risk of unauthorized transactions not on
the cardholder. | mean, there are details of about $50
and debit versus credit. But the fundamental decision
was made somebody in the payment system has to eat the
unauthorized losses. Fraud doesn®t get put on the back
of the cardholder.

What does that is create a huge iIncentive on
the part of the payment system to get it done right, to
minimize those fraud losses, because they can"t simply
pass them on to the people at the end of the consumer
chain. They have to find some way to minimize them, but
they pay those losses.

Now, over time, we"ve done our best at Visa,
and MasterCard has done their best to try to reduce the
amount of fraud for that regulatory reason.

The second reason, of course, iIs IT there's
too much fraud in the system, then people lose trust in
it. It"s not a trusted, secure operation. People say,
I"ve given you information and what have you done with
it? You haven"t protected i1t, and I"m not going to use

your system. So we"ve got enormously good business
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reasons to try to figure out how to do this kind of
stuff right. That"s i1n general.

In the context of contactless payment cards,
we have an even further incentive. One of ways this
product is going to succeed in the marketplace i1s that
people believe it"s safe and secure. And so we do not
want to create the impression among people that by using
their contactless card, they®"re creating an extra risk
for themselves.

So we"ve looked at the kind of difficulties --
I"m going prompted by the monitor to wrap up. But we
look at the kind of the difficulties that could take
place in this area, and we"re going to have some
extended discussion about this throughout the day. So I
just want to flash this up here and show you the kind of
risks that are involved. And I"m not going to talk at
this point about the details of these risks, the
unauthorized card read, the eavesdropping, the relay
attacks, the replay attacks and so on.

But 1 want to get to a detail that 1 think is
really important, and I may go beyond this minute
because 1 do think we need to get this fact out on the
table 1T we"re going have a decent discussion about the
security issues.

Jodi made reference to what she called Dynamic
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Card Verification value. We have a similar program in
place to protect information that"s part of a
contactless transaction. But to understand it, you have
to go back a little bit, and this is what"s going to
take me the extra minute.

When you have a regular transaction right now,
a magnetic stripe transaction, the information gets
passed through the Visa network. It"s the cardholder
number, the expiration date and a special security code,
which we call the card verification data.

Now, the key fact about that is that It°s a
static number. And the way it works as a security tool
is the card number is basically routing information, and
the CVV 1is basically an access number. So the card
number gets you to the bank that®s involved, and then
the bank looks for that CVV. If you"ve got the right
number, they say, okay, you“re authorized to gain access
to this account. |If you don"t have that number, if you
have no number at all or if you®ve got the wrong one,
they don"t give you access to that account. That"s the
security feature. It"s a static authorization
mechanism.

The new thing that"s part of our contactless
authorization is that that number changes with every

single transaction. So if you do get the number through
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one of these hacks, you can"t use i1t again for a
different contactless transaction. That"s the magic.
We made that number change with every single
transaction. We think that addresses a large number of
the security issues.

Security, of course, iIs not static. It
doesn"t reach a point where we say, we"ve fTixed the
problem and so we don"t need to think about it anymore.
Our ongoing monitoring efforts haven"t revealed any
excess fraud associated with contactless transactions.
So we don"t think the situation we"ve got now poses a
significant security risk, but we"re moving forward to a
new global contactless specification.

It"s an upgrade to the way we do the process
right now. And as part of it, we"re going to have an
additional security mechanism that you should know
about.

The additional security mechanism is that
right now when the card is brought within the range of
the reader, the reader energizes the card. There®s no
new -- there"s no information coming directly from the
card without it being energized by a reader. And then
information comes back from the card to the reader and
through Into the system.

The new specification that we"re putting
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dealing with.

The last slide -- let me just leave this here.
People talked about the form factor and how it"s --
we"re moving away from cards. It really i1s an important
feature of this technology. And I know we"re talking
about security features. 1 know we"re talking about
privacy features, and those are important issues to
focus on, but one of the things that this technology
does is create the opportunity for moving away from the
existing generation of cards and moving not just to cell
phones or FOBs, but to any number of devices that could
be used to embody payment mechanisms.

It"s really an exciting development in the
marketplace, and we"re hoping that as it goes forward,
it"s the kind of thing that we can work together with
people and the consumer groups, In the academic
community and at regulatory community to sort of push
together to make this kind of transaction work as well
as possible for consumers, for the issuers and for the
card --

MR. HARWOOD: Thank you, Mark. Thank you.
Jodi, do you want to add -- do you want to add one quick
comment? And then we have time for a couple questions.

MS. GOLINSKY: 1"d just like to make a comment

about zero liability. You know, MasterCard takes the
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same view that Visa does. You know, one of the things
that becomes very confusing -- and I"m actually a
regulatory attorney and I get confused between Reg E and
Reg B and what they have and what they don®"t, which is
why MasterCard has a zero liability policy.

And Jean Ann did reference there are some
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We"ll start Susan Grant. We have time for about three
questions probably.

MS. GRANT: 1"m Susan Grant, Consumer
Federation of American. | just wanted to ask a question
about the enhanced security that Mark alluded to which
is really great news. Would that prevent somebody from
taking the account information and using It in some
other way to make an online purchase or a purchase by
phone.

MR. MACCARTHY: It wouldn®t, to be direct. 1IFf
the personal account number and the expiration date were
obtained, that information can still be used by a
fraudster to go online and try to make an online
purchase or do a mail order or telephone order purchase.
Those are the contexts in which they don"t need the card
iT they"ve got the card number and the expiration date.

Now, we think that that by itself Is an issue
that has to be addressed, but the card-not-present fraud
is the kind of fraud that isn"t going down as fast as we
want i1t to go down. We need to address it with a series
of general issues, general measures. We"ve got some
things i1n place right now.

Most merchants, if they"re worried about fraud
in their context -- and they should, because the

responsibility for fraud is theirs. The liability for
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online fraud rests with the merchant. So they have got
every incentive to do this right. We"ve given them
tools to help out; one of which is the Card Verification
Value 2 on the back of the card. Merchants who ask for
that would be fTully protected iIn this context.

In the contactless card, the Card Verification
Value 2 is not on the chip, it"s not on the magnetic
stripe. The only place you find that number is on the
back of the card. So If somehow the personal
identification number and the expiration date were
compromised In a contactless context, you still wouldn™t
be able to use that number at a merchant. You used the
Card VerifTication Value 2, and almost all of them are
beginning to do that because they see the value of it.

It"s an address verification service that we
offer for online merchants who want to use it where
they~ 11 say, what"s your zip code. Again, that number
iIsn"t present iIn the contactless transactions. So
there®s no way the fraudster could use that.

It"s verified by Visa, which iIs a program
we"re offering for the merchants, where if they do it
and they put 1t in place, there®"s no way that the
cardholder information that was compromised in a
contactless transaction could be used to get that

information.
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And we think some of the merchants are really
stepping up to try to take their own measures to protect
fraud in this area. | mean, many of them use, you know,
their own fraud screens like finding IP addresses that
are suspect IP addresses, and they"ll decline the
transaction even iIn the context where the issuing bank
would approve 1it.

So there are a lot of methods that are being
done here to try to control online fraud. That"s a very
general problem. 1It"s not a problem that"s specific to
the contactless environment.

MR. HARWOOD: Jodi, do you want to add
anything else to that?

MS. GOLINSKY: I would say all the same
things. You know, 1t"s iInteresting because we -- at
MasterCard, we have different terminologies. CVV, we
call i1t CVC, whatever, same thing. Most online
merchants are now asking for CVC too.

And, also, we have another -- we have a
program similar to Visa"s called Secure Code, which is a
PIN system on the Internet iIf merchants want to sign up
for that. But iIf you®"re looking to commit mass fraud
online, trying to get numbers off of contactless cards
IS not your way to go.

MR. HARWOOD: Samantha, we®ve got someone back
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there? Great. Next question.

MR. JOHANSEN: Hello there, Eric Johansen. As
credit skimming is one of the most prevalent forms of
fraud. By some estimates, it"s a $100 billion problem
that you guys are trying to solve. Current contactless
systems do not address this issue, but you guys are
talking about new security features that can help
prevent contactless skimming. As you guys deploy these
systems, are you planning on reissuing all the defective
cards you have on the market today?

MS. GOLINSKY: First of all, we aren”t the
ones who issue the cards. But what MasterCard has done
iIs we set up a mandate. | mentioned that we are
mandating that all cards now do not have your name
embedded in the chip. That was a mandate as of last
summer. The mandate for Dynamic CVC3, which includes
the unpredictable numbers i1s a mandate as of July of
this year.

And then for cards that are already out there,
we have a grandfather provision so by the end of -- and
I can™t remember if 1t"s 2009 or right at the beginning
of 2010, any card that"s out there has to have been
replaced by that time with the new technology.

MR. HARWOOD: All right. One final question.

We 1l go back there. Sorry about that.
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MR. KOSCHER: Carl Koscher. So one thing that
I"ve been wondering about is one of the nice things
about the contactless cards is you can keep i1t in your
wallet and still tap it against the reader and i1t will
work. So I"m wondering once issuers start sending us
cards and we have a wallet full of cards with these
PayPass features on it, what happens then? Does one of
the cards get randomly chosen? Are consumers being
informed about that?

MR. MACCARTHY: My answer is that they
interfere with each other, and so the result would be
that you would have to pick one.

MS. GOLINSKY: And one of our strategies has
been to -- you know, some cards you want to -- your
marketing strategies try to get various cards iIn
someone®s wallet. For the PayPass, you just want the
one i1n your wallet.

MR. HARWOOD: Are you going to ask a follow-up
question?

MS. REDFORD: Leann Redford with Visa. So
what you"re saying is i1f you have multiple cards, how do
you pick the one at the point of sale, because i1t has to
be awfully close? So you"re the lucky consumer, you®re
holding a whole handful of -- you might say a whole deck

of cards in your hand, and you hold them towards the
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reader. Our technology specifications say the reader
can"t choose. We know what card we*d like you to
choose, but the reader doesn"t get to choose for the
consumer. So the terminal says, whoa, I"ve got more
than one card in the field, please stop and have the
consumer choose which card they choose to pay with,
debit, credit, brand, whatever. Does that make sense?
We could technically solve that problem in our favor,
but that®s not part of consumer choice.

MR. HARWOOD: Thank you very much. Thank you.
We"re out of time. |1 apologize we didn"t get to this
last question here. You"re welcome to come up and chat.
We"re going to take a 15-minute break. We"re running a
few minutes late. So i1t"s going to be a definite
15-minute break, not a 15-and-plus break.

And the folks who are in the next panel, i1f
you coulld come up in about five minutes and meet with
Julie, she"d like to see you before we start. Thank
you.

(Recess taken.)
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CONTACTLESS PAYMENT CARDS

MS. MAYER: We have good information to share
on this panel, and 1 think the discussion benefits from
the previous two that we have heard, about how
contactless payment technology works, how it"s being
used, discussion of consumer attitudes and understanding
regarding contactless payment devices, and now we"re
going to focus on this panel on one specific form factor
medium, plastic cards, payment cards.

Our panelists all bring great expertise to
this discussion. At the same time, they offer, 1 think
it"s safe to say, diverse perspectives on the benefits
and risks of contactless payment cards, and we"re
pleased to have such a range of stakeholders represented
on this panel, including payment card issuers, users,
and skeptics.

We"l11 also hear from experts who have
consulted on security and regulatory matters from
members of the contactless payment industry, government,
both in the U.S. and in Asia, where contactless payment
i1s arguably even more advanced.

One person we won"t be hearing from,

unfortunately, today is Leslie Michelassi, who is on the
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organization, who unfortunately was unable to come at
the last minute.

However, we will start with Peter Ho, at the
far end of the table, and Peter is Vice President and
Product Manager with Wells Fargo Card Services.

MR. HO: Thank you very much, and I
appreciate the opportunity to speak in front of everyone
today. As I"ve been introduced, my name is Peter Ho, I
am a vice president, Product Management, in Wells Fargo
Card Services. That is the consumer payments wing of
Wells Fargo Bank. We are an issuer of Visa®"s payWave
contactless card feature, both on the credit and the
debit side. And I"m here today to really share our
perspective on why we are issuing contactless cards and
where we see the market and where we see the trends
going in terms of contactless payments.

Just to kind of high-level start off, at
Wells Fargo, our philosophy really is, we want to be our
customer®s payment of choice, and It doesn"t matter
whether you use Wells Fargo credit card, a debit card,
or one of our gift cards, but what we like to do is we
like to take advantage of the relationship that we have
with our customers, and we like to show value as a Wells
Fargo relationship versus any single product.

Part of that strategy are payment cards;
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they“ve become a very crucial part in our lifestyle.
People use both types of cards for -- all three kinds of
cards for their payment needs, and they“ve really become
a great aid in terms of conducting transactions.

Key to, 1 think, this ability is the quick,
reliable networks that we have, so that when you swipe
your card, you know that that transaction is going to go
somewhere, you®"re going to get an approval, or,
unfortunately, sometimes a decline, but that happens
very quickly.

It eliminates the need to carry large amounts
of cash with you, so iIt"s a personal safety issue,
right? If you"re going to go buy that big screen TV,
you don"t want to walk around with a couple thousand
dollars iIn your pocket. The value proposition to the
merchant is the same thing: You don®"t want your cash
registers full of cash. 1t"s a huge risk and liability
in the sense of, God forbid, a robbery.

1166ssuaT Oc7Tjll(a great aid in tr8me-2rssl8 tj5iour cast
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having a card, in terms of chargeback feature, extended
warranty, and other value-added services that we add.

When we get down to contactless cards, this
really i1s an extension of what it is that we currently
do with our customer base. This Is designed basically
for small transactions, transactions under $25. 1 think
Mark did a great job in explaining some of the
regulations and how this $25 transaction limit -- and
it"s not really a limit as much as this is where a
merchant is protected, and for the merchant who wishes
to go above that $25 without a signature, they certainly
can, at their own risk, and some merchants have decided
to take on that additional risk and others haven-"t.

So depending on where you®"re shopping, you
may or may not be asked for a signature. It iIs an
inconsistent experience, but at the same time that gives
the merchant the capability of making decisions on their
own .

It also provides speed in terms of you can
just wave your card; you don"t have to worry about
orienting your card based on the different kind of
terminal that you have there, and I"m sure you"ve been
stuck behind somebody at a grocery store waving their
card six ways to whenever, to try to figure out which

way Is It going to swipe for me, or iIs my card
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demagnetized.

Also, convenient. Contactless payments
provide an opportunity to actually allow us to meet the
lifestyles of our consumers In the sense that we can
introduce other form factors that may be more
convenient. And 1 think a lot of people today have
spoken about mobile, of which we are very keen on, and I
think Mark put up a slide demonstrating the various Visa
form factors, including the mini card and the key tag.

Lastly, 1t"s a security feature, in the sense
that you have control of your card at all times. |
think a lot of people mentioned today skimming, and
skimming is an issue. And what happens in skimming 1is,
someone takes your card, whether it"s that server at the
restaurant or a clerk who actually drops your card onto
the floor, picks i1t up, swipes it Iinto a machine and
comes back up and gives it back to you. Bottom line is,
they are stealing information that i1s based on your
payment card. In the case of contactless payment, you
always have the card In your possession, you don"t need
to give 1t up.

So getting into customer communications, |
think a lot of people have talked about customer
communications and what are issuers doing to communicate

with their customers that they indeed have a contactless
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card in their pocket.

So what I did i1s | went ahead and ordered a
contactless plastic from our founder, Henry Wells, and
typically you®ll get, you know, you probably recognize
this kind of envelope iIn your mail when you get a new
plastic card, and inside this card, we have a number of
different pieces. First and foremost is what we call
our card carrier, and as you will see, it"s basically
your standard card carrier. On the card itself, you
notice at the very top we do say, you know, same great
card, new payWave feature.

And underneath the card, actually, if you
tear the card off, i1t actually says, iIntroducing Visa
payWave, and tells you what exactly this card is and
what i1t does.

At the same time, In addition to the card
carrier, we also have a brochure introducing Visa
payWave. And in this brochure is a lot of the similar
messaging that Visa has helped us define, and basically
it provides information on how you use your card, how
you identify that you have a contactless card, and, most
importantly, where you can use it or how you find out
where you can use 1t.

So that"s information there. In addition, we

have to include all of our other pieces of information,
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keeping your information safe, and our card disclosures.
But at the end of the day, there"s a lot of information

in this package, and it does tell the customer, yes, you
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the card all over 1t. It"s not reading; 1t"s not
beeping. And just to prove that again, 1°1l go ahead
and -- (Demonstrating). It"s not reading. It"s to
protect our customer.

The moment this label is removed, though --
and 1"1l1 go ahead and remove it -- the card reads.

So what are we doing to protect our
customers? What are we doing to show our customers that
they have a contactless card? The information in the
packet, bug on the card itself, demonstrating that we do
have a contactless feature, and in the mail stream we
protect it.

In addition to that, from day one, we"ve been
issuing cards since August of 2006, we have used dynamic
CVV on all of our cards. We have also masked the name
on all of our cards. What that means -- and 1 think
we"ve touched on that earlier today; what that means 1is,
basically, your name is not populated on the chip.
Instead, i1t says Wells Fargo card holder. And if you-"d
like to come up later on, I do have a few receipts
showing that printout. It"s a little yellow, and I
apologize;, 1°ve gained a lot of weight testing out this
thing at all the fast food restaurants, and so my
girlfriend said 1 have to lose weight.

Anyway, but getting back to the point here
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IS, we are protecting our customers, and we are
protecting our customers in many different ways, and the
card is a secure card. When you look at how someone
could steal this information, and the one thing that we
have to think about is, when you steal information,
that"s one thing, but what can you do with the
information you have i1s a whole other case.

IT you were to take this card, or even if you
take the card in my wallet, and you were to get that
information off of i1t, what would you get from that
read? You would get my name field, which would say
Wells Fargo card holder on i1t; you®d get my account
number and expiration date, the dynamic CVV of the last
transaction that | used the card for, which was this
morning to buy coffee.

IT you were to take that information and you
said, okay, 1"m going to clone myself a magstripe card
so that I can go and fraudulently buy gasoline; well,
the thing is, that can"t happen, because In a magstripe
transaction, as Mark alluded to earlier, you need to
have something called CVV1l, or MasterCard is a CVCl. So
basically, when you try to swipe -- when you take my
DCVV value and put i1t into the CVV1 slot iIn this
magstripe, it will decline, because it won"t match.

So then you say, okay, well, then, I"m going
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to make a bunch of fraudulent transactions on the
Internet. And as pointed out earlier as well, that can
be done; however, many consumers are -- or many

merchants are actually starting to use CVC2, which

basically is this three-digit number on the back of your

card, right? You can"t read that wirelessly. It"s not
on the chip.
So the last option really i1s, I™m going to go

try to clone myself a contactless plastic. And I"m not

going to say i1t cannot be done, because we all know that

things can happen over time; however, it Is a very
difficult proposition today. You have to get the
algorithms right, and it takes time to get that done,
and i1t takes expense. It"s a lot easier to go find
other ways to create fraud other than the contactless
feature.

So getting back to talking about security, |
did read a lot of the comments iIn the comments section,
and one of the things I did notice was a lot of people
were saying we should have more security around these
cards. And I would say, yes, that does make a lot of
sense; however, we also have to think about the fact

that we are working within an ecosystem, and this

ecosystem includes merchants and i1t includes issuers and

it includes consumers.
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The more difficult you make something -- or
the more secure you make it, usually 1t means more
expense from the merchant®s point of view, because
you“"re adding additional security features that cost the
merchants i1n incremental cost, i1t costs the issuer
something, and at the end of the day it also costs the
customer something, because they have to learn how to
use the card.

And so I think we"re walking a fine line, and
I think we"ve -- we might be tipping on one side or the
other, but we"re definitely not one-sided in terms of
the security features that we built Into this program.

And so going forward, 1 think that we do have
a very, very bright future for contactless payments. |
think that cards are really just a beginning for people
to think about what it is that contactless payments can
do for them. 1 think at the end of the day, something
like a contactless phone will actually offer more
benefit to a customer, and they will have that choice.

I mean, this phone here, i1t Is a contactless
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will read -- it i1s reading, actually; 1t"s just not
beeping for me.

The second level of security iIs you have to
actually go into the menu structure of this phone, find
the application, actively say, 1 want to pay, before you
can pay-

And then lastly, you have a feature that
basically locks 1t down with a PIN, so you can"t do
anything with this unless you"d have a PIN to activate.

Lastly, the nice thing about contactless
applications on the phones is, the phone and the payment
application can be disabled from a remote location,
something I can"t do with a card.

So the future of contactless payments is very
bright. I think that there is still a lot of education
and a lot of understanding with consumers, no doubt
about that, but 1 think the more and more consumers
start understanding the wave as opposed to the swipe,
we"ll start seeing much more attraction and
understanding and use of contactless devices.

And 1™"m getting my signal, so I will go ahead
and say thank you for your time. 1 applaud the FTC for
putting this program on, and I1*11 be available for
questions later. Thank you.

MS. MAYER: I have one question for you
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before you sit down -- or you can sit down.

MR. HO: Thank you.

MS. MAYER: 1 just was curious how Wells
Fargo was targeting -- 1T this is going on, targeting
which customers were receiving these cards and getting
these disclosures in the mail, or it was something
driven by 1f consumers were asking for them as well.

MR. HO: That"s a really good question, and
we actually have a multi-pronged strategy iIn getting
contactless cards to the customer.

The first one is, If you"re a new customer
and you"re applying for a new account, the contactless
feature is a choice that you can select. So you can
have one mailed without the feature, one with the
feature.

Also, what we call natural reissue. We do
reissue cards, a number of them with the contactless
feature, based upon some segmentation that we do and to
customers that we feel would benefit from the feature.
They still do have the option of opting out of this, If
they so choose, by calling customer service, and we"ll
have a card out to them pretty quickly. 1In the
meantime, about six, seven seconds in the microwave on
medium. No more, no less.

MS. MAYER: Thank you for that tip.
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Next, we"re going to hear from Dan Johnson,
who will represent one of the retailers, particularly in
this area, with Tully"s Coffee, which many of you are
enjoying this morning courtesy of the cafe. He can
speak to how long they®ve been using i1t in their retail
shops, but it"s also iInteresting to hear again their
reasons for doing so, and experience since, and Dan 1is
the Information Technology Director for Tully®s.

Take 1t away, Dan.

MR. JOHNSON: Thank you, Julie. And thank
you to the FTC for having this. |1 think this iIs a great
opportunity for a good knowledge transfer from various
experts, and I"m happy to be here.

I*m going to keep this pretty short, really.
I"m going to go into kind of the facts a little bit
about the company, about why we decided to go with
contactless payments and our results so far, but really
iT you have any questions, 1 think that"s going to be
the best tool for getting information from me, iIs what

questions do you have about Tully®s, and we can do that
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company. We do everything by hand; we don®t use
machines; we have people up there sniffing coffee and
abstain from technology on that side of i1t as much as we
can, but also from a retail perspective, we obviously
embrace 1t as we need to do business.

We have 150 retail locations domestically.

Of those, 90 or so are corporate locations which are
using contactless payments. The others are franchise
locations. Additionally, in Japan, we have over 250
franchise locations. We just started up a company in
Singapore to open coffee shops up there. In addition to
the retail, we also have grocery stores; we"re in over
4,000 grocery stores across the West Coast.

We"re going to be focusing on the retail
side. The retail side of our business iIs pretty
straightforward, and we sell coffee. 1 saw a lot of
people out here drinking it this morning. We are the
official coffee of the University of Washington Food
Service. We have a lot of other areas, including
Boeing, and we"re hoping to expand east farther.

But in retail, there"s really, and especially
not just retail, but QSR, quick service restaurant,
there®s three big drivers on how successful we are.

The first i1s quality. You have to have a

good quality product, which we believe we have. We
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wouldn®t be iIn business if we didn"t have a quality
product.

The second i1s value, and that could be either
perceived value or actual value. You know, compared to
some other coffee companies, we have a great value for
the quality of coffee that we have.

And really the third big driver is
convenience, and that"s really the big one. Convenience
is probably the easiest one to really communicate and
really touch with our consumers.

Convenience can be multiple things. It could
be store locations. There"s a very big coffee chain
based in Seattle that has them everywhere, and they have
been relatively successful, although 1 think they“re
just recently closing some stores, so maybe that"s not
as convenient as we thought i1t was.

In addition to location, you have speed of
service, and that"s kind of where contactless comes in.
People, especially in the morning, and coffee, we do 60
to 70 percent of our business before 10 a.m. in the
morning, and when you®re there, there is a line out the
door and you need to get them through as quick as
possible.

So really from a convenience perspective, we

kind of started looking at the contactless, saying, is
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it something that we can use to speed up our line? Will
people who have contactless cards not order the
super-double-tall-nonfat-soy-chai-latte-no-whip and not
hold up the line trying to figure out what they want to
drink?

But seriously, looking at the contactless, we
said, you know, we need to look at a couple things.

One, electronic payments make up over 50
percent of our revenue stream right now, so we are still
primarily a cash business, or equally cash and
electronic, so we need to make sure we accommodate both,
but we are only going to be seeing an iIncrease iIn
electronic payments, and whether those electronic
payments are gift, credit, or contactless, we need to be
sure that we capture or have the ability to capture all
of those.

Also, from speed of service, the guise of
contactless i1s that it does make it go faster, that
there is no fumbling through the wallet for the card,
and that was intriguing to us and hoping that it would
speed up our service.

Also, it"s an option for our consumers. We
found some consumers have come up to us and said, hey, 1
have this great, nifty tool; can I use it at your store?

And although that i1tself isn"t necessarily a driver, 1
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don"t think we"re turning away customers when they come
up to us and say, oh, 1"m not going to use your shop
because you don"t have i1t. It is another option for
people that are very passionate about that and who do
want to use it.

The other driver for us, as mentioned, is for
people to spend more money. And 1 will put a little
asterisk by that and say we don"t really want people to

spend more money; we want them to spend more money at
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here. Installation was pretty quick. It was pretty
cheap. And from a point-of-presence perspective, it
does kind of stick out in front of the register, and we
got a lot of questions when we first put them in saying,
hey, that"s great; how do I use 1t? | can"t tell you
the number of people that don"t have contactless cards
that try and use that reader. It"s a constant problem.
But that"s neither here nor there, and 1711 actually get
to that here in a little bit.

After doing the pilot for four months, really
that was just to see iIf the technology worked. The
biggest thing we wanted to make sure was that adding
contactless didn"t disrupt our credit card processing.
That was the main driver. Is this something that we can
offer that"s not going to risk any of our current
streams? So after determining that was the case and we
had some usage of that, we went and rolled it out
companywide.

And getting to the results section, fTirst of

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



© 0 N o o A~ W N PP

N N N N R B R R R R R R R R
w N b O © 0 N O 0o A W N +— O

111
consumers. So it"s not accurate, I can tell you that,
It"s not 100 percent accurate, but it should be ballpark
in terms of what we"re seeing in terms of repeat
customers, who"s using it, and why they"re using it.

MS. MAYER: And I"m just going to jump in and
say, fTor those of you who don®"t know about PCI, we"ll be
hearing more about It in two presenters.

MR. JOHNSON: So what we saw is that people
that do have their contactless cards and do use them
actively, always use them. There®"s a small percentage
of our overall credit card customers that use them, but
those that do have the contactless cards do use them.
And 1 don"t know why, 1 don"t know if it"s they think
it"s really cool, they impress the other people in line
by pulling out the contactless card, they“"re impressing
our baristas, I1"m not sure exactly why they"re doing it,
but they are consistently using that card. It could
also be that there"s rewards or other aspects put onto
that card, but that is their top-of-the-wallet card.

Overall, as a percentage of credit card
customers that are using contactless, it iIs very, very
small still. 1t is a very, very small number of people
that are using contactless cards as opposed to regular

magstripe cards. And part of mllet calyd to regular
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these cards, and as we put on additional, maybe,
marketing aspects of that to get people to come in.

So overall, it"s a program that has worked
well for us. There"s really no negatives. We received
no customer feedback, comments, about this in the
negative. We"ve had no chargebacks related to this.
Obviously, we wouldn®"t be liable for them, anyway, but
we haven®t had anyone actually challenge a contactless
transaction.

So overall, it"s worked very well for us, and
we look forward to the future and hope that this does
really turn into more of a convenience factor for our
customers and get them to come back more frequently.

MS. MAYER: Dan, 1 just have one question. |1
asked Peter a little bit about education, and I"m just
curious 1T barista education or employee education is
part of the retailer™s responsibility, because, and not
necessarily In your stores but In others, now that I"ve
learned a lot about this technology, I"ve been asking
about 1t: Oh, you know, how do I use this, or what"s
this? And 1 often get the "I don"t know,™ so I"m just
curious 1T that"s part of the merchant®s role in getting
this technology out.

MR. JOHNSON: Yeah, it definitely is. 1%"ve

got to say, you know, MasterCard, Visa, and AmEx have
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been very helpful to us in terms of giving us materials
to use to help train our baristas on that. We do have a
relatively high turnover in terms of staff, so getting
people on top of that can be sometimes problematic, and
we do our best with that, but definitely there iIs a
barista education there that can take a little bit of
time.

It"s kind of funny, because contactless
payments are supposed to be quicker, but a lot of times
you" Il have the person that pulls out their wallet and
they say, oh, 1 have this card and 1"m not quite sure
how 1t works. And they kind of look at it and the
barista looks at it and says, oh, you know, let"s see
how we get this to work. And overall, that transaction
was eight times longer than a typical magstripe, but you
hope that the next time, once they have that and they
keep on using the card, that education level builds.

But, yeah, definitely in the short term,
there are challenges with both education, awareness, and
consumer awareness of the tools that they have.

MR. HO: Just a real quick point. 1 think

the big thing there is, especially in the card form
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people really do need to pay attention.

I was at a local drive-in one day, and she
said, oh, that doesn"t work. And I said, well, here, 1
want to pay with my phone. She says, don®"t worry about
it; 1 can swipe 1t. 1 said, all right, well, here you
go; swipe away.

So education is coming, and I think, as 1 was
pointing out earlier, as more and more consumers
understand i1t, those consumers become the people
standing behind the counter accepting your payment.

MS. MAYER: Thank you both.

We"re next going to hear from Dr. Kevin Fu,
who is an Assistant Professor of Computer Science at the
University of the Massachusetts Amherst, and he also
directs the RFID Consortium on Security and Privacy,
which are topics we"ll be discussing today.

DR. FU: 1 think 1t"s great to follow
Tully"s. 1 love coffee, and I actually love their
coffee. But 1"m wondering about the reasons they
actually have the customers using those contactless
cards, whether it"s actually to pick up the line or,
rather, it"s a pickup line.

MS. MAYER: It was just a happy accident that
it turned out that you"re the official coffee of the

University of Washington.
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kind of information was on the card and what was
revealed.

We had heard about, for instance, the Exxon
Mobile Speedpass which used encryption to protect its
payment technology, and we thought, wow, these
contactless credit cards, they are years ahead of these
other payments, so iIt"s going to be really tough to
crack, probably.

So what actually we found was, we didn"t
actually have to do too much in order to lift
information from these cards. On these cards, we were
able to -- we took a collection of cards -- 1 probably
have one of the worst credit ratings; | made sure to buy
my house Tirst before doing these experiments. But we
collected tons of cards and tried to catalog what
information was leaked. And we took an off-the-shelf
RFID reader. We also built one of our own. And on most
of the cards, we could lift the credit card number, the
expiration date, and the card holder name.

Now, I do congratulate the credit card

associations and the bank issuers for beginning to

remove the card holder name. 1 understand some of the
cards are beginning to remove that. 1 think that"s a
great step, a good step in the right direction. 1I™m

glad that they"re sort of taking these preemptive steps
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after the fact.

But let me give you a little video to
demonstrate what we actually did.

(The video was played.)

DR. FU: So that was an actual skimming
transaction. They added the stench marks to my poor
graduate student. But that was an actual skimming of
information. It was a blink of the eye. It was able to
read through clothing, through the wallet, through his
coat, and pull out his complete information on the

contactless card.
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though, asking me, how do I do this? They"ve called up
their credit card issuing bank and they"ve asked not to
have the contactless, an enabled one. And an
interesting story came back.

One woman said she called up her bank, and
they said, we"d be glad to issue you a noncontactless
card. Came in the mail. She opened it up.

Investigated a little bit further. 1t was actually
still contactless. But she wasn®"t able to actually
tell, because how could you distinguish these things,
they“re so pervasive.

But one way you can actually disable it is
with a hammer, and so here I have a graduate student and
he*s —-- 1f you hammer it just right, often times there"s
a little bit of an Indentation and you can dislodge some
of the leads and that will effectively disable 1t. You
could go test i1t out, 1 suppose; if you take i1t to a
store and if 1t doesn™t beep anymore, you probably
damaged i1t enough. But i1t"s not something I would
suggest to the average consumer. Don"t take a hammer to
your wallet.

Okay. So with that, 1 have a couple other
nongraphical comments. Hang on one moment.

And 1t"s mainly going to center around three

issues, and that is of personal privacy, informed
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consent, and consumer choice.

So 1t is my opinion in looking at these
things as an unbiased researcher looking at these kinds
of devices, that these kinds of devices could benefit
from much more privacy preservation. So let me give you
a couple examples.

There i1s a professor of electrical
engineering, okay; this is your high-end consumer who
knows not only how to do things but how they“"re built.
He walked into my office, and 1 said, what kind of
contactless cards are you carrying? And he said, are
you kidding me? 1 wouldn®"t carry that. And I said, are
you sure? And he said, I"m absolutely sure. So we
said, okay, let"s find out.

I had my student walk up, brush by him, and
he said, guess what? You“"re carrying a card. And he
said, no, you"re kidding me; I1*m not actually carrying a
card. And he said, well, how did I get this card? And
we said, well, we don"t know; you must have gotten it iIn
the mail somehow.

So we don"t know what kind of information was
provided to him, but apparently one of the most educated
people with a Ph.D. was not able to comprehend whether a
card was contactless or not. So that®"s just one data

point for you.
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me give you another example of that.

A press release from Wells Fargo stated in
June 2006: Visa contactless i1s enabled by radio
frequency technology. The contactless RF payment chip
uses industrial strength encryption technology, 128-bit
and triple DES encryption, the highest level encryption
allowed by the federal government. The chip contains
the same minimal personal information found on a
traditional magnetic stripe card, just the account
number and the card holder®s name.

Well, to me, even as a technologist, that
implies to me, oh, wow, you"re using encryption, so
you“"re encrypting i1t. Well, then, why were we able to
read all of this information off the contactless
interface and discover no encryption protecting that at
all?

So what does It mean when you say you“re
protecting it with encryption? What exactly does that
mean?

It was implying, at least In my opinion, that
strong encryption was being used to protect this kind of
consumer information. But what it actually, I believe,
iIs doing i1s protecting i1t in certain locations but not
in all locations. In particular, 1t was not protecting

the contactless interface.
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Okay. The third topic 1 wanted to touch on
was on the notion of consumer choice. So today 1 kind
of make this analogy of, the choice of consumers iIs sort
of like the airlines before the cost of oil got so
expensive, and that was, today you have a choice of
chicken. So today, the consumers have a choice, and
it"s hard for them to make that kind of choice, so how
do they know what kind of card they“re getting, for
instance.

And there are two kinds of consumers who are
going to care about this. One type of consumer is the
kind of consumer who just deeply, fundamentally cares
about their personal privacy. | have no qualms with

that; 1t they want to remain anonymous, that"s fine by
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said, oh, okay, 171l void your transaction. And she
tried to swipe 1t, and so she started inserting It into
these holes, and she clearly did not know how to use the
card.

So there is going to be a lot of education
necessary, | agree with that, on both the merchant side
and on customer service; otherwise, they won"t be able
to provide the customers with the kind of information
they need to make the decisions that are important to
them.

So iIn summary --

How am 1 doing? 1"ve got a couple minutes.

So in summary, | think that these contactless
payments, they could hold great promise. There"s no
question that it"s going to speed things up, especially
in situations like public transit, where you care about
high throughput. But the problem is, there are other
issues at play. There are tradeoffs and there are
incentives, and the problem is, what are those
incentives and how is that going to affect the things
that are most important to the consumers instead of most
important to the bottom line of a company who"s issuing
these kinds of cards.

So analysts have proven that proprietary

systems from payment associations in the past have
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today, the technology is rather -- 1t"s not as widely
deployed as 1t will be, and when 1t 1s widely deployed,
it"s going to be way harder to fix these problems. When
you move from 20 million to 300 million Americans, It"s
going to be much harder to fix security problems and
privacy problems.

So in summary, contactless payments need
stronger privacy and security mechanisms, and I don"t
think that the incentive mechanisms are in place yet to
encourage the stakeholders to do this level of security.

Thanks.

MS. MAYER: Thank you, Kevin.

And 1 don"t know if Peter or anyone wants to
respond to anything specific that was discussed about,
you know, what was in a press release in 2006. But one
thing, to put that in a context of a question is,
putting aside, assuming those terms as being used for
your cards were accurate, 1Tt that tension between being
accurate and disclosing everything and actually being
effective at educating consumers, if they would
understand what 128-bit encryption was, but 1"m just
curious 1T things have changed since then.

MR. HO: You know, 1 don®"t think anything has
changed since then. 1 think basically the 128-bit

encryption is built in to, as was pointed out earlier in
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a presentation, the UDK keys; they"re loaded onto the
card, and that is where the encryption is. And at the
end of the day, when you"re looking at speed and you"re
looking at being able to turn something quickly, you
look for areas where you can -- you don®"t want to cover
up the whole thing; you want to be able to get i1t done
quickly, and so that"s where it is.

And at the end of the day, we released our
cards iIn August of 2006 with full name masking, with
full mail masking, following best practice. We never
issued a card with a customer name on it.

MS. MAYER: Thanks, Peter. 1 know there will
be questions from the audience, as well, when these two
gentlemen are fTinished with their presentations.

But next, we welcome Tom McAndrew, who is
going to talk about the often-referenced PCl, otherwise
known as payment card industry, standards, and Tom is a
PCl Qualified Assessor whose firm, Coalfire, specializes
in information technology audits, compliance, and
forensic services. And Tom, in particular, has worked
with a range of players in the contactless industry,
including merchants, service providers, and technology
manufacturers, so he really has a depth of familiarity
sort of from the outside on these issues that have been

raised.
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MR. MCANDREW: All right, thanks.

So again, my name is Tom McAndrew, and this
is definitely an interesting forum, I think, to go
through this, because as you see, I mean, everyone has
kind of got an agenda here.

So one of the perspectives that 1 would like
to bring here is to make sure that there®s an
understanding what all the players are. And this is
important just not for you consumers, but also, I™m
guessing because of the building we"re iIn, there's a
bunch of attorneys here as well, and this is becoming an
increasing area of litigation and responsibility and
passing on liability throughout the industry.

So it"s really important, because the
fundamental consumer, an average card holder, doesn"t
understand what being compliant means; they don"t
understand who"s involved; they don®"t understand what
the fines are, how they get assessed, and ultimately
who"s in their best iInterest. So | just wanted to cover
a couple different topics here.

I want to talk about what the ecosystem is

between merchant banks, member banks, acquiring banks,
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it not covering.

Compliance is still kind of ongoing, as we
see with Gramm-Leach-Bliley compliance in banking, HIPAA
compliance in health care, there"s a bunch of different
areas out there and it"s being enforced and supported
differently, so it"s important to kind of understand
that and understand what the limitations are with
contactless, because 1t"s an emerging field, and as with
all areas, the regulations are lagging behind where the
technology i1s emerging.

Then talk about what the actual focus threat
iIs. So what are we actually seeing out here? There"s a
lot of areas where we can see, you know, there"s great
videos out there, you can go on YouTube, you can see
what people are doing, but what is actually going out
and quantify what some of those risks are.

And then last, kind of talk about the current
stage today with contactless and where we"re going.

So at a high level, there"s five kind of
tiers within the payment card industry field that people
have.

About four or five years ago or so, each of
the card brands, Visa, American Express, MasterCard,
they all have theilr own operating regs, SO you can go to

visa.com, you can pull up theilr Visa operating
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regulations, or MasterCard, and they are still required
to enforce those. The problem i1s, those regulations
were enforced to the banks, and the banks enforced that
to the merchants, and the merchants were saying, hey, 1
can"t support three different ways. Visa does things
differently than American Express than at MasterCard.

So what they did i1s, they kind of spun off a
separate entity, and so there®s an entity called the PCI
Security Standards Council, and they"re an independent
organization, and all they do is they publish documents
and set standards. So PClI doesn®"t fine anyone. They
don"t go in and enforce anything. All they do is
basically publish documents. And if you go to
pcisecuritystandards.org, you can read about kind of
their programs and what they do.

Below them are the card brands. So all the
card brands have their own programs, but they also all
require all their member banks to enforce the
requirements in PCl. So they have something called data
security standard. They have something called the
payment application data security standard, which deals
with software and shopping carts which accept
information. And they also have the PED program, which
is the PIN encryption device program. So these new

programs are accepted and enforced with Visa,
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MasterCard, American Express, JCB.

Below them are the banks. So iIf a bank wants
to go and connect to VisaNet or ProcessAmEx, these banks
at Wells Fargo will work with Visa and MasterCard to get
that stuff up. The banks will issue those cards down to
the merchants -- or to the consumer, as myself, and
they~ 11 also go and set up merchant IDs.

So it"s iInteresting, because now you have two
different areas. As a consumer, I"m worried about the
protection of my card, and that"s what my bank cares
about. But as a member -- or a merchant, the merchant
i1s concerned with their relationship with their bank.

So when I go and I go to Wells Fargo -- or we"ll use the
table here. 1 go to Tully®s, I pay with my Chase card,
and they process through Tully®s, and if Tully®s is a
Wells Fargo account, it"s going to go up through there.
So Wells Fargo would be Tully®s acquiring bank, and then
my Chase would be my issuing bank.

So it"s Important to understand, because
different banks have different regulations, and because
of that, what they"re iInterested In iIs passing down that
liability.

So what the banks have done is, now they
enforce those requirements on the merchants. So there®s

about 1200 level one merchants out there, and these are
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the largest merchants In the U.S., so they"re merchants
that do more than 12 million transactions. And so the
payment card industry doesn"t care about the value of
the transactions, because what they“re iInterested In is
protecting card holder data.

And so whether 1 do a one-cent transaction or
a $10 million transaction, that card number is what"s

important, because that"s what can get stolen and what
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that people are claiming to be PCI compliant or theyT"re
claiming something, right now, and 1°ve worked with a
lot of these different merchants, point-of-sale systems
are not really deemed as PCI compliant right now.

When we look at things like ViVOtech and we
look at these other areas, they“re hardware devices
right now and they don"t fall under kind of the three
general categories, and the three general categories are
the data security standard, which applies to merchants
that store, process, or transmit card holder data; they
also apply to service providers that provide a service,
like a payment gateway like PayPal; and then PIN
encryption devices, so ones that are accepting PIN pads,
those are assessed; and then applications.

So unless i1t"s an application, a merchant, or
a PIN encryption device, it"s not falling under these
compliance programs, and that"s why there"s some kind of
uniqueness iIn the contactless fTield, because i1t really
isn"t governed. And the drivers from these are driven
by Visa and MasterCard or the banks, and they all have
their different types of -- and you®"ve seen here, they
all have different reasons of why they want to get that
done, but in the end i1t"s the consumer that has to pay
for 1t and has to wonder, is that what you want to do?

So if Tully®s would have to increase their
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and then what can you do with i1t.

Right now, the type of information profile,
you know, names are not really considered areas, things
that you can sell. But things like PAN, which is a
16-digit number, Social Security numbers, driver-"s
licenses, those kind of go in the black market for
between ten and two hundred dollars or so an account,
depending on what you get.

So as we see those things kind of emerge,
what the hackers really want right now from a credit
card perspective is, they want to get the 16-digit
number, they want to get the expiration date, and they
want to get that PIN value, or the CVV2 or the
magstripe. |If they can create that, what they want to
do 1s be able to create fraudulent cards.

The good thing with the technology, with
RFID, 1T it"s appropriately implemented, is that it
would not allow them to do that. Because 1T they“re not
able to get that full information, they"re unable to
create a new card.

The problem that we"re stuck with right now
Is that we have backwards compatibility. So when we
look at our credit cards right now, you have the
technology from 1950s, which is the embossed number; you

have the magstripe, which then was the next evolution;

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555






© 0 N o o A~ W N PP

N RN NN NN R B R B R R B R B
a A W N B O © 00 N O O b~ W N F O

140
and I can"t remember exactly where I was looking at it
right now, but I think the average consumer has about
seven or eight credit cards, and then 1 think the next
country, 1 think is Brazil, which has one for every two
folks. So i1t definitely is interesting to kind of see,
as we get these cards and we"re going to use them, what
we"re going to do as consumers.

The other thing is fraud detection. So we"re
worried about fraud and identity theft.

So there"s two things really for identity
theft. |I°m comfortable using my credit card because if
it"s used, I don"t pay the cost out of my pocket right
now, and quite frankly, when 1 hand my card to someone,
they can kind of take everything that"s on there,
anyways, right now. The important thing is the things
like the Social Security numbers or other areas where
you can"t change those; those are the areas which are
not now embedded in some of the RFID on some of the
credit cards, and that is some of the things that helps
protect us as consumers.

It"s important to know because there®s about
43 states now that passed identity theft laws, and those
laws define what sensitive information is or define what
personal information is very differently. So California

and Washington define them differently; Alaska is
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passing one here shortly. So i1t"s important to know
that, because when we talk about i1dentity theft and what
we don"t want disclosed, we have to know what that is,
because what you may see on a transaction, If it"s a
masked number or iIf It"s just your, you know, a Wells
Fargo account, it may not be considered sensitive
information; you may not be protected under state laws.

So last, 1 just kind of want to say, there
are different mechanisms out there. If you look over in
Europe, they“ve got the EMV, which is a
Europay-MasterCard-Visa system. So we see that there
are different ways that people are doing this with the
adoption. Here in the U.S., i1t seems to be the trend
it"s going to be towards this contactless information.
In my opinion, just as with everything else, if it"s
designed correctly and implemented correctly, 1t will
work .

The problem again is the backwards
compatibility, and is it really designed correctly? And
part of an assessor, we go and look, for an example, we
see that credit card data i1s encrypted and we go and
look and we see that it"s encrypted, and we ask where
the encryption key is, and the encryption key is stored
in the same database that the keys are, so that"s

something of what the people that are designing the
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systems and how they®re going to enforce i1t are going to
do.

As an assessor, all we do is we go In, and iIn
our opinion, we go and benchmark them to the 235
controls or to some of the areas and we say, yes, these
meet these requirements, or they don"t.

So that"s kind of at a high level how these
things integrate. And if you guys have any questions,
feel free to talk to me afterwards.

MS. MAYER: And 1 have one question.

MR. MCANDREW: Sure.

MS. MAYER: You just mentioned some state
laws, and 1"m not super familiar with 1t, but I know
Washington state has a new law that became effectively,
really, recently, specifically applied to the skimming
of data on RFID enhanced identity cards, | think is how
it"s defined, and I think it was targeted at our
enhanced driver®s licenses and passports, but I"m just
curious 1T that would apply to contactless credit cards
or debit cards, as well.

MR. MCANDREW: 1"m not an attorney, SO
there®s probably a lot of attorneys can give that out
there. But I can tell you, what"s interesting is, as
consumers, we were fed up with having our credit cards

stolen, and there"s no federal kind of requirement, so
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we"ve pushed those up, and the states have required each
one, and each one is different with the limitations on
it.

What"s iInteresting with some of these laws is
the extent that people do know how they can be enforced
or how they can"t be enforced. Like, with the
contactless right now, I think the main driver, 1
believe, is for