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PROCEEDINGS

MR. PAHL: 1"m Thomas Pahl, 1"m assistant
director in the FTC"s Division of Advertising Practices.
1"d like to welcome you here today.

Before we begin our workshop, 1°d like to go
over a few housekeeping matters with you. First, a few
thoughts about logistics.

Each of you should have received a badge when
you came into the building today. Please retain your
badge. |If you take it off, you"ll have to go get another
one, which means you®ll have to go through the security

process again.
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can exit through the door on the north side of the
building.

IT you have any other questions about
logistics, how to find things, et cetera, please out at
the registration desk and they should be able to help
you.

Second, some thoughts about the workshop
itself. We have a lot to cover today and tomorrow. Our
schedule is packed. We"re going to do our best to keep
on schedule. Please be back from breaks on time and in
your seats so that we can begin at the times stated on
the agenda.

It"s important that all of our speakers be
heard. 1 would ask that everyone turn off all cell
phones and pagers. And during the remarks and the panel
presentations, 1 would ask that you take any private
conversations out into the hallway, or outside, for those
of you who really like a cold day.

There are two tables out in the lobby. One of
them has materials from the FTC about P-To-P File-sharing
and related matters. The other table has materials from
some of our panelists and others. 1°d invite each of you
to help yourselves to any materials on those tables if
you are interested.

Many of you will have questions for our
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CHAIRMAN MAJORAS: Thank you, Tom. Good
morning, and welcome to the Federal Trade Commission®s
workshop on consumer protection and competition issues
relating to peer-to-peer file-sharing technology.

I want to thank you all for joining us, and 1
would particularly like to thank our distinguished
panelists for coming from all over the country, and, iIn
one case, even from over seas to be here to share their
insights and expertise.

This workshop represents the latest example of
the Federal Trade Commission®s Policy R&D. Our hosting
of workshops, symposia, hearings to increase learning and
advance public policy on competition and consumer
protection issues.

Competition and consumer protection are
complimentary disciplines designed to increase consumer
welfare, and because they comply the twin missions of the
Federal Trade Commission, we"re able to comprehensibly
examine areas In which competition and consumer
protection issues are presented.

Today"s workshop continues the Commission®s
long-standing effort to assess the impact of significant
new technological i1ssues, such as, In the past, SPAM,
spyware, and RFID, on consumers and businesses --

innovation, ease of communication, privacy, efficiency,
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12
Congress of our efforts to work with P-to-P file-sharing
program distributor®s efforts to improve their disclosure
of the risks associated with their program taken in
response to concerns raised by the Commission and
Congress about the i1nadequacy of existing disclosures.

The Commission stated that industry members
have developed proposed risk disclosures that we believe
would be a substantial improvement over current practice.
We intend to monitor and report to Congress on the extent
to which distributors implement these proposed risk
disclosures.

Through this workshop, we continue our efforts
to address P-to-P issues and development. Over the next
day and a half, we"ll bring together government
officials, business leaders, researchers and consumer
advocacy groups to discuss the development and use of
this emerging technology.

The workshop will begin with the basics, a
description of the P-to-P file-sharing technology and an
explanation of how some of the popular file-sharing
programs operate.

We" 1l also hear about trends relating to file-
sharing. How the technology has actually been used, who
iIs using 1t, and what types of Tiles are being shared.

We"Il1 discuss the nature and prevalence of
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13
risks to consumers, and the new consumer risk
disclosures, which 1 just mentioned.

Later, panelists will examine what can be done
to reduce risks to consumers from using P-to-P fTile-
sharing programs. We"ll discuss whether blocking,
filtering, or other technology can lessen the risks, and
whether better consumer education can reduce the risk or
create market pressure for more user-friendly
applications.

We"l1l1 also discuss what government can do to
protect consumers from the risk associated with the
P-to-P programs if technological improvements and
education are not enough.

Our workshop is also going to address
competition issues, as P-to-P file-sharing technology
develops and allows for faster and more efficient
transmission data, it may hold promise for many
perspective commercial and business applications spanning
a variety of industries.

The last group of panelists today will tell us
about the possible future uses of the technology and the
impact i1t could have on the competitive marketplace.

Tomorrow™s sessions will open with remarks by
my colleague, Commissioner Pamela Jones Harbour, who has

been particularly interested in P-to-P issues. She will
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14
discuss issues related to P-to-P file-sharing®s impact on
copyright holders and music distribution.

As you know, these issues have been at the
forefront of the P-to-P debate, and they will continue to
hold prominence, particularly given the Supreme Court”s
recent decision to review the Ninth Circuit®s decision
affirming the dismissal of copyright infringement claims
in MGM Studios v. Grockster.

The Grockster case squarely presents the
question of whether secondary copyright infringement
liability should be imposed on the creators and
distributors of computer software that enables individual
users to copy computer files provided by other
individuals over the Internet.

Picking up on those important issues, the fTirst
panel tomorrow will focus on the impact of file-sharing
on copyright holders. On the one hand, the technology
provides consumers with a fast, efficient way to obtain
and exchange content. On the other hand, the technology
can be used to infringe copyrights, thus decreasing the
incentive to create copyrighted material.

The final panel tomorrow is going to present a
case study using the P-to-P sharing of music files as the
subject. And this panel will discuss the model for

distributing music, and the impact of file-sharing on the
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15
distribution model, the copyright holders, and other
parties.

Panelists are going to share their empirical
research on these issues and debate the lessons that we
can learn from this experience.

I trust that these discussions over the next
two days will help us all to better understand the
complicated issues that stem from this technology, and
will constructively inform the public debate about the
use and development.

Again, I would like to thank the panelists for
their participation. We have between today and tomorrow
over 40 panelists, and they reflect the tremendous amount
of experience and expertise, and we really look forward
to hearing your perspective.

Now, this morning we"re very fortunate to have
with us a member of Congress who i1s actively involved iIn
technology issues. Straight from the silicon forest,
Senator Gordon Smith, Chairman of the Competition,
Foreign Commerce, and Infrastructure Subcommittee of the
Senate Commerce Committee, has shown a keen interest in
protecting consumers from unscrupulous practices.

In his role as a member of the high tech task
force, Senator Smith has explored ways to ensure that

consumers are adequately protected on-line without
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stifling innovation.

I appreciate his attendance today and his
support of the FCC in its mission to protect consumers,
and 1 welcome Chairman Smith.

(Applause.)

SENATOR SMITH: Good morning, ladies and
gentlemen, the temperature outside suggests Santa may be
near, the Visa bill right behind him.

It"s great to be with you, and, Madam Chairman
and members of this Commission, the FTC, thank you for
giving me the opportunity to help kick off your workshop
today. | want to commend you and your staff on the
efforts you have already made and will yet make in the
future, and especially iIn putting together these very
distinguished panelists.

Many of you know the Senate Commerce Committee
spent a good deal of time in the 108th Congress examining
the Internet, and the way our day-to-day lives have been
forever changed by the PC, the Blackberry, Instant
Messaging, on-line banking, and so many other services
that are made available by instant wireless global
technology.

There 1s no question that the Internet has
revolutionized many aspects of our lives, much of it iIn

very beneficial ways, but some of it in a manner that
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raises very new and serious concerns.

I recently chaired a hearing on peer-to-peer
file distribution technology, known as PTP, and my
colleague and friend, Barbara Boxer, from the neighboring
state of California, she and 1 made iInquiries regarding
P-to-Ps with this Commission, trade associations, and
others representing to P-to-Ps and others knowledgeable
about the burgeoning and exciting new technology this
presents.

This issue has been a hot topic throughout the
country. Not only have concerns about P-to-Ps been
addressed by the Senate Commerce Committee, but also by
the Senate Judiciary Committee, several House committees,
the General Accounting Office, and various federal
agencies, and many state Attorneys General and local
government agencies.

You will undoubtedly hear different
descriptions of the activity conducted over P-to-P
networks. For example, there are tens of millions of
users of P-to-P software who trade nearly a billion files
a month. They call their activities sharing.

Then there i1s America"s entertainment industry,
which is i1ncensed over the siren call of free music, or
movies, or video games, or software that lures people to

the P-to-P sites. They call this activity theft.
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paragraphs are long, the legal and technical jargon is
difficult to decipher by the layman. Worse yet, when one
family member or office mate installs P-to-P software on
a shared computer or local network, the others may not
know that their personal fTiles, private Tiles, may be
shared with everyone looking in.

I have seen P-to-P demonstrations that can call
up tax returns, financial and medical records, and credit
cards of total strangers. Public safety was recently
compromised as far back as August, 2002, when a Toronto
man accessed Aspen, Colorado®s computer network,
including passwords and log-ins of the police department
through Kaza.

In August, 2004, my colleague, Conrad Burns, on
the Commerce Committee, sent a letter to the Army
Secretary because of the national security implications
raised when a computer user in Germany found military
duty rosters, discussions of tactics and other secret
files on P-to-P program line wire.

I recognize that there are some using P-to-P
networks to legitimately distribute content, including
software, video games, and music. |1 was encouraged to
read recent reports about a venture called Snowcap, where
copyright owners are working with P-to companies who want

to play by the rules and compensate the artists who
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22
things.

Why am I so skeptical? The parental fTilters
offered by P-to-Ps when the software is fTirst downloaded,
can be easily circumvented by the kids we seek to
protect. |If the P-to-Ps can filter for porn, they should
be able to filter for copyrighted works posted without
the permission of the creator.

Be 1t Sean Flemming®s Snowcap, audible magic
box, or other digital fingerprinting technology,
filtering has shown real promise. It is absurd that I
can go to Torrent, or EDonkey, and find an about to be
released song or album or one still on the billboard
charts, or a movie still in the theaters, or a DVD not
yet released.

IT the P-to-Ps want to be legitimate actors,
they should focus their efforts to filter out illegally
copyrighted movies, music, and software on their
networks.

I want to see such filters not only to protect
these great American artists and industry, but also to
keep people from being sued because they use services
that, let"s Tace i1t, are designed to facilitate copyright
theft.

Madame Chairman, 1 appreciate your courtesies

and the Commission®s attention to these issues. 1 look
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forward to working with you to better protect America“s
consumers from the misuse of promising and exciting new
technologies that are provided by P-to-Ps.

And 1 wish you all a Merry Christmas, a Happy
Hanukkah, or however you celebrate this holiday season.
Thank you so very much.

(Applause.)

MR. PAHL: Thank you, Chairman Majoras and

Senator Smith. I would like to turn now to our first

For The Record, Inc.
Waldorf, Maryland
(301)870-8025



© 00 N o o A~ W N P

N N NN NN R B R B R R R R R
a A W N B O © 00 N O O b~ W N P O

24
using Tile-sharing, what types of files are being shared,
which file-sharing programs are being used the most.

And now 1 would like to introduce the panelists
who will provide us with this information.

First, to my left, is Professor Keith Ross.
Professor Ross is a -- chair professor In computer
science at Polytechnic University in Brooklyn, New York.
He 1s an authority on peer-to-peer networking and
computer networking iIn general.

Professor Ross has also served as an expert
witness iIn a major P-to-P copyright case. He will
provide a sort of P-to-P 101 tutorial, explaining P-to-P
technology, and how some of the most popular file-sharing
programs work.

Then, we"ll hear from Marc Ishikawa. Mr.
Ishikawa 1s chief executive of Bay TSP, Incorporated. He
IS an expert in the fields of Internet content
distribution, spidering, peer-to-peer applications,
digital rights management, and data base design.

Mr. Ishikawa has served as an expert witness
for the Justice Department on peer-to-peer technology.

After Mr. Ishikawa®s presentation, we"ll hear
from Adam Toll, who is a co-founder and chief operating
officer of Big Champagne, LLC. He has worked with

companies across the globe to develop Internet services
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P-to-P technologies.

Then 1 was going to talk about Fast Track,
which is a sub-straight to Grockster and to Kaza as well.
After that, Bits Warrant, which is of course very popular
and In the press quite a bit today.

Then 1 want to just say a few words about some
of my own research on pollution in file-sharing, and just
a few words then about my views on the untapped
resources.

So just a quick slide here. These are some
slides that come from the company, Cash Logic. You can
get these -- download these directly from the Cash Logic
web site. This is a UK company that has put sensors into
ISP links, tier one ISP links to measure traffic.

And this i1s data that has been collected from -
- in the first half of the year of 2004, and we"re
looking at the total number of traffic on the Backbone
Internet link here.

And what we"re seeing here, iIs we see the gray
iIs Bit Torrent, the -- 1 guess the purple i1s EDonkey.

The light blue i1s Fast Track, which includes Kaza, and
then the blue at the bottom -- I"m sorry, you don"t see
the green iIn there.

But anyway, what we see here is that the green,

the purple and the blue are really sort of -- account for
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more than 50 percent of the traffic on an Internet
background here. And we"ll get a closer look at that as
well.

So here i1s another graph, country by country.
What we"re seeing here, is that HDP in all cases, that"s
the web, HDP, amounts for really less than 10, 15 percent
of the traffic in every country right now. That"s the
red. And again, P-to-P i1s 60, 70 percent or more.

In fact, iIn Asia, according to this study here,
we see that P-to-P consumes over 80 percent of the

traffic in the Asian ISPs.
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28
is to notify this box, this server box there, and we"ll
refer to that as Napster.com. And then, around that, you
have the different peers that would connect to 1t. By
connecting to it, we don"t mean having a direct physical
connection. We mean having a so called TCP connection.

So they had connections to it, and so what
happens; Alice comes along. She®s a new user, she
connects to Napster. So she starts up her Napster
application, which automatically connects to the Napster
site. And then Alice up-loads not her songs, but her
song titles. So essentially meta-data about the songs.

Then Bob comes along, and Bob wants to get a
particular file, say, XYZ.mp3. So he sends a query to
the centralized director saying, who has XYZ.mp3? The
centralized directory responds by saying that Alice does,
and provides the IP address of Alice"s computer.

Now that Bob knows the location of the file --
that is, he knows the IP address -- he sends a message
directly to Alice. This iIs the P-to-P functionality.
This i1s now Alice and Bob are communicating directly with
each other. It is P-to-P communication.

So Bob sends a message directly to Alice,
saying, send me XYZ.mp3. And Alice then responds with
the file itself, and now, Bob has a copy of the file as

well as Alice.
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So that i1s the description of Napster. You

know, one important fact of it is -- some people would
not call -- there i1s some debate about whether this is
really P-to-P or not. 1 consider it P-to-P because there

are direct file transfers between peers.

Some people would argue it"s not a pure P-to-P
system because i1t relies on a centralized directory that
was maintained by Napster. And because it had a
centralized directory, it was very easy to shut down.

You simply had to pull the plug on that server in the
middle, and the whole system breaks down.

Now, let"s talk about the Fast Track network.
Fast Track is really a network that supports many
different P-to-P applications. 1 should say, P-to-P user
programs, would be more accurate. And that includes
Kaza, which is owned by the Chairman Corporation.
Grockster, IMesh, and also a hack version of Kaza that"s
been popular called Kaza Lite.

And of course, Fast Track, Kaza, supports
arbitrary file types. Meaning any fTile type whatsoever.
It can be audio, video, It can be a recipe In a document,
games, software, pictures, family pictures, any kind of
file whatsoever can be inserted into Fast Track.

So the architecture of Fast Track is very

different from that of Napster, and the main -- iIt"s a
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very innovative architecture in my opinion, in that it
doesn®t rely on a centralized server at all. 1It"s a
purely distributed, self-organizing, autonomous system.

And what 1t is, iIs that they have built a two
tier architecture consisting of what"s called Super
Nodes, which are the bigger computers here, and ordinary
nodes.

Now, the super nodes are just -- are not owned
by Kaza or Fast Track or Grockster. They"re just
ordinary user®s computers. My computer at my home can
very easily become a super node, and it becomes so
automatically. 1 have no choice in the matter really.

It just automatically promotes itself to a super node.

And so the way the architecture is that each of
these super nodes act essentially as a Napster min-hub.
IT you have other nodes -- an ordinary node, connects to
some super node, and sends queries to that super node.

So here"s Alice here, and she"ll send -- she
connects to a super node, and she sends a query for

17
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The super node will optionally forward that
query to other super nodes, which is shown here. In this
case, we forward it to one other super node, and then
that super node will also look to see iIf 1t has any
matches, and will spun back to Alice.

Now, Alice now has a list of matches, and for
each match there is an associated ISP address. She
clicks on one of those matches, and sets up a direct
peer-to-peer connection with the corresponding ISP
address, and obtains the file. And that"s what is done
here.

13 (herdE4pt B thuateatdy .

16(here.)Tj-3.9070Kaza, Grockster, O T5-3"sheobe is an 4,8sct
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Now, let"s talk about the third technology that
I want to cover, and that"s Bit Torrent. Of course, It"s
in the press a lot now. As we just showed, it"s
contributing more traffic to the Internet than any other
application currently, and by some accounts over 50
percent of the traffic today.

So let"s take a look at it. For one thing,
it"s not really sharing files 1T you look at i1t closely.
Instead, i1If you look at i1t, 1t"s very different. It"s
peers helping one another obtain a particular file.

So 1"m going to go through an example here. So
here, first of all -- before we get into iIt. Here"s how
a positional client server file distribution works.

You have a server that has a file, for example,
Web Server. And suppose there are four peers, four
clients out there, that want to get a copy of the file.
Then, each one would request that file, and the server
would have to transmit the file, the entire file, four
times.

Now, in this example, the file -- we"re going
to break up the file into four parts, four chunks. We"re
going to consider the files consisting of four chunks.

So the server has to send each of the four chunks to each
of the four peers.

So that 1s -- Imagine if there is a thousand
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peers, or 10,000 peers, the tremendous amount of work for
-- can you hear me from this way, or I need to speak like
this. That"s fine. That"s fTine.

Okay. So it"s a lot of work for the server.

It can be very expensive if the server has sent a large
file to tens of thousands of users because of the
bandwidth cost, and also 1t would take a long time.

So here i1s how Bit Torrent works. This i1s the
basic 1dea. Bit Torrent, there iIs a seed -- one node
acts as a seed. That"s the site, a node, that gets the
entire file. Once again, the file is broken up iInto
chunks of equal size. 1In Bit Torrent, each chunk is
about a quarter of a megabyte.

Then, what happens, iIs you can -- you have four
peers that are interested in participating. So the seed
could send a chunk to each of the four peers. So it
sends one chunk to each peer.

Now, each peer has a chunk. So the seed, so
far, has only had to send one copy of the entire fTile.
It"s sent 1t to four different places, but 1t has only
sent one copy total. Okay. So very little -- relatively
little transmission has been performed.

Once the four peers each have a chunk, they
simply exchange the chunks with each other. So they

start sending the chunks to each other, and at the end,
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now, all four -- excuse me, all five peers, have a copy
of the file.

In this way, every single peer now has
participated in the file distribution. In the original
way it was only the server that was distributing the
files. Now, every single Tile, if you go back here, is
sending every single peer iIs participating in
transmitting the fTile.

And so each peer is using bandwidth,
transmission bandwidth.

So this makes things very, very efficient and
Bit Torrent for distributing files. Now, so, Bit
Torrent, In 1ts essence, the Bit Torrent program in its
essence, is nothing but what 1 just really said. 1 mean
there®s a little bit more complexity behind it, but it"s
just a way to -- for people to help get a file. Work
together to get a file. It"s not really a file-sharing
system. There is no search available In the basic Bit
Torrent system.

So here®s how i1t works in that system. To get
the Torrent to -- a lot of people to search for files in
Bit Torrent, you have to interact with something else.
And so they have these things trackers in URLs.

And just to go through it very quickly, iIs what

happens i1s you have a site. Where it says, URL. That
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might be a site like Super Nova.com -- org, which iIs very
popular now.

You send a -- you would visit that web site.
That site would redirect you after you choose a
particular file, you would be redirected to a tracker.
This tracker -- the importance of the tracker is that
tracker i1s keeping track of all the peers that are
participating in this sharing of the file.

So maybe the file is XYZ.mp3, and the tracker
i1s keeping track of all the peers that are currently
sharing with each other portions of that file. And then
you can join that group, and you get to participate with
that group.

So right now, the leading site to go to for Bit
Torrent files, i1s a site called SuperNova.org. You“ll
probably read about that in the press now. And so It°s a
big -- I think it"s maintained In Slovenia.

And there, you"ll see, there is a huge amount

of content. A lot of the content consists of movies. It
consists of like TV shows. It consists of not just
songs, but full albums, and, of course, games and -- and

some of 1t is probably authorized content, and some of it

is unauthorized content.
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Torrent, or swarming operations.

Very quickly, I want to just mention a little
bit of research that I think is interesting that we"ve
done, and that has to do with pollution or spoofing in
P-to-P file-sharing systems.

And just to talk about how that works, this is
something that"s going on quite a bit today. It hasn"t
received that much press, but I think It deserves to
receive more press, this idea.

What happens i1s you have a company, like a
record label, for example, who -- who wants ad polluted
files to the network. So what they do, is they hire a
pollution company, such as Over Pier is one; and they
take -- the pollution company will corrupt the file,
corrupt the song for example, by adding white noise to
the song.

And then the pollution company will attach many
servers to the P-to-P file-sharing system and put copies
of the polluted content in their servers. And then when
-— Alice and Bob will then come along, and Alice will
want a copy of that.

And so she"ll do a search and she"ll see i1t"s
available at this top server, with a high value of
connections. So she"ll go ahead and download 1t. Maybe

while she"s downloading 1t, she goes to have dinner, or
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she goes to sleep and she hasn®"t actually listened to the
music or watched the movie until the next day.

And so while 1t"s sitting in her shared folder,
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crawler that we"ve established that culls the entire Fast
Track to grab meta-data from every super nova. 1 don"t

have time to get into that.
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connection.
So 1magine the possibilities of what can be
done with all that unused -- all these unused resources
Jjust sitting out there. It would be great i1f we could do

something so that we can exploit those resources to build

o o A W DN P

new great applications.

3sed resources Okay. And so, that"s one point of mine, is
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hundreds of them out there right now. It"s nothing.
It"s just a matter of developing software. That"s all it
iIs. You have a good software developer, you can put
together a good one.

So Microsoft, if they wanted to, could very
easily bundle in 1ts next release a P-to-P application.
Just like they bundle Microsoft Internet Explorer with
the release of Windows XP, they could develop a P-to-P
application. A very nice one, if they put their

resources into it, and bundle that with all their
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give you a little bit of an overview of trends that we
see on the peer-to-peer networks. Give you a little bit
of background on our company.

We provide intellectual -- on-line intellectual
protection and monitoring of content for clients that
range everything from the movie industry, to the
entertainment space, soft video games; you name it, and
we protect i1t.

We have a fairly unique view of the Internet.
We"re able to surf and identify content being traded on
all of the major peer-to-peer networks. Some of the
upper level protocol IRC, FTP, use net.

Typically what we find, and then we*ll
categorize what our view of file trading or the majority
of what we find on the file trading networks is piracy.
Piracy i1s what we i1dentify when somebody is trading a
copyrighted work without the proper permissions.

We find the piracy typically starts with your
more sophisticated users. They start off on Internet
relay chat with private file transfer servers, or on the
usenet, or the usenet archived distributions. Then they
start working their way down to the general population
for mass distribution.

Peer-to-peer fTile trading iIs when you basically

have one -- remember the old commercial, the old shampoo
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applications.

It"s a really strange phenomenon. Music
down-loaders don"t see what they do as really bad.

People understand that downloading a piece of software or
downloading a movie iIs bad.

So we really need to change the mind set of our
current generation. The current consumer, the kids today
are going to be the consumer of tomorrow, and if they
thin 1t"s free on the Internet, they"re just going to go
ahead and grab and -- without any thought to whether i1t"s
legal or not.

File trading is not on the decline, and 1 will
show you some graphs in our -- a couple of slides down
that will show you the number of users that are actively
trading files on the networks.

To give you an idea of how quickly content
propagates through the Internet, one particular song went
from O to 41,000 copies being available on peer-to-peer
networks in 31 days. A particular movie went from O to
6,000 copies in one weekend.

Movies appear on-line within hours of their
theatrical release. We find them on the peer-to-peer
networks, we find them within several days being
distributed iIn Southeast Asia.

In Southeast Asia market, what we find iIs they
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actually have different grades of movies. First grade of
movie comes out, It"s a camcorder. I"m sure everybody
has seen one. There"s somebody holding a camcorder,
people bobbing their heads up and down in the theater.

What we find is the second and third generation
copies come out, and you now have somebody that has a
shop from the video or projection booth and they get
better audio.

Some of the releases that we find, we can
actually attribute back to Internet piracy, have
subtitles, they have camera art, essentially they are not
the mass produced disks that you find -- you know, that
you create one-by-one iIn your garage, but these are
actually being sent to a true production facility, and
you can buy them overseas for several dollars.

For our movie studios, we generate a report
which shows the top 10 movies being traded on the
Internet. We"ll see that Alien versus Predator is number
one this month; 34,000 copies were identified during the
month of November. If you look at the number of users

that we find, and the number of copies that we find,

For The Record, Inc.
Waldorf, Maryland
(301)870-8025



© 00 N o o A~ W N P

N N NN NN R B R B R R R R R
a A W N B O © 00 N O O b~ W N P O

46
really need to see for the peer-to-peer networks to
really become a legitimate player in the space.

Softwares, we talked about i1s another big
problem. Software companies you would expect to be
really ahead of the curve. You would think since they"ve
been In the space long enough, they"ve faced the piracy
issues for years.

They understand the physical piracy space, but
when 1t comes to piracy on the Internet, we go and talk
to them and say, hey, you know, there are 10,000 copies
of your software out there, what are you going to do
about i1t.

And you know, you see the deer iIn the
headlights looks, like what do you mean 10,000 copies of
my software out there. What do we do about 1t?

Here i1s a graph that shows the number of Fast
Track users. The different Internet protocols, or the
different filing sharing protocols have evolved over
time. We have seen the Napster model, we®ve seen Fast
Track, and then we"ve seen the newer and better
protocols, EDonkey and Bit Torrent.

Those two protocols are self-healing. They"re
also designed for large distribution of files, and
they"re also very resilient to what the professor called

pollution. The common industry term is called
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interdiction, and what they do, is they try and confuse
the user. They try and make the user -- they try and
make 1t so the user cannot get the fTile.

These upper level protocols, Bit Torrent and
EDonkey, are, again, self-healing. So what happens, is
you try and insert a bad segment into a file, you know,
try and spoil the experience, try and ruin the code, try
and put black dots on the screen to make the file
un-viewable; these protocols i1dentify the fact that
you“ve tried to inject something into their download
stream, and reject it.

So that way, it may take you longer, but you
will ultimately still get a copy of the content.

We"re going to EDonkey. You"ll see that
EDonkey has been on the rise over the last 12 months.
EDonkey started off as a primarily European network. We
still see about 60 percent of the infringements coming
off of EDonkey on the current peer-to-peer searches, and
a majority of those are overseas. We see probably 70 to
80 percent of those coming from Europe, although i1t is
starting to pick up here in the U.S.

We detect three and a half, to 5 million
infringements of content -- of our client content on the
peer-to-peer networks today. We send out a million take

down notices iInternationally.

For The Record, Inc.
Waldorf, Maryland
(301)870-8025



© 0 N o o A~ W N PP

N RN NN NN R B R B R R R R Rk
a A W N B O © 00 N O O b~ W N O

48

We have what"s called a recidivism rate. It"s
the percentage of times that we send a notice to a user,
and how often they come back. 85 to 90 percent of the
time that we send out a notice, that user gets the
message, they understand, and they don"t come back.

What we find is that people -- people will
claim that they didn"t know 1t was illegal to download
content. Once they"re caught, we get these great apology
letters, I"m sorry, I didn"t know, you know, my kids were
doing 1t. The neighbor came over and downloaded i1t, and
the trend stops there once we -- once somebody realizes
that you can be identified on the Internet.

There®s this belief that you"re just a number
on the Internet, you can"t be found. Once you get a Fed-
Ex envelope from us or a DMCA takedown notice from your
ISP, you go, oh, my god, you can actually find me; and
they stop.

We also find that TV piracy is on the rise. TV
piracy is, you know, where somebody will take a show off
HBO, or ER, or one of the television programs, and you"ll
find people that have entire series of them up on their
servers. You can get an entire series on-line. Download
it, and a couple of hours later, you®"re watching -- you
know, the 2004 version of ER.

And there are some interesting phenomena.
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We"ve done some work with some releases that were done
overseas fTirst, and, you know, they have not been aired
in the U.S.

What we find is people in the U.S. really
wanted to get their hands on the content, so they went
across and found i1t on the Internet and downloaded
because 1t was not going to be made viewable here iIn the
U.S. till spring of 2005.

So in general, what we find is that Internet
piracy is still on the rise. What"s fortunate iIs It"s
beginning to have a pretty good effect. People are
beginning to understand that piracy is illegal. You can
get caught. We like to tell people, you know, you can

hide, but we can still find you. And that"s pretty much

it.

A PARTICIPANT: How do you ensure --

MR. ISHIKAWA: If you"re referring to the DHCP
IP IPS address -- our system is based on what"s known as

an IP address. Occasionally ISPs will go and rotate
those IP address using something called dynamic host
protocols.

What we do i1s go back and statistically sample
IP addresses on each network to see iIf that IP address
has changed. We"ll make a query to the IP address, and

we"ll say, okay, are you still using that protocol; are

For The Record, Inc.
Waldorf, Maryland
(301)870-8025



© 00 N o o A~ W N P

N N NN NN R B R B R R R R R
a A W N B O © 00 N O O b~ W N P O

50
you still sharing this fTile.

And we"ll go back and check on a periodic
basis. So we know if it"s Road Runner, they rotate every
X number of days. So that way we know that it we
continue to see that user on that IP address, that it is
in fact the same user.

A PARTICIPANT: [Away from microphone.]

MR. ISHIKAWA: How do I know that they®re not
still pirated. They"re not longer making the content
available on the protocol.

A PARTICIPANT: Excuse me, Mr. Ishikawa. You
seem to have documented that the technology 1is
extremely --

MS. ENGLE: Excuse me, everybody. Actually,
before we take questions, we still need to hear from our
last panelist, Adam Toll. So I°d like to reserve
questions for later, please.

MR. TOLL: 1I"m sorry, that sounded like some
interesting questions.

My name is Adam Toll, I"m with Big Champagne,
and we are -- briefly, an on-line measurement company.
What we seek to do is take a comprehensive look at what
IS happening on peer-to-peer networks, and rather than
focus on specific files, for example, we seek to focus on

users.
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Catalog In the case of what people are sharing,
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case. The pre-teens and early teens, what are sometimes
referred to as tweens. So keep In mind this iIs a subset
of the broader category of kids and teenagers.

And just for comparison, we threw iIn some of
these other artists that you see there who skew
particularly towards -- more towards adults. And so, you
know, you"ve got Dave Matthews and Alan Jackson, Dixie
Chicks are very popular mainstream artists.

So you can see clearly that there i1s a
significant presence, and these percentages here
indicate, for those of you who are interested, 1t"s in
this sample that we looked at, the percent of users who
have anything, one or more MP3s from these artists.

And then, just finally, and I guess maybe to
some extent kind of leading into the next panel, we"re
Jjust considering thinking about the consumer protection
issues and P-to-P, and wanted to pose the question, you
know, are there -- and, you know, and can we come up with
consumer protection considerations that are unique to
P-to-P.

And just to run down these very quickly, and I
think the senator and the chairman in their introductory
remarks really touched on this stuff. So we don"t need
to really get into i1t.

But the point here being that to a large
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extent, the kind of threats to particularly kids and
minors on P-to-P are, at least broadly speaking, also
problems on Internet eMail -- chat.

And maybe one of the things that would be
really productive during this conference i1s to try and
get at some of the ways in which we can define some of
these threats on P-to-P being a little bit more unique to
that environment.

So that"s 1t, and I"11 be happy to take any
questions. Thank you.

(Applause.)

MS. ENGLE: We do have time for a few
questions. There is a microphone in the back. If you
could line up there for questions.

A PARTICIPANT: Thank you. Mr. Ishikawa, my
question is, Is what i1s wrong with the following
conclusions 1 drew from your presentation, if anything.

In a nutshell, 1t seemed you made a very
persuasive case that the technology, the protocols
themselves, afford significant opportunities to the
owners of copyrighted content to do what they have done
under copyright law appropriately for a long time, which
i1s enforce their rights and you sell help that is within
the law.

It seems like those n