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PROCEEDINGS
(9:07 a.m.)

MS. GAINEY: Good morning, everyone.

AUDIENCE: Good morning.

MS. GAINEY: Welcome to the cramming forum. My
name Is Shameka Gainey. [1’m an attorney in the Division
of Marketing Practices here at the FTC. We’re delighted
that you’ve all decided to join us today.

For the past year, we have been reaching out to
other government agencies and industry and reviewing our
own internal complaint data base to examine potential
abuses of the telephone billing platform. And our goal
today Is just to have an open discussion on the ways that
we can prevent cramming.

There will be four panels today that will touch
upon some of the issues that we think are important. And
we invite everyone to think carefully about these issues
and possible solutions and to submit comments on them.

In your folder, you will see several note
cards, and you can use those note cards to write down
your ideas for possible solutions, and then you can place
those cards in the back of the room In a box. There’s no
box there right now, but there will be later. And then
we”’ll use those ideas that you’ve submitted in our

discussion in the fourth panel today.
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We also want to remind you that we’re still
accepting comments, so you can submit those comments via

e-mail at ftc -- the crammingforum@ftc.com, and you have

until May 31st to do that.

So, as you can tell, we have a court reporter
here that’s going to transcribe the events of today, and
the transcript will be posted on the cramming forum
website.

So, feel free today to participate. We want an
open discussion here. |If you have questions that you
think are pertinent to what the panelists are talking
about, raise your hand and we’ll have someone come around
with a microphone so you can ask your questions. You
also will have an opportunity at the end of each panel to
ask questions or to give comments.

Before we get started, | have a few
housekeeping items that I need to go over. First, you
need to keep your name tag on at all times. Anyone who

goes outside of this building without an FTC badge will
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street from the FTC is Georgetown Law Center. Look to
your right of the sidewalk, and that’s where we’ll all be
meeting. Everyone will be gathered by floors. You’ll
need to check in with the person accounting for everyone
in the conference center.

In the event that it’s safer to remain inside
the building, we will tell you where to go here in this
conference center. |If you suspect any suspicious
activity, please notify security.

The restrooms are on the other side of the
lobby. You can follow the signs or ask security
personnel where those are.

Finally, please turn off your cell phones or
put them on vibrate. And we really look forward to
having a productive day and open discussion. And, once
again, thank you all for coming.

At this time, 1°d like to introduce our
Director of the Bureau of Consumer Protection, David
Vladeck.

(Applause).

MR. VLADECK: Shameka is a tough act to follow,
but good morning. Welcome to the FTC conference center
for a workshop: Examining Phone Bill Cramming, a
Discussion. As Shemeka said, 1°m David Vladeck, 1 direct

the FTC’s Bureau of Consumer Protection. These remarks
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are my own. They shouldn”t be attributed necessarily to
the Commission or any individual commissioner.

So, we’re hosting this forum today to examine
the persistent and harmful practice of phone bill
cramming, the placement of unauthorized charges on a
consumer or business”’ telephone bill. This is not a
trivial matter. The crammers have placed literally
hundreds of millions of dollars in bogus charges on
consumers” bills.

The purported goods and services for which
crammers have billed consumers range from
telecommunication services, like long distance and
collect calls, to goods and services unrelated to the
telephone, such as web hosting, directory listings, club
memberships. These bogus charges can be one-time hits,
but more often they are recurring monthly charges. Both
individuals and businesses are victimized by these scams.

For more than 15 years, the Federal Trade
Commission has engaged in a sustained campaign to attack
and prevent cramming. Working with our partners in
federal and state law enforcement, we bring enforcement
actions to halt cramming and to provide redress to
consumers. We conduct business and consumer education
and outreach programs to raise awareness of the problem.

And we work with the telecommunications industry to
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prevent and attack cramming.

Our enforcement cases, brought against crammers
and the billing aggregrators that place the cram charges
on consumers” bills have resulted in tough court orders
and obtained tens of millions of dollars In consumer
redress and refunded charges. Additionally, state law
enforcement agencies have brought hundreds of cramming
cases to provide redress to consumers and to further
prevent injury.

The U.S. Department of Justice has also
prosecuted criminally crammers and brought civil actions
to obtain penalties and injunctions against them. Now,
in spite of this sustained anti-cramming effort by
federal and state law enforcement agencies, cramming
persists. Law enforcement agencies continue to hear from
consumers who have been ripped off by cramming scams.
Families and businesses continue to find charges on their
phone bills for goods and services that they neither
sought nor used.

Addressing this continuing problem will require
law enforcers, the telephone billing industry, and
consumer groups to work together to identify more
effective means of preventing cramming, giving consumers
more control over the types of charges that appear on

their bills, and denying scam artists access to telephone
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billing platforms.

The recent action against Inc2l.com”s crammers
-- and Doug Wolfe who litigated that case iIs here today
-- demonstrates just how easy it is for consumers -- for
crammers to use third-party phone billing platforms to
cause millions of dollars of consumer injury. The Inc2l
crammers were able to place more than $37 million in
bogus charges onto consumers” phone bills. They claimed
that the chargers were for web page hosting, business
directory listings, and other services, but the court
found that an astonishing 97 percent of the consumers --
97 percent of the consumers -- who were billed had never
agreed to purchase the purported services.

What is even more troubling is the court’s
finding that only 5 percent of billed consumers were even
aware that the bogus charges had been put on their bills.
How did these crammers manage to perpetuate such a
flagrant scam for long enough to take $37 million out of
consumer pockets? Well, the court found that after
receiving consumer complaints and refund requests about
the Inc2l1l charges, several telephone companies either

suspended or terminated Inc2l1l"s ability to place charges

on thir subBtrdb® fRibscribers” bills.
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bogus addresses and used them to continue submitting
their bogus charges to the phone companies. The ease
with which these scams were perpetrated suggests that
industry and law enforcement must do a better job to keep
bad actors off the telephone -- telephone billing
platforms.

So, today’s forum, we’re going to focus on a
number of important questions. How does cramming happen,
and what injury does it cause? What steps does the
telephone industry, billing industry take to detect,
monitor, and prevent cramming? How do the mobile and
landline billing platforms differ in their approach to
preventing cramming? And what can government, industry,
and consumer advocates do, going forward, to protect
consumers from cramming?

Fortunately, we’re able to draw on the
considerable knowledge and expertise of our panelists
today to answer these questions. We’re fortunate to have
distinguished panelists from the telephone billing
industry, the consumer advocacy community, and state and
federal law enforcement agencies here today. Thanks to
each of our panelists for sharing their expertise.

We will have four panels, each focusing on a
particular aspect of the cramming problem. Our first

panel will look at how cramming occurs and the nature and
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10
scope of the injury it causes to consumers. The
panelists will examine the ways in which unauthorized
charges are placed on the telephone bill and the goods
and services that are purportedly being billed and the
injury caused.

Next, representatives of the telephone billing
industry and law enforcement will examine the steps
industry takes to detect, monitor, and prevent cramming.
This discussion will focus on what the industry currently
does to keep crammers from accessing the billing
platform, to monitor billing data to detect ongoing
criminal activity, and to expel crammers from the billing
platform and to ensure they do not return. The panel
will also take a hard look at whether these steps have
been effective in i1dentifying and preventing cramming.

Our third panel will examine the approaches to
cramming prevention used on mobile and landline billing
platforms. The panel will discuss whether the two
platforms differ in procedures for screening third-party
billers, monitoring cramming activity, and taking action
against billers who submit unauthorized charges. Our
panel will explore whether there are cramming prevention
mechanisms and best practices that could translate from
one platform to the other.

Finally, our last panel will brainstorm to find
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11
potential solutions to enable industry, consumers, and
law enforcers to better prevent, detect, and reduce
telephone bill cramming. Panelists will discuss specific
initiatives at the state level and related ideas, such as
allowing consumers to request a block on all third-party
billing, requiring third-parties to get written approval
from consumers before placing charges on their phone
bills, and improving disclosure of third-party charges to
consumers.

I am looking forward to an informative
examination of the cramming problem and a lively
discussion of potential solutions from our panelists and
from all of you in the audience. 1 encourage each of
you, if you’ve not done so already, to submit written
comments to be included in the record of this forum.

Your ideas and expertise will be useful to the FTC, other
law enforcers, industry, consumer protection
organizations, and policymakers in developing sound,
informed measures to prevent telephone bill cramming.

Indeed, Congress itself is watching this forum.
We got a letter last night from the Chair of the Senate
Commerce Committee, Senator Rockefeller. 1 want to just
read you the first paragraph in a six-page, single-spaced
letter. Senator Rockefeller writes, “l applaud the

Federal Trade Commission’s decision to hold a forum on

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555



© 0o N oo o A~ W N PP

N RN NN N DN P P R B R R R R R
a A W N B O © 00 N O 0o b~ W N B+ O

12
unauthorized, third-party charges on telephone bills. As
you know, the practice of placing unauthorized, third-
party charges on telephone bills, commonly referred to as
cramming, is a problem dating back to the 1990s. For far
too long cramming has cost consumers and businesses both
time and money as they have faced a seemingly endless
string of bogus third-party charges on their landline
telephone bills. 1t is time we put an end to this
harmful practice.”

Senator Rockefeller goes on to commit -- to
seek to solve this problem through policy and legislative
means, and he and his staff are closely watching this
proceeding. So, you’re speaking to an audience, | think,
broader just than the Federal Trade Commission and our
law enforcement colleagues.

But we at the Federal Trade Commission are
determined and committed to reducing cramming and the
injury It causes businesses and consumers. Thank you
once again to our panelists and our audience. A special
thanks to our law enforcement partners, including the
Federal Communications Commission and the Department of
Justice, for participating in this workshop. And special
thanks to Lois Greisman and her terrific colleagues in
the Division of Marketing Practices, many of whom you

will see today, for putting this workshop together.
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Thanks so much.

(Applause).
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SESSION 1: CRAMMING -- HOW DOES 1T HAPPEN AND
WHAT 1S THE INJURY?

(Telephone ringing).

MR. DEITCH: 1 thought that was a good way to
get a cramming conference started and get your attention.

(Laughter).

MR. DEITCH: Good morning, everybody.

AUDIENCE: Good morning.

MR. DEITCH: Good. Let’s try that again. Good
morning, everybody.

AUDIENCE: Good morning.

MR. DEITCH: This is a self-involved conference

where people have a chance to ask questions, give their

input. 1°m going to start out with this panel. My name
iIs Russell Deitch. 1’m an attorney with the Federal
Trade Commission. 1”11 be your moderator for Panel 1.

Before I do the introductions, | thought it
would be a good idea to give a little background or an
overview on the telephone billing system. The name and
the topic is going to come up a number of times during
the presentation. So, they say a picture is worth a
thousand words, so that | saved myself some time speaking
and you some time listening, let’s move on to the next
slide.

There are generally four parties involved in
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15
the landline telephone billing system. The first is a
merchant or a vendor; the second is a billing aggregator;
the third is called the local exchange carrier, or LEC,
which means basically a phone company; and the fourth is
a consumer. The consumer can be an individual; it could
be a small business; it could be any business.

What happens is a vendor submits a charge to
the billing aggregator. The billing aggregator submits
the charge to the LEC or phone company, and then the
charge is placed on a consumer’s bill and sent to the
consumer. The flow of money goes in the opposite
direction. The consumer pays funds to the LEC or
telephone company; funds go to the billing aggregator;
and then funds go to the vendor.

And 1 should also do the famous disclaimer that
David Vladeck does in his talk. These are my views.

They don’t necessarily represent the views of the
Commission or any commissioner. But at least this gives
you a pictorial background for the telephone billing
system to keep in mind during the first panel.

We’re also going to be talking a lot about
cramming. You’re going to hear the word “cramming” over
and over again. So, I thought it would be helpful to
give a working description before we get into the panel.

Again, this is for panel one, this description. And iIt’s
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16
one way of looking at cramming is causing unauthorized
charges for a variety of goods or services to appear on
consumers” telephone bills. So, now when you hear the
word at least you’ll have some general idea of what it’s
meaning, and our panelists will put it more into context
during their talk.

Now, with those background preliminaries out of
the way, 1°m honored to introduce our distinguished
panel. Our first panelist is Beth Blackston. She’s with
the Il1linois Attorney General’s Office. She’s been
Assistant Attorney General since 1997. She’s worked on a
variety of consumer protection issues and cases,
including litigating cases against companies allegedly
engaged In landline telephone bill cramming. She
received her law degree from Washington University in St.
Louis.

Our second speaker is Diane Dusman. She’s a
senior assistant for the Pennsylvania Office of Consumer
Advocate. She has been a member of the Consumer
Protection Committee of NASUCA, which stands for the
National Association of State Utility Consumer Advocates.
And she’s been there since 2003. She’s also facilitated
a sub-committee of state telephone advocates from 2005 to
2010. She received her JD degree from American

University here in Washington, DC.
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Our third speaker -- our third speaker is Craig
Graziano, who is attending by phone. Craig, can you hear
us?

MR. GRAZIANO: 1 can.

MR. DEITCH: Great. 1In 1999, he joined the
Office of Consumer Advocate, a Division of the lowa
Department of Justice, and since 2008, he has chaired the
Consumer Protection Committee of NASUCA. He received his
law degree from Drake University in lowa.

And the final speaker iIs Larissa Bungo. She
will be filling in for Jennifer Williams who cannot make
it today. Larissa is an assistant regional director in
our Eastern District Office for the Federal Trade
Commission, Eastern Regional Office. She was a lead
attorney in FTC v. Mercury Marketing, and she criminally
prosecuted some of the officers of that company as a
special Assistant U.S. Attorney. She received her law
degree from Case Western Reserve Law School.

And now with those preliminaries underway, |1
turn it over to Beth Blackston.

MS. BLACKSTON: Can you all hear me? Good
morning. Thank you for giving me the opportunity to
speak today. As Russ mentioned, my name is Beth
Blackston. [I°m an Assistant Attorney General in the

Consumer Fraud Bureau at the Office of the Illinois
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18
Attorney General. Over the years, the Office of the
I1linois Attorney General has filed 30 civil law
enforcement actions against alleged phone bill crammers.
And the FTC and the states have brought numerous cases
over the years against both vendors and aggregators.

In our office, we use our Consumer Fraud and
Deceptive Business Practices Act, which is basically a
mini-FTC act. What we allege, among other things, is
that these companies are engaged in the deceptive
practice of placing unauthorized charges on consumers’
telephone bills. And typically we resolve these cases
with a judgment using the law enforcement tools available
to us, which are typically an injunction, civil
penalties, and restitution to aggrieved consumers.

Also, we attempt to resolve individual consumer
complaints through our informal mediation process. And
for cramming complaints, that means sending a copy of the
complaint to both the vendor and the aggregator, to the
extent that we can identify the vendor, we send it.

So, and we’re still receiving cramming
complaints. We started receiving them probably in 1996,
“97, and they really took off, and then they kind of
quieted down for a couple of years, but in recent years,
we’ve seen the trend upward again. And we continue to

see phone bill cramming complaints.
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So, one of the questions that this panel is to
answer is how does it happen. So, 1 thought 1°d go -- we
have the same question, whenever we recelve cramming
complaints, and whenever we open an investigation of a
particular vendor, what we do is we send a pre-suit
subpoena to the aggregator and request marketing
information, among other things, from the aggregator for
the vendor for which it’s billing.

And common methods of solicitation include
telemarketing. We still see some telemarketing today.
It’s less prevalent now because of the do-not-call
registry, but as Russ mentioned, both business consumers
and residential consumers are affected by phone bill
cramming. So, we do still see some telemarketing to
small business.

And our experience has been that one of two
scenarios applies. Often, we see a -- what we construe
to be a deceptive and untaped sales pitch, followed by
the taped verification conversation. And another
scenario we’ve seen iIs some cases we don’t even believe
that the verification or the telemarketing actually took
place. And the reason we think this is because whenever
we request information from the company when someone has
complained to us, a lot of times we’ll be provided with

the name of -- In the case of a small business, we’ll be
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had no i1dea what it was for. And we would contact the
company and the company would claim that the consumers
called a 1-800 number and requested the service. And the
consumers that we talked to didn’t recall having done
this and denied all knowledge of it.

Another marketing method that we saw early on
in the process was written letters of agency, or LOAs.
It’s basically a slip of paper with the consumer’s name,
address, and phone number on it, and it purports to
authorize the vendor to charge the phone subscriber for a
product or service and to bill the subscriber on his
phone bill. And sometimes vendors would produce a slip
of paper that they claimed the consumer completed in
order to sign up for the service, and sometimes consumers
will take a look at it and say, well, that’s not my
signature, here’s my signature, it looks nothing like my
signature, 1°m very upset, please prosecute this as a
forgery.

And what we think was happening is that the
vendors were just paying lead generators on commission,
which creates some not good incentives possibly to
manufacture some LOAs.

We also have seen, and this is now illegal in
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do that anymore, but people would think they were
entering a sweepstakes and fill out the form and provide
their phone number, not realizing that it also was
authorizing some kind of telephone billing. And even
consumers who have knowingly filled out the sweepstakes
entry forms, they don’t understand that they’ve made a
purchasing decision by doing that.

Another marketing method that we’ve seen, also
infrequent, is live check solicitations. We saw this for
I think it was an online yellow pages case where small
businesses received actual checks that really were
solicitations, but they just processed them as checks the
way they would process any other check that comes into
their business. But if you looked really closely on the
endorsement line there would be some kind of a fine print
that says that by endorsing this check you are
authorizing such-and-such company to bill you and to be
billed on your phone bill for these services. And a lot
of companies did not see that and complained about that.

Now, what seems to be the common method now of
marketing is online marketing. And I guess that’s kind
of the equivalent of a letter of agency. Theoretically,
you can sign up for a telephone-billed product or service
at a vendor’s website. And, in fact, when we subpoena a

billing aggregator and ask for what kind of marketing
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materials their clients are using they’ll often give us
the home page of the vendor. And you can sign up for the
service on the home page, and there’s a place to enter
your information. But we don’t think that’s what
consumers are doing.

Instead, we believe that they or even someone
in their family are doing, falling victim to co-
registration, which was described very well in the Inc2l
order, where you are online and you see a popup box for
like free recipes or free coupons or claim your TV that
you’ve won. And you provide that information in the box
because you think you’re getting the other thing and
somewhere there might be some fine print that says that
you’re agreeing to be billed for various services on your
phone bill.

But the consumers who’ve complained to our
office don’t understand that they’ve done this and they
don’t believe that they did. So, overall, the consumers
that we’ve talked to over the years do not understand
they’re making a purchasing decision or that their phone
number operates as an account number.

Another question, what kind of goods and
services are billed? We just kind of went through and
pulled out different kinds of things we’ve seen in

consumer complaints over the years: voicemail service,
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they’re agreeing to a free trial or agreeing to receive
written information about the product and that they have
to take some action in order to be billed.

What injuries result? Obviously, people pay
unauthorized charges some time before they notice them on
the bill, and then they have to spend time trying to
obtain a refund or a bill credit. And sometimes that can
be difficult. When consumers work through our office,
we’re having a little more success getting bill credits
for individual consumer complaints.

And really quickly, because 1°m told 1°m
running out of time, 1 wanted to give some sample dollar
amounts that we obtained when we subpoenaed billing
aggregators in the course of different vendor
investigations that we’ve done. The dollar amount, just
for Il1linois consumers, typically ranges from five to
seven figures, usually thousands of billings to Illinois
consumers for each vendor. Here are some -- oh, and
also, we asked for refunds during that same time frame,
and they tend to run anywhere from 25 to 60 percent of
the amounts that were billed in that period, which is a
high, high refund rate.

So, some examples. One case, we had 2,527
consumers that were billed nearly $36,000. 1In one case,

we had over 23,000 billings for a total of over $466,000.
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One case we had 25,000 billings In an eight-month period
at between $35 and $44.95 per billing for a total of
anywhere from $875,000 to over $1.1 million.

One vendor in 15 months billed 3,650 Illinois
consumers approximately $800,000. And this is one of my
favorites, In one case over -- nearly 10,000 -- it was
9,842 1llinois consumers were billed for credit repair
services. And when we drilled down a little bit on the
phone numbers that were billed, we found -- this is for
credit repair services -- Steak “n Shake, our county
coroner’s office, a Super 8 lodge, and our local public
library’s story line, which is just a recording.

So, bottom line, my personal opinion is that,
you know, the carriers and the aggregators tried a fix
several years ago with the best practices, and those best
practices, coupled with numerous law enforcement actions,
did seem to reduce the problem for a few years, but now,
as | mention, we’ve seen a resurgence in phone-billed
products and consumer complaints alleging cramming. And
we just don’t see any real products or services that
anyone is using.

It seems that everybody on the billing side
could do a better job of knowing their customers and how
they are marketing based on some of the responses that we

get. And, honestly, this is just my personal opinion, 1
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a consumer complains about cramming it’s virtually
impossible to find what the root cause of that charge is,
and as we’ve seen with the Inc2l case, apparently
sometimes consumers do nothing at all to lead to the
charge, it’s a fairly random thing.

This was a bill that got our attention and it,
as you can see, the call pattern is not at all the kind
of call pattern that normal consumers would engage in.
We’ve got calls to the same number over and over again
for nearly an hour, and then a redial within seconds
afterward. Now, first with this kind of bill (inaudible)
focus around economic injury, although for (inaudible)
affect a lot of consumers in the households, but mostly
(inaudible) this type of -- would be just the recidivist
kind of bill that led to a lot of familial turmoil and
really a lot of upset in households.

Cramming is on the iIncrease in Pennsylvania,
judging by first quarter reports, although of course we
see that whenever cramming shows up in the news a lot, we
tend to get more complaints, obviously because people see
that others have been ripped off and they start looking
at their own phone bill. There iIs an increased vigilance
when i1t gets into numbers, which is why we’re grateful
for this kind of opportunity to bring it onto the public

light. And we have also cooperated with Senator
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Rockefeller and his investigation.

Another example that you’ll see -- we found
destinations on these bills that we really didn’t even
know existed. It was quite a lesson in geography. But
you can see $2,172 is going to get your attention on a
phone bill.

Now, when faced with the complaint about this
bill, what we learned was that the carrier’s response
was, any calls made from your phone you’re responsible to
pay them. And they basically told people that they had
to pay these bills, no matter how high. Sometimes they’d
offer an adjustment of some sort. We didn’t find that
satisfactory.

It was pretty clear on investigation of the
legal bases for these and of course our research led us
to the Verity case, which was an FTC case some years ago,
showing that this type of calling pattern resulted from
something called Trojan dialers, which was a program that
when automatically downloaded onto a customer’s computer
would generate these kinds of charges. We weren’t even
sure when we really drilled into it and talked to the
aggregators that were involved in this, you know, whether
the calls were even made to the destinations that
appeared.

So, it was clear to us that crimes were being
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can draw on, but our primary one is our specific
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crazy, but we said, hey, iIt’s an investigation. So,
here”’s the (inaudible) language, you accept that you will
be charged and pay $2.99 per minute along with a $1.99
charge for the actual long distance connection on your

local phone bill by TELUS Billing. So, that was supposed
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it’s comparable to what Craig Graziano uses in lowa. One
call to the carrier to say I did not authorize this
charge on my bill should resolve the dispute on the bill.
IT the customer says | didn’t authorize it, the carrier
is duty-bound under this reg to say we’ll take it off of
your bill, you don’t need to pay it, we will recourse it
and we will send i1t back to the iInitiator of the charge.
That doesn’t guarantee that the initiator of the charge
won’t try to collect it otherwise, but we’ve seen very,
very few cases. It’s really rare. 1 can think of maybe
two where somebody got an independent bill from the
initiator of the charge. That happened later with a
company called Buzz Telecom, which is no longer around.

But among other things, our reg requires that,
you know, the charge be removed and that the customer be
advised that they still can file a complaint even with
the removal of the charge.

The first settlement that we arrived at with
our carrier in Pennsylvania and the aggregators that flow
the charges through led to over $700,000 in refunds and
credits, just to Pennsylvania customers who complained.
That’s not everyone who experienced the charges but
everyone who complained about the charges.

Our settlements are not limited to monetary

relief. We also have consumer education components,
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education of customer service reps about the problem,
what they should be telling customers on how to avoid the
problem, and reporting requirements on what the companies
have done, you know, compliance effort, which is pretty
typical.

So, we’ve talked about how it happens. We feel
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with some of the smaller companies in Pennsylvania, 1’ve
seen that they have systems in place where they -- and 1
call it aberrant charge kick-out, if they have a bill
that goes through that shows a far higher level of usage
then the customer has ever had before or a charge that is
really anomalous compared to the customer’s prior billing
pattern, they’ll kick it out and make a specific call to
that customer saying, hey, we’ve noticed a change In your
bill or a charge that’s extraordinarily high, can you
verify for us that you actually made this charge. And
they put their customer service reps to work on that sort
of issue. So, can we look to other industries for
possible assistance iIn determining information?

You’ll see where this iIs just a slide that
shows, having caught up my research file for what’s going
on in Pennsylvania, these are just a selection of names
of charges that have been disputed in Pennsylvania, just
in late 2010, early 2011. And except for the aggregated
names, the other names only have appeared maybe two or
thee times. It’s a lot of different entities.

The charges, unlike the huge unauthorized long
distance charges we saw earlier, are now, as we know,
very small charges, a lot easier to overlook on a bill,
and they appear up to six months. And people still have

a problem, even with our reg in place and with all the
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MR. GRAZIANO: Okay, if there’s any problems
with audibility, please -- please interrupt me.

I first want to thank the Commission for
convening this forum, for inviting our participation, and
for its body of work over the years in combating the
problem. Decisions like Inc2l and Verity before it are
an enormous help to those of us iIn the states who are
fighting the same battles.

Again, I’m with the Office of Consumer
Advocate, lowa Department of Justice. Our offices have a
steady enforcement effort in place on cramming and
slamming for nine years. We submitted some written
comments. What 1 thought 1 would do this morning is
scratch the surface, because that’s all 1 have time to
do, regarding the types of complaints we have seen and
then say a bit about our enforcement effort.

Our statute authorizes the State Utility Board
to assess a civil monetary penalty up to $10,000 for a
violation. The statute itself doesn’t use the term

“cramming. It used the term “unauthorized change in
service.” And on the definitions, 1’m only going back to
a comment our consultant made during our rule-making
proceeding years ago. She said, “The key point is to put
in place a -- is to put in place a set of rules that will

cause a fraudulent, unfair, and deceptive practice. We
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can call it slamming and cramming and whatever we want,
but when you (inaudible) class it (inaudible) fraud,
trying to get people to pay for something they haven’t,
in fact, bought. Our statute excludes wireless services.
As a result, virtually all of our experience has involved
wire-run service. Wireless complaints in lowa are
addressed by another division of the State Attorney
General’s Office using the Consumer Fraud Act.

Over the years, our office has seen complaints
involving allegedly unauthorized services for long

distance services, collect calls, directory assistance,
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claims in which hackers would place calls from a
consumer’s computer, often to pornographic websites at
remote locations on the globe, then succeed in having the
considerable charges show up on the local phone bill.

In 2006, we saw hundreds of complaints against
a company known as Buzz Telecom. These complaints
alleged misrepresentations in the marketing of a long
distance service, especially to seniors, and billing was
(inaudible) provided.

(Inaudible) following enforcement activities,
not just ours. In recent years, for example, we haven’t
seen many complaints involving collect calls. What we
have seen in recent years are repeated complaints
involving the two marketing strategies described by the
Inc2l court: third-party verification and internet
conduct. With respect to third-party verification, we’ve
seen many complaints over many years in which consumers
tell us that the billing companies or someone acting on
its behalf, probably the telemarketer, has doctored the
recording or pieced them together to make it appear an
authorization was given when, in fact, an authorization
was not given.

It is difficult for consumers to remember the
details of a telephone conversation that occurred months

ago (inaudible) remember enough to make a credible
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complaint. We’ve seen numerous complaints alleging other
types of deficiencies in the third-party verification
process. Sometimes the person whose name is given on the
recording as having authorized the charges turns out
never to have worked for the small business being billed.

OFf course we’re ever seeing complaints in which
misrepresentations have allegedly been made during the
unrecorded solicitation portion of the telemarketing
call, often beginning with an alleged misrepresentation
that the telemarketer is calling on behalf of the
consumer’s local phone company -- local phone company.
The alleged misrepresentations continue from there. For
example, you’ve overpaid and you need to verify some
information in order to receive a credit.

We heard many recordings, often involving free
trial offers, in which the key words supposedly
constituting an authorization for the bills are spoken
too fast to be understood or are otherwise inaudible.

The other category of complaint 1 wanted to
highlight involves allegedly bogus internet signers,

again for services billed to the local phone bill. |
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that the consumers replied as part of the alleged order
had not been the consumers” phone number for 17 months.

From a preventive standpoint, it appears that
allegedly offending companies have commonly failed to
institute any reasonable processes or procedures or
security checks to verify or validate the genuineness of
the alleged orders. One of my consumers expresses this
(inaudible) that if I wanted to fill out the form and
put, say, your phone number, I could easily do so. 1
could use your or any other number 1 wanted. Why are
they not required to ensure the actual owner is giving an
okay?

Another consumer echoes this same observation:
I had to answer five questions to verify my identity in
order to even ask about my phone bill, but someone else
can sign me up and bill me for a service I’ve never heard
of without any verification at all?

In terms of solutions, and 1°m talking now
about all of these claims, our office looks to the civil
monetary penalty. Over the past nine years, we have
filed hundreds of petitions against scores of companies
seeking civil penalty for alleged cramming and slamming
violations. The vast majority of these cases have been
on terms including the civil monetary penalty. Our

filings have represented only a fraction of (inaudible).
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With respect to our efforts to secure the
penalties, companies often tell us we issued a credit,
this is not a lot of money, you should let it go. We’re
not often persuaded. What is not a lot of money iIn any
one case may be quite a lot of money iIn the aggregate.

In 2005, for example, | think 11 lowans, each disputing
$5 and $8 for a single domestic collect call lodged
complaints against two billing companies.

A Commission press release later revealed a
massive fraudulent billing scheme that collected more
than $30 million in bogus charges from (inaudible).

Along similar lines, an Inc2l court observed that only 5
percent of the billed customers in that case were even
aware that they had been billed.

The problem is relying on credit as a solution
to the cramming problem is that many companies will issue
credits iIn cases in which consumers complain but pocket
the money iIn cases In which consumers did not complain,
because so many consumers do not complain, the offending
practices remain profitable despite the credits, so there
IS no incentive to stop.

The penalties by contrast take the profit out
of the offending practice. They give the companies an
incentive to stop. They have a (inaudible) not only with

respect to the particular company but also with respect
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to the industry as a whole.

Our statute does not require proof of intent to
violate. That omission advances the statutory goal.
Because direct proof of a company’s state of mind is
rarely available, requiring proof of intent to violate,
would mean that intentional violations would easily
indicate sanction and even when the violation is not
intentional such conduct is often the result of negligent
and independent behavior. Civil penalties are designed
to remedy such sloppy business practices so that such
behavior will be policed and cleaned up.

Our statute similarly does not require proof of
a theory (inaudible) violation. When we see the troubles
and complaints, we can proceed without needing to wait
and see whether additional complaints reveal a series or
pattern -- a series or pattern of potential violation.
Such (inaudible) the way it enforces worse. When
enforcement is left to wait, most of the time there is no
enforcement at all.

Artful operators are free to use multiple
corporate entities in order to mask the scope of their
operation. They are free to move from one corporate
shell to another once complaints start to gain the
attention of regulatory officials. There are also

practical difficulties associated with pattern cases.
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MR. DEITCH: Thank you, Craig.

MS. BUNGO: Good morning, everybody. [1’m
Larissa Bungo. [I’m the Assistant Regional Director for
the East Central Region, which is located in Cleveland,
Ohio. The East Central Region covers an eight-state
territory which includes Ohio, Pennsylvania, Michigan,
West Virginia, Virginia, Delaware, Maryland, and the
District of Columbia.

Prior to becoming the Assistant Regional
Director, for 15 years | was a staff attorney who was
responsible for investigating and litigating consumer
fraud -- civil consumer fraud matters. And 1 was the
lead attorney in a matter called FTC versus Mercury
Marketing, which also resulted in a criminal prosecution,
and 1t was my privilege to serve with Jennifer Williams,
the AUSA who would have been very pleased to tell this
story to you directly, but unfortunately had a family
emergency and could not be here. So, I will try to do
this story justice and tell you the tale of United States
versus Neal Saferstein.

Giving, again, a little bit of the background,
the FTC’s case began iIn the early 2000s, as we saw the
emergence of cramming take place. We brought a case
against Mercury Marketing and Neal Saferstein, alleging

that the company was misrepresenting that consumers had
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purchased services. And they stipulated to a consent
agreement and agreed not to bill without authorization.
Unfortunately, they continued their practices unabated.

The states brought several actions against
Mercury, which now changed its name to Golnternet. Beth
Blackston brought an action on behalf of the Illinois
Office of the Attorney General against Mercury Marketing,
as well as several other states. And we moved for
contempt on this stipulated consent order. We did obtain
a $58 million contempt judgment, but 1 must say that this
cramming operation did not end until the U.S. Attorney’s
Office took interest in it and a search warrant was
completed.

So, on to Jennifer’s presentation. Being the
good prosecutor that she is, she would probably start
with the product. And 1°m going to do that. This is a
picture of a law firm -- a web page for a law firm that
you might recognize, Skadden & Arps. As we note, It is
listed as Skadden & Arp here. And what Golnternet was
doing is basically they had a massive scheme to defraud,
which 1 will reduce to five components.

The product was an internet web page which was
purportedly offered to help small businesses raise their
internet presence. Remember, this is back in the early

2000s. You’ll note they did not just pick on small
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businesses, because Skadden is an international law firm,
certainly is not a small business.

Skadden, of course, had its own very legitimate
web page at the time, which note some of its offices
around the world. They had no use for the product that
Golnternet had created for them. So, how does -- how
does a charge for a product or service like this end up
on a consumer’s phone bill? 1711 tell you that in the
Golnternet case there were over 350,000 victims. The
company was bringing in $50 million a year, charging
$29.95 to consumers” phone bills, in this case, small
business owners. It was quite lucrative, as you can see.

How they did it was they were very clever.
First, things begin with a pitch. The pitch is seemingly
innocuous. It’s the telemarketer -- and by 2003,
Golnternet had 1,000 telemarketers contacting consumers
every day, and they would ask to speak to somebody who
had authority to accept the mail.

And the pitch would go something like, “I just
want to send you a package in the mail. 1 need to speak
to somebody with authority. Are you the business owner?

Are you the manager?” And usually the representative

will say, “No, 1°’m not, but what is this about. If it’s
just to send a package in the mail, 1 can accept the
package.” “Oh, you do have authority to accept the
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package, then, or the service. Right, okay, well, I just
need you to verify some information, then.”

And what would happen on the verification,
then, i1s the representative would be asked if they agreed
to accept the service. Now, having been tricked into
believing that all they were doing was agreeing to accept
the service of mail, these customers, these purported
customers, were ill-prepared for the fact they eventually
were going to be billed $29.95 for this product that was
going to come and be offered in the package.

So, again, something seemingly innocuous.
Again, as my colleagues have said, usually not a
memorable conversation. Most of the consumer victims
that we talk to don’t have a recollection of that
introductory call and, in fact, 1 would argue, this is my
personal view, that it is because the call is not
intended to be memorable. And only the back end
conversation i1s recorded, so there is no -- there’s
nothing to replay about how they got to the verification
of their name and telephone number.

In the Saferstein and the Golnternet matter,
there was a double layer of fraud in that Saferstein
directed his vice president of customer service to also
create fake verification tapes when necessary. So, after

they had tricked the consumer Into agreeing to accept the
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products and services, when necessary he would also help
to fabricate the evidence supporting the sale.

In terms of the package that 1 mentioned, they
would say a package will be arriving. The package was a
non-descript white envelope, eight-and-a-half-by-eleven,
nothing on it to indicate that a purchase transaction had
occurred. It was treated like junk mail because it
looked junk mail. 1t usually ended up, unfortunately, iIn
the trash bin without customers ever knowing that there
was some obligation on their part to call the company and
try to cancel. It was offered as a free trial. You have
15 days to try out this internet ad that Golnternet
wanted to create for the company.

And in the package would have been the proof
web page, which Golnternet described itself as a proof.
It was their idea that the customer would receive this,
it’s based on a template, and that they would have to
call in and make It more unique or specific to the actual
business. Now, the project, again, based on templates,
is bare-bone and often mistake-ridden.

And another thing that 1 would point out is
Golnternet used a sub-domain rather than a domain, so you
can see -- it might be hard to note -- but at the top
here, the web address is myiformation.com/skaddenandarp.

All of the web pages were hosted behind the name
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information or internetweb, which is the domain name that
Golnternet used. And they did not register any of these
web pages. So, unless the customer knew the exact web
page address, they weren’t going to find it when they
searched for it on the internet.

So, there again is another layer by which this
could pass under the radar. They weren’t expecting a
charge to appear on their phone bill, and they didn’t
know that a service had been created for them that would
be available on the web.

The web pages, telemarketers, again, |
mentioned, 1,000 telemarketers, they’re making 1,500
sales a day. They were creating 7,500 web pages a week
for small businesses. Notably, there was only one web
designer tasked with making changes to the web pages
should a customer call in and say they wanted to change
the service and make it more specific to that particular
company. And I would argue that that was one of the
strongest pieces of evidence that Saferstein knew that
this business was engaged in fraud. In fact, he knew no
one would be calling to make requests to change the web
pages to make them more specific.

1’1l show you another example of a mistake-
ridden web page. You might recognize this company -- Al

Jazeera. It appears Mr. Al-Jazeera sells televisions.
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But most of you may recognize Al-Jazeera as an Arabic
language broadcasting company. And Al-Jazeera paid for
several years before recognizing that they were billed,
as did law firms, as did churches. 1 can tell you about
some web pages that 1 saw where the business hours for
the churches were listed as Monday to Friday, 9:00 to
5:00, accept Visa and MasterCard.

There were web pages for large companies like
Northrop Grumman, except they were depicted as a law
firm. Someone must have called and heard the word
defense contractor and thought defense must be a law
firm, created a web page just like the one for Skadden.
So, you know, you would have Northrop Grumman, General
Law Practice, defending your legal rights, would be the
template for Northrop Grumman.

On the payment, so we’ve talked about the
pitch, the package, and the product; on the payment,
Saferstein was quite proud and would boast to other
officers in the company that he believed the LEC billing
process enabled -- enabled his company to perpetuate its
fraud because consumers just routinely pay their phone
bill and they aren’t going to check it.

So, with that in mind, he represented that the
product that -- that Mercury was selling or Golnternet

was selling was internet services, because that was
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permitted as a line item on the LEC bill. And they did

offer dial-up service and e-mail, but their main business
was this web presence through the web pages.

The phone bills for a small business owner, you
can imagine, are quite lengthy. The $29.95 charge did
appear on a separate page, but because it was cast as

internet services, what we would hear from the consumers

is they would say, well, 1 thought it was my regular
internet provider, 1 thought this was from my internet
service that I would want. 1 had no idea that there was

a web page created for my business and | would have no
need for that, nor would I want it and certainly I didn’t
authorize it.

But months and years went by, and these
businesses would pay these charges, not recognizing that
they had been scammed and they had been crammed, in fact.
Eventually, when somebody from the company would discover
the charges, 1’11 get to my last P, which is what 1’11
call the panic. Panic ensues; the customer realizes,
gosh, 1’ve been paying for something, 1 don’t know what
it is, | don’t know where this originates, and then you
have this pattern of trying to trace back how did this
$29.95 charge originate.

And they would call the 800 number listed.

Golnternet went through aggregators, so there was always
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a third-party contact first. They would contact the
aggregator, who would say you need to contact Golnternet
directly. Golnternet would promise a credit or refund
and then wouldn’t issue it. So, there were attempts to
thwart the credit or refund getting back into the
consumers” pockets.

In total, our loss calculation for the criminal
matter was over $50 million, over 350,000 victims in the
scheme. The criminal indictment for Neal Saferstein, the
vice president, who was the president of the company,
Tyrone Barr, who was the vice president of customer
service who created the fake tapes, and Billy Light, who
unfortunately committed perjury during the FTC’s
proceeding, was a 27-count indictment. All three
officers did plead guilty to the charges. Saferstein was
recently sentenced just last fall to 23 years for his
crimes.

I think that the Golnternet matter is a good
example of the great cooperation amongst the states and
several law enforcement agencies, along with the U.S.
Attorney’s Office, the FTC, FBI, Postal Inspection
Service, and IRS worked together to bring this matter to
conclusion, but I must say it took 10 years from start to
finish. That’s a long time and a big investment to

finally put atter to
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conduct.

I’m trying to look through my notes to see if
there’s anything else Jennifer would want me to highlight
to you. And I might ask if there are any questions that
anyone has as 1’m looking through about the scheme.

Sure.
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there’s going to be a discussion of potential solutions
for people to discuss. Are there other questions for
people? Yes, sir?

MR. MCGLAMERY: 1 have no question, butInc.00 TTf-Yes, sil
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know, you’ve got a bill.

MR. DEITCH: And could you, for the record,
could you state your name and the organization you’re
with?

MR. MCGLAMERY: Yeah, my name is John
McGlamery. |I’m with the Nevada Attorney General’s
Office, and 1’m speaking on the next panel, so .

MR. DEITCH: Another preview. Yes?

MR. BRODER: My name is Betsy Broder, and 1°m
from the FTC. So, my question is for our state
enforcement partners. Have you seen the same entities,
individuals, come up time and time again in your
enforcement cases? That is, do you see a lot of
recidivism? They’ll just turn the names of the companies
and (inaudible) doing what they’re doing as Larissa
described with Neal Saferstein’s company.

MS. BLACKSTON: We don’t know if that’s
happening or not truthfully in Illinois. 1 mean, we’ll
get —- it’s always a different corporation with a
different person who is the president or the secretary,
but beyond that -- and it’s usually an LLC and it’s
difficult to tell that -- whether there’s overlap.

I will say for one of our first round of
cramming cases we negotiated and settled several of them

at the same time, and the checks were cut for the
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separate cases from the same person. And we did not know
that they were connected.

MR. DEITCH: One other question for the panel
is what’s a consumer to do when they find cramming
charges on their phone bill? What do people think or
some good advice or suggestions for that consumer.

Diane?

MS. DUSMAN: In our cases, we required -- in
our settlements, we required the company to alert the
customer when they complained about an unauthorized
charge to the possibility of putting a third-party charge
block on their phone or an international call block on
their phone. And we asked them to -- the stipulation
required them to do that at no charge to the customer.
There were some carriers that were charging to put blocks
on, and we felt where people had been defrauded, that was
not a fair -- a fair charge. So, that’s one method of
just trying to avoid it altogether.

MR. DEITCH: Anybody else have --

MR. GRAZIANO: This is Craig. In lowa, the key
thing we would recommend is simply to file a complaint
with the lowa Utility Board. The Utility Board is good
about getting refunds for consumers when they deserve to
have refunds. And that also gives our office an

opportunity to evaluate what the consumer says and what
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the company says and whether -- whether a civil penalty
proceeding should be instituted.

MS. BUNGO: And this is Larissa. | would
encourage the consumer to contact their phone company
directly and let the phone company know that they believe
they are a victim of cramming. And 1 think in most cases
the carriers will try to remedy the situation.

Another thing 1 forgot to mention that 1 think
is problematic in these cramming matters is the
companies, when the LECs and the aggregators do something
to suspend the billing practice, they often recreate
their name as Betsy was suggesting. And in the
Saferstein case, the company actually contracted with two
other companies and moved its traffic to these two other
companies so that it could continue to bill through the
LECs and the third-party aggregators without their
knowledge.

MR. DEITCH: Sir?

MR. MENJIVAR: Roberto Menjivar, FTC Chicago.
As more consumers switch to mobile devices or wireless
devices, are the states seeing an increase in complaints
related to unauthorized charges to a consumer’s wireless
device and how are those complaints being handled? |
think lowa mentioned that they have a separate division

that deals with wireless.
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MS. BUNGO: Can you repeat the question for the

record?

MR. MENJIVAR: This is Roberto Menjivar, FTC
Chicago. My question is directed for the states. As
more consumers switch to wireless devices and mobile
devices, are your offices seeing an increase in
complaints related to unauthorized charges to a
consumer’s wireless devices and how are those complaints
being treated?

MS. DUSMAN: We have the same scenario in
Pennsylvania as Craig does in lowa in that our Attorney
General’s Bureau of Consumer Protection deals with any
wireless complaints, so they don’t really come to us, but
I think that the same -- one of the same things that’s
available to wireless customers is to ask that such
charges be blocked.

MR. DEITCH: Any other questions? Yes, sir?

MR. BREYAULT: Hi, I’m John Breyault with the
National Consumers League here in Washington. A question
for the panel but particular to Illinois AT&T filed
comments prior to this (inaudible) for this workshop that
laid out a pretty significant verification process that
they used to try and work with aggregators and third-
party billers, the third-party certifiers that use the

aggregators.
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In your experience in prosecuting these

cramming cases, did you find that AT&T or other

(inaudible) carriers with (inaudible) similar

verification programs, that those were

effective or what was your experience in how
they used those systems without cramming?

MS. BLACKSTON: Well, 1 Kkind of talked in my
comments about what we’ve seen from the aggregator end of
things. And our experience has been that they -- they
request and obtain certain information before agreeing to
provide billing services for a customer.

But as I also mentioned, we found things that
didn’t match up like the actual product that was being
billed for didn”t match at all the text phrase that was
showing up on consumers” phone bills. We would, whenever
we filed a lawsuit, sometimes we would send a copy of the
lawsuit to the aggregator and say, by the way, this is
one of your customers. |1 don’t know -- 1 don’t have a
sense for when in the process, if at all, it was picked

up that a particular vendor was a problem vendor, so .

MR. DEITCH: And to better answer your
question, we have panel two coming up next. Thank you
for the transition. It will be what steps does a

telephone billing industry take to detect, monitor, and
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prevent cramming. So, with that, we can take a 15-minute
break. Thank you.

(Applause).
MR. DEITCH: Thank you, panelists.
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oversight and strategy for third-party billing, including
the development and implementation of anti-cramming
safeguards.

After Kent gives his presentation, we’ll hear
from Don Teague. Don is the CEO and Founder for MORE
International, an eCommerce consulting firm for the
digital content ant eCommerce markets. Prior to founding
MORE International, Don held the position of Executive
Vice President of Marketing and Sales and was the
cofounder for PaymentOne, a payment service provider.

Previously, he cofounded and held the position
of Vice President of Sales and Marketing for UptimeOne,
an eCommerce application service provider. Mr. Teague
attended San Jose State University, studying business and
human performance.

This i1s also a side note. Don was also a
professional football player. He signed with the San
Francisco 49ers of the NFL and the Glasgow Lions of the
WFL. So, I1’m pleased that he added that extra bit about
him. We look forward to hearing Don’s comments, as well.

We have three representatives from the law
enforcement side, beginning with John McGlamery. John is
a Senior Deputy Attorney General for the Bureau of
Consumer Protection in the Consumer Advocate’s Office in

Nevada. His primary duties involve the prosecution of
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deceptive trade violations, but he assists in utility-
related actions on behalf of the Consumer Advocate.

John graduated from California State University
Sacramento, with a degree in Government, Criminal
Justice, and Business Administration before attending and
graduating from the University of the Pacific McGeorge
School of Law. After being admitted to the Nevada Bar,
John also served as a criminal prosecutor for the Reno
City Attorney, and he was Department Counsel for the
Nevada Department of Industrial Relations, which
regulates mine safety, enforces OSHA violations, and
regulates industrial insurance providers. A wonderful
career, It seems.

MR. MCGLAMERY: A little bit of everything.

MS. BUNGO: Next we also have Rich Goldberg
with us. Rich Goldberg is an Assistant Director of the
U.S. Department of Justice, Office of Consumer Protection
Litigation. Rich, for the past 11 years, has prosecuted
cases on behalf of each of OCPL”’s client agencies,
including the FTC, Food and Drug Administration, Consumer
Product Safety Commission, the National Highway
Transportation Safety Administration.

Rich’s cases have included criminal cramming
matters prosecuted In the United States District Court

for the Southern District of Florida. And in December
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2006, Rich was awarded the FTC’s Criminal Liaison Unit
Award for cooperation with the FTC in the enforcement of
criminal laws. Rich received his B.A. cum laude from
Hobart College and J.D. with honors from the University
of Maryland School of Law.

And finally we have Laura Kim. Laura is the
Assistant Director in the Division of Marketing Practices
in the FTC”’s Bureau of Consumer Protection. Prior to
becoming an Assistant Director, Laura served as an
attorney advisor to the Chairman and Commissioner William
Kovacic.

Laura has spent several years as a staff
attorney, also in the Division of Marketing Practices,
where she focused on litigating consumer protection
matters, including a case against a group of vendors and
billing aggregators responsible for approximately $35
million In consumer injury.

Before coming to the FTC, Laura was an
associate at Covington & Burling. She graduated summa
cum laude from Yale College and received her law degree
from Harvard Law School.

As you can see, we have a great panel here, and
we look forward to hearing their comments and then
opening up for comments from the audience. 1 will note

that when we get to the comment and question-and-answer
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portion, if you could hold your question until a mic
comes to you and also identify yourselves so it can be,
please, put on the record. But with that, 1’1l turn it
over to Kent.

MR. WARDIN: Thank you, Larissa.

Thank you very much for having me attend today.

I’m looking forward to our discussion this morning and
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that’s new on the bill.

There’s a separate bill page later in there for
any of the charges that are non-AT&Ts. So, there’s a
page break for those so it’s clearly identifiable with
their 800 number, with the website for the consumer to go
and contact and have any type of questions.

Our policy, effective January 1lst, 2010, was an
address first policy for consumers. Any time a consumer
calls in, that is it, period, adjust, remove it. It gets
flagged as a cramming dispute. We do not -- we do not
try to validate if It’s a cram or not. We mark it as a
dispute and we mark it against -- we tally those as part
of our metrics that we measure our customers against,
okay, third-party billers and the aggregators. Okay?

Business that started approximately April 1st,
2010, same policy. 1It’s uniform across it. Anybody
that’s not following this, they’re not following AT&T

policy. Bill block, third-party bill blocking is offered
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were four problem areas that we saw so we suspended
billing until such -- it”’s often for reconsideration of
these anti-cramming measures that were put in place,
proved to be successful. So, right now, at AT&T, none of
these four products are billable. And it was certain in
the first quarter of 2010 most of those were in effect
that way. Okay?

All right. Anti-contractual measures that
we’ve adopted and changed in 2010 include customer
notified of a service, price, telephone billing before
completion of the purchase. Customers must consent to
purchase and to be billed on their telephone bill.

Potentially misleading types of maryh eg tyat wrodmten
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Our verification requirements, all
transactions, minimum baseline verification requirements
for all transactions, some similar to the existing letter
of authorization. Third-party verification requirements
for regulated telecommunication services. Internet
transactions are heightened verification.

We require first and last name, billing
telephone number, address, including street, city, state,
and zip code, confirmation of your legal age to purchase,
confirmation of authority to bill on the telephone
account, some form of nonpublic information, such as date
of birth, last four digits Social Security number, and
it’s validated by independent provider such as Lexus or
Experian. So, who’s doing that other valid -- there’s
another party involved in the validation of the customer
versus just the sole provider doing that. Okay?

The double opt-in process for internet-based
transaction, notice of authorization, verification
requirements during the initial sales process. Second
opt-in process required after customer has authorized the
transaction, customer sent confirmation of product,

6 price, and term commitment. Customer ascstomer has autho Tf-5.7 0 T
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agreed to this product, what this -- what we’re trying to
do here i1s eliminate people that just were just trying to
get additional information to realize that they made a
purchase by hitting the button, thinking that they’re
going to get incremental information.

So, what we wanted to have was a two-page
process where here’s marketing information about the
product service, here’s the price, you consent, they did
a validation, it comes back and iIt’s a separate page
without the marketing material available, bold letters,
this is going to be on your telephone bill, here’s the
price, do you agree. So, it’s a double opt-in process.
This has been in place effective since 1/1/2011. So, we
just put this into place this year.

Okay. Self-help website for customer
inquiries. Clearinghouse must provide customer self-help
website. We print this on the telephone bill with the
charge. So, the customer has a question and they don’t
want to go -- oh, thank you -- if the customer has a
question and they don’t want to call us, AT&T, or the
service provider, they can ask for the adjustment via the
website. Okay, so, simplify it, you don’t have to get in
a call queue. You can go ahead and take care of it
there. We also get that data back from the

clearinghouses on the utilization of those type of
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Typically we’ll get a performance review, see how they’re
doing and give them a couple months to reduce complaints
and/or if they cannot, they’re terminated from our
service.

Okay. How do we know if we’re effective? We
have a third-party, independent, external audit to go and
ensure that these new rules are being followed and
they’re compliant. Okay. So, the performance of every
clearinghouse is audited annually. Audits are conducted
by a major audit firm with relevant experience iIn this
area. Audit scope determined by AT&T. Scope includes
performance of active oversight obligation of the
clearinghouse.

Complaints with the anti-cramming measures,
compliance with the truth-in-billing, and the results

that we’ve seen as a result of these new third-party
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FTC. And as we get more information as we forward, this
is a modified thing.

I think we’ve done a good job, this thing, but
I don’t think we’re finished. We’re going to continue to
observe. We’re going to continue to think of better ways
to perform. Okay. 1°m completed. Thank you very much.

MS. BUNGO: Don, we’ll turn it over to you.

Don is patched in by telephone. Are you able to hear us,
Don?

MR. TEAGUE: Yes, I am. Thank you very much.

So, again, thank you for having me. To repeat,
I’m Don Teague, the CEO for MORE International. We’re a
small, back-office software company. We supply outsource
CRL billing and reporting services for our clients. We
have been in business for six years with a number of
clients billing to the phone bill. And prior to starting
MORE, 1 was with one of the LEC processors as the VP of
sales.

The three major reasons that 1 really
volunteered to be involved here was that, number one,
consumers need to be protected with standardized and
proven validation and authentication. The true cramming
needs to be addressed. That sounds like the FTC is

serious about addressing it, which is perfect. A lot has
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have come together. And I think clearly the industry has
struggled to keep up with those changes, and I believe
that MORE can assist with creating some standards to
test. 1 don’t know that the optimum solution is known
here today, but I think that we need to test a few things
to get to that silver bullet.

Second real point is that LEC billing has a
place in the payment’s ecosystem, especially for digital
goods and services. There’s an appropriateness to having
digital charges be on a digital bill, and phone companies
often have a longstanding relationship and credit history
with their consumers.

And the third -- the third real reason 1 joined
is that consumers need and want multiple payment options.
I1’ve been in eCommerce payment space for over 15 years.

I know for a fact that more payment options means more
commerce, and in light of today’s credit climate now more
than ever consumers need payment alternatives in order to
conduct commerce.

In terms of, you know, things we’ve done, seen,
or can recommend to address the issue, 1 think the
telemarketing one is the easiest probably to address.

The telemarketing B2B cramming 1 think can be resolved by
the sheer fact that disk space is so cheap today, | think

this was recommended earlier, and 1 agree, that 100
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percent of telemarketing calls should be recorded and
stored and made available to whatever enforcement agency,
phone company, processor wants to see them alone with the
third-party is a fair indication. | think that’s a slam-
dunk for solving the cramming associated with that piece
of the industry. 1 think the real opportunity for
improvement is in the cramming associated with the online
-- online sign-ups and online registrations.

MORE has a little bit of experience here. We
spent a number of months handling some validation and
authentication for our clients. Now, this was prior to
the phone companies -- 1 think it was probably six-plus
months ago -- that the phone companies demanded that the
processors start to handle the validation and
authentication.

But we handled it for our clients for a number
of months, and we used name, address, phone number, and
date of birth. And we triangulated this data to create a
confidence for that this person was who they say they
were. And we encouraged our clients to leverage this
system, though at the time it was not required by the
LECs or the processors because we felt that the current
standards were not stringent enough.

I think that AT&T certainly has stepped up to

that. 1 think what we need now iIs a set of standards
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that is ubiquitous across all of the phone companies in
order to make this work. Now, whether or not the
solution we used back then of name, address, phone
number, date of birth is the right one, 1 think others
need to be tested.

And some suggestions there would be that we
might also test something like having the consumer make a
call from the phone number that they’re wishing to bill
to to -- to ensure that they want to, in fact, establish
that transaction. The name, address, phone number might
extend to date of birth or Social Security number or some
other out-of-the-wallet question.

And maybe even a more kind of grandiose
solution would be the creation of a wallet, where
sometime where a one-time stringent process may include
all of the above and something else we haven’t thought of
yet or tested be used to create a master phone billing
account, something I lobbied for a couple of years ago,
and then use a new user name and password to allow the
consumer to bill to their phone bill if that’s what they
choose to do, maybe something similar to what you see in
PayPal or other stringent sign-in processes that allow
for easier transactions thereafter. 1°m looking forward
to the discussion. Thank you.

MS. BUNGO: Thank you very much for your
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comments, Don. And we turn over to John McGlamery.
John?

MR. MCGLAMERY: And, again, my name is John
McGlamery, Senior Deputy Attorney General at the Bureau
of Consumer Protection, the State of Nevada.

I was asked to talk about what the billing
industry -- telephone industry is doing to detect,
monitor, and prevent. Unfortunately, 1 can’t comment on
that other than to tell you what the problem is and how
sometimes those steps are not all that effective because
the scammers are becoming very good at going around
those.

And, basically, what 1 want to discuss are
three different outfits that we know did this. What they
did i1s they had basically your long distance, your
voicemail, your e-mail, products that there’s a huge
demand for, to pay $20 a month for these days. And they
set up different companies. They set up 30 different
companies. On the long distance alone there were 14
different companies. On the voicemail, there were, |
think, five or six; on the e-mail, there were five or
six; on the directories, there were five or six, too.

And each of these corporations was set up iIn
Nevada, which is unfortunately the haven for every scam

that came along because our good legislature doesn’t
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require much of anything to set up a corporation. In
fact, you don’t even have to identify the true people
involved. You can set up proxies.

So, what they did is, this case, set up all
these different entities as corporations. And each of
the persons that was supposedly the owner had absolutely
no background in the Telecom industry. Most were real
estate agents and teachers and when we asked them, you
know, why were you involved in this, they said, oh, it
just sounded like a good deal, you know, we didn’t have
to do any work and we were getting a $5,000 check each
month. So, it was basically a shell game.

And we talk about the threshold, and we talk
about those verification processes and all. What’s
interesting about these companies is that they all
provided exactly the same service for exactly the same
price. The only difference was the name of the company.

And why would they do that? Well, when we
started iInvestigating these, we found that they were
intentionally looking at the threshold processes from the
LECs. And they would start billing for company number
one until the threshold was met. And then they would
rotate to number two until the threshold was met. And
then they’d rotate to number three until the threshold

was met.
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We don”t know how many dollars we’re talking
about nationally, but we know that in Nevada, which is
one of the smaller states, we had $600,000 in bills for a
period of eight months. That’s an awful lot for a small
state. And not one of the people we’ve contacted had any
idea what they were getting.

So, the verification process alone is not
sufficient. The scammers already know how to get around
it. And like I say is I know at least three different
organizations, one In Minnesota, one in California, and
one in Florida, that did exactly this. They worked a
system to get around the verification processes and all.
And if you heard my comment earlier, when we got the
verifications, the data that was in them was obviously
downloaded from a list. They just didn’t even bother to
telemarket or market at all. Although we do know they
were using surveys in some of it, but we think that they
just got a list and then started billing off that list.

So, the verification processes up until about a
year, year and a half ago, are simply not sufficient.
There’s got to be something more. We -- 1’m a big
advocate that they should just do away with third-party
billing through the LECs. | mean, it was intended years
ago when the first Ma Bell broke up to allow these

companies that were providing these other services to get
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onboard. Today, it is just nothing but a haven for
scammers. And | have yet to see any evidence that third-
party billing through the LEC billing is needed, except
for scammers who are making off with all kinds of money
on this thing.

A couple of things that Nevada unfortunately
does not have good laws on the civil side. 1 can
prosecute civilly or criminally. A thousand-dollar fine
for a violation is simply not enough to be a deterrent.
However, good legislature in adopting some other remedies
gave us a golden one, and I think since then it’s really
been effective because we’ve really seen cramming drop,
and that is criminal racketeering. We now have a new
criminal racketeering law which says that if you engage
in fraud of two or more people where the amount taken is
more than $650, we can file felony and criminal
racketeering charges, which allows for seizure and all
the other nice, nifty remedies for that.

So, we’re looking forward -- 1 haven’t had any
chance to use it yet, but we’re looking forward to it,
because if we see another one, we have a nice criminal
racketeering charge to bring forth. You know, these are
the kind of things, tough remedies, make it -- another
thing is they try to do all of their business over the

internet. By Nevada law, you’re supposed to have a
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written confirmation notice sent to the consumer at his
address. In none of these cases did they do that. They
say, well, we just sent it to the e-mail. Well, what’s
their e-mail? And i1t’s completely wrong. There’s no
contact with the consumer whatsoever.

One of the problems with the LECs that we’ve
seen, and it’s still a problem, they’ve got to give a
refund, but only for one month. Turns out to be this
person’s maybe been billed for several months. So,
that’s another problem with the -- that the industry
needs to take a look at as far as these scammers, because
the iIndustry is making money on it. They’re not doing
this for free. They’re making money on it, so there’s
this incentive not to take the necessary steps. They
need to do more to protect the consumer.

The last thing is, and 1 don’t know how many
people have seen a bill for a third-party billing -- if
it comes through an aggregator -- billing aggregator
bills, but that’s what they are. There’s no information
on them. If -- at most, you might see Inc2l.com. What
the heck is that? They don’t -- there’s no address,
there’s no phone numbers, there’s no nothing. And the
phone numbers usually go to the billing aggregators.
They don’t go to the companies themselves.

So, we get the complaints, we have to do a
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tremendous amount of time investigating who these people
really are. The LECs, the local exchange carrier, you
know what 1°m talking about, don’t you? The local phone
companies? Really need to do more to get the
information, have that information available to the
consumer so the consumer knows who the real party is
billing them, instead of just force -- basically playing
this shell game like we saw setting up all these
different corporations.

Have 1 got any time left, or are we still

going?

MS. BUNGO: You do.

MR. MCGLAMERY: 1 do, okay. So, anyway, we
would like to see no billing through the LECs. 1 mean,

it jJust doesn’t make any sense anymore in this day and
age. Same thing with the wireless. |If you want your
dial tones, you know, unless -- unless you opt in with a
written opt-in, that way you preserve the ability to do
those things, but you’re getting around this shell game,
you’re getting away from the ability to just grab a
telemarketing list and just start billing people. You
get around those things by having something that’s
independent.

And what we found is that the reason that these

scammers avoid the mails is simply because they don’t
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want to be charged with mail fraud. So, they don’t do

anything by mail. Make them go through the mails. That
also identifies where they’re located. It also
identifies -- gives providing information to the
consumers so that they have some idea of what’s going on.
And if the consumer truly has purchased this, they’re
going to sign off on it. But I would suggest that these

industries will go out of business simply because there

really is no demand, there’s no market. It’s all one
giant shell game. It’s all one giant